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EDITOR'S LETTER

Survey
https://www.jwc.nato.int/survey
Password: jwctsm2021

DEAR READER,
There are things that you will remember for a lifetime, even though you would
perhaps prefer not to. The COVID-19 pandemic began as one of those things for
many. However, the Joint Warfare Centre used this unusual time to prepare and
implement numerous innovations.
Our NATO Exercise STEADFAST JUPITER-JACKAL 2020, executed for the first
time as a battle staff exercise, is part of that innovation process, as is the command
post exercise portion of Exercise STEADFAST DEFENDER 2021. As a vignette-based
exercise, it led to the certification of the Joint Support and Enabling Command in
Ulm, Germany, this spring.
You can read about the experience gained during the planning and the execution phases of these exercises in this edition.
But in July 2021, our first fully in-person scripting workshop since the beginning of the pandemic saw us return to business as usual.
Did it really?
In fact, questions such as, "Do I have to be quarantined after entering this
country?" will remain essential aspects for participants in future NATO events as well.
And that is acceptable.
Appropriate internal and external communication is key for keeping staff and
their families informed — especially when staff work from home and regulations affecting individuals frequently change due to the pandemic.
While internal communication can be evaluated by direct feedback and regular surveys, external communication is rarely assessed beyond the evaluation of
social media statistics and the subjective perception of a few individuals.
With this issue, the Joint Warfare Centre would like to ask for your feedback so
that we can better evaluate the information we provide. If we know more precisely
where we are, we are better equipped to choose the way ahead.
You will find a link and a password above. You can also use the QR code to
take our survey, which will be open until January 31, 2022.
In addition to articles by the JWC members, this issue contains numerous
guest articles. I would like to thank all authors, especially NATO Deputy Secretary
General Mircea Geoană, our Norwegian partner organizations and authorities, Headquarters Supreme Allied Commander Transformation, and the Allied Rapid Reaction
Corps. Their contributions have once again brought an enormous range of defence
topics to our journal.
Finally, I would like to thank our outgoing Commander Rear Admiral Jan C.
Kaack for the trust he has placed in us, and, as the Joint Warfare Centre's "One
Team", we wish him all the best for his new assignment.
Lieutenant Colonel Stefan Kuehling
German Army
Chief Public Affairs Officer
pao@jwc.nato.int
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FOREWORD
Rear Admiral Jan C. Kaack
German Navy
Commander
Joint Warfare Centre

LADIES AND GENTLEMEN, dear
readers of The Three Swords magazine,
After two years at the helm of NATO's
Joint Warfare Centre in Stavanger, Norway,
it is — unfortunately — already time for me
to say goodbye and to prepare for a smooth
handover to my successor, Polish Army Major General Piotr Malinowski, whom I wish
all the best at all times.
Looking back, I am incredibly proud
of the Joint Warfare Centre's "One Team",
their can-do attitude and what they were able
to achieve during these challenging past 27
months. Not just the highly visible delivery
of our exercises and the delivery of NATO's
warfare development efforts, but also in the
staff 's hard work to better understand our capability and capacity to achieve our mission
going forward: To make NATO better!
Providing the best training that NATO's
operational- and strategic-level headquarters
rightfully demand has always been at the forefront of our mind and thus,
the pandemic provided both a threat and an opportunity to our plans.
Our programme of work and our ways of working were undeniably
affected, but with our "Vision 2025" findings at hand, we were able to adapt
and adjust, focusing on risk mitigation rather than risk avoidance.
The innovation we — with much-valued support from NATO's
Senior Mentors — displayed to deliver STEADFAST JUPITER-JACKAL
2020 and, just recently, STEADFAST DEFENDER 2021 has been broadly
discussed in NATO.

Furthermore, we were able to deepen
our warfare development efforts and have developed new approaches and capabilities that
will improve the Joint Warfare Centre's service to NATO — the Joint Operations Planning Group (JOPG) Leaders Workshop and
our wargame design capability, to name a few.
I am grateful for the team having put
together yet another excellent edition of our
The Three Swords magazine, which provides
some insights into what has kept us "awake at
night" during the past months.
Starting off with a highly informative
article from NATO's Deputy Secretary General Mircea Geoană on "NATO 2030" and the
Alliance's first-ever strategy on emerging and
disruptive technologies, the magazine provides a recap of all our major achievements
— both exercises and warfare development
— and offers an account of Norway's "way of
fighting" as a society.
I hope you enjoy the read!
Lastly, I would like to thank my "One Team" for giving your time
to the Joint Warfare Centre, your valuable insights and brilliant ideas,
your enlightening discussions, and your unwavering support during my
tenure as your commander.
I wish you all the best, fair winds, and following seas in what is yet
to come! As we say in the Navy, "Code Uniform Whiskey Pennant One",
which means: Thank you very much for your cooperation. I wish you a
pleasant voyage. 

“I am incredibly proud of the Joint Warfare Centre's 'One Team',
their can-do attitude and what they were able to achieve during these
challenging past 27 months.”
The Three Swords Magazine 37/2021 5
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EXCLUSIVE
FOREWORD

NATO GEARING UP

TO KEEP
THE EDGE

NATO 2030 • The first ever Strategy on Emerging and Disruptive Technologies •
The Civil-Military Defence Innovation Accelerator for the North Atlantic (DIANA)

by

MIRCEA GEOANA˘

NATO Deputy Secretary General

I

n times of rising global challenges and growing competition, NATO
is working hard to maintain the technological edge, which has been
key to our success for over seventy years. This is why accelerating
technological innovation featured prominently on NATO leaders'
agenda at their Summit in Brussels on 14 June, and why we will
continue to sharpen our edge through NATO 2030.

Mircea Geoană
Photo © NATO

►►►
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NATO 2030

Transformed Security
Landscape
Technology is moving fast and transforming
the world, including our security landscape,
at record speed. As a result, threats now come
from anywhere: nearby or far away, from humans or unmanned systems, and from space
and cyberspace. Conflicts are increasingly defined by bytes and big data, as much as by bullets and battleships.
The smart phone in our pocket packs
more power than the computers that put a man
on the Moon. Machines and algorithms outperform humans in an ever-growing number
of ways — from playing video games to driving
cars and piloting fighter jets. Sophisticated disinformation campaigns destabilise and disrupt
our free and democratic way of life.
The cyber threat landscape is also evolving fast. A single click can send a cyber-virus
across the globe within minutes. It can harm
us and paralyse our critical infrastructure,
including our energy supplies and health systems. The SolarWinds hack in December 2020
affected United States' government agencies
and thousands of private sector companies
around the world. The ransomware attack on
the American "Colonial Pipeline" in May this
year closed off oil supplies to the eastern seaboard for several days. Throughout the COVID-19 pandemic, a series of malicious cyber
activities targeted hospitals and health services
that were working to save lives.
New actors, that do not share our values nor play by the same rules, are challenging
NATO's technological dominance.
Authoritarian regimes, like the ones in
Russia and China, are racing to develop new
technologies — from autonomous systems to
hypersonic weapons and artificial intelligence.
Chinese President Xi has stated his ambition
for his country to become the world leader in
artificial intelligence theory, technology, and
application by 2030, and to have the technologically most advanced armed forces in the
world by 2050. Beijing is rapidly integrating
artificial intelligence, robotics, and hypersonic

technology into the military. Given the record
of progress the Chinese have made in recent
years, President Xi's ambitions are not rhetorical — they are very real. Together with Russia,
China is also investing heavily in space, where
both countries announced plans to develop a
joint lunar research station.
Not only are Russia and China developing new technologies, they are also abusing and
misusing them to monitor and control their
own citizens and exert influence in the world.
This is not to say that all technologies are
dangerous and harmful. When used rightly,
they can help solve some of the world's most
intractable problems, from curing disease to
tackling climate change. But we must make
sure that these new technologies work for us,
and not against us — or worse, for our competitors. Our future security depends on our
ability to understand, adopt, and implement
new technologies, at speed and at scale.

NATO is Adapting
and Adopting
NATO is adapting to this rapidly changing
world and re-doubling its efforts to stay at the
forefront of technology in order to keep its one
billion people safe and free.
NATO Allies are working together to
develop and procure innovative solutions and
applications to ensure the defence of its Allies
and the success of its military operations. They
are investing in new, cutting-edge capabilities
that integrate some of the latest technologies.
Examples include the Alliance Ground
Surveillance (AGS) system that provides highquality radar imagery on land and at sea; the
fleet of Airborne Warning and Control System

(AWACS) aircraft that effectively monitor the
skies over Allied territory; and maritime autonomous vehicles that detect and clear mines,
monitor and protect sea lines of communication and underwater cables, and help find and
track submarines.
NATO Allies are also taking important decisions to ensure NATO continues to
adapt to, and adopt, new technology. At their
meeting in London in December 2019, NATO
leaders agreed an Emerging and Disruptive
Technology (EDT) Implementation Roadmap,
which identifies the seven main technologies
that are most relevant to security and defence:
big data, artificial intelligence, autonomy, biotechnology, hypersonic, quantum computing,
and space technologies.
The roadmap defines the broad way
ahead and the elements needed to address the
challenges, mitigate the risks, and seize the opportunities presented by these technologies.
Earlier this year, NATO Defence Ministers endorsed the Alliance's first ever Strategy
on EDTs. It focuses on fostering the development of dual-use technologies (i.e., technologies that are useful in both civilian and
military contexts) that will strengthen the Alliance's edge, while also creating a forum for Allies to exchange best practices that help protect
against threats.

Sharpening NATO's
Technological Edge —
Summit Proposals
Most recently, at the Summit in June, NATO
leaders agreed a set of concrete proposals to
further accelerate innovation and sharpen
NATO's technological edge.

Standing NATO Mine Countermeasures Group 1,
HNLMS Willemstad conducting mine
countermeasures operation. Photo by MARCOM

►►►
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˘ discussing the Alliance's role in cyber defence, its approach
CLOCKWISE: NATO Deputy Secretary General Mircea Geoana
to cyber security, and responsibility in driving technological innovation at the "Defence Disrupted" conference on May
19, 2021. NATO Secretary General Jens Stoltenberg briefing the press ahead of the meeting of NATO Heads of State
and Government on June 14, 2021. Alliance Ground Surveillance (AGS) remotely piloted aircraft. Photos by NATO.
Illustrations on artificial intelligence (AI) and biotechnology, which are amongst the seven main technologies that are
most relevant to security and defence today (Shutterstock).

The seven main technologies
that are most relevant to
security and defence:
• Big data
• Artificial intelligence
• Autonomy
• Biotechnology
• Hypersonic
• Quantum computing
• Space technologies

“Our future security depends on our ability
to understand, adopt, and implement new
technologies, at speed and at scale.”
Looking to the decade ahead and beyond, they decided to establish a NATO Innovation Fund, where Allies who so wish can
support start-ups working on dual use emerging and disruptive technologies in areas key to
Allied security.
They also decided to launch a civil-military Defence Innovation Accelerator for the
North Atlantic — better known by its acronym
DIANA. This accelerator will ensure NATO

is best prepared to mitigate the risks and embrace the opportunities presented by advanced
technologies, now and in the future. The initial
components of DIANA will be set up by 2022
and the accelerator is expected to achieve initial operating capability by 2023. It should be
fully operational by 2025.
For one, DIANA will facilitate transatlantic cooperation and exchanges on critical
technologies between Allies — from Silicon

Valley in the United States to rising innovation
hubs in Central and Eastern Europe. Together,
NATO's 30 countries have an abundance of excellent academic institutions, the finest scientific researchers, and amazingly creative startups. We have the best minds and the most
innovative companies, free and able to work
and collaborate in creative ways. Compared to
closed, authoritarian regimes, the broad pool
of talent in our open, democratic societies

►►►
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gives us a significant advantage in the development of new technologies. We must leverage
this advantage fully.
Second, DIANA will promote interoperability so that Allies are able to work together.
Keeping pace with the development of new
technologies is important. Equally, if not more
important, is for NATO's 30 Allies to coordinate as they develop these technologies. A ship
from one NATO country can always sail next
to a ship from another. However, if their radar
and tracking systems cannot communicate,
and if they cannot share information, they may
as well be in different oceans. Allies' technologies on both sides of the Atlantic must be as
interoperable as possible to be most effective.
NATO has a part to play to bridge the interoperability gap between Allies that possess technologically advanced capabilities, and those
that only have less advanced ones.
Finally, DIANA will harness civilian innovation by engaging with academia and the
private sector. With regional offices in Europe
and North America, as well as test centres and

CIVIL-MILITARY DEFENCE
INNOVATION ACCELERATOR
FOR THE NORTH ATLANTIC
(DIANA)
2

0

2

5

• Facilitates transatlantic

cooperation and exchanges
on critical technologies
between Allies – from Silicon
Valley in the United States
to rising innovation hubs in
Central and Eastern Europe
• Promotes interoperability
• Harnesses civilian innovation

by engaging with academia
and the private sector

a network of accelerator sites, DIANA will
bring defence and security specialists (military and civilian) across the Euro-Atlantic to
work alongside researchers, academics, and
entrepreneurs, from big tech companies to
small start-ups. Traditionally, developments
in defence technology have been driven by
the military sector, large defence corporations
and governments. Today, however, the private
sector, universities and start-ups often lead the
way. Therefore, strengthening the so-called
"triple helix" between government, industry,
and academia is key to our enduring success.

Cooperation is
Key to Preserve
Technological Supremacy
NATO already has various networks, structures, and programmes in place to engage with
relevant stakeholders within the western innovation ecosystem. We are building on solid
ground: not only does NATO already have a
long-standing engagement with the defence

The cyber threat landscape: Cyber threats to the security of the Alliance are complex, destructive, and coercive, and they are becoming ever more frequent. Resilience
and preparation for a post-COVID-19 future include robust cyber defence against malicious cyber activities, which, amongst others, target hospitals and health services.

►►►
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“We will develop NATO's new Strategic Concept – the
official document that outlines NATO's enduring purpose
and nature, and its fundamental security tasks. The latest
one dates back to 2010, and our security environment has
significantly changed in the past ten years.”
Our competitors may not want to face up
to the important ethical and moral dimensions
in their race to develop and deploy technologies. However, at NATO, we do. While striving
to be competitive, we must also remain true to
the fundamental values underpinning our Alliance: democracy, individual liberty, the ruleof-law, and human rights. Our aim, therefore,
is to ensure that the development and the use of
emerging and disruptive technologies sustains
peace and prosperity, in full alignment with the
Universal Declaration of Human Rights.

and security industry through NATO's Industry Forum, we also benefit from the advice of
experts from the private sector and academia
that are part of the Advisory Group on EDTs.
This group's advice feeds into the work of
NATO’s innovation board, which coordinates
policy and cooperation on innovation across
the NATO enterprise.
Moreover, the NATO Science and Technology Organisation — comprised of about
6,000 scientists and engineers in NATO Nations and across the globe — is the world's
largest collaborative research forum in the field
of defence and security. We also have a NATO
Science for Peace and Security Programme,
which brings civilian scientists and research
institutions from NATO member and partner
countries together to exchange knowledge, as
well as to advance scientific research and technological innovation, including on EDTs.
Beyond NATO Allies and partner countries, we are also working closely on new technologies with other international organisations, such as the European Union, the United
Nations and the Organisation for Economic
Cooperation and Development. Together, we
will need to defend, shape and enforce a multinational system of world governance in the
field of new technologies.

Conclusion ― A Look Ahead

Setting Norms, Rules,
and Regulations
We cannot allow the world of emerging and
disruptive technologies to become a free for
all. Unlike cyberspace, where international law
is applicable and norms guide state behaviour,
the field of EDTs remains largely ungoverned
by any strict rules designed to protect our
rights and democratic values, foster cooperation, and establish guardrails against misuse or
malign actions.

ABOVE: (Top) Norwegian Air Defence Battalion

conscript next to a NASAMS III launcher
(Norwegian Advanced Surface to Air Missile
System). Photo by Forsvaret. BOTTOM: The
NATO Flag flies under the Cinquantenaire Arch in
Brussels during the Summit in June 2021.

In the coming months and year in the run-up
to the next NATO Summit in Madrid in 2022,
we will continue to work hard to maintain our
technological edge. We will strive to implement decisions made and advance ongoing
work on innovation, including EDTs, as outlined in this article.
We will also develop NATO's new Strategic Concept — the official document that
outlines NATO's enduring purpose and nature, and its fundamental security tasks. The
latest one dates back to 2010, and our security environment has significantly changed in
the past ten years, not least because of rapid
technological advances. If the 2010 Strategic
Concept hardly mentions technology, only to
say that "a number of significant technologyrelated trends [...] appear poised to have major
global effects that will impact on NATO military planning and operations", we can expect
technology to feature prominently in any future document.
NATO continues to adapt. No matter
how unpredictable the security landscape or
how limitless the battlefield, we remain strong
and prepared to take on the challenges of today
and tomorrow and keep our people safe. 
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MASTERING THE
FUNDAMENTALS
DEVELOPING THE ALLIANCE
for the FUTURE BATTLEFIELD
		
by Davis Ellison
Independent Contractor
Headquarters Supreme Allied
Commander Transformation
(HQ SACT)

HMS Queen Elizabeth,
STEADFAST DEFENDER 2021.
Photo by UK Defence CSG21

Royal Norwegian Air
Force 330 Squadron,
photo by MARCOM

Live fire exercise,
NATO Enhanced Forward
Presence in Lithuania, Forsvaret

Rocket launch, Wallops Flight
Facility, Photo by NASA
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NATO WARFIGHTING CAPSTONE CONCEPT

Introduction
In June 2021, NATO Heads of State and Government endorsed the Secretary General's
NATO 2030 agenda, an ambitious set of proposals across eight areas, including deeper political consultation and coordination, strengthened deterrence and defence, and improved
resilience. These proposals have followed seven
years of political and military adaptation in the
Alliance. As part of this adaptation, the NATO
military authorities have developed a strategic framework for the future, of which Allied
Command Transformation's (ACT) NATO
Warfighting Capstone Concept (NWCC)
plays an integral role. The NWCC is based on
a number of fundamentals, which are further
explained here.
The nature of warfare is enduring, and
some imperatives within warfare remain immutable. Will, reason, and chance are the heart
of warfighting. The need for a strong external defence is as recognizable today as it was
in Plato's Republic. The imperative to project
influence and power remains as relevant to
the modern commander as it was to the Roman centurion. Sun Tzu's adage that "a skillful
general must defeat the enemy without coming to battle" remains no less relevant. A commander's coup d’œil, as described by Napoleon
and Frederick the Great, continues to be an
essential leadership attribute. Resilience, the
capacity to take and recover from attacks, has
informed military logic from the time of the
first great fortifications built in Mesopotamia.
The character of warfare, however, is
dynamic. Immutable as the imperatives above
may be, the ways in which they are best executed are constantly shifting. The strongest
land-based defences have proven to be vulnerable to strangulation from the sea and destruction from the air. Failures to successfully
project power and sustain influence shattered

the ancient politeia and modern states alike. As
cunning as a commander or statesman may be,
the adversary always has a vote. Breakdowns in
command leadership have doomed armies in
every era. And even the most resilient can fall
prey to a Maginot mentality.
It is a vital responsibility of military-strategic professionals to reflect on these imperatives in the context of their own times, while
taking prudent steps to mitigate risk into the
continually dynamic future. The challenge today is to take full advantage of the newer cyber
and space operating domains, to understand the
convergence of offence and defence caused by
technology and new approaches, and to build
and maintain a conventional force posture that
is effectively balanced with nuclear capabilities,
among many other considerations. Perhaps
most importantly, it is for the "warfare developer" to be agile and to improve understanding of
both oneself and any potential adversaries with
an aim to continuously develop advantage.

history of the Alliance. The various strategic
concepts and strategies since 1949 have detailed both the political-military tasks of the
organization, as well as the military-strategic
approach to defence of Alliance territory. Little, however, has deliberately built coherency
for warfare development.
Since 2019, Headquarters Supreme Allied Commander Transformation (HQ SACT),
with the support and input of all Allies, operational commanders, and external experts,
has developed the first of this thinking: the
NWCC. In implementing the NATO Military
Strategy (NMS), it charts a new course forward
for the Alliance, one to build decisive military
advantages into the future. It does so primarily
through revisiting those constant imperatives
of military strategy, and structuring them into
an organizing principle for the Alliance's warfare development known now as the Warfare
Development Imperatives (WDIs):

"In order more effectively to achieve the
objectives of this Treaty, the Parties, separately and jointly, by means of continuous and effective self-help and mutual
aid, will maintain and develop their individual and collective capacity to resist
armed attack."i

• Cognitive Superiority: Knowing
ourselves and potential adversaries
better.
• Layered Resilience: Strengthening
cross-instrument connections and
actions.
• Influence and Power Projection:
Challenging other actors' attempts to
shape the environment.
• Cross-Domain Command: Creatively
acting across domains and connecting
beyond the military instrument.
• Integrated Multi-Domain Defence:
Protecting the joint force from multidomain threats.

Without, then, the capacity to resist attack, the
NATO Treaty is not effective. Building these
capacities has thus been a central part of the

This organizing principle, novel in Alliance history, puts advantage and coherency at
the centre of warfare development.

Warfare Development
and NATO
The role and importance of warfare development within NATO is set out in Article 3 of the
Washington Treaty:

“Perhaps most importantly, it is for the 'warfare
developer' to improve understanding of both oneself
and any potential adversaries with an aim
to continuously develop advantage.”
►►►
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"Allied Command
Transformation's
NATO Warfighting
Capstone Concept
(NWCC) plays an
integral role in
NATO 2030."

Agreed by the Military Committee and
North Atlantic Council, endorsed by Allies'
Defence Ministers, and affirmed by Allied
Heads of State and Government at the 2021
Brussels Summit, the NWCC and its imperatives represent the North Star for NATO's warfare development.ii

Developing For the Future
The NWCC has been a historic step, but it is
only the first of many. Its implementation is a
journey — an ambitious but realistic path out
to at least 20 years. Building advantage in the
five imperatives necessitates balancing their
ambition with the realities of warfare development. It is worth then exploring each in
further detail, highlighting some key areas of
ongoing development.

1

Cognitive Superiority
Being able to perceive and understand advantage, or the metaphorical "high ground", and
translating this to effective action is the first of
these crucial competencies. A moving historical example is of General John Buford during
the American Civil War. At the Battle of Gettysburg, a particularly decisive engagement in
the war, American Union forces were faced
with an advance by the rebel Confederacy on
the key town. Buford, correctly perceiving the
movements and dispositions of his adversary,

14 The Three Swords Magazine 37/2021

North Atlantic Council.
Photo by NATO

selected the field and adjusted Union forces accordingly, taking advantage of the high ground
on a nearby ridge. This insight, and the skill to
take the initiative, proved crucial to both the
outcome of the battle and the war.
The central enabling idea of this imperative is the cognitive dimension1 — an area that
is increasingly targeted by adversaries in which
all domain and all instrument activities have
effects. It is essentially the perceptions and
thought processes of ourselves and other actors. In theory, this is something with which
NATO is quite familiar.
Take for example, deterrence. Deterrence, an effect achieved solely in the mind of
another, is an effect caused in the cognitive dimension by domain actions. The stationing of
forward deployed forces, movements of carrier
strike groups, and buttressing the Alliance's
underpinning nuclear deterrent all occur physically in one or more domains, but their impact
is felt in the minds and decision-making processes of others. Naturally, more than one effect
can be achieved simultaneously. Assuring Allies and deterring aggression, for example, can
be done concurrently. Arguably, the Cold War
was an exercise in cognitive superiority.
Fundamental to the Alliance's ability
to succeed in this dimension, and indeed the
physical and virtual as well, is its capacity to
shape, contest and if necessary, fight and win
against a potential adversary. Underpinning

this is expanding shared knowledge and understanding of potential adversaries' campaigns and actions. This also includes a better
understanding of what success looks like and
Alliance objectives and options to achieve it.
Building shared understanding is a simple notion but a complex endeavour. Awareness in and of itself does not directly enable
effective military strategy and operations,
though it remains a fundamental prerequisite. Understanding is taking that awareness
and translating it into a full appreciation of
the context and strategic ramifications of an
actor's actions. Importantly, it must be understood in comparison to "blue". Understanding
cannot be built in a vacuum.
Military contributions to net assessment
then are an important contributor to this area.
Ambassador Timo Koster, the former director
for defence policy and capabilities at the NATO
International Staff, has expressed the possibilities that this contribution can hold, being
a major enabler to the competitive capacities
of the Alliance.iii At its most basic, supporting
rigorous analysis of the Alliance vis-à-vis other
actors enables strategy-making at both the political and military-strategic levels.iv
Truly understanding the operating environment, however, entails cohesive and shared
political-military understanding of a situation.
This is a unique strength and continued opportunity for the Alliance: its dual political and
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military nature. The NWCC looks to ensure the
success of this dimension well into the future.

Layered Resilience

The 2021 Brussels Summit Communique has
mainstreamed the concept of resilience into
the core deterrence and defence mission of the
Alliance. Recognizing that resilience is both a
national responsibility and a collective commitment, NATO has taken steps since 2016 to
improve civil-military efforts to strengthen Allies' capacities to resist armed attack.v
The NWCC has built upon this foundation to introduce the idea and importance
of layered resilience, broadening the scope to
include military capacity and military reliance
on civilian structures. This is conditioned on
the recognition that for the military instrument of power to resist shocks and sustain a
long campaign, a coherent civil-military approach must consider the military element.
Military Resilience: Those ready forces
and capabilities and redundancy that the military requires to ensure its ability to absorb
shocks, provide for early resistance and fight
through is the base function of Alliance military activity. The capacity to resist armed attack
by the military instrument cannot be a simple
assumption. Force protection continues to play
a critical role as does continuity of command
and multi-domain action at speed and scale
in non-permissive operating environments.
The dynamics of recent conflicts have shown
that vulnerability and risk remain as central to
modern conflict as they have been in the past.
Trends in technological development, for example, autonomous drone swarms, may only
serve to exacerbate this.
Military-Civilian Resilience: Ensuring
those plans, processes, and connections that
must be in place to ensure that civilian support
and infrastructure, transport and logistic supplies are a strength rather than vulnerability.
Militaries have become more reliant on civilian, particularly private industrial, structures
in the recent era of discretionary operations.
This has led to a revolution in military logistics, mobility, and combat support. This, however, does come at a cost. Reliance can lead
to risk, as purposes can become crossed. Supreme Allied Commander Europe (SACEUR)
General Tod Wolters has highlighted this in

February 2020 during public testimony before
the U.S. Congress, describing the risk carried
from foreign investment in critical private infrastructure upon which the military relies.vi
Civilian Resilience: Strengthening the
civil ability to deny competitors the ability to
unlock civil vulnerabilities and thereby minimize overstretch of military capacities, as well
as necessary military support to shield society
from malign activities of competitors. Resilience, if not always a whole-of-government effort, is at the very least a team effort. Civilian
structures, both government and non-government, are just as often on the front line against
malign activities as the military. Cyber-attacks
most often target civilians and the risk to civilians in combat zones will not wane. Military
support to civilian society in the case of natural
or man-made disasters will also remain an important capacity, particularly as climate change
accelerates extreme weather events.
This layered structure to resilience recognizes the interdependencies between Allies,
across instruments of power, between public
and private, and across the military services
themselves. Conceptualizing this as a core

function of the Alliance's deterrence and defence mission is an important step, and the
NWCC seeks to implement it through an effective architecture.

3

Influence and Power Projection
The projection of power, or rather ensuring
stability in areas of key Alliance interest (also
in response to international commitments,
such as through the United Nations), has been
a major part of the Alliance's operations since
the end of the Cold War. Bosnia, Kosovo, Afghanistan, and Libya were examples of NATO's
power projection with an intent to better secure
the Euro-Atlantic area.
Influence, in a related way, also seeks to
enhance security and build advantage through
other measures, such as cooperative efforts
with other actors and through formal partnerships. This approach also has a distinct
strategic logic behind it, driven by the basic
aphorism that "losers fight alone". The global
natures of systemic competition with state actors and international terrorism necessitates
an "out-partner" mentality for the military,
viewing the Alliance's network of partnerships
from Colombia to Japan as a unique opportunity for concerted approaches.

Leading NATO's
Transformation:
On May 28, 2021,
the North Atlantic
Council approved
the nomination of
General Philippe
Lavigne, French
Air and Space
Force, to the
post of Supreme
Allied Commander
Transformation.
Photo shows
General Lavigne
(left) and General
André Lanata.
Photo by ACT
PAO
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Power, however, has evolved in its
meaning. The operational domains of cyber
and space entail a new look at the concept of
"power", which is usually driven by a function of geography and the physical presence
of military forces. Projecting power then can
take place just as much in cyberspace or in the
Earth's orbit as it can on the land, sea, or air.
The basic function remains, however, to ensure
stability, deter threats, and defend the interests
of the Alliance against threats, including using
all means to disrupt potential adversaries' ability to mount aggression.
The military must be able to project
power from seabed to space, building advantage to disrupt potential adversaries wherever
needed. Accordingly, the Alliance's military
instrument will need to possess a spectrum
of non-lethal, non-kinetic to lethal kinetic
all-domain options to offer political decisionmakers, again with an aim to deter and disrupt
other actors' potential actions. Raising the profiles of space and cyber operational domains,
having been declared as areas in which Article
5 could be invoked, are a naturally important
element. In addition, further conceptualizing
the impact of the information environment on
operations will be integral to present and future military success.
An additional consideration, and important intellectual underpinning to this imperative, is an appropriate admiration for the challenge of the convergence between offence and
defence. Defence is a political end as well as a
military necessity and has always been underpinned by the breadth of the Alliance's capabilities, to include offensive capabilities. Emerging
approaches and technologies are increasingly
challenging a strict definitional divide between
offence and defence, implying the need for a
renewed conceptualization of these capabilities
and concepts in an Alliance context.

4

Euro-Atlantic area, are the NATO Supreme,
operational, and tactical commanders. The
role of command in NATO has been, and continues to be, fundamental. The future success
of the Alliance military instrument will largely
depend on the preparation and ability of commanders to operate in a complex battlespace
simultaneously across physical and non-physical domains. The "art of command" needs to
be the focus.
Developing the commander of the future is no easy task. The increasing challenge
to achieve cross-domain insight (Napoleon or
Frederick the Great's "coup d’œil" — command
insight at the "blink of an eye") will need to be
nurtured through doctrine, training, education, and leadership development. The future
operating environment demands the right
people with the right skills. The current model,
in which an officer passes through single-service channels and is only introduced to other
domain perspectives and strategic policymaking later, may be less viable.
Growing and instilling a sense of confidence and vision for command must also be
balanced by the rigorous development of the
operational art, through for example realistic
and challenging wargaming and exercises. Allowing developing leaders to fail, learn, and
adapt to succeed will be necessary not only for
the individual, but also for imparting an audacious command culture that can work effec-

tively across domains and across instruments
of power with an aim to win.
Additionally, reconciling the more structured approach to synchronization of actions
across domains to meet centralized intent with
the speed, agility and resilience gained from robust decentralized mission command execution
will be a key challenge. There is the potential for
tension, for example, between the tenets of mission command and the need to synchronize efforts across domains. Arguably, synchronization
of effects at the strategic level could undermine
the ability of local commanders to act quickly
and to their best situational judgement. Reconciling this will be central to efforts in developing
command, and mission command must play a
leading role, particularly as command becomes
more difficult in denied or disrupted settings.
Naturally, command will need to be enabled by some "science of control", which should
be re-cast with a focus on rapidly conveying intent, continuity, and the ability to delegate, supported by robust communications and information and battle management systems. Control
is, at its most basic function an enabler, less an
end in itself. Nevertheless, its importance remains, and as the future operating environment
develops and rewards those who orchestrate actions effectively, it will need to take advantage of
those best available systems and methods and
be able to execute these functions in highly contested, non-permissive environments.

Cross-Domain Command
NATO has the largest and most advanced collective set of armed forces on the globe. Thirty
Allies and over 100 individual services provide
highly trained personnel and state-of-the-art
capabilities. Beyond the Washington Treaty
and supporting policies, what binds this mass
of power together is what makes NATO truly
unique: the integrated military command
structure. Sitting atop this structure, imbued
with the responsibility of the protection of the
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ABOVE: The Joint Warfare Centre's (JWC) support to NATO Warfighting Capstone Concept through wargaming:
The JWC declared initial operational capability on wargame design on February 12, 2021. The wargame was developed by the JWC over an eight-month period, including a two-week wargame design course delivered by the U.S.
Naval Postgraduate School (NPS) in October 2020. Photo by JWC PAO
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Integrated Multi-Domain Defence
The Alliance's nuclear forces are continuously
available, as are its integrated air and missile
defence forces. Conventional elements that are
standing, or at readiness of other levels of availability, are switched-on and -off through a series
of political and military decision points, in accordance with pre-existing plans, developed to
effectively counter current challenges. However,
in an era of persistent competition that features
constant short or no-notice threats or attacks
from different directions and in different domains, the Alliance will need to develop a force
and capability posture that would place it on a
broader persistent operational footing.
NATO does have an existing architecture through its integrated Command and
Force Structures (NCS/NFS), which provide
a strong base from which to continue developing the Alliance's defensive framework. A
principle that could inform this is to address
the breadth of tools in the Alliance, rather than
a strict focus on the NCS and NFS. Together,
all NATO Allies have a large number and wide
array of forces and capabilities whose actions
and development are of tangible benefit to
the Alliance, whether or not they are officially
flagged under NATO Command. A framework and necessary agreements to utilize these
multi-domain advantages could be a productive step towards coherency in Alliance defensive operating.
A key element of future multi-domain
defence could be the consideration that the
security environment is less dependent on
distinct phases. It is becoming increasingly defined by the need to simultaneously shape the
strategic environment to Alliance interests (for
example, through posturing), persistently contesting other actors' attempts to put the Alliance
or Allies at disadvantage across domains, as well
as maintaining key warfighting capacities.
As with command, there is certainly
a technical element as well. Interoperability
remains a major function of NATO and will
continue to into the future. Ensuring interoperability between Allies and being capable of successfully integrating disparate forces and capabilities remains essential and is implied through
the "integration" need in this imperative. Within
a coherent multi-domain approach, recognizing that the need for interoperability normally
expected on "day zero" is an everyday priority,
such technical connectivity is essential to oper-
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ate at speed and scale and in non-permissive
environments to ensure effective defence. This
ranges from the strategic to the tactical levels,
to buttress those existing advantages in fighting
together to further build advantage.

Towards a Multi-Domain
Approach
A further step towards implementation is organizing efforts into a new method for operating, again taking advantage of the imperatives
described above ("the basics") and forge an Alliance approach that can effectively orchestrate
actions across domains and instruments.
Notionally described as "multi-domain
operations" (MDO), a NATO approach might
focus on effectively applying the breadth of Alliance strengths with the aim of maintaining
and building advantage. It would recognize

that highly capable near-peer or peer actors are
using all domain and asymmetric approaches
with an aim to decisively shape the operating
environment in their favour and to contest Alliance objectives. The NATO approach must
be able to function in non-permissive areas,
as potential adversaries actively work to undermine Alliance strengths in communication
and coordination.
MDO would be enabled by the building of cognitive superiority and developing
insightful cross-domain command capacity.
It involves orchestrating activities from more
than one domain, in coordination with other
levers of power to generate simultaneous effects across the virtual, physical, and cognitive
dimensions. It is this orchestration rather than
overmatch in any particular capability or domain that produces decisive advantage where
and when needed. This approach also implies

Across Europe, NATO fighter jets are on
duty around the clock, ready to scramble
in case of suspicious or unannounced
flights near its airspace. NATO calls this
activity Air Policing, which has been an
essential part of NATO Integrated Air
and Missile Defence since 1961.

"The Alliance's
nuclear forces
are continuously
available, as are its
integrated air and
missile defence
forces."
Photo by Ole Andreas Vekve, Forsvaret
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that the Alliance will have to accept a degree of
risk in some domains some of the time in order to double down on its strengths and seize
opportunities as they emerge in a highly contested operating environment.
MDO is becoming a central theme in
military adaptation and warfare developmentrelated thinking and analysis inside and outside the Alliance. Both Allies and potential
adversaries are seeking to come to terms with
the challenge of converging effects originating
from actions in the five NATO operational domains (land, maritime, air, cyber, and space).
Recognizing the complexity and multiplicity of
effects resulting from military action has been
a strategic challenge since at least the First
World War. This task remains no less daunting today.

German Very High Readiness Joint
Task Force army engineers before
a river crossing during an exercise.
Photo by NATO

"If we see the
current security
environment as a
chess match, the
Alliance has the
best and most
chess pieces."

Conclusion
The challenge of MDO is hardly the only
challenge of warfare development. What the
Alliance has today, however, is a historically
unprecedented opportunity to focus its development around the five warfare development
imperatives described here. These imperatives, representing those long-standing needs
for military-strategic success, are based on a
simple idea: Get the basics right, and the rest
can follow.

“Multi-domain
operations is
becoming a
central theme in
military adaptation
and warfare
development related thinking
and analysis.”
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This can allow the Alliance to shape the
rules of the future game, develop and posture
itself accordingly, and build decisive military
advantage when and where needed to ensure
its objectives can be achieved. NATO has successfully done so since 1949. The Washington
Treaty solidified the ties between democracies
to challenge external threats. The Alliance lent
itself clarity then in dedicating itself to collectively and individually building the capacity
to "resist armed attack". Today, the NWCC as
part of the military-strategic body of thinking
takes full advantage of this clarity.
If we see the current security environment as a chess match, the Alliance has the
best and most chess pieces. The challenge is
to envision the use of these pieces more effectively. Importantly, potential adversaries
do not play chess by the same rules as NATO
does. By focusing efforts on these fundamentals, the Alliance can move itself forward and
be able to wield more effectively this military
instrument in defence of its core objectives. In
chess, it gives NATO the capacity to execute an
effective Queen's Gambit.
As described, this is a team effort between Allies and between NATO entities. With
the imperatives as a guide, NATO will continue to ensure the success of its three core tasks
in the future warfighting environment. As the
Alliance adapts into the future, particularly as
it develops its next Strategic Concept, it has the
benefit of this logic at its disposal. 
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Driving Change in NATO Training

Colonel Adam Lackey

F YOUR WORLD is impacted or informed by the outcome
of NATO's large-scale exercises, then I offer that the Joint
Warfare Centre's (JWC) 2021 Future Exercise Support
Capability Study deserves your attention, or at least the
time it takes to read this article. I admit bias. As the director
of the study, I am partial to the perception of value it creates.
That is largely due to the great efforts of our team to put this
together in a quick six months. My thanks to them upfront,
especially the study's main author, British Navy Commander
Wayne Ubhi from the JWC's Exercise Planning Branch.
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STEADFAST JUPITER-JACKAL 2020
crisis response planning (Grey Cell).
Photo by JWC PAO

This study seeks to answer a complex
problem statement, namely, how does the JWC
remove constraints on NATO exercise and experimentation levels of ambition? This dilemma
arrives from the collision of multiple factors,
which readers familiar with NATO exercises
will likely recognize.
First, NATO recently shifted responsibility for large-scale exercise planning and
execution from Allied Command Transformation (ACT) to Allied Command Operations (ACO). This shift means that SHAPE, a
primary "customer" in terms of exercise outcomes, now also serves as "Officer Scheduling
the Exercise" (OSE) for exercises such as the
STEADFAST JUPITER series.
Second, and this is related to the first
point, there is a growing level of ambition regarding what goes into and comes out of an exercise such as STEADFAST JUPITER. In other
words, complex exercises are becoming even
more complex.
Third, as a result of the second point,
the JWC is operating near maximum capacity
to deliver exercises of such complex breadth,
depth, and scale. Therefore, if complexity continues to increase, the JWC needs to adapt to
ensure the quality of outcome.
But why does exercise complexity continue to increase? Because NATO exercises follow the strategic and operational focus of the
Alliance. In recent years, that focus has shifted
to an operating environment which is increasingly difficult to replicate with existing exercise

ways and means. In order to make recommendations for change, it is critical we first understand the capacity of the JWC as it exists today.
The first part of the +30-page study main body
seeks to do just that. Rather than what we think
we can do, the study sets out to explore what
we know we can do through the analysis of six
methods for delivering an exercise.
Many veterans of past JWC-delivered exercises
will find themselves familiar with the first delivery method: the computer-assisted (CAX) command post exercise (CPX). The CAX/CPX has
long been the flagship product of the JWC, and
it is used to deliver a venue for training, certification, evaluation, and experimentation by
linking the strategic, operational, and tactical
levels of NATO in a major joint operation. Here
we typically see a joint force headquarters and
the upcoming NATO Response Force (NRF) as
the main training audiences. Additional training audiences are usually one level away from
those forces, and have numbered as many as 18
in total, as seen in STEADFAST JUPITER 2021.
The CAX/CPX model requires roughly
two years to develop from a concept in SACEUR's Annual Guidance on Education, Training, Exercises, and Evaluation (SAGE) to exercise closure. The detailed process of delivery
is laid out in NATO's Collective Training and
Exercise Directive (Bi-SC 75-003) and the JWC
Standard Operating Procedure (SOP) 800.
Exercise production is a complicated
process, but what it creates is impressive: it

integrates the battle rhythms from SHAPE
through the joint force commands (JFCs) and
the component commands with tactical units
in a simulation-support training environment
that exercises the NATO decision making process at, quite literally, all levels. Not for the faint
hearted, NATO's major joint operation-scale
CAX/CPX is a behemoth with high return on
investment for the Alliance.
The CAX/CPX is but one of six ways in
which the JWC can deliver training objectives
today and is the largest in terms of "relative resource requirements", or R3. The R3 is what the
study employs to measure the aggregate input
cost of each form of exercise delivery. It combines the analysis of the following inputs: personnel hours, financial cost, communications,
simulation capacity, and infrastructure. The R3
is thus the numerical representation of what an
exercise will cost the JWC in terms of capacity.
In order facilitate comparison of exercise delivery methods, the study establishes the JWC's
annual R3 "allowance" as 100 units. An exercise series at the breadth, depth, and scale of
STEADFAST JUPITER costs 50 of those units,
annually. This takes into consideration the
multi-year design of the exercise process; there
are always at least two distinct exercises underdevelopment. Using the R3 approach allows
the Centre to provide both ACT and ACO
recommendations regarding future exercise
scheduling based upon objective resource cost
estimates. It also allows the JWC to compare
"apples to apples" when recommending other
exercise formats.
One of those formats is wargaming —
another of the six methods the JWC can build
today to deliver training objectives. As with all
methods, our ability to offer a wargame design
capability is contingent upon available R3 capacity. For wargaming specifically, the constraining input is trained cadre who are dualhatted for this role. As each of the methods
have a unique balance of resource demands,
our ability to understand and articulate the
costs and benefits of each offers more flexibility to NATO's exercise community.
During the SAGE drafting process, this
knowledge gives commanders options regarding the allocation of JWC's R3, which is finite.
This returns the conversation to the problem
statement and how we aim to remove constraints in the future.

►►►
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We are attacking our capacity limitations across two-time horizons. From now
through 2024, the study recommends over a
dozen incremental improvements that will add
to our effectiveness. In the long term, 20252035, the study signposts the need for innovative solutions which start with articulation
of future exercise ends. The remainder of this
article will detail both.
Incremental changes seek to improve in
the near-term without drastic changes to our
methods (ways) and the resources (means).
The process of studying the ways and means
of exercise delivery yielded numerous suggestions from across the greater NATO Education,
Training, Exercises, and Evaluation (ETEE)
enterprise. Many of the resulting recommendations are nuanced as written in the study; presented here are abridged highlights.
The first recommendations seek modifications of the NATO Exercise Process as enumerated in Bi-SC 75-003. It is important to
understand that the current design establishes
four stages for the NATO Exercise Process: 1)
Specification Development, 2) Planning and
Product Development, 3) Collective Training
and Exercise (CT&E) Conduct, and 4) Analysis and Reporting.
Firstly, we recommend adding a "Stage
Zero". The purpose of this phase is to facilitate
senior leader discussions before hard decisions

are required in Stage 1. This would also assist
identification of risks, risk owners, nascent
strategic concepts, emerging lessons, and perennial exercise challenges through the conduct of SHAPE (as OSE) led discussions.

“The JWC
recommends
adding a
'Stage Zero' to
the exercise
process for
better EXSPEC,
better informed
senior leadership,
and early
initiation of risk
mitigations.”

Stage Zero essentially occurred for
STEADFAST JUPITER 2022 where senior
leadership in the exercise community established a steering committee to address the
complexity of the exercise. Well before Exercise Specification (EXSPEC) work began in
Stage 1, this venue enabled OSE, Officer Coordinating the Exercise (OCE), and Officer
Directing the Exercise (ODE) stakeholders to
meet and mitigate challenges.1 The result was a
better EXSPEC, better informed senior leadership, and early initiation of risk mitigations —
all relative to the current process and previous
exercise experiences.
Second, following in this same vein, we
also recommend the enhancement of Phase
4 to Stage 3 (CT&E) of the exercise process.
Currently, the four phases of Stage 3 are: Phase
1) Foundation Training, Phase 2) Crisis Response Planning (CRP), Phase 3) Execution,
and Phase 4) Assessment. Our proposal is to
enhance the assessment phase through facilitation of supplemental training focused on the
outcomes of the execution phase.
In other words, with a focused problem
and a narrow training audience, the JWC would
allow recently exercised leaders a safe venue to
return to key aspects of the exercise where they
could experiment with different approaches,
reinforce lessons learned, or otherwise deeply
ingrain the exercise's most valuable takeaways.

Exercise STEADFAST JUPITERJACKAL 2020 EXCON huddle.
Photo by JWC PAO
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"A scripting workshop can
be compared with writing a
book using 200+ authors."
ABOVE: (Clockwise) The main entrance of the JWC's training facility. The scripting workshops during STEADFAST JUPITER-JACKAL 2020 and TRIDENT JUNCTURE 2018 CPX.

Photos by JWC PAO

Another important aspect of exercise
delivery is the involvement of our advisory
team. The JWC's advisory team is a training
multiplier, providing feedback to the training
audience on NATO processes and procedures,
while also keeping the EXCON at the JWC
informed on how the audiences are engaging
with exercise material. The study details the
recommendation for a continuous collaborative approach for the advisory team. Starting
with exercise inception (Stage 0), the team
would establish communications and relationships with the training audiences in order to
ensure they provide value through all stages
and phases of an exercise.
Aligned with the continuous collaborative approach is the JWC's new Joint Operations
Planning Group (JOPG) Leaders Workshop.
Tailorable to the needs of a training audience
headquarters, this workshop establishes a vital
baseline of understanding for a JOPG leader.
This includes not only the doctrine, but the
current best practices to employ in this vital
role. The JWC advisory team can provide this
training within any stage of the exercise process
and adapt to any level of training audience.
Parallel to the increased value provided
by more persistent JWC advisory team, the
study offers that a similar approach to the

NATO Senior Mentor Programme would be
complementary. As retired military flag officers, senior mentors are critical team members
who ensure commanders themselves are also
afforded an opportunity for coaching during
an exercise. By enabling and synchronizing
their engagements early and often, both the
advisory team and senior mentors can exponentially increase their net effect across the
two-year lifespan of an exercise programme.
The 2020 pandemic provided lessons to the
JWC focused on the challenge of delivering
exercises in a travel- and workspace-restricted
environment. These lessons made it to our
study in a section focused on the tools we use
to collaborate remotely. Many of our findings
are likely echoed by other NATO organizations
and include the need for comprehensive review
of collaboration tools and their capacity relative to potential demand. The improvement of
communications infrastructure to maximize
remote work and remote HQ collaboration is
covered in detail. These recommendations are
likely familiar to anyone working in NATO
since February 2020.
What is not as self-evident as videoteleconferencing improvements is the inadequacy of remote (also known as virtual) events

as a substitute to in-person exercise planning
events. Over the last year, we have proven that
in extremis all-virtual events can accomplish
the goals of in-person conferences. However,
there is danger in assuming equality of outcomes in terms of quality.
As we have seen in STEADFAST JUPITER 2021 (STJU21) planning activities,
all-virtual or hybrid (limited in-person attendance, as well as virtual) events preceded the
exercise scripting workshop. This workshop is
where the events, storylines, and incidents of
the exercise are painstakingly created and synchronized in preparation for execution. This
process can be compared with writing a book
using 200+ authors. For STJU21, this workshop
was impacted by the shortcomings of inputs
produced in subsequent workshops lacking
face-to-face coordination. The lesson learned is
substitution of in-person planning with virtual
comes at a cost to quality of outcome.
This brings the discussion to a pervasive
theme in the study: technology. In that one
word can be found much of the source of the
complexity generating this work. In the near
term, there are several recommendations for
immediate adoption / adaptation / combination of software, hardware, or architecture to
incrementally improve the communications
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ABOVE: (Left) A meeting of the JWC's advisory team. RIGHT: General (Ret.) Sir James Everard KCB CBE, NATO's Lead Senior Mentor, speaking at the JWC's 15th anniversary

capabilities of the exercise enterprise. What is
important to note is that seemingly small investments in such improvements would have
direct positive correlation to the JWC's aforementioned exercise capacity.
Such incremental improvements hold
the potential to change the JWC's capacity in
terms of percentage. While critically important, incremental improvements alone will not
suffice. Looking past 2024, innovation is needed — specifically innovation which aims at
future functional services. Aggressively, these
recommendations seek to move the JWC's capacity by factors rather than percentages.
However, there is a significant caveat
to innovation. In order to innovate ways and
means, exercise ends must be clearly articulated. During 2021, there has been an unprecedented number of publications discussing
both the type and quantity of strategic-level
documentation. These serve as signposts for
the potential ETEE ends of the future. Such
documents, as they move toward operationalization across NATO, are critical to the vision
of what future exercises will look like and what
they will accomplish.
Today, NATO exercises are ambitious.
They are built to accomplish much for the
Alliance, and thus, much is invested in their

conduct. As such, the success of units within
exercises is seen as critical to training and
evaluation objectives. There is experimentation as well, but warfare development takes
a backseat to the accomplishment of tasks in
support of said objectives. What this means is
that a NATO exercise on the scale of STEADFAST JUPITER is not a safe place for the senior leadership to make bold moves. There is
certainly not a "train-to-fail-to-learn" mentality, as seen in some nations' internal exercise
programmes. Such a mentality can be seen as
a counterpoint to the "train-to-evaluate" aims
of the exercises.
What if that binary did not exist? What
if a joint force commander could make bold
moves in a large-scale exercise and also feel safe
that they will succeed in achieving their training and evaluation objectives? I believe that the
resulting value of large-scale exercises to the Alliance would be exponentially increased.
In order to get there, the exercise enterprise will need to employ new tools. Such tools
exist today, albeit their applications are in the
dual-use space and not built to NATO specification — yet. Much work is needed across
the Bi-Strategic Commands with much work
already underway. For the JWC, the key tool
of the future may be a true parallel synthetic

environment, which replicates the totality of
processes and relationships that our training
audiences would expect to engage with in their
operational environment. Exercise tools of the
future will require investment and experimentation. The study concludes with a discussion
of the JWC's role in that Bi-Strategic process.
As a critical bridge between Transformation
and Operations, the JWC can and will continue to endeavour to make NATO better.
This study serves as a start point for further conversations and collaboration; it has already initiated follow-on work ahead of further
distribution. Empowered by the involvement of
the NATO exercise community, the Alliance is
set upon a path toward a future where exercise
levels of ambition are not constrained. 
ENDNOTE:
1

OCE: "Officer Conducting the Exercise" is usually
the joint force command headquarters.

About the author
Colonel Lackey is a U.S. Army Infantry Officer who has held numerous assignments in
Europe, including as former commander of
Battlegroup Poland supporting NATO's Enhanced Forward Presence. Passionate about
innovation and the Alliance, connect with
him on LinkedIn.
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celebration, October 23, 2018, when he served as Deputy Supreme Allied Commander Europe. Photos by JWC PAO.

ACCELERATING ALLIANCE LEARNING

WARGAME
DESIGN
CAPABILITY

by Major Melissa Sawyer
United States Space Force
Head of the Wargaming Branch
NATO Joint Warfare Centre
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WARGAMING

"Wargames are about understanding, not knowledge. They are about ideas, not
facts. They are about people, not technology. They do not help us make better
decisions through their outcomes. Rather, they help us make better decisions by
sharpening and refining the stories we tell ourselves."

T

HE JOINT WARFARE Centre's (JWC)
wargame design capability was born of innovation to accelerate Alliance learning and alleviate increasing exercise complexity. Over the last
two years, the JWC heard a growing demand
signal from our customers for quick turn training events to address emerging concepts and
complex problems that are not currently tackled in our hallmark command post exercises
(CPXs). In addition to the demand signal for
more agile training methods, the JWC recognized an increase in exercise complexity due
to additional training audiences and a corresponding increase in training objectives.
During the JWC's Fit for Future and
Vision 2025 workshops in late 2019 and early
2020, staff formed a plan to partially address
both opportunities of accelerating Alliance
learning and reducing exercise complexity using wargames. The plan comprised four lines of
effort (internal training, planning and design
process documentation, external engagement,
and a proof-of-concept wargame) and advanced
the JWC's wargame design project to initial operational capability (IOC) by February 2021.
The first step towards developing a
wargame design capability was training a core
team of staff on the basics of wargaming. Staff
members with established CPX expertise in

the functional areas of project management,
warfare development, analysis, scenario, and
modeling and simulation met weekly to discuss how their respective functional area
would contribute to the JWC's wargame design capability. Underpinning these conversations was a set of landmark wargaming textbooks that aided in applying the team's CPX
expertise to wargaming.
In addition to reading about and discussing the basics of wargaming, the team
coordinated a more tangible training event. A
commercially available matrix wargame provided the core team, and many other JWC staff
members, the opportunity they were looking
for to test out this newly acquired wargaming
knowledge. The team captured observations
from their internal running of the game in the
JWC Observation Reporting Tool (JORT) and
fed those observations into the next step of
building the capability: documenting the planning and design process.
In July 2020, the wargaming core planning team held two two-day Wargaming
Standing Operating Instruction (SOI) writing workshops. Using the JWC's "Planning of
Exercises Standing Operating Procedure 800"
(SOP 800) as a template, each team member
authored their respective functional area's SOI
content, and presented their content to the
broader team to ensure consistency.
Debates during these workshops forged
the team's shared understanding of what a
wargame means to the JWC, and the Centre's
wargame delivery level of ambition. By the
end of the workshops, the team had a draft

"Wargaming SOI" to be iterated upon using
observations from the design and delivery of
the JWC's proof-of-concept wargame.
During this period of internal training
and SOI-drafting, the JWC was awaiting responses to Commander JWC, Rear Admiral
Jan C. Kaack's call for wargame topics from interested NATO Centres of Excellence (CoEs).
Of the responses received, the wargaming core
planning team chose the Civil-Military Cooperation (CIMIC) CoE's "Resilience through
Civil Preparedness" topic as the focus for the
JWC's proof-of-concept wargame.
Coordination with the CIMIC CoE
began in earnest in late July 2020, with initial
discussions dedicated to understanding and refining the CIMIC CoE's wargame objective and
assumptions. The JWC and CIMIC CoE collaboratively named the wargame "WISE AEGIS".
The first word starting with "W" identifies the
event as a wargame, with "wise" specifically chosen for the game's intent to be educational. The
second word, "Aegis", refers to the Greek goddess Athena's magical cloak: a defensive shield
that is soft, yet strong, symbolizing the game's
topic of civil-military interaction.
Mirroring NATO's exercise planning
process, the team held an initial planning conference (IPC) in September 2020. The IPC
codified the wargame's objective, overarching
parameters, and deliverables timeline in a game
specification (GAMESPEC). Concurrent with
these activities, the JWC hired the U.S. Naval
Postgraduate School's (NPS) mobile training team to deliver their "Basic and Advanced
Analytical Wargaming" courses at the JWC. The
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Dr ED McGrady

The JWC's wargame design capability can have the same, if not even
more, impact on myriad other complex problems such as targeting and
logistics, and operationalization of new concepts such as the Deterrence
and Defence of the Euro-Atlantic Area (DDA).

WATCH
the Video
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"Our goal is to establish a wargame capability for NATO by combining
the Joint Warfare Centre's unique exercise expertise with exciting new
professional development opportunities in order to build the necessary
skills, knowledge, and competence within the organization."
— Rear Admiral Jan C. Kaack

WARGAMING

JWC Wargaming Branch
The game's successful completion checked off
the wargame design capability's final IOC criteria, so Rear Admiral Kaack declared IOC on
February 12, 2021. To institutionalize wargame
design as an enduring capability of the Centre,

ABOVE: The NATO Civil-Military Cooperation Centre of Excellence used the JWC's wargame at their "Resilience Through

Civil Preparedness" course. The virtually delivered course is a huge return on the JWC's "training-the-trainers" approach
in delivering a wargame. Photo by CCOE.

on March 19, 2021, the Commander created a
five-person Wargaming Branch and a 50-person wargaming cadre. The Wargaming Branch
will lead the design, development, and delivery
of JWC's wargames and leverage the functional expertise of the wargaming cadre to ensure
seamless integration of wargames into CPXs.
In addition to creating a Wargaming Branch
and cadre, Rear Admiral Kaack also approved
a DOTMLPFI (doctrine, organization, training, materiel, leadership, personnel, facilities,
and interoperability) development plan that
expanded upon and added more details to the
original four lines of effort that brought the
capability to IOC. The development plan, now
in execution, culminates in a fully operational
wargame design capability by the second quarter of 2022.
In the capability's current IOC state, we
are already seeing how the benefits of wargame
reuse and cost efficiency support our overall
goal to accelerate Alliance learning and alleviate increasing exercise complexity. The CIMIC
CoE, for example, used WISE AEGIS in their
"Resilience Through Civil Preparedness"
(RtCP) Course, and plans to use a modified
version in their NATO CIMIC and Civil-Military Interaction Higher Command Course.
Additionally, an RtCP student from a
component command has since brought the
game back to their headquarters for further
use. Already, one wargame is seeing at least
three uses to teach CIMIC principles in an engaging, thought-provoking way.

Wargame reusability emphasizes the capability's cost efficiency. Eleven staff members
working part-time on WISE AEGIS created a
wargame in less than six months that reached
more than 100 participants and observers
within a month of its release. That is at least
100 more people who now better understand
how an operational-level command can use
civil-military interaction to enhance RtCP.
The JWC's wargame design capability
can have the same, if not even more, impact on
myriad other complex problems such as targeting and logistics, and operationalization of
new concepts such as the Deterrence and Defence of the Euro-Atlantic Area (DDA). With
the JWC's Wargaming Branch and wargaming cadre, the Centre will deliver bespoke
training and problem exploration wargames
at the speed of relevance and work with exercise planning teams to design wargames that
reduce exercise complexity while increasing
training value. The JWC's wargame design
capability is taskable now through the JWC's
Commander and the Centre's wargaming cadre is thrilled to offer this capability to the Alliance's organizations and Nations.

A full description of the games and
their analysis can be found in the WISE
AEGIS Final Report, which is available
to interested parties by contacting
pao@jwc.nato.int
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courses reinforced the wargaming core planning team's self-study, expanded wargaming
knowledge to additional JWC staff members,
and progressed the design of WISE AEGIS.
The COVID-19 pandemic interfered
with initial plans, but those involved persevered, and the courses were delivered in person
at the JWC in October 2020. Select JWC staff
members also earned a certificate in wargaming from the U.S. Military Operations Research
Society (MORS) to deepen their wargame design expertise. The NPS instructors, U.S. Army
Colonel (Ret.) Jeff Appleget and U.S. Army
Colonel (Ret.) Robert Burks, seamlessly integrated wargame design methodology lectures
with practical exercises to advance the design
of WISE AEGIS. The 20-student course, split
into two syndicates, produced two prototype
games for CIMIC CoE down-selection. The
CIMIC CoE found value in both games, so
both were developed to completion for delivery in February 2021.
Following the NPS course, and given the
global COVID-19 situation, the wargaming
core planning team converted the in-person
WISE AEGIS blended matrix/board-format
wargames into virtual, distributed wargames.
Critical to the games' success were two rounds
of JWC-internal playtesting, allowing fresh
eyes and constructive criticism from the JWC's
Transformation Delivery Division to help the
game designers spot and fix flaws before execution with the customer.
Also imperative to the games' success
were the extensive rehearsals conducted with
game control (GAMECON) and all wargame
players a week before game execution. Potentially derailing issues such as microphone/
speaker feedback loops and player unfamiliarity with the games were averted thanks to the
rehearsals. Execution saw 65 people participate
via a virtual platform from 23 organizations
across 12 NATO Nations, and included players from NATO HQ, the NATO Command
Structure, the CIMIC CoE, industry, a NATO
national joint headquarters, and a NATO nation's centre for security.

CRISIS RESPONSE PLANNING

FOR

PREPARING JOPGs
CRISIS RESPONSE
PLANNING
by Lieutenant Colonel Matthew Prescott
United States Army
Advisory Team
NATO Joint Warfare Centre

VIRTUAL AND IN-PERSON

R

UNNING A PLANNING TEAM
is hard and requires experience,
subject knowledge, confidence,
and strong organizational and
management skills. It also requires a patient leader who is
able to work effectively with superior officers,
peers, and subordinates. Most military officers
have little experience working or planning at
the operational level of war, however, most
have participated in planning activities before,
whether in a Joint Operations Planning Group
(JOPG), operational planning group, or operational planning team. The leap between planning at the tactical level and the operational
level can be challenging to most officers as the
speed in which decisions are made, the joint ca-

and Major Robert Clifford
United States Marine Corps
Advisory Team
NATO Joint Warfare Centre

pabilities required, and the clarity of guidance
changes dramatically.
These deficiencies can be mitigated
by education and experience, and the JOPG
Leaders Workshop is one tool to increase the
proficiency and effectiveness of an operational
level staff in conducting military planning.
Over the last ten months, the Joint Warfare
Centre (JWC) has developed the JOPG Leaders Workshop curriculum and instructed four
NATO military headquarters on how to improve the organizational management of their
respective JOPGs.
The aim of this article is to raise awareness around the need for the JOPG Leaders
Workshop, elaborate on what the training audience can expect during the event, why the JWC

is the right organization to facilitate workshop,
and when headquarters should conduct it.
The workshop was designed specifically
to address and resolve consistent tensions observed by the JWC during crisis response planning (CRP), as part of Phase 2B of the NATO
Exercise Process. Observed trends for increasing effectiveness have included: the need to
improve organizational management, developing a more holistic understanding of the
NATO Operational Planning Process, building a better appreciation of the complexities
involved in the operating environment, and
closer integration and collaboration across
the staff. Eclipsing all of these tensions is the
lack of any NATO publications or courses to
assist JOPG leaders with the organizational
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OPPOSITE: (From left) Design Thinking workshop;

scripting workshop for STEADFAST JUPITER-JACKAL
2020, the vignette workshop for STEADFAST
DEFENDER 2021 during the exercise planning phase.
RIGHT: Crisis response planning for STEADFAST
JACKAL 2021. Photos by JWC PAO

Throughout the workshop, lessons learned, best
practices, and tips are provided to the training
audience to share what successful planning tactics, techniques, and procedures have worked
in various NATO commands. Units will first
learn about the JOPG Leaders Workshop at the
various exercise planning conferences that are
held throughout the NATO Exercise Process.
During these conferences, the JWC staff officers
will present the workshop as an option for the
training audiences because it is not a formal
step in the exercise process. With the workshop
designed to fit the needs of the training audience, units have the flexibility to decide the duration and desired content of the training event.
It is recommended that a training audience

conducts this workshop during the Academic
Period of the NATO Exercise Planning Process,
but at least prior to their CRP execution.
To increase a JOPG's organizational management and understanding of the operational
environment, the curriculum centers around
its organizational and administrative requirements, as well as planning-to-plan and battle
rhythm development, while introducing Design
Thinking — the application of critical thinking
techniques to help solve complex problems.
Without the development of a plan-to-plan
and battle rhythm, the JWC routinely observes
training audiences challenged with working out
the necessary requirements to effectively plan
during the first few days of the CRP.

"The workshop seeks to improve JOPG organizational management,
increase proficiencies in operational-level planning, and improve
understanding of the operational environment through scenariobased practical exercises."

VISION 2025

and leadership challenges in running an operational planning group. The JWC assesses that if
tangible improvements are not achieved during
the CRP, commands will continue to underperform in their planning endeavours, and enter
operating environments without the required
understanding, foresight, and adaptability to
effectively develop and execute planned operations, which are crucial for enabling the commander's decision-making cycle.
The JWC developed this workshop to
offset these problems, to share best practices,
and to develop a common appreciation of the
JOPG's broad responsibilities amongst the
leaders and staff officers that participate in
planning activities throughout a headquarters.
The workshop seeks to improve JOPG organizational management, increase proficiencies
in operational-level planning, and improve
understanding of the operational environment
through scenario-based practical exercises.
The JWC aims to provide this workshop
upon request to participating exercise training
audiences as part of their collective training
support package. While providing the workshop, the JWC will gain lessons learned and
adjust the workshop to ensure it is fit for purpose, enabling different JOPGs to prepare for
the challenges they face during the CRP phase.
Through the support from NATO senior leaders and mentors, the JWC will formalize the
recommended JOPG Leaders Workshop duration, curriculum, and audience participation;
however, the workshop will remain tailorable
to a training audience's needs.
To achieve workshop aims, the training
event consists of discussion-based lectures,
situational vignettes, and practical exercises.
Throughout the workshop, a training audience
can anticipate 30 per cent discussion-based
lectures and 70 per cent practical exercises to
reinforce workshop learning objectives and
enable the organization to prepare for their
upcoming CRP. The discussion-based lectures
focus primarily on workshop pre-readings and
audience members' past planning experiences.

DESIRED PARTICIPATION
• Strategic Plans and Policy Personnel
• J5/G5 Staff Officers
• JOPG Leadership
• JOPG Syndicate Leaders
• Operational Planning and Assessment Staff
• Joint Functional Experts

For more information
about the JWC's
JOPG Leaders Workshop,
please contact
pao@jwc.nato.int
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FROM LEFT: In early 2020, the JWC initiated three main lines of effort to operationalize its warfare development

efforts. The concept of Design Thinking adjusts to the complexity of the operational environment to improve
speed, relevance, and consistency in decision-making. OPPOSITE: The scripting workshop for the upcoming
exercise STEADFAST JUPITER 2021; Colonel Jean-Michel Millet, the JWC's Head of the Transformation Delivery
Division, during a lecture on Design Thinking. Photos by JWC PAO

With the introduction of Design Thinking, training audiences increase their shared
understanding of the exercise scenario and
learn techniques to build collaboration, while
mitigating "group think" and other biases
within the planning team. Depending on the
JOPG's level of experience, the JWC instructors can also provide lectures and practical
exercises on the NATO Operational Planning Process, framing the operational-level
problem, building an operational design,
command-level briefing best practices, and
observed friction areas throughout an exercise
planning process.
The desired workshop participants are
a blend of leaders and staff officers that traditionally take part in the JOPG and in planning
activities across a headquarters. Workshop
participants should not exceed 20 to ensure a
focused learning environment for more critical and creative thinking. By blending leaders
and staff officers into the workshop, better discourse will take place with leaders providing
needed judgement and insight and staff officers
providing subject matter expertise throughout
the scenario-based practical exercises.
Above all, the JOPG Leaders Workshop
provides staff officers a wide range of learning
and development opportunities so that they
can run well-structured operational planning

“The workshop
aims to bolster
understanding,
foresight, and
adaptability
to effectively
plan operations
and enable the
commander's
decisionmaking cycle.”

groups in the future. While the JOPG Leaders
Workshop can effectively be taught virtually, it
is strongly recommended that the workshop
be taught in person, and ideally, in a collaborative conference area where participants
have a range of analogue and digital means to
produce and brief developed products. During practical exercises, audience members
will normally work in small groups to achieve
workshop aims and develop JOPG products
for later use during the CRP.
Military planning is a scripted process designed
to solve a problem. Each level of war normally
maintains a different process to turn unacceptable conditions into a desirable end state. Although many JWC exercise scenarios focus on
the operational level of war, the JOPG Leaders
Workshop is applicable across all NATO military headquarters. Whether in a JWC-delivered
exercise, or in support of real-world operations,
the principles taught during the workshop apply
to all planning group echelons.
Lieutenant Colonel (Ret.) Robert Leonhard, a renowned military philosopher and
scholar, argues that "a plan that doesn't survive
first contact is a bad plan." Experienced planners tend to agree that flexibility is critical in
developing sound plans. The observations by
the JWC strongly suggest that the most effec-
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tive planning starts with appointing a good
planning team. A well-structured planning
team will deliver the planning that drives the
commander's decision-making process, focusing on organizational discipline, time management, and a holistic understanding of the
operational environment. Accordingly, the
JWC-led JOPG Leaders Workshop is designed
to help NATO commands anticipate potential
issues and ensure the appointment of a proficient and effective planning team before they
conduct CRP. 

Vision 2025 workshop,
collective training syndicate

1 EXPERTISE

The long institutional experience in collecting insights and best practices from across
every NATO headquarters enables the JWC
to understand training audience tensions
throughout the lifecycle of an operation.

2 ADVISORY TEAM
THE THREE-DAY MODEL
• JOPG Leader Techniques
• Inductive and Deductive Reasoning
• Critical Thinking
• Whole-of-Staff Approach
• Situational Vignettes
• Practical Exercises
• Operational Art and Design

STEADFAST JUPITER 2021
scripting workshop

FOUR REASONS WHY THE JWC
IS THE RIGHT ORGANIZATION
TO LEAD THE WORKSHOP

• JOPG Best Practices
• JOPG Lessons Learned

The subject matter experts that make up
the JWC's advisory team are very proficient
in NATO doctrine, as well as operationallevel exercise planning.

3 RELATIONSHIP WITH NSO

The JWC maintains a close relationship
with the NATO School Oberammergau
(NSO). The JWC's JOPG Leaders Workshop
compliments the NSO's Comprehensive
Operations Planning Course (COPC).

4 SCENARIO TEAM

The JWC is the exercise scenario generator of NATO and its advisory team accompanies the training audience throughout
the planning process for each exercise.
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EXERCISE
REPORT

Photo by Sven Giegerich
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by Commander Nick Meredith
Royal Navy
Chief Content for
Exercise STEADFAST JUPITER-JACKAL 2020
NATO Joint Warfare Centre

DELIVERING
OPERATIONAL-LEVEL
TRAINING DURING
A PANDEMIC
"Despite the challenges of a disruptive global
pandemic, NATO was again conducting a
challenging command post exercise."
►►►
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Rear Admiral Jan C. Kaack,
Commander JWC and
Exercise Director

Pete DuBois (speaking),
Chief TV news producer

A

Lieutenant Colonel
Ahmet Mese,
Exercise planner

T THE RISK of understatement,
2020 was a challenging year. Organizations in all domains were
forced to rethink how, or even if,
they could continue to function as
the global COVID-19 pandemic turned everything upside down. NATO was not immune to
this. The ability to conduct military operations
in the event of crisis was never in doubt, but
given that much of our business is dependent
on the ability to travel freely within NATO's
large geographical footprint, the delivery of
peacetime supporting functions came under
some unprecedented challenges. Training, an
essential pillar of NATO's capability and credibility, was no exception.

Impact on Exercise
Planning Events

Commander
Lourens Zijlstra,
Chief Grey Cell

STEADFAST JUPITER-JACKAL 2020 (STJUJA 2020) was a large-scale exercise scheduled
for 2020, using the new fictitious FIKSO scenario developed at the Joint Warfare Centre
(JWC). As the primary training audience, Allied Joint Force Command Naples (JFCNP)
was to conduct a major joint operation in the
northern operating area, while 1 (German/
Netherlands) Corps (1 GNC), as the secondary
training audience, was to conduct a small joint
operation in the southern area, simultaneously.

In support were up to thirteen further
training audiences, most notably the Composite Special Operations Component Command
(C-SOCC), who needed to achieve certification, and NATO Rapid Deployment CorpsTurkey (NRDC-TUR), who were undergoing
combat ready evaluation by Allied Land Command (LANDCOM).
The impact of COVID-19 had already
been felt for STEADFAST JUPITER 2019-2 in
February, and at that stage it was still unknown
how long restrictions on movement and social
distancing would last. Although there did not
appear to be a threat to the continued development of STJU-JA 2020, it became clear that
the effects of COVID-19 would endure at least
through the summer, impacting on key planning events and content development workshops, and potentially the execution phase,
"the exercise finale", that tests the training audiences' operational plans against a dynamic
exercise script.
A second Main Planning Conference was
held in Naples in June. Travel restrictions and
physical distancing requirements drove a revision of the usual attendance: instead of the anticipated several hundred participants, the conference was limited to around sixty personnel.
A new compressed schedule for exercise development was agreed, and the exercise remained
on track with full attendance scheduled.

►►►
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Brigadier General
Douglas K. Clark,
JWC Deputy
Commander and
Chief of Staff,
Deputy Exercise
Director

Commander Nick Meredith,
Chief Exercise Content

Content Development
At this stage, the JWC had started to float the
idea of a prescriptive approach to content development. This approach had been used successfully for TRIDENT JACKAL 2019, where
a late change of primary training audience resulted with the development of an exercise in
a compressed timescale. In essence, the JWC
would take the lead in building a storyline
framework based on the agreed operational
dilemmas, and once agreed by the key training
audiences, their staff officers and other subject matter experts would attend the scripting
workshop at the JWC, and, under the supervision of the JWC staff, would produce a detailed
coordinated script.

The scripting workshop during
the exercise planning phase

Laura Loflin DuBois,
Chief Media Cell

For STJU-JA 2020, this was made even
more challenging by the use of a completely
new scenario, FIKSO. However, analysis of
previous exercises showed that training objectives and operational dilemmas, the foundations of content development, were broadly repetitive and geographically agnostic, making it
possible to adapt storylines from other scenarios. Therefore, given the relative complexity of
STJU-JA 2020 and the new training scenario,
it was agreed to retain all content development
workshops. The revised schedule was so tight
that some workshops were immediately consecutive, which under normal circumstances is
not recommended due to the need to review,
refine, and prepare material in between workshops. However, under the prescriptive ap-

proach, this was possible as much of the review
and preparation was conducted in advance by
the JWC exercise planners.
Despite the ongoing impact of the pandemic on travel, work continued on developing
a script that would meet the training objectives.
Looking ahead to the potential impact on the
delivery of the command post exercise (CPX)
towards the end of the year, the JWC prudently
started to consider further options for content
development that would be deliverable under
the full range of COVID-19 restrictions. The
first step was to review and prioritize the training objectives of the two main training audiences, JFCNP and 1 GNC. The Analysis Branch
at the JWC led this work.
The completion of the crisis response
planning phase was a key driver during this
period. Simply put, the production of operational plans provides the platform for scripting, which creates a series of challenges designed to test the training audience's ability to
execute and adapt their plans.
The JWC supports crisis response planning in the form of advisors with expertise
in NATO planning procedures and specialist
areas. Despite delays caused by the pandemic
with its travel restrictions and quarantine requirements, this planning phase was successfully achieved. With operational plans in place,
the exercise remained on track.
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The first major scripting event in the new
timeline was the strategy workshop scheduled
for early October but it soon became clear that
the JWC could not host such an event. Instead,
it was decided that the JWC would circulate
the proposed storylines for comment before
leading a one-day video conference, where the
approach would be presented for endorsement
by the senior mentors and key representatives
of the training audiences.
It was also necessary to review participation for the main content development workshops, where the storylines and the detailed
script were to be produced, and reduce to the
minimum number considered necessary to
achieve the objectives. The need for informed,
engaged, and empowered participation in the
workshops was stressed to the training audiences. Contractor support was also required:
experienced high-ranking former military officers, diplomats, politicians, and representatives of international and non-governmental
organizations are the backbone of the JWC-led
Grey Cell, which plays a vital role in bringing
authenticity to the non-military aspects of operations. Scripting started in late October and
was successfully completed in early November.
As late as the end of October, while
scripting was ongoing, it was still anticipated
that a near standard execution phase would be

“The need
for informed,
engaged, and
empowered
participation in
the workshops
was stressed
to the training
audiences.”

conducted, with all response cells, training audience representatives and supporting enablers
located in Exercise Control (EXCON) at the
JWC. Even after a thorough review of the EXCON structure, this would have required over
500 external participants, and concerns were
beginning to form about the associated risks.

Execution Phase Options
The carefully managed risk of bringing external
visitors to the content development workshops
at the JWC was crucial to the achievement of an
exercise script, without which there could be
no execution phase. The safety protocols were
effective: an early decision by the JWC leadership to mandate two negative COVID-19 tests
before entry to the JWC contained any possible
impact. By early November, however, the resurgence of the virus was apparent, and all forecasts pointed to a peak of infections during the
scheduled execution phase in early December.
It was clear that the arrival of 500 external participants carried unacceptable risk,
both to Norway, and to the individuals concerned, and SHAPE-led discussions covered
a range of options, from a full participation
standard CPX, through to cancellation of the
execution phase. A fully staffed JWC EXCON
was no longer considered feasible, and it appeared that a period of battle staff training
(BST) remained the only credible option.
BST normally precedes the execution
phase and is the responsibility of each participating organization to develop and conduct. It
is principally designed to test the operational
battle rhythm and familiarize headquarters'
staff with their roles and responsibilities, but
without the dynamic stresses that a script can
provide. The JWC could potentially control
the delivery of scripted content to individual
training audiences in real time, but without
the interdependencies of scripted storylines
and the interactions with Grey Cell, media,
and higher political and military authorities
(HICON), this would be a sterile exercise, both
unchallenging and unlikely to achieve training
objectives. The completion of crisis response
planning and the development of a detailed
exercise script had always been key milestones
in terms of options, and with these successfully
achieved, the JWC considered that it might be
possible to deliver something more than a BST
despite blanket travel restrictions.

EXCON Considerations
The potential for a distributed EXCON model
had been discussed during the later stages of
the development of STJU-JA 2020, but it was
considered that separating EXCON elements
would not enable a fluid, controlled execution
phase. Response cells are a fundamental pillar of EXCON. Under the distributed model,
the cells' ability to understand the direction
they receive from the operational commanders would be compromised, as would EXCON's
ability to control the response cells to achieve
exercise aims and training objectives.
Additionally, as response cells are invariably composed from multiple agencies, it
would not be possible to create a fully functioning cell from within a single command.
Thus, the simple distribution of response cells,
with the JWC staff providing the EXCON leadership function, was not the answer. Generating a JWC staff-populated EXCON that could
serve multiple training audiences effectively
was considered unachievable, and so the first
step was to review participation.
JFCNP and 1 GNC were the primary
training audiences and would continue to play.
Previous discussions had established C-SOCC
certification as a priority output for STJU-JA
2020, and so they, too, remained as a training
audience. NRDC-TUR were undergoing an
important evaluation by LANDCOM, so their
continued participation was also agreed. CSOCC and NRDC-TUR were both under the
command of JFCNP and exercising primarily in
the northern operating area, while in the south
1 GNC retained their Joint Logistics Support
Group (JLSG) as a subordinate training audience. No other operational headquarters would
take part in the exercise, although some specialist subordinate components would continue to
offer support, but under the direct control of the
primary training audiences, and not as response
cells under EXCON.
SHAPE had intended to play its original
role within HICON, but it was decided that the
JWC's experience of simulating HICON would
better serve the exercise aims and objectives,
and so with the assistance of contractors who
had remained in country, the JWC stepped up
and took on this important role.
The approach was now to examine
how the BST could be significantly improved,
rather than how much of the execution phase

►►►
36 The Three Swords Magazine 37/2021

STEADFAST JUPITER-JACKAL 2020

could be salvaged. The solution lay in generating an EXCON from within the JWC staff that
could deliver and control the exercise, supported by response cells within the training
audiences, while at the same time adding the
richness of the political-military interactions
that are vital to mission success, the challenges
of a multi-layered media environment that
could shape operational decision making, and
the demands and direction of the strategic and
political leadership of NATO.
Supporting enabling functions such as
intelligence and targeting would also be replicated from within EXCON, and a simulated
real-time environment would be provided
through the Joint Theater Level Simulation
(JTLS) tool. With this course of action, it was
clear that the JWC could offer a realistic and
worthwhile exercise that should achieve all of
the remaining training objectives.

The Battle Staff Exercise
The role of EXCON is to stimulate the exercise
participants through the delivery of scripted
material, and to control the exercise in reac-

tion to their decisions in order to achieve the
training objectives. Most EXCON functions
are led by key JWC personnel, supported by
augmented or contracted subject matter experts. Response cells that represent enabling
functions and supporting components are
the engine of EXCON; they serve the operational commanders, passing information as if
from the operational theatre and responding
to tasking and requests for information. They
are also responsible to EXCON so that the
overall aims of the exercise remain under tight
control. Drawing the enabling functions previously fulfilled by response cells into EXCON
was straightforward, albeit challenging given
the limited expertise within the JWC.
The EXCON organization at the JWC
would be known as "EXCON Main" — led
by Chief EXCON and Chief Content — and
would be responsible for the following functional areas:
• Opposing Forces (OPFOR): Adversary
scheme of manoeuvre, reactive play
• Grey Cell: Political-military interactions,
key leader engagements

• Media: Information environment, media
engagement
• Higher Control (HICON): Strategic
level inputs, tasking, and direction
• Intelligence: Intelligence reports and
products, requests for information
• Targeting: Support to targeting cycle
• Scenario: Non-intelligence information
support
• Computer-Assisted Exercise (CAX):
Provision of static operational picture
on demand
• Communications and Information
Systems (CIS): Cross-system
connectivity, VTC support
It was clear that such a delivery model, if possible, would far exceed the commonly understood BST, and in order to avoid any confusion, the title of "battle staff exercise" (BSX) was
adopted. EXCON Main was well-configured to
control scripted content, but the next challenge
was how to deliver information to the training
audiences as effectively as possible under the
changed circumstances. A small "EXCON Local" was proposed, populated by and located

JWC Exercise Control (EXCON)
Situation Centre
Photo by Sven Giegerich
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within the training audience headquarters,
but under the control of EXCON Main. Each
would replicate the functional competences of
EXCON Main and act as a two-way conduit for
the passage of scripted material and feedback,
much as a response cell might, but independent of their respective training audience, and
not able to be operationally tasked.
Similar cells would be established in
the other training audiences (NRDC-TUR,
C-SOCC, and 1 GNC Joint Logistics Support
Group), under the control of their respective
primary training audience EXCON Local. The
primary training audiences also established direct links with subordinate components, such
as air planning cells, which provided valuable
supporting information and functions, but remained outside the purview of EXCON Main.
During a normal execution phase,
SHAPE performs a formal evaluation, the JWC
deploys advisory teams to observe and assist
the training audiences, and senior mentors,
retired flag and general officers with NATO
command experience mentor the force and
component commanders. With the travel restrictions in place, this was not possible to the
usual degree, but limited travel was permitted

under the SHAPE direction. Thus, the JWC
would deploy a senior representative lead to
JFCNP and 1 GNC to observe as much as possible and coordinate with JWC advisory team
members at EXCON Main, who would in turn
observe operational planning events virtually
where possible and provide feedback to Rear
Admiral Jan C. Kaack, the Exercise Director
(EXDIR), at the daily Steering Group meeting.
The senior mentors, embedded within
the training audiences where possible, but observing virtually where not, would fulfil their
roles as best as they could, providing valuable
inputs both to the force commanders and to
the EXDIR. Although far from ideal, under the
circumstances this was considered the best that
could be achieved. Many of the contractors engaged as role players had agreed to remain in
Norway in between scripting and the execution
phase, negating the need for further quarantine
and following the direction to minimize international travel. Their contribution and commitment proved fundamental to the success of the
BSX, elevating it far beyond a period of BST.
In summary, this BSX concept was developed by the JWC and refined in conjunction with the primary training audiences with-

BELOW: (From left) The STJU-JA 2020 content team: Major Lee Murray, Major Markus Ulrich, Lieutenant Colonel
Andrea De Vita, Lieutenant Colonel David Canavan, Lieutenant Colonel Dominik Schmitz, Commander Nick
Meredith, Major Francois-Marie Duchesne, Lieutenant Commander Kevin Carter, Lieutenant Colonel Brandon
Maroon, and Lieutenant Colonel Simon Ward. Photo by JWC PAO

"The Battle Staff Exercise proved the flexibility,
resilience, and resolve of NATO."
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in a week, and once agreed, it was presented to
SHAPE for endorsement on November 9. With
this duly given, 12 working days remained to
generate a fully staffed BSX EXCON, both at
the JWC and the training audiences, prior to
EXCON training scheduled for November
26–30, and the execution phase from December 1–10. The EXCON training period and
the first days of the execution phase offered an
opportunity to iron out coordination and connectivity issues, and the exercise largely proceeded as planned.
On the first day, the script went live,
the media environment lit up, high-level civilian representatives engaged with the training
audiences, higher authorities started to ask
questions and offer direction, and the OPFOR
started to move towards the NATO Forces. Despite the challenges of a disruptive global pandemic, NATO was again conducting a challenging command post exercise.

Conclusion
The gold standard for exercise delivery remains the traditional CPX, but in the uniquely
challenging circumstances faced in 2020, the
BSX was considered to be the best option for
STJU-JA 2020. Indeed, as the exercise came to
a close, the initial readout from all stakeholders was that the BSX had comfortably exceeded
all expectations and was much more than a
period of battle staff training as people would
have understood it.
The training audiences, having been
challenged at the operational and strategic levels, concluded that the exercise and training
objectives had been satisfactorily met, and an
exercise, that at many stages looked most unlikely, had been successfully delivered.
Although the BSX was a model for the
most unusual of circumstances, there were
some valuable lessons learned that could have
wider applications for exercise development
and delivery, and it may well provide a useful template for alternative or complementary
exercise capabilities. What it proved above all
was the flexibility, resilience, and resolve of
NATO, as well as its willingness to take carefully calculated risks to achieve its aims. STJUJA 2020 rose above the challenges of the COVID-19 pandemic and delivered high-quality
training in a year where the forced cancellation
of many activities was commonplace. 

UNSCR 1325 AND THE
GENDER PERSPECTIVE

A Potted History
by Sarah Denieul
Gender Advisor
NATO Joint Warfare Centre

"Greater gender
equality across
the armed forces
translates into
better performing
militaries, and a
more operationally
effective Alliance."
Mircea Geoana˘

NATO Deputy Secretary General

I

N THE AUTUMN OF 2000, the United
Nations Security Council (UNSCR) adopted Resolution 1325 on Women, Peace and
Security (WPS), in which it recognized the
connection between gender equality and
international peace and security. Resolution
1325 highlighted the disproportionate impact
of conflict and crises on women and children
and acknowledged that the continued absence
of women from peacebuilding constituted a
tangible, long-term security concern.
The resolution was based on four pillars:
The role of women in the prevention of conflict,
their participation in peacebuilding, the protection of women's rights during and after conflict,
and their needs during relief and recovery.
Since 2000, the Security Council has adopted a further nine related resolutions, which
together comprise its WPS Agenda. Whilst
its focus was, and remains, predominantly on
women, the agenda underlines the crucial role
of men as co-agents of change, and also recognizes the devastating effect of conflict on men.

Implementing the WPS
Agenda into NATO Structures

ABOVE: The Three Swords magazine cover, 2019

UN Resolution 1325 made the connection
between peace, security, and gender. What if

NATO could enhance its overall effectiveness
by considering its core tasks of collective defence, cooperative security, and crisis management through a gendered lens?
At the 2020 NATO Committee on Gender Perspectives Conference, Deputy Secretary General Mircea Geoana˘ told the audience, "Understanding and integrating the gender dimension
in the military is key to achieving greater gender equality across the armed forces, and we
know that more equality translates into better
performing militaries, and a more operationally effective Alliance."
NATO's first WPS policy was developed
with the Euro-Atlantic Partnership Council
in 2007, based on the principles of Resolution
1325. This was built on in 2009, with the BiStrategic Command Directive 40-1 "Integrating UNSCR 1325, Related Resolutions and
Gender Perspective" into the NATO Command Structure. Now undergoing its third revision, the directive mandates the appointment
of gender advisors (GENADs) and gender focal points (GFPs) throughout the Alliance's
military structures, missions, and operations.
Further NATO publications include the
2015 "Guidelines for the Prevention of and Response to Conflict-related Sexual and Gender-
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based Violence", and, more recently, the 2019
Policy on "Preventing and Responding to Sexual Exploitation and Abuse".
The NATO approach to the WPS Agenda centres around the principles of integration,
inclusiveness, and integrity, achieved through
gender mainstreaming and applying gender
perspective throughout its structures and
across its missions and operations.
Born of an initiative that started in 1961
with the first NATO Conference of Senior
Women Officers of the Alliance, the remit of
the NATO Committee on Gender Perspectives
(renamed as such in 2009) is to promote gender
mainstreaming as a strategy for gender equality,
where the concerns of both men and women are
integral to all Alliance policies and activities.
In 2012, Mari Skåre of Norway became
the first Secretary General's Special Representative for Women Peace and Security. Mari
Skåre and her successors Ambassador Marriët
Schuurman (Netherlands), and latterly Clare
Hutchinson (Canada), have been the key political spokespersons for NATO's work on the
WPS Agenda.

The JWC's Integration of
Gender Perspective
The Joint Warfare Centre (JWC) appointed
its first Gender Advisor, or GENAD, Colonel
Stéphane Bellamy, in 2013. Three successive
GENADs have since coordinated and worked
alongside a team of GFPs within the organization. Within the framework of the JWC's central goals, the GENAD role has evolved, and its
focus can shift dependent on the incumbent,
on changing priorities, and on strategic guidance. The responsibilities of the gender team
at the JWC may nevertheless be divided into
three predominant work strands:
• Guiding the Commander and staff on the
implementation of gender perspective in
our internal business.
• Enabling our exercise audience to train on
gender perspective through realistic representation of the human landscape.
• Contributing, through warfare development, to the recognition that applying a
gender perspective can influence and improve operational art and effectiveness.

Photo by MARCOM

Fortunately, we bring these lofty responsibilities down to earth by breaking them into
smaller lots and distributing them between
people, according to their primary functions
at the JWC, their experience, competencies,
and personal interests. In this respect, the
JWC is fortunate enough to have several civilian and military staff who have been trained
as GENADs or GFPs by the NATO Department Head for Gender in Military Operations.
We also have a team of dedicated and trained
GFPs, who work on a voluntary basis across
the organization. This network allows team
members to share the workload and feel supported and empowered. As a result, the JWC
is well placed to integrate gender perspective
and address related requirements as they arise.
Over the years, we have also seen a heightened
awareness amongst JWC staff for gender perspective and the added value it brings.

The GENAD Team's Work
From exercises, through experimentation, to
gender inclusive language, the following examples illustrate the breadth and depth of the
JWC gender team's important work, and attest
to the confidence and endorsement of the Centre's leadership.
One of the JWC's subject matter experts
in civil-military interaction has extensive field
and command experience and has also been

trained as a GENAD. He deploys to training
audience locations to mentor and advise on
integrating gender perspective in all phases of
an exercise and operation, from crisis response
planning to operations assessment. Examples
of achieving greater operational effectiveness
by implementing gender perspective range
from getting a more comprehensive understanding of the civil environment to gaining
access to valuable intelligence through direct
interaction between female soldiers in collection teams and the local female population.
The JWC GENADs are always available
to provide input and advice to exercise scenario developers on what content could enhance
the realism of exercise settings and scenarios
from a gender perspective. Since 2015, the
JWC gender team has participated in exercise
scripting, in which scripted story threads and
details add layers to animate the exercise scenario. This involvement presents an opportunity for us to prepare challenges for the headquarters to be trained, and thus to gauge where
they are on their journey of integrating gender
perspective into their operations.
The JWC civilian legal advisor's GENAD
training, his encyclopaedic knowledge of the
laws governing NATO, and international law
(Law of Armed Conflict, international human rights law), makes him an invaluable asset when reviewing JWC and NATO genderrelated directives, policies, and action plans,
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or recognizing the interplay between the WPS
agenda and obligations to protect the most
vulnerable groups.
The civilian GFPs within the JWC's
Human Resources Branch ensure that all HR
documents produced or updated by the JWC
(standards of conduct, recruitment advertisements, and so on), are written from a gender
perspective, using gender-inclusive or genderspecific language where appropriate. A paragraph encouraging women to apply for positions within our organization was added to
adverts two years ago with the aim of improving the male/female balance within the JWC.
The JWC's linguist ensures the use
of gender-inclusive language when editing
and translating documents from or for the
JWC. She is currently working alongside the
GENAD to adapt NATO HQ's "Gender-Inclusive Language Manual" (May 2020) to produce
brief guidance for JWC staff.
The Concepts, Capabilities, Integration
and Experimentation Branch, with input from
the JWC's Exercise Planning Branch and the
JWC gender team, is currently supporting an
experiment scheduled for the JWC-directed
NATO exercise STEADFAST JUPITER 2021
on integrating gender in exercise planning.
Since 2015, the JWC's Public Affairs
Office (PAO) GFP has made certain that each

issue of The Three Swords magazine features
at least one extensive piece related to the WPS
agenda and gender perspective.
Additionally, thanks to the JWC gender
team and to the support of the JWC leadership,
all staff must complete the NATO Advanced
Distributed Learning Module 169, "Improving Operational Effectiveness by Integrating
Gender Perspective", which promotes a level
of awareness and understanding of gender
perspective, its relevance, and its importance.
Our JWC Gender Action Plan outlines
and monitors how the JWC will continue to
support the WPS Agenda internally, and more
broadly, across NATO. We review the plan every two years and update it as required.
No doubt, we have come a long way!
Significant steps have been made in the integration of the WPS agenda and gender perspective across NATO. The JWC is proud to
continue to contribute to this progress. Five
or six years ago, the only JWC staff member
who had any gender training was the GENAD.
Today, every single member of our permanent
staff has completed the ADL Learning Module
169. Five or six years ago, branch heads "voluntold" reluctant GFPs. Today, people across
the headquarters approach the GENAD volunteering their expertise and interest. Five or
six years ago, a mention of Resolution 1325

and gender perspective could evoke puzzlement or cause some listeners to raise genderrecalcitrant eyes to the ceiling. Today, the gender team is solicited to contribute to doctrine
and review gender in exercise specifications.
A gender perspective role is a permanent feature in the list of exercise role players, and no
staffing list for exercise control is without a
GENAD representative. Today, an officer will
query the use of "manning" and suggest a more
inclusive "staffing". While there is still considerable headway to be made, we can truly say
that gender perspective has become part of the
JWC's DNA.
Twenty years after the adoption of Resolution 1325, NATO's deepening commitment
to the principles the Resolution embodies
is clear, not only in the policies the Alliance
adopts, but in the people chosen to implement
those policies. As she took office, the current
NATO Special Representative of the Secretary
General (SRSG) for Women, Peace and Security, Clare Hutchinson, said, "Having worked
many years in the United Nations as a partner to NATO, I have testified to the Alliance's
growing commitment and dedication to this
agenda. I am eager to build on the successes
achieved so far on the WPS mandate."
Together! We make NATO better! 

The JWC's gender focal points. RIGHT: The author, Sarah Denieul. Photos by JWC PAO.
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Rear Admiral Jan C. Kaack,
Commander JWC and CPX Director

Lieutenant Colonel Fin Walls,
Advisory Team Chief

Colonel Robert Jusiński,
EXCON Chief

Virtual media briefing with Lieutenant General Brice Houdet,
SHAPE Vice Chief of Staff, May 6, 2021. Photo by NATO

Lieutenant General (Ret.) Peter Bohrer, the Senior EXCON Advisor,
and Rear Admiral Jan C. Kaack

Major Markus Ulrich,
Event Manager
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EXERCISE
REPORT

https://www.jwc.nato.int/articles

From May 12 to June 22,
NATO geared up for a
surge in exercise activity
under the umbrella of
STEADFAST DEFENDER
2021 to improve Allied
forces' ability to move
quickly across the
Atlantic and Europe.

STEADFAST DEFENDER 2021 (STDE21)
was NATO's flagship collective defence and
largest multi-domain exercise this year. Under
the lead of Allied Joint Force Command Naples (JFCNP), STDE21 brought together over
9,000 troops from more than 20 NATO Member Nations to test the Allied forces' readiness
and military mobility.
The exercise, which took two years to
plan, was designed to test strategic reinforcement across the Atlantic Ocean, NATO Forces'
mobility across European nations, as well as
the rapid reaction capabilities of the Very High
Readiness Joint Task Force (VJTF). STDE21
was designed as a series of linked exercises, including a maritime live exercise (LIVEX) sup-

ported by air units; a command post exercise
(CPX) directed by the Joint Warfare Centre
(JWC), focusing on reinforcement by land,
and the live-fire exercise, NOBLE JUMP.
Additionally, various national exercises
took place as part of STDE21, including the
U.S.-led exercise SABER GUARDIAN in Romania. Another exercise linked to STDE21
was DEFENDER EUROPE 21, which was led
by the U.S. Army Europe-Africa.
Referring to the exercise, SHAPE Vice
Chief of Staff, Lieutenant General Brice Houdet, said: " We are ready for every crisis, every
declaration of the security situation, and this is
why we train." STDE21 primarily took place in
Germany, Portugal, and Romania.
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BOLSTERING THE MOVEMENT AND
INTEGRATION OF NATO FORCES

CPX

STEADFAST
DEFENDER 2021
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The CPX portion of STDE21 took place in
Ulm, Germany, from May 12 to 20, 2021. Rear
Admiral Jan C. Kaack, Commander JWC,
served as the Officer Directing the Exercise
(ODE) during the CPX. Approximately 300 civilian and military personnel from 18 nations
participated in this portion of STDE21. The
exercise provided an invaluable opportunity for
NATO's Joint Support and Enabling Command
(JSEC) to test military mobility of 15,000 simulated troops and their sustainment across Europe, using a fictitious scenario based on Article
5 and the principle of collective defence.
Rear Admiral Kaack, who oversaw the
19-month preparation phase, as well as the
execution, said that the CPX demonstrated
NATO's resolve, capabilities, and joint interoperability, while promoting stability and
security. The Commander added: "Designing
the mechanics of this exercise was very much a
collaborative effort. As the JSEC continues the
path to full operational capability in September this year, this exercise has acted as a perfect
opportunity to capture useful and supportive
content that will assist the staff in the future."
For STDE21 CPX, the JWC delivered

Lieutenant General (Ret.) Peter Bohrer

four start packages that supported the delivery
of six standalone vignettes.
"These scripted vignettes aimed to exercise the JSEC in the establishment of a secure
and functional JSEC Assigned Area (JAAR) to
ensure deployment, reinforcement, and sustainment of forces in order to contribute to
security and sustain functionality in the European Depth", Rear Admiral Kaack explained.
The CPX covered a broad range of highreadiness and military mobility operations
across European borders, which included
movement control, security coordination,
force protection, and liaison between Allied
forces, the nations, and other stakeholders.
During the exercise, it was important to challenge the training audiences and participating
Host Nations in the JAAR by conventional and
non-linear warfare, including industrial hazards, terrorism, and cyber defence. "STEADFAST DEFENDER 2021 is a defensive exercise
based on a common purpose, which is to reinforce the Euro-Atlantic area. The linked exercises are NATO's way of assuring all Allies that
we are ready," explained the JSEC Commander,
Lieutenant General Jürgen Knappe.

He added: "The CPX was the JSEC's
most advanced training to date. Our mission
is to ensure quick and seamless mobility of
our troops and equipment within NATO's territory at the speed of relevance. We will build
upon this successful exercise and show that
our young command is a huge benefit to the
NATO Alliance. As the JSEC team our commitment to NATO's collective defence is ironclad. Therefore, the support of the Joint Warfare Centre was necessary for us to make the
next step to reach full operational capability."
The JWC's Officer of Primary Responsibility (OPR) for the exercise, Commander Oliver Vanek, noted: "The uniqueness of this exercise is twofold: first, we deployed our whole
Exercise Control (EXCON) forward, which
made it possible for all EXCON members to
interact with the JSEC. Secondly, the delivery
of custom-made, vignette-based exercise scenarios presented both the JWC and the younger JSEC with a unique opportunity to excel."
For the duration of the CPX, the JWC deployed a 24-member EXCON forward team to
Ulm, including the Centre's in-house advisory
team led by Lieutenant Colonel Fin Walls.

The JWC EXCON team in Ulm, Germany.
Photo by JSEC Media Section
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“We will build
upon this
exercise and
show that our
young command
is a huge
benefit
to NATO.”

NATO's virtual media briefing for STEADFAST DEFENDER 2021,
with NATO Spokesperson Oana Lungescu and Lieutenant
General Jürgen Knappe, May 6, 2021. Photo by NATO

JWC as a senior EXCON advisor, and it has
been an invaluable opportunity for me to work
together with an outstanding team during such
an important exercise. The exercise truly demonstrates NATO's commitment to collective
defence. Thanks to the JWC's EXCON team!"
Several dignitaries visited the CPX, including Annegret Kramp-Karrenbauer, German Minister of Defence, and Ank Bijleveld,
Dutch Minister of Defence, on the Distinguished Visitors' Day on May 18.
Rear Admiral Kaack noted that collaboration and proactive teamwork had been
crucial in the successful execution of the CPX.
"The Senior Mentor, EXCON Advisor, and
Trusted Agents have expertly assisted us in our
assessment of progression against the training
objectives," Rear Admiral Kaack said.
The Commander added: "Our intent
throughout was to ensure the training audience were given every opportunity to meet
their training objectives, whilst also having the
opportunity to learn and develop towards full
operational capability. Without doubt, both
JSEC and the Standing Joint Logistics Support
Group (SJLSG) have made consistent progress
throughout the exercise." 
by Inci Kucukaksoy
Public Affairs Officer, JWC

LIVEX

"The advisory team used a combination of coaching, mentoring, and advising
techniques during STEADFAST DEFENDER
2021. Designed as several standalone vignettes,
the exercise has given us the time and space to
collaboratively pause, reflect, assess, and reset
together with the JSEC leadership and staff,
giving them the opportunity to re-focus on the
operational dilemmas in a collective defence
operation," Walls said.
As well as being a member of EXCON in
Ulm, Lieutenant Colonel Stefan Kuehling also
served in the STEADFAST DEFENDER 2021
NATO Media Information Centre (NMIC) in
Romania during the third phase of the exercise
following the CPX, which involved the deployment of NATO's Very High Readiness Joint
Task Force, led by Turkey. Kuehling said: "I am
proud of serving NATO in this spectacular exercise. All phases of STEADFAST DEFENDER
2021 focused on enhancing NATO's military
mobility and sustainment readiness."
Lieutenant General (Ret.) Peter Bohrer
served as the JWC's Senior EXCON Advisor
during the CPX. "Exercise STEADFAST DEFENDER 2021 is a key milestone for JSEC in
their efforts to achieve full operational capability," Bohrer said, adding: "It is the first time
that I have had the privilege of supporting the

Lieutenant General
Jürgen Knappe

STEADFAST DEFENDER 2021 LIVEX:
NATO Standing Maritime Group with UK Carrier
Strike Group. Photo UK Defence CSG21. Turkish
soldiers from NATO's Very High Readiness Joint
Task Force. Photo by NATO
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CLOCKWISE: TRIDENT JUNCTURE 2018 CPX, Naples, Italy; TRIDENT JACKAL 2019, Menorca, Spain; STEADFAST DEFENDER 2020, Ulm, Germany;
the author, Lieutenant Colonel Arthur McGrue; STEADFAST JUPITER-JACKAL 2020, Stavanger, Norway. Photos by JWC PAO
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ADVICE, SUPPORT, EXPERTISE

THE ADVISORY TEAM IS A VITAL COMPONENT WITHIN NATO, AS IT SERVES TO ASSIST AND ADVISE
EACH TRAINING AUDIENCE IN ACHIEVING SUCCESS FOR EACH EXERCISE.

The Joint Warfare Centre

ADVISORY
TEAM

EXERCISE CONTROL FORWARD
by Lieutenant Colonel Arthur McGrue III
United States Army
Advisory Team Branch Head
NATO Joint Warfare Centre

T

HE JOINT WARFARE CENTRE
(JWC) located in Stavanger, Norway, is a subordinate headquarters
to the Supreme Allied Commander
Transformation (HQ SACT) within the North Atlantic Treaty Organization
(NATO). Stated concisely, the mission of the
JWC is to provide NATO's training focal point
for full spectrum joint operational- and strategic-level warfare. The JWC is a full-spectrum,
cross-functional "warfare centre" that delivers
the highest quality, joint operational- and strategic-level computer-assisted command post
exercises (CAX/CPX) in order to prepare the
headquarters of the NATO Command Structure (NCS) and NATO Force Structure (NFS)

to be at their very best to tackle whatever operational challenges they may face.
There are multiple branches within the
JWC that work tirelessly to ensure that each
exercise delivers the utmost professional and
challenging event to better serve the different
commands. One of those branches is known
as the Advisory Team (AT) Branch, or shortly,
the "advisory team". The branch consists of
over thirty officers with diverse backgrounds
from the different nations in the NATO Alliance. Their ranks are in the field-grade range
with a large majority being NATO grade coding
"OF-4" (Navy Commander, or Army/Air Force
Lieutenant Colonel/Wing Commander). If you
account for respective national military service

time, along with the various backgrounds that
include infantry, aviation, military intelligence,
field artillery, and special forces to name a few,
you will realize that this branch brings a wealth
of knowledge to the JWC team to further propel
the multiple JWC-directed exercises throughout the year.
Simplistically, the branch can be viewed
as what in the U.S. military terms is called an
observer/controller (O/C) team. Conversely,
the branch is not an O/C team, but rather is
composed of individuals that are considered
subject matter experts in their respective warfighting functions. These members deploy to
the multiple NCS and NFS commands to advise and assist throughout an exercise.
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18-MONTH EXERCISE PLANNING CYCLE
STAGE 1

STAGE 2

STAGE 3

STAGE 4

Concept and
Specification
Development

Planning
and Product
Development

Operational
Conduct

Analysis and
Reporting

Scripting Workshops • Scenario Development • Planning Conferences •
Crisis Response Planning • Execution

Partnered with the multiple commands
throughout NATO, the JWC advisory team
diligently strives to assist each NATO headquarters it supports in achieving command
success, ultimately making NATO better.
The Advisory Team Branch members are
empowered by the JWC in their ability to collaborate with the multiple NATO commands.
Simply put, the advisory team's mission is to
advise, assist, and monitor training audiences.
While participating in the exercises, the team
reports to the Officer Directing the Exercise
(ODE) — the JWC Commander. It is important

“The advisory
team's mission is
to advise, assist,
and monitor
the training
audiences.”

for the branch to be involved in every aspect of
each of the exercises. Therefore, it is not uncommon to see a member of the branch present in
the NATO Exercise Process throughout each
of the processes' four stages. Working directly
with the multiple staffs at the different levels of
headquarters, the advisory team participates in
the planning, coordination, and synchronization of each exercise. In doing so, this allows the
branch to maintain situational understanding
of the participants and the role of the different
headquarters in their respective locations.
Advisors, as such, are assigned to those
locations and support their respective partners
in achieving their training objectives and exercise aims that were developed by the training
audiences with the JWC's advice, support, and
expertise. The entire exercise process is normally an 18-month cycle, and therefore, it is
invaluable for the branch to be integrated from
the onset.
For the training audience, the branch
may not seem as noticeable in the beginning.
In fact, it may be unknown to that headquarters. The first opportunity for the advisors and
training audience to meet is during the exercise phase "1B Academics". This meeting is
prudent in developing the relationship early

and building the necessary trust between the
training audience and the advisory team. In
building that relationship, the team will offer
their services and inform the training audience
of all the ways that they can assist in helping
them achieve their aims and objectives. Therefore, the sooner the relationship is established,
the sooner a foundation can be cemented between the two units to ensure exercise success.
However, the branch becomes greatly
beneficial for the training audience once the
training audience has entered phase "2B Crisis
Response Planning". From that point on, the
relationship between the JWC advisory team
and the training audience is consequential with
all efforts of the team being honed on assisting
the training audience achieve their objectives
and aims. While it is highlighted in the NATO
Exercise Process that "Battle Staff Training" occurs early on in Stage 3, what the process does
not fully illustrate is how the advisory team
can lead or assist with that training.
Generally, not enough priority is given
to battle staff training due to other competing
requirements, and this becomes evident during the actual exercise. However, because the
advisory team is not pitted against those, oftentimes unforeseen, competing requirements,
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the team can fully participate in the training,
and thereby, identify strengths and challenges
beforehand. This gives the training audience
time to correct deficiencies prior to the start of
the exercise. In addition, since this training is
a precursor to the start of the exercise, the observations that are witnessed are solely for the
betterment of the training audience, and not to
be used in future evaluations or assessments.
As stated earlier, oftentimes battle staff
training does not get the collective level of priority that it could largely receive. In an effort
to improve upon the NATO School's Comprehensive Operational Planning Course (COPC)
and provide additional service during the
COVID-19 restrictions, the JWC has created
the Joint Operations Planning Group (JOPG)
Leaders Workshop. This workshop was designed specifically to address and resolve consistent tensions that the JWC observed during
the conduct of crisis response planning. (See
article by Prescott and Clifford on pages 28-31)
Although the workshop has not gone
through all the official steps for recognition just
yet, the Centre is already delivering this workshop during the battle staff training period,
and it has proven successful for two exercises
this year. Members of the advisory team con-

duct this workshop with the aim to improve
"JOPG organizational management, increase
proficiencies in operational-level planning,
understand lessons learned and best practices,
and improve understanding of the operational
environment through scenario-based practical
exercises". This workshop does not substitute
any training outlined in the NATO Exercise
Process, but it is still extremely beneficial for
the training audience, as it gives them a much
better start to the exercise.
Prior to the start of crisis response
planning, the advisory team joins with other
branches within the JWC to prepare and train
for the upcoming exercise. The point of this
preparation and training is to ensure that the
advisory team has sufficient knowledge about
the scenario and other related documents to
arm them in better assisting and advising the
training audience. In conducting this mini-operational planning process (mini-OPP) training, the training allows the advisory team to
become intimately familiar with the setting and
scenario, as well as lessons learned, and challenges exhibited by the training audience in
previous exercises. This preparation also allows
the advisory team to gain basic knowledge of
the Tool for Operational Planning Force Acti-

vation and Simulation (TOPFAS), other similar
systems pertinent to the team member's subject matter/warfighting function and receive
refresher training on how to implement observations into the JWC Observation Reporting
Tool (JORT). This system is a tool that is used
to collect information on the training audience
that was observed by advisory team members
and can be used when drafting evaluations on
the training audience's performance. For this
reason alone, it is very critical that each member participates in this training so that they are
able to enhance the training audience's performance during the exercise.
Another point of value regarding the
advisory team, and this point is extremely beneficial for both the training audience and the
ODE, is that the advisory team serves as the
JWC's "Exercise Control Forward". This is beneficial for multiple reasons as it reinforces the efficiency of the training exercise. However, two
key points to highlight are as follows: first is
the fact that the advisory team is a member of
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the JWC. As the JWC is typically the ODE, this
allows the ODE to have direct communication
with one of its own entities throughout the exercise, and therefore, makes it seamless when it
comes to the flow of the exercise. Within their
respective battle rhythm with the JWC, the advisory team remains abreast of the flow of the
scenario and aware, ahead of time, of potential
injects or changes to the scenario. This allows
the advisory team to anticipate actions that
the training audience may take concerning the
changes and thus provide for better assistance
and advice when needed.
However, and this is the second point,
when there are issues within the system, or a
need for an inject is no longer warranted, the
team can alert the ODE about the issue, or discrepancies within the system, and have the matter resolved, eliminating a burden on the training audience or the integrity of the exercise.
An integral concept about the advisory team
is their "partnered" relationship with senior
mentors. The senior mentors are retired NATO
Generals and Admirals who have worked at
the NCS level, if not SHAPE itself. Although
both entities are subordinate to different head-
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quarters, the two have a very close working
relationship during exercises. The relationship is reminiscent of an aforementioned O/C
team at a U.S. combined training centre, where
the senior mentor is the team leader, and the
advisory team are the subject matter experts
focused on specific warfighting functions. As
the two entities mingle with their respective
training audience counterparts throughout the
exercise, they routinely come together to share
observations and discuss the way ahead concerning the exercise. In these discussions, the
senior mentor is able to gain insight into how
well the staff is functioning in delivering the
commander's agenda. From there, the senior
mentor is able to share thoughts with the commander and implement his comments for the
report that will eventually be used at SHAPE
when evaluating the exercise.
Now, before going any further, it is necessary to state that the advisory team does not
work for the senior mentor as both come from
different headquarters. However, the close relationship that the two shares during exercises
is complimentary, because it allows both entities to assist and advise the training audience
towards exercise success.

In closing, the advisory team is a vital
component within NATO as the team serves
to assist and advise each training audience in
achieving success for each exercise. Their ability to bring a wealth of knowledge from schoolhouse study, as well as their own experiences
from previous exercises, and their own professional careers are instrumental in providing the
training audience with fundamental material
necessary for the betterment of the exercise.
In addition, their duty as the "EXCON
Forward" allows for transparency and a seamless flow of the exercise as they are in a position to anticipate changes within the exercise
and can report deficiencies instantly to prevent
a burden on the training audience. They can
facilitate training ahead of each exercise especially when it comes to battle focused training,
the JOPG Leaders Workshop, or even assist in
teaching at the NATO School in Oberammergau. The team is a highly professional group of
field grade officers from across the Alliance,
and all are dedicated to assist and advise in an
effort to make NATO better. 

RESILIENCE TRAINING

IN OPERATIONAL-LEVEL EXERCISES
COMMUNITY OF INTEREST
by Adrian Williamson
Operational Analyst
Transformation Delivery Division
NATO Joint Warfare Centre

W

HILST NATO Nations invested heavily in civil preparedness during the Cold
War, the post-Cold War reductions in tensions threatening NATO territory created a climate in which nations reduced such
efforts. Arguably, this climate started to revert
to a more threatening one as early as the 2007
cyber-attack on the Estonian Government and
banking systems.
In any case, over the next five years, further cyber-attacks on NATO or friendly nations, taken together with other international
developments, built a threat picture that needed
to be addressed in NATO thinking. An important element of this was a need for enhanced
resilience, first reflected at NATO's 2014 Wales
Summit and significantly deve loped at the 2016
Warsaw Summit.

Since the 2016 Defence Ministers' advancement of the seven baseline requirements
for resilience, NATO has progressively built a
framework to support its nations in characterizing and then rebuilding resilience. As the
NATO Nations started to reinvigorate resilience through civil preparedness, NATO had
itself to start to address how to exercise it.
While national resilience remains a
national responsibility, it must also affect the
Alliance's ability to conduct operations in
defence of NATO Nations' territory. Consequently, national resilience has to be incorporated in those JWC-directed exercises set
within NATO territory. This, however, presents problems to exercise developers due to
the diffuse nature of national resilience itself.
A nation's resilience is built from multiple and disparate activities, some resulting
from civil preparedness action, some more
organically from the nature of a society, per-

haps due to market conditions, governmental
frameworks (designed for the functioning of
society in peace rather than explicitly for resilience), from geography, and myriad other
factors. Just as national resilience builds on this
complex mesh of components and interactions,
its degradation — and potential breakdown —
will build up from smaller fractures or dislocations that are complex and composite in nature.
All exercises, as with any simulation of
reality, require an abstraction process; it is not
possible to "simulate the world". So, judgements
have to be made on how much of this complexity to build into an exercise: too much and it
becomes unwieldy; too little and the problems
presented to the training audience may lack the
substance and granularity required to stimulate
the degree of analysis that they would need to
undertake if confronted with real resilience
problems. They must not be served too thin a
gruel to fortify them for real operations.
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“As the NATO
Nations started
to reinvigorate
resilience through
civil preparedness,
NATO itself had to
start to address
how to exercise it.”
ABOVE: The author, Adrian Williamson, at the JWC Vision 2025 workshop,

warfare development syndicate. Photo by JWC PAO

In fact, resilience presents other challenges, not least of which is the fact that our
command post exercises are executed over a
limited (approximately 10-day) time window,
while changes in resilience states are likely to
move at a slower pace, albeit with the potential
for more rapid fracture.
And indeed, the import NATO places
on resilience is for good reason: a breakdown
in resilience could profoundly affect operations. A consequence of this from an exercise
perspective is that "resilience play" in exercises
has the potential, if not carefully managed, to
"leak through" into other training objectives. It
is always important in exercises to ensure that
all training objectives can be met.
In summary, the challenge presented to
the JWC when designing resilience play in its
command post exercises is that it is a rapidly
evolving subject; it is highly influenced by cyber and other non-conventional actions within
a hybrid wrapper; it is, as outlined above, rather complex and follows timelines that do not
align that well with exercise timelines — the
detail underlying the complexity is within the
purview of nations, which means that there is a
potential need to reach out to nations for levels
of support not normally required in JWC-directed exercises; and, if this were not enough,
there is also limited doctrine that applies.
Considering all this, and recognizing the high
importance nations ascribe to resilience, Rear
Admiral Jan C. Kaack, the Commander of the
JWC, created a "Resilience Training in Opera-
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tional-Level Exercises Community of Interest"
(RTiOLE CoI), inviting the NATO Command
Structure (NCS) to provide subject matter experts to meet the RTiOLE mission.
That mission is to determine the detailed requirement for resilience training in
operational-level exercises, consider the scope
and nature of stimulation to operational-level
training audiences, and to review and provide
guidance on implementation proposals. That
is, by first helping to articulate the fundamentals of the requirement, and then by working
through what this implies in terms of stimulation (and hence simulation), the RTiOLE CoI
helps the JWC to strike a balance that avoids
"simulating the world", whilst ensuring that
the training audience is presented with the detail it needs to tackle this difficult subject area.
In constructing the terms of reference
for this new community, the Commander recognized that, even given greater clarity on requirement and on "balance", the implementation would remain challenging, envisaging the
ongoing dialogue between the implementers
and the Community of Interest on the designs
proposed to meet the requirement.
The Commander also envisaged the
RTiOLE CoI as an information exchange forum. In part, this recognizes that while much
of the subject matter expertise on resilience
resides within J9 communities (civil-military
cooperation), the implications of breakdown
of resilience will be to other "J-codes" and ultimately command decisions will be needed
to deal with the more severe impacts that re-

silience breakdown may have on operational
plans. The RTiOLE CoI participants are not
only envisaged as critical shapers of resilience
designs, but also as advocates within commands to help explain how best to exploit the
richer resilience play that will result.
The inaugural meeting of the RTiOLE
CoI was held virtually on May 6, 2021, and
involved participation from Allied Command
Operations, including SHAPE, Joint Force
Command Brunssum, and Joint Force Command Naples, and from Allied Command
Transformation (ACT), including HQ SACT
and the Joint Force Training Centre, with the
JWC's Lieutenant Colonel Svein Rødland as
chair. NATO HQ also participated in the role
of policy mentors.
The output of that meeting is feeding
into the ongoing crafting of resilience play in
upcoming exercise, STEADFAST JUPITER
2021, and to early design thinking in STEADFAST JUPITER 2022 (STJU22).
The latter is a particularly complex exercise that provides a rich and diverse environment within which resilience has the potential
to create challenges both subtle and profound
for training audiences.
As the JWC develops our designs, we are
able to reach out to the RTiOLE CoI for the latest thinking on resilience, but also for collective insight into the application of that thinking to the STJU22 problem set. This places the
JWC in a strong position to deliver exercises
that truly challenges our training audiences to
tackle this important subject. 
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TOTAL DEFENCE: HYBRID THREATS

A KEY TO EFFECTIVE DETERRENCE IS TO UNDERSTAND THE OPPONENTS,
THEIR VALUE SYSTEM, THEIR LOGIC.

T

HIS ARTICLE BRIEFLY discusses
current security challenges and deterrence in general, before focusing
on hybrid scenarios as a threat, and
concludes by identifying three key
steps for achieving a deterrent effect. I view this
subject from a small state perspective, as smaller
states with limited defence capabilities face particular challenges when it comes to traditional
conflict, as well as in the hybrid realm.1
Hybrid scenarios are often treated as a
distinct category short of armed conflict, and
thus escape the ramification of war as "politically motivated use of force by generally recognized authorities".2 We should be more concerned with hybrid strategies and especially
with potential use of hybrid scenarios in an
initial stage of armed conflict. This calls for a
seamless approach to deterrence strategy that
considers both traditional and hybrid threats.3

Deterrence
Since 2014, NATO's agenda has increasingly
been shaped by a raised focus on classic NATO
defence and deterrence. Following his inauguration as Supreme Allied Commander Europe
(SACEUR), General Tod D. Wolters stated that
NATO is now all about deterrence, and that
all aspects of the Alliance should reflect this,
including force planning, forces posture exercises, and command structure. General Wolters
stressed the need for deterrence in all domains
to provide for adequate defence.4
This underlines NATO's primary role in
collective defence as a means to deter in order
to avoid open conflict. Current defence debates
place much emphasis on cash, capabilities, and
contributions, all of which are necessary.

However, in a time of rapid change and
in a world of increasing complexity and uncertainty, our focus should be on developing
new strategies as well. For example, how do we
foresee the use of our capabilities to achieve
the political aims we strive for? How do we use
them to deter actions short of war? How can
we know that hybrid actions are not employed
as an initial stage of armed conflict?
As the world is clearly a different place than
it was during the Cold War — politically, ideologically, economically, and militarily — we
cannot simply pull the old, pre-1989 strategies
and doctrines off the shelf. Instead, we must
plan and develop new strategies that meet the
contexts and the challenges we now face. Strategy is about ends and means. This sounds simplistic, but developing good strategies is one of
the more complex challenges facing military officers, bureaucrats, and strategic thinkers alike.
Strategy is dynamic; it is shaped by actions and responses. As Carl von Clausewitz
stated: in strategy, the object reacts.5 Strategy is
influenced by the will of the population and by
other strategic actors on both sides. Developing
strategy is a creative activity in which we strive
to exploit our strengths and our enemy's weaknesses. Strategy is more often about making the
best of a suboptimal situation, rather than creating a perfect harmonization of ends and means
in a context favourable to our strengths.
It may be easier to identify cases in
which deterrence fails than when it succeeds.
We never know with certainty whether our
deterrence strategy worked, or whether it was
decisive — and if it was, why. This is also a reason why it is difficult to prescribe strategies
for deterrence. Nonetheless, as hybrid threats

are real and present, we are spurred to develop
new strategies for defence and deterrence. The
two are obviously linked.
A key to effective deterrence is to understand the opponents, their value system, their
logic. In our current context, we have been and
are dealing with actors that seem to be as interested in regime survival and self-preservation
as they are about representing the collective interests of a given state, or the national interest.
The domestic political situation, internal power structures and struggles affect perceptions
and influence judgements and rationality.
In Western culture, war may be understood in a "Clausewitzian way", as a distinct
condition with clear beginning and ending.
Accordingly, military power is to be used only
in exceptional cases, as a means of self-defence
and last resort, always aiming to restore peace,
preferably a better peace. Other actors see it differently and may not separate between peace
and war and the use of power in the same way.
Indeed, initiating and maintaining
smaller conflicts on the periphery may be a
way to prevent other conflicts from gaining
influence and a foothold. Or it may increase
status and prestige, improve recruitment, and
so on. Thus, what may seem rational from our
point of view may not appear rational from the
view of the opposing side.

Technology
As a starting point, it is fundamental to accept
the fact that modern military technology favours the offensive party, the aggressor if you
will. This is the opposite conclusion of what
was arrived at almost two hundred years ago
by Clausewitz.6
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by Major General Henning-A. Frantzen Ph.D.
Commandant and Principal of the
Norwegian Defence University College

Modern technology offers a broad menu
of approaches and courses of action, and it is
challenging, if not impossible, to predict with
the necessary degree of precision the ways and
means by which we will be challenged. One
may interject that this has been a fact since the
introduction of the nuclear bomb. The nuclear
option, however, due to its devastating consequences, is far less politically available as a tool
than current low-cost technologies. The nuclear
option was, and still is, a weapon of last resort
— to be used only in desperate situations and
with "mutually assured destruction" as a possible outcome. Modern technologies differ in
this respect. The entire cyber domain, swarms
of unmanned but heavily armed systems, missiles (both conventional and nuclear with a multitude of features, ranges, and launch-systems),
and the ability to swiftly mobilize and concentrate large conventional forces, are all on the
menu today. The risk of becoming the victim of
a fait accompli is clear and present.

“In a future
conflict, the
first phase may
be a massive
hybrid phase.”

Today, actors find themselves able to
carry out their plans and acts of aggression
with little risk of being detected or exposed as
responsible and accountable, making it even
more likely that this advantage will be exploited.
This is perhaps particularly relevant to the cyber
domain, but it is relevant to the physical domain
as well, with its missiles, "green men", the use of
unmanned systems, and proxy forces.

The Threat Dimensions
The security environment is characterized by
relatively new and emerging threats and challenges to the West on at least three levels.
First, the nuclear dimension is back on
the agenda. Nuclear weapons are modernized,
and the mechanisms for preventing proliferation and limiting nuclear stockpiles, of which
the Intermediate-Range Nuclear Forces (INF)
Treaty is only one example, are under pressure.
Secondly, a technological revolution is
playing out in the conventional dimension. It
has been underway for some time, encompassing long-range, hypersonic, high-precision missiles, stealth, and space assets, not to mention
artificial intelligence and autonomous systems,
resulting in increased lethality and decreased
time for planning and decision-making. Elements of this have long been dubbed a revolution in military affairs. Artificial intelligence and
autonomous systems underscore the revolutionary potential.
Thirdly, everything short of armed conflict, be it "political warfare", "operations in the

"grey zone", or "hybrid warfare", may constitute a revolution in strategic affairs in the same
way as the 9/11 attacks and global terrorism
(or hyper-terrorism) were seen to revolutionize
strategic affairs in 2001.7

Hybrid Threats and Scenarios
The origin of the hybrid concept is being used
by both states and non-state actors,8 although
since 2014 it has been predominantly associated in the West with Russian actions, sometimes referred to, somewhat misleadingly,
as the Gerasimov Doctrine.9 Just as with any
attempt to label various forms of conflict, the
hybrid label also bears ambiguities.
Hybrid warfare is here seen as having
two dimensions. The first one is an ongoing,
low-level form of strategic intimidation on its
own terms, aiming to achieve objectives below
the threshold of open, armed conflict, falling
outside of the conventional perception of how
war manifests itself. This may be its most immediate challenge, though not an existential
one. Hybrid warfare may encompass individual
cyber-attacks, disinformation activities and intelligence activities resulting in incidents on a
scale that may constitute some kinds of crises
to the opponent, but still manageable below the
threshold of armed conflict or traditional war.
Hybrid operations may also have a second dimension. It is more and more common to
see the gloomy and dire potential for employing
hybrid techniques as the initial stage of a major
conflict. First, it may aim at degrading networks
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The overall purpose and combined effect of all
this would be to shape the battlespace, setting
conditions that deny the opponent, meaning
the West, the luxury of exploiting its strengths.
It may prevent us from arriving at the battlefield at all. If this holds true, what we have
regarded as the first phase of any major conflict — a campaign in the air (as we have done
ever since the first Gulf War in 1991) — may
have come to an end. In a future conflict, the
first phase may be a hybrid — even a massive
hybrid — phase. At the same time, we should
ABOVE: (From left): U.S. Marines during COLD

RESPONSE 2020, photo by Forsvaret. Medical battalion,
Tore Ellingsen, Forsvaret. Wargaming at the JWC,
photo by JWC PAO. Cyber engineer candidates, photo
by Kristian Kapelrud. An illustration on fake news.
SM-3 launch, photo by Nathan T. Beard, U.S. Navy.

remember that conflicts below the threshold
of traditional war will always play out with the
potential for the use of kinetics looming in the
background. We may think of these forms of
conflict, i.e., nuclear, conventional and hybrid,
as distinct categories, each with their own logic, but as our opponents clearly do not, we will
have to think and act differently. A more seamless approach is needed. When we talk about
deterrence in a hybrid scenario, we must bear
in mind two aspects:
• Deterring hybrid assaults from being
launched;
• If they are launched: deterring the conflict from escalating further into the
conventional/nuclear domain, in other
words, a form of escalation control.
Even from a small state perspective,
traditional concepts of deterrence are relevant when we try to plan and develop policies and strategies for hybrid threats. It is still
about adjusting the calculus in your favour.
It is not necessarily about convincing an opponent about the costs of his actions; instead,
it is about introducing sufficient doubt in his
decision-making process.
Doubt and lack of clarity can at times be
as effective as absolutes. Certain redlines may
be necessary in our policy, particularly in order to commit our allies. Hence, clarity may
promote enemy cohesion. On the other hand,
lack of clarity in other areas may blur the nature of our responses and make the opponent
uncertain and even indecisive.

Attribution: The First Step of
Effective Deterrence
Attribution is the obvious starting point of any
discussion on deterrence and hybrid scenarios.
Attribution is a challenging and complex issue.
Who is behind certain actions leading up to a
conflict? This is the key question when addressing the hybrid challenge: the ability to identify
the actors responsible, and the willingness to
expose and confront them.
If your adversary is capable of wielding power through low-cost and low-dramatic
tools and tactics without the risk of being
exposed, his willingness to take risk will increase. This may inspire aggressive actions to
test our responses and our defence. We must
be able to collect information, to create an updated situational understanding, to produce
the facts — and to do it fast. One of the challenges is to distinguish between ongoing activity in peacetime and hybrid actions as part
of preparations for high-end conflict or war.
Being able to document, to produce relevant
and sufficient evidence concerning who is responsible and what is going on is therefore essential in a deterrence strategy. We need not
only maintain and further develop traditional
surveillance and intelligence capabilities, we
must also streamline the flow of information
coming from other agencies and actors, such
as the police, customs officials, the national
guard, telecommunications — even the civilian population — and to fuse all these sources
into one intelligence or situational picture.
The point here is to develop the ability
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to prevent the West from exploiting the technological advantage offered by our most valued
equipment, modern communications, and precision and surveillance technology.
Secondly, it may aim at creating confusion and distrust by exploiting information
campaigns with "fake news" and other forms
of misinformation.
Thirdly, it may specifically target our
preparations for major conflict, such as mobilization efforts, the transport of reinforcement
forces, and our logistics buildup.
Finally, key personnel, high-value targets like decision-makers or pilots, can be targeted through the use of special forces, proxy
forces or by individually tailored information
packages aiming to deter and dissuade.

TOTAL DEFENCE: HYBRID THREATS

to attribute, to develop the required capabilities and structures and then to clearly communicate this ability, if we should wish to do
so. In some cases, silence might be appropriate
in order not to disclose our methods and the
fact that we know. In other cases, it is necessary
to confront our adversaries. Decision-makers
should have a real choice between no or limited public attention and concealing or disclosing the identities of the perpetrators, increasing the risk for the opposing side.
There is also a case to be made for better coordination between the national, multinational, and Alliance levels. Hybrid attacks
will most likely start as a national issue, but we
must prepare for a collective response in order
to enhance our capabilities and deterrence. As
part of this, the question of attribution needs
more harmonization and coordination. We
need a seamless approach.

Robust Defence
and Resilience
The second step is making the defence of infrastructure and capabilities more robust.
Resilience will in many instances be our first
line of defence, but it does not constitute a
fully-fledged deterrence strategy. It should be
regarded as a vital component of a strategy, not
as the strategy.10 A resilient society is crucial,
as it can limit the number of tools and tactics
an adversary considers relevant to employ.
Tough choices need to be made, between platforms and securing the networks in the cyber
domain as well as other critical infrastructure.
We most likely need to spend more
money and resources on protecting our networks and other critical infrastructure, both
civilian and military. If there will be a future
battle of networks, we must prepare for it. We

must constantly remind ourselves about the
need for prioritizing cyber and networks, as
well as infrastructure in the broadest sense. If
we do not, investments in modern warfighting
platforms may become futile. This is a challenge, as the traditional and well-established
domains have strong advocates in the traditional services. In the future, our infrastructure and means of communication will need
strong advocates and proponents of their own.

Strategy of Denial
or Punishment?11
The third step is to accept that we will have to
rely also on strategies of punishment, or retaliation. For small states, with a limited number
of capabilities this may be seen as irrelevant, as
punishment may be regarded beyond realism
for them. However, we cannot base our defence and strategy of deterrence on the ability
to counter any action taken by our opponents,
even less so since the offensive side has the
stronger hand. To foresee all eventualities, and
find the resources to secure all our assets, is not
possible. Hence, a strategy founded solely on
denial is hollow and not credible.
Even small states will increasingly have
to determine whether to include elements
of punishment in their approach to hybrid
threats — as a means to ensure credible deterrence. When doing this, one should have in
mind that actions of punishment may trigger
new attacks by the adversary. The escalation
dilemma is thus a pressing issue. In any case,
small states will have to rely on the support of
key allies. Small states need to demonstrate a
national will and capability to deter — only
within an Allied framework.

Conclusion

to our NATO strategy, we shall not ignore the
third D, which is dialogue. We have a long history of balancing deterrence and defence with
dialogue and confidence-building. We should
maintain dialogue as a third pillar and explore
incentives for enhanced dialogue. There is no
contradiction in such a policy, since strategies
for defence and deterrence allow us to maintain a dialogue from a position of strength and
self-confidence rather than from a position of
weakness and diffidence. 
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A Brief Overview of the Norwegian

&

by Hans Vik
Chief of Police, South-Western Police District,
Head of the Norwegian Search and Rescue Service
Joint Rescue Coordination Centre in Stavanger

T

HE MAIN PURPOSE for the Norwegian Search and Rescue (SAR)
service is to handle situations that
require a: "Publicly organized immediate action from more than one
party to save people from death or injuries
caused by sudden accidents or dangerous situations, which are not handled by established
special units. The rescue mission is carried out
as a cooperation between public services, nonprofit organizations and private enterprises,
under the management and coordination of
the Joint Rescue Coordination Centre and rescue sub-centres."
This definition, given by the Government, is the trigger for establishing the SAR
service. Like many other services, SAR is also
part of the total defence concept.
The Norwegian SAR Service, as we
know it today, was established on September
1, 1970. Ten years later, more specifically on
July 4, 1980, the first royal decree describing
the service was issued. The latest update of the
royal decree was made on December 5, 2019.
The two Joint Rescue Coordination

Centres (JRCCs) were also established in 1970.
JRCC North Norway is located in Bodø, and
JRCC South Norway is located in Sola, which
is not far from the Joint Warfare Centre (JWC).
The two joint rescue coordination centres have the overall coordination responsibility for all search and rescue operations within
their Search and Rescue Regions (SRRs).
Norway has a fully integrated SAR service, including maritime, air, and land operations. As part of the Global Maritime Distress
Safety System (GMDSS), and in accordance
with international agreements and conventions, the Norwegian JRCCs are also involved
in SAR operations all over the world, if needed.
As a standard operating procedure, domestic SAR operations are delegated to one of
the 12 rescue sub-centres, one in each police
district. The collective SAR management team
at each rescue coordination centre consists of
representatives from the public, commercial
and non-profit services with a key role in SAR,
such as Avinor (air traffic services), the Armed
Forces, the Police Directorate, Telenor Coastal
Radio, the Directorate for Civil Protection and

Emergency Planning, the Norwegian Coastal
Administration, the Norwegian Communication Authority, the Directorate of Health, the
Civil Aviation Authority, the Maritime Authority, and the Sea Rescue Society and other
non-profit SAR initiatives. This joint strategic
team is led by the Chief of Police, located in
Bodø and Stavanger. The additional function
of leading this team is specifically given by
the Government and includes the operational
responsibility at the JRCC. The day-to-day responsibility, meanwhile, lies with the SAR mission coordinators (SMCs) at the JRCCs. These
are highly skilled individuals with an operational leadership background, either within
maritime, civil, or military aviation, from the
Royal Army or from the Police.
The main purpose of the collective SAR
management team is to prepare for search and
rescue by developing the SAR service with a
long-term perspective. In the very rare cases of
a complex or long-lasting operation, the team
may be required to lead the operation at a strategic level. The main purpose is to support the
SMC, and to ensure medium- to long-term
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"Cooperation works because of the strong and
motivated community. What could be more
meaningful than participating in saving lives?"

which is not a principle, but nevertheless very
important, and that is "similarity". In military
terms this would be "train as you fight"; meaning, organize yourselves the same way in crises
as in a normal state. It is also very important
that even serious or major incidents must be
managed at the lowest possible level.
Integration: The Norwegian SAR Service is
fully integrated and includes sea, air, and land.
This cooperation prevents discussions and
disagreement between different services, and
helps us remain focused on the main purpose,
which is to employ the best means to search for
and provide aid to people who are in distress
or imminent danger.
Coordination: All SAR operations are coordinated either directly from the JRCCs, or from
one of the sub-centres. The term coordinated
should not be confused with "command and
control", which probably will surprise some of
the military readers. This principle must be regarded in connection with the first, and in my
opinion, the most important principle of cooperation. This principle is not limited to how we
work together, but rather it is concerned with
how we interact while accomplishing a mission, so to say. I will elaborate on this in the
following paragraph.

ABOVE: Viking Sky, copyright Action Press/Daily Mail

planning. As an example, my most significant
experience with the SAR management team
is from the intense rescue mission of "Viking
Sky" on March 23, 2019. The JRCC is led by
a director who is responsible for all activities,
except for the operational responsibility, which
lies with the Chief of Police.

The Principles
The Norwegian SAR Service is not an organizational body, but rather a function based on
four main principles:
Cooperation: The Norwegian SAR Service is
performed as a cooperative endeavour, involving a number of public agencies, non-profit organizations, and private enterprises that work
together to provide life-saving services. This
means that private and non-profit organizations
do not only cover their own expenses in connection with a search and rescue operation, but
they also serve in a consultative capacity in that
they provide the RSCs and JRCCs with data,
etc., at no charge. The JRCC, on the other hand,
covers all the actual operating costs for a rescue
mission through government funding.

Photo by Mats Grimsæth, Forsvaret

BELOW: The Director General of the Norwegian
Directorate for Civil Protection (DSB), Ms Elisabeth
Aarsæther, accompanied by her Deputy and
Specialist Director, visited the JWC on May 26, 2020.
DSB reports to the Norwegian Ministry of Justice
and Public Security, and its mission is to maintain a
complete overview of various risks and vulnerability,
including national preparedness. Photo by JWC PAO

Responsibility: Whoever is in charge of a field
of work under normal circumstances will also
be responsible for managing serious or major
incidents and crises within the particular field.
This is closely connected to another point,
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ABOVE: Cooperation between the JWC and South-Western Police District, here, Rear Admiral Jan C. Kaack with Hans Vik, photo by South-Western Police District. RIGHT:

Reflecting on the Model
and the Principles
For those who are used to stringent structures
of quite similar units under a strong command
and control, our principle of cooperation may
seem complicated, unusual, or even useless.
One could even argue that this does not work
in theory, but in my real-world experience, it
has certainly worked. Under the cultural prerequisites of our society, cooperation works
because of the strong and motivated community. What could be more meaningful than
participating in saving lives? Looking closer at
my introduction above, you will notice that the
participants in the Norwegian SAR Service can
be divided into three categories.
One such category is that of the public
services, like the police, fire brigades, the public
health services, or civil defence. Another category is comprised of all the different non-profit
organizations, like Red Cross, Norwegian Alpine Rescue, the Sea Rescue Society, Norwegian
People's Aid, Norwegian Radio Relay League,
and many others. These are participating with
their broad knowledge and competencies. On
land, the non-profit organizations constitute the
backbone of the accountable capacities.
I still remember when I was a boy and
my father, who was a farmer, went out on rainy

nights together with his fellow citizens to search
for someone who had gone missing, either it
was a hunter or berry picker in the mountains.
These attitudes and capabilities are also an important part of the total defence concept.
The last category is the commercial enterprises, like private helicopter companies,
maritime vessels, and so on.
The two last categories do not have an
obligation to participate, while the public services are obligated to participate under a royal
decree. Here you have one of the answers to
the question why it works. None of these participants do this for profit. The state covers
their expenses, but nothing more. They do it
because it makes sense.
And this is the reason why cooperation,
from our point of view, is more appropriate than
"command and control". Having said this, good
cooperation is very much dependent on good
coordination. This concept poses no challenges
even for the military participants; hence the
SAR service is well designed to play an important role in the total defence concept.
After the Second World War, the total defence concept was designed to give the
Armed Forces assistance from the civilian society, so to say. The main point was to use all
available assets to support the defence in case
of war. During the two last decades, the focus

has turned to a matter of military assistance
to the civil society during peacetime. Even if
the military always has been a solid and accountable partner in the SAR service, the updated total defence concept has brought more
value to the cooperation because we are used
to participate in more situations than before.
That kind of participation makes our society
stronger and subsequently more prepared to
save lives.

About the author
Hans Vik graduated from the Norwegian Police Academy, and he also
holds a Master of Laws degree from
the University of Bergen. His military
background is from the Royal Norwegian Army (MP), where he reached the
rank of Captain.
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Hans Vik and Norwegian Minister of Defence, Frank Bakke-Jensen, at the JWC to celebrate the Centre's 15th anniversary, October 23, 2018. Photo by JWC PAO

CYBER
Defence and
Cybersecurity in a
Total Defence Context

A Small State Perspective on Modern and Future Conflict
by Major General Inge Kampenes
Norwegian Air Force
Commanding General
Norwegian Armed Forces Cyber Defence

A

CROSS NATO, MEMBER
states are modernizing and
digitizing their militaries to
ensure more efficient management and increased operative
effects and interoperability
within the Alliance. Through
the implementation of modern information
communications technology (ICT) and communications and information systems (CIS),
our Allies aim to strengthen their capabilities,
while retaining the technological edge that has
served NATO and its Members since the Cold
War. It also led to NATO being the strongest
military alliance in the world, and the North
Atlantic Region to be one of the most peaceful and stable regions in the world since the
Second World War. Consequently, NATO has
been able to contribute to peace and stability

outside its primary sphere of interest. However, with digitization comes new threats and
risks. Capabilities for offensive cyber operations are being developed in most, if not all,
countries around the world, and cyberspace
operations are seen by many as an area where
the smaller nations are able to project force on
a more even playing field with larger nations,
unlike with the traditional operational domains of land, sea, and air.
In parallel with this development is the
emergence of non-state players also developing capabilities for cyber operations. Whether
criminal organizations, activists, or digital guns
for hire, cyberspace is presently a complex and
chaotic operational environment that is contested by a large number of potential threats, and it
will continue to do so in the future. Throughout time, conflicts have always attracted various

non-state players seeking to profit in one way
or another from the chaos, uncertainty, and the
confusion that an armed conflict brings on both
in the political, judicial, and private sectors of a
society in conflict. Through the introduction of
the Internet, which disregards key operational
factors such as time, distance, and geography,
profiteering in various forms are likely to be an
even bigger factor in future conflicts than it has
been in the past.
As the ongoing COVID-19 pandemic
has shown, there are globally active threats that
emerge whenever a society is in a state of crisis,
and there are few limits to the measures criminals and activists will take to profit on the misery and troubles of others.
The evolution of the cyberthreat will,
to sum it up briefly, have a major impact on
future military operations, be they on sover-
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The Norwegian Armed Forces Cyber
Security Centre at Jørstadmoen, Lillehammer.
Photos by Anette Ask, Forsvaret.

eign territory or on foreign soil. The implementation of two new operational domains by
NATO over the last five years, cyber and space,
greatly enhance the complexity of military
operations, planning, and the role of military
leaders. Furthermore, the battlefield will have
more complexities, with both military threat
actors and other players sowing confusion in
the areas of operation.

Defining Cyberspace
There are many definitions of cyberspace, and
for this reason there is little point in arguing
for or against all these definitions, or, God forbid, try to introduce another one. In order to
keep it simple, and within the confines of what
is agreed upon by most, cyberspace can easily
be sorted into three key elements:
The first element is the devices and information producing equipment, whether it
is mobile phones, digital radios, computers,
or servers. These units produce, store, process

and visualize or present information and constitute the machine interface, which is tangible
and visible to the users.
The second element is the networks that
tie the devices together, whether it is landlines,
radio links, wireless transmissions, satellite
communication, or the endless other ways in
which to connect devices. In general, communication technology has little value unless the
units are connected, and these connections
are also significantly vulnerable since the connectivity is what entails most of the potential
vulnerabilities to ICT and CIS. Simply put, one
could obtain 100 per cent security if the computer were disconnected from power, if the network card was removed, and if it was encased
in cement. But, then again, what remains of the
computer would not be of any use.
The third element is the information, algorithms, and data that flow through the networks and between devices, laying the foundation for information exchange, and from
which we get all the benefits of digitization.

“The evolution of
the cyberthreat
will have a major
impact on
future military
operations.”
From a military operations view, each of
these three elements of cyberspace is irrelevant
in isolation. Indeed, any device is irrelevant
unless it provides some benefit to operations.
Similarly, networks in isolation give no real
value to a commander, and the information in
our networks and devices provide little or no
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real benefit if it is simply stored somewhere.
Hence, there is a clear interdependence between
the devices, the networks, and the information
and data. Finally, I should add a fourth element
to cyberspace, which is the effects that all the
other three elements have on operations.
When devices are working as they should,
the networks are interconnected, and the flow
of data is timely, accurate, and undisturbed, we
get the desired and tangible effects on which
our operations are dependent. Precision-guided
fires, precise navigation, improved situational
understanding, information superiority, the
ability to exercise command and control, and
the potential for joint and combined operations.
This fourth element is important from two key
perspectives; on the one hand these effects are
the main reason why we invest in technology
and digitization. On the other hand, these are
also, in a shooting war, the effects that our opponents will seek to disrupt or degrade.
For an opponent in a conflict situation
devices, networks and information will be attack vectors, but not the objective itself. The
opponent targets the three first elements of cyberspace in order to gain advantage by disrupting our operational effects.

Operationalizing cyberspace:
The cyber technician students during an exercise.
Photo by Anette Ask, Forsvaret.

Complex Dependencies
Modern military forces have complicated
digital value chains. This leaves us potentially
more vulnerable to cyberattacks compared
to a decade ago. Many nations, like Norway,
have reduced the size of their armed forces
and focused their resources and manpower
on the sharp end of operations. This has led
to a reduction in the size of the rear echelons
of traditional military operations. Elements
like heavy maintenance, logistics, medical facilities, and communications have, to a smaller
or larger extent, been sourced to partners or
economized out of the standing structures.
This has been a natural thing to do in a period
where the Alliance has been largely focused on
out-of-area operations, while at the same time
many nations have downsized their militaries.
The focus has been on maintaining structures
able to solve the current mission portfolio.
Additionally, the most advanced military equipment on the market today is so
technically advanced that it is difficult, if not
impossible, to maintain or refit without a close
partnership with the producer. More sourcing

is taking place across the nations than before as
a result of such partnership agreements. This
leads to more cost-efficient military organizations, but also increases the military dependencies on society at large and on the global marketplace with its complex value chains.

The Total Defence Complex
in a Cyber Context
As a nation that long ago based its national
defence concept on the idea of a total defence
structure these complexities have long been part
of Norwegian military operations. However, the
realization of cyberspace as a conflict arena has
brought these issues closer to the forefront.
There are mainly two factors that lead to
cyber operations influencing the total defence
construct compared to traditional operations.
Firstly, geographical distance is irrelevant as far as cyber operations is concerned.
This means that you can launch an attack on a
selected target from the other side of the globe
without any significant warning.

The second factor is time, as an attack
can cross the globe effectively in seconds. Undeniably, this places strain on the established
readiness and response times for both civilian
and military organizations.
Further complicating the total defence
system is the fact that most civilian and governmental organizations depend a lot on digital services and ICT systems, while establishing
security levels that are primarily dimensioned
to address peace-time threat levels, that is
mainly digital crime. The security levels vary
significantly from depending on the organization, on what threats they perceive to be relevant at any given time, and on the resources
available to prioritize to cyber security.
Lately, across the globe, we have seen
that organizations spanning from health services to logistics and food production have
been attacked by criminal groups, sometimes
leading to significant disruption of services
for shorter or longer periods.
From a military total defence concept
perspective, we have to accept that corporate
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Addressing Vulnerability
in Cyber Operations
The complexities of cyber operations generally
mean that there will not be enough time to increase the security levels of partners at the start
of a crisis or a conflict. One may use military
assets to bolster the defence of certain partners, but there will never be enough resources
to provide support to all members of the total
defence construct.
In order to ensure a high level of security among total defence actors, it is necessary
for the nations and the armed forces to be a
demanding partner for the total defence community. Contracts, agreements, and guiding
documents need to address cybersecurity and
cyber defence as prerequisites, and the governments need to validate and ensure that commitment is adhered to.
Furthermore, there should be more information and intelligence sharing in order to
ensure that relevant parties have a common
situational awareness and risk awareness re-

garding cyberthreats. Such sharing must be in
place in peace and bolstered in crisis and war.
Dependencies and vulnerabilities need
to be mapped in order to ensure that both governmental institutions and the armed forces
understand the operational risk properly. The
aim is to retain an awareness of threats and
risks for each respective mission.
With the dependencies and vulnerabilities in mind, we need to ensure that the operational plans prioritize operational centres of
gravity, and that the centres where the threat of
hostile activity is highest are given more military support.
Resources must be prioritized in time
and space to ensure that critical assets in the
operations plans are protected from degrading
or sabotage of ICT and CIS tools and services.
Plans need to be in place should cyberattacks eventually succeed to ensure that redundancy and robustness measures compensate for loss or degrading of services that are
part of the total defence of the nation.

The Cyberthreat Landscape
of Modern Conflict
The cyberspace domain has led to new threats
and risks for all military operations. It is, there-

fore, important that all military commanders
consider this in their planning and execution
of operations. While our nations continue to
build important capabilities to deal with cyber operations, adversaries are building capabilities too. Criminals, activists and organized
multinational criminal groups can cause significant damage to our nations, influence national economies, or severely impact sectors of
society. We need to be prepared that all these
groups will be part of future armed conflicts.
Either as profiteers, as mercenary groups serving the intents of the involved nation states, or
groups that benefit from the chaos and uncertainty of post-conflict societies.
With the cyberspace domain being able
to influence both the physical, cognitive, and information dimensions of conflict, as well as the
evolution of information activities through cyberspace, future conflicts are likely to be fought
in a very complex operational environment that
stretches far beyond military players. 

BELOW, CLOCKWISE: Major General Inge

Kampenes at a cyber security conference, photo
by Anette Ask; during a visit to the Joint Warfare
Centre (JWC), photo by JWC PAO, and while
observing a winter exercise of the Norwegian
Defence Cyber Academy, photo by Anette Ask.

“From a military
total defence
concept
perspective, we
have to accept
that corporate
cyber security
quickly can
turn into an
operational risk.”
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cyber security quickly can turn into an operational risk and a threat to the mission should
the total defence partners experience cyberattacks in crisis and war.

Photos by Forsvaret

Unique Emergency
Response Collaboration
in the Norwegian Oil and
Gas Industry
by Alf Inge Molde
Team Leader for Strategic Crisis Communication at the
Operators' Association for Emergency Response
Operatørenes Forening for Beredskap (OFFB)

Although the oil companies operating on the Norwegian continental shelf are competitors in most contexts,
many of them have chosen to work together on emergency response. Since its foundation in 2009, the
Operators' Association for Emergency Response, a unique and professionalized emergency response
hub, has supported more than a hundred different operations in the North Sea, the Norwegian Sea, and
the Barents Sea.
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THE EMERGENCY RESPONSE LEADER
makes a quick assessment of the risk potential
and calls their chief of staff. Together they agree
on the resources that must be mobilized. Then
the chief of staff mobilizes the four second-line
coordinators on duty. The order is determined
by the nature of the incident. If personnel must
be evacuated from the platform quickly, the logistics coordinator is called first. This person's
job is to contact the operating company's logistics department, the helicopter company, and
the nearest field centre to request assistance
from the oil industry's search and rescue helicopters. After that, the HR coordinator is called
on to mobilize the telephone lines for families,
and the operating company's centre for evacuated staff and families. The HR coordinator
must also establish contact with the responsible
specialist doctor and duty doctor.
Up to ten call handlers will be ready within two hours to staff the phone lines and answer
the questions of families. The hotel will prepare
rooms and common areas for the evacuated
and their families within three hours. If there
has been an oil spill, the authorities' coordinator
will be informed first, so that the oil spill emergency response resources of Norwegian Clean
Seas Association for Operating Companies
(NOFO) can be mobilized. Then contact with
the police, the Petroleum Safety Authority, and
the Coastal Administration is established.
The last call goes to the information coordinator, who ensures that the facts regarding
the incident and the emergency response operation are forwarded to the operating company's third-line crisis communication team,
which is at the strategic level. This team puts
together approved messages that are communicated to all interested parties, including families, staff, collaborators, contractors, partners,
authorities, and the media.

While the chief of staff mobilizes the
second-line team, the second-line emergency
response manager calls the Joint Rescue Coordination Centre to check whether the firstline team has requested resources, as well as to
learn the estimated arrival time of the search
and rescue helicopters and which additional
resources may be required.
This exchange also confirms that the
emergency response manager and the Joint
Rescue Coordination Centre have the same
understanding of the situation. The second-line
emergency response manager then calls the
third-line emergency response manager, at the
strategic level, before entering the incident into
the digital crisis management tool "CIM".
All this needs to be accomplished within
15 minutes.

Worst Case
The second-line team sets into motion the immediate response as soon as it is alerted, then
musters at the emergency response room at
Forus, in Sandnes, Norway, within an hour. It
usually happens faster.
When the team is present and all immediate actions have been taken, the emergency
response manager rings a bell. The first meeting has begun. The proactive staff methodology used at the operational, strategic, and tactical levels means that the emergency response
manager always assumes the worst case and a
moderate overreaction as the basis for risk potential and resource requirements. In the beginning, there is often little information, combined with many potential solutions. As more
time elapses and more information becomes
available, the number of courses of actions to
handle the worst case dwindles. This is why it is

important to mobilize too much and too many,
rather than having to realize at a later point that
the incident was underestimated. Regular status
meetings are held to update the team on new
information and ensure a common understanding of the situation, set new focus points, determine new actions, and possibly adjust the plan.
Everyone knows what they are supposed to do.
After having handled real incidents and
carrying out more than 100 exercises per year
for the past 11 years, the necessary measures for
the different hazards and accidents have been
fine-tuned. Nevertheless, every incident presents its own unique challenges.

Special Responsibilities of
the Oil and Gas Sector
In Norway, it is the state-run Joint Rescue Coordination Centre that directs and coordinates all
rescue operations, whether on land, at sea, or in
the air. It also has a responsibility to be proactive
in maintaining and developing the cooperation
among rescue services. The Petroleum Act and
the health, environment, and safety regulations
state that the operating companies in the oil and
gas sector have an independent duty to direct
and coordinate the use of emergency response
assets in handling hazards and accidents until
the public authorities potentially assume responsibility for coordination.
Search and rescue missions outside the
safety zone around platforms and mobile facilities, which is usually at a 500-metre radius,
are generally the public authorities' responsibility, but the operating company and the Joint
Rescue Coordination Centre may agree on
something else where appropriate. The operator still has a general duty to contribute in situations involving hazards and accidents outside
the safety zone.

►►►
The Three Swords Magazine 37/2021 67

TOTAL DEFENCE

The phone call between the second-line emergency response
manager and the control room on the platform is short and concise.
There has been an incident, and the offshore organization has
mobilized its emergency response organization. This calls for
immediate actions both offshore and onshore.
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New and Smaller Oil
Companies Required
New Solutions
Until the turn of the millennium, activities on the Norwegian continental shelf were
dominated by a few large oil companies with
substantial experience and resources. Low oil
prices and low exploration activity led to a decreased willingness to invest in the sector, forcing the authorities to take measures to provide
incentives and ensure that projects of importance to the national economy are carried out.
The measures included an agreement on the
prequalification of new oil and gas companies;
an allocation agreement for licenses in mature
fields and the introduction of the so-called Exploration Reimbursement Agreement of 2005.
Before that, only oil companies with high
turnovers could deduct 78 per cent of their
exploration drilling costs from their taxes. The
authorities' measures coincided with a steadily
rising oil price and a new optimism.
As a result, new oil companies flocked
to the Norwegian continental shelf. According to the Norwegian Petroleum Directorate,
the number of operators peaked in 2013. There
were as many as 56 different active parties on
Norway's shelf. At the turn of 2020/2021, that
number had sunk to 37, of which 24 had the
status of an operating company.

A Common Emergency
Response Organization
The emergency response requirements stipulated in the Petroluem Act and Norway's
health, environment and safety regulations
have not changed during this time, however.

Ole Jacob Haug,
photo by OFFB

They do not distinguish between large and small
operating companies. All of them have to be capable of taking emergency response measures
in situations involving hazards and accidents,
and of coordinating the use of emergency response assets — including on-site and external
assets. However, for a number of the new small
and mid-sized entities, it did not seem feasible
to establish large, cost-intensive emergency response organizations in order to carry out a few
short exploration well operations.
In 2008, 27 oil companies, therefore,
joined forces to find an answer to the question,
"Is it possible to establish a reliable, professional second-line emergency response centre
for the shared use of actors on the Norwegian
continental shelf?"
"The answer was yes," says Ole Jacob
Haug, Managing Director of Operators' Association for Emergency Response (OFFB—
Operatørenes forening for beredskap) since its
inception in 2009. His previous position was
that of Chief Operations and Exercise J6, Norwegian Joint Headquarters.
The task was to form a user-led, noncommercial emergency response organization at the operational level that would deliver
high-quality services to the member companies and constitute an integrated part of their
emergency response systems.

Few Incidents on the
Norwegian Shelf
The advantages of forming a mutual emergency response organization are numerous. Since
emergency response is organized in an association, the aim is not to generate profit for the
owners. The aim is to get the best preparedness
and emergency response management that can
be achieved with the means the organization
has at its disposal.
Another factor is that there are relatively
few emergency incidents in the Norwegian offshore industry. The focus is on properly managing the lessons learned from incidents and
sharing experience with other members and the
industry at large so that all parties can benefit
from the existing expertise. The same goes for
experience from exercises. The focus is always
on finding areas of improvement, rather than on
identifying culprits. This creates a foundation
for continuous improvement. By standardizing
processes, OFFB also ensures a mutual way of

operating that is familiar to the collaborators. At
the same time, the emergency response organization stays active even if the individual operators do not carry out operations continually.

A Staff of 13, and
a Large Organization
Since its foundation in 2009, OFFB has been
on emergency response duty for more than
100 exploration operations as well as a series
of production platforms, drilling operations,
subsea facilities, gas pipes on the ocean floor
and processing facilities on land.
Despite fluctuations, both in the level of
activity within the industry and the organization's membership, OFFB's level of activity has
risen steadily. Today, OFFB consists of a small
core of 13 full-time employees, mainly in the
positions of emergency response managers,
chiefs of staff and supporting functions.
"We have a good mixture of personnel
from the military, police, fire departments, the
media and academia, with a wide array of competencies such as navigator, helicopter pilot, operations manager, nurse and journalist. Several
of our staff members have a background in the
Norwegian military and NATO," says Haug.
In addition to the full-time staff, 20 coordinators are on fixed rotational duty. The same
goes for the managers of the phone answering
service for families, the managers of the operators' centres for evacuated personnel and
families along the Norwegian coast and their
support teams, duty doctors and a large crisis
communication team that can be mobilized
at the strategic level. When the alarm sounds,
the emergency response organization is scaled
up to 150 personnel, each of whom has been
trained to carry out their role. Personnel with
a NATO background will be familiar with the
way OFFB operates in several areas. Emergency
response is organized at the same levels, for instance, with OFFB itself taking the role of the
operational level. The planning processes and
organization of operational areas also bear a
clear resemblance, as do the principles underlying the planning of large exercises.

Collaboration in Practice
A large part of OFFB's day-to-day activity
consists of training and exercises. In fact, the
organization carries out more than 100 activi-
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When the alarm sounds, the
emergency response organization
may be scaled up to 150 personnel,
each of whom has been trained to
carry out their role.

nies to put their planning process to the test,
identify points of improvement, clarify expectations and calibrate the collaboration so that
lives, health, environment and material assets
are protected in the best possible way when
undesirable events do occur.
This is why OFFB invites a wide array
of participants when exercises are carried out
and maintains close contact with actors such as
the police, the Petroleum Safety Authority, the
Joint Rescue Coordination Centre, rig companies, contractors, private and public entities in
oil spill preparedness, municipal emergency
response resources, and private and public
health actors. Many collaboration partners
make use of this opportunity, and it is clearly a
win-win situation as evidenced by their seamless cooperation in crises. This also became
apparent in April 2019 when OFFB and the oil
company Wintershall were able to participate in
the Norwegian Armed Forces’ annual counterterrorism exercise ARIES together with, among
others, the Norwegian Police Security Service,
Norway's Southwestern Police District and the
Petroleum Safety Authority.
It is not every day one sees soldiers of
the Norwegian Special Operations Commando
board the Brage platform in the North Sea from
the air and sea to respond to a terrorist attack.

Experience Exchange
with Other Industries
In addition to inviting collaboration partners
to participate in exercises, OFFB places an
emphasis on sharing expertise and experience
with organizations and personnel from other
industries and parts of society than one might
normally expect in this context.
One example is the collaboration with
Stavanger Prison, where OFFB's expertise,
experience, and work methodology has afforded the Norwegian Correctional Service a
unique opportunity to strengthen its emergency response and risk management within the
prison. According to the manager of Stavanger
Prison, Tanja Rosså Ødegård, the initiative has
allowed the prison to improve, develop and
streamline processes. It has also been hailed as
a success by members of the Norwegian Parliament's Standing Committee on Justice.
"This kind of experience exchange allows us to increase our expertise and our
ability to manage crisis situations, while also
ensuring that the organizations around us undergo training together with us. The more actors know how we work, the easier it becomes
to work together effectively when an incident
occurs," says Haug. 
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ties every year, from basic skill training to large
collaborative exercises. Usually, an exercise has
a duration of up to four hours, but there are
also large exercises where many hundred individuals role-play in real time. The Norwegian
authorities have established four basic principles for emergency response.
The principle of responsibility says that
the organization with responsibility for an area
in daily business also has that responsibility
during emergencies.
The principle of similarity means that
the organization carrying out an emergency
response should be as similar as possible to the
organization that conducts daily business.
The principle of proximity dictates that
a crisis is to be handled at the lowest possible
organizational level.
The principle of collaboration, which
was formalized as a consequence of the terrorist attack in Oslo, and on the island of Utøya
on 22 July 2011, says that authorities, private
enterprises and government agencies have an
independent responsibility to ensure the best
possible collaboration with relevant actors and
agencies with regard to prevention, emergency
response, and crisis management.
For OFFB, this collaboration is also essential. Exercises enable the operating compa-

Photo by Jan Inge Haga, OFFB

TOTAL DEFENCE: NORSKE KVINNERS FRIVILLIGE VERNEPLIKT

THE NORWEGIAN
LOTTE ASSOCIATION
by Ole Johan Håheim
Office Manager
Host Nation Support Services
NATO Joint Warfare Centre

T

HE NORWEGIAN LOTTE Association was founded in 1928 under the
name Norwegian Women's Voluntary Conscription (Norske Kvinners
Frivillige Verneplikt). The primary
goal of this organization was to allow women
to contribute alongside men in the Norwegian
Armed Forces and support their nation in case
of an armed conflict or war. The Lotte Association aimed to take on tasks commonly carried
out by men wherever necessary and was, as
such, a readiness force.
Since its founding, the organization has
functioned in support roles for the Armed Forces and many of its members have served as conventional soldiers both in peace and war. The
women of the Lotte Association took part in the
Norwegian resistance during the Second World
War, both in armed and unarmed capacities.
In 2015, the Norwegian Government
changed the law on conscription so that women and men alike would complete the compulsory service at the age of 18. Thus, the main
goal of the women's organization was achieved.
In 2018, the Lotte Association in turn began to
allow men to serve in the role of a Lotte.
Today, the focus of the association is on
voluntary readiness and supporting forces in
the context of the total defence concept. The
efforts of the Lottes are especially aimed at the
Home Guard, but they can support all other
branches of service if needed.

The Association in
Modern Times
Just as in the past, today's Lotte Association is
a voluntary part of the total defence concept.
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After a basic training course, its members are
issued regular Norwegian military uniforms,
including their own unique purple beret. Their
service uniform is grey and has components
from all the other branches of service to underline the Lotte Association's support of them
all. Enlistment is possible for any Norwegian
citizen from the age of 16.
The Lottes are well known to most Norwegian military members and have supported
the branches of service during manoeuvres and
exercises with logistics, medical staff, kitchen
staff, traffic controls and more. It is also possible for a Lotte to be drafted into the Home
Guard or to be trained as a normal infantry
soldier with the possibility of rising through
the ranks both as an officer or specialist. Some
who started their service as a Lotte have ended
up serving full-time in the military after undergoing the required training and education.
Many who have served active duty in other
branches remain in the Lotte Association.
This is an organization with a multitude
of possibilities for its members, both in the civilian and military context. The term "lotte" has
its origins in 1920, when volunteers in Finland
established a paramilitary organization called
BELOW: A Norwegian Lotte with a young patient.
Photo by Ole Johan Håheim

Lotta Svärd after a female figure in the wellknown national epic The Tales of Ensign Stål
(1860). This was the inspiration for Norway,
Sweden, and Denmark to introduce similar organizations using the name "Lotte". The concept
of Lottes lives on in Scandinavia, and although
not technically a part of Scandinavia, the Finnish organization existed from 1920 until 1944.

A Unique Local Resource
The Stavanger chapter of the Lotte Association
is currently one of the largest in Norway, and
over the years it has been very active in supporting the Home Guard District 08, and the other
military units present in the region, as well as civilian police and even the NATO Joint Warfare
Centre. In fact, it was the Lotte Association that
ran the kitchen facility for all the large NATO
exercises that took place in Ulsnes for several
years! The local Lotte Association has supported multiple large and smaller exercises both
military and civilian, among other things providing more realistic training scenarios with
their medical make-up teams. Members can
take advantage of basic and advanced courses
on subjects such as organizational techniques,
military communication, leadership development, instruction; chemical, biological, radiological, and nuclear (CBRN) defence, first aid,
medical support, weapons training, search and
rescue, and medical make-up.
All in all, today's Lotte Association is a
unique modernized organization that holds a
lot of experience within its ranks from all walks
of Norwegian society. Its members include
nurses, doctors, salespeople, police officers,
military veterans, and chefs, to name only a few.
The Stavanger Lotte Association would
like to thank the Joint Warfare Centre for the
good cooperation over the years and is, as always, standing by to support NATO. 

OPINION

GENERATIONS OF WARFARE:
An Outdated Concept?
by Commander Cornelis van der Klaauw
Royal Netherlands Navy
Subject Matter Expert, Strategic Communications
and Information Operations
NATO Joint Warfare Centre

The political object is the goal, war is the
means of reaching it, and means can never
be considered in isolation from their purpose.
Carl von Clausewitz

ABOVE, CLOCKWISE: NATO Cold War archives https://

www.nato.int/cps/en/natohq/declassified_138233.
htm. Norwegian Armed Forces Cyber Security Centre,
photo by Forsvaret. NH-90 prepares to take off
during TRIDENT JUNCTURE 2018. Photos by NATO

I

N DISCUSSIONS OF WARFARE, there is often mention of distinct
generations. These range from the first to the present-day sixth generation, which Russian military theorist Major General Vladimir Slipchenko defined in 1999, in the aftermath of Desert Storm. But how
relevant is this distinction of generations of warfare, especially in the
context of warfare development?
The aim of this article is to take a closer look at the concept of identifying different generations of warfare. This is done based on the concept of
fourth-generation warfare as developed by William S. Lind in 1989. This article will not discuss the fifth generation as defined by Donald J. Reed, or the
sixth generation as defined by Slipchenko, because I do not regard these as explicitly distinct generations, but rather as variations on the fourth generation.
The concept of fourth-generation warfare was introduced by Lind, together with co-authors Nightingale, Schmitt, Sutton, and Wilson in an article
for the Marine Corps Gazette in October 1989.1 They developed this concept
based on the acknowledgement that three distinct generations of warfare
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“The driving factor
to identify fourth
generation was
the idea that
whoever was
able to adapt
to it first would
gain a decisive
advantage.”

had already been identified and the development of the most recent one, the third generation, dated back to 1918.
The driving factor to identify a possible
fourth generation was the idea that whoever
was able to recognize, understand, and adapt
to this new generation of warfare first would
gain a decisive advantage. Despite seeing warfare development as a continuous evolutionary
process, Lind identifies the previous three generations of warfare based on what he refers to as
"three watersheds in which change has been dialectically qualitative", and defines them based
on their different characteristics and drivers:
The first generation of warfare is characterized by the tactics of line and column, closeorder formations, resulting partly from technological factors, especially the use of the
smoothbore musket. The tactics of line and column offered the ability to maximize firepower
through rigid drills, regardless of the low level
of training of troops. The focus was on the enemy's front and combat forces, as well as ownership of the battlefield. With the replacement of
the smoothbore musket by the rifled musket,
most of these characteristics of the first generation became obsolete. Nevertheless, the desire
for linearity on the battlefield remained and is
still visible in current tactics.
The second generation of warfare, although

essentially still linear in nature, is characterized by tactics based on fire, the management
of firepower, and movement with a heavy reliance on indirect fire driven by technology.
Technology delivered not only the extensive
firepower, but also the economic means to provide the required material. Massed firepower
replaced massed manpower, which was mainly
visible in attacks with a laterally dispersed line,
advanced by rushes in small groups. The focus
was still on the front, the battlefield and attrition, but now together with an operational focus on the enemy's rear. Although most aspects
of this generation of warfare are now obsolete,
a number of aspects can still be recognized in
current tactics. Perhaps the most important
one is the use of the operational art.
The third generation of warfare saw the use
of the first non-linear tactics with a focus on
manoeuvre and precise firepower rather than
attrition, with infiltration used to bypass and
collapse the enemy forces. The focus was now
fully on the enemy's rear. Defence was focused
on creating depth in preparation for a counterattack. This third generation of warfare came
to full development by the use of tanks in the
German concept of blitzkrieg. In the context of
operational art, blitzkrieg was the basis for the
focus shift from space to time.
Where the first and second generations
were mainly driven by both ideas and technology, the third generation was primarily driven
by ideas. Lind identifies a number of central
ideas from the first three generations that
could also be relevant for future generations of
warfare. These central ideas are:
• Mission orders: Because of greater dispersion on the battlefield, there was clearly a
need for flexibility and smaller groups of
combatants to operate on the basis of the
commanders' intent.
• Logistics: Greater dispersion and a higher
operational tempo resulted in a decreasing
dependence on centralized logistics, necessitating the use of other logistical means.
• Manoeuvre: A clear shift away from the
use of massive man- and firepower towards smaller, highly manoeuvrable, and
more agile forces.

• Impact: The focus on mass attrition and
physical destruction is shifting towards
bringing about the internal collapse of the
enemy and undermining popular support
for their forces.
Based on these central ideas defined by
Lind, future warfare will be widely dispersed
and largely undefined. But there is more to
consider, because the distinction between war
and peace will be blurred, and ultimately vanish, to be replaced by a non-linear and undefinable battleground or front. The clear distinction between civilians and military actors will
disappear and actions will take place concurrently throughout all participants' depth, including civilians as a cultural entity.
As political infrastructure and civilians
become targets, targeting becomes more a political and cultural decision and less of a military one. Terms such as "front" and "rear" may
be replaced with "targeted" and "untargeted",
with more emphasis on the civilian than the
military sector. Psychological operations may
become the dominant operational and strategic weapon, manipulating media to alter opinions including popular support of government
and war.
Though it would be wrong to describe
terrorism as a version of fourth-generation
warfare, some elements of fourth-generation
warfare as defined by Lind are visible in terrorism. The focus of terrorists is on causing
the collapse of their opponents from within
through bypassing the military completely and
striking directly at civilian targets. Terrorists
predominantly aim for a moral victory, making the military as an opponent irrelevant to
terrorist activities.
A very interesting observation made by
Lind is that over the last 500 years, warfare was
defined by Western models and based on the
West's technology. But this is changing, and
non-Western nations and cultures are gaining
a more dominant position. Aligned with this
aspect is the tradition of military culture. The
current military culture of uniforms, ranks,
and drills is a culture of order and a typical result of the first generation of warfare. Although
during the following generations this order
shifted towards disorder, the military culture
did not adjust accordingly. Different militaries
adapted in various ways to this contradiction
between military order and battlefield disorder.
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In an article for the Marine Corps Gazette,2 written five years after the first, Lind
stated that the fourth generation of warfare
had arrived. Here, he shares his developing
thoughts on the fourth generation, especially
on an idea-based rather than a technologybased generation of warfare. He defines three
central ideas: the nation-state's loss of its monopoly on war, the return to a world of cultures
in conflict, and as Lind saw it, the abandonment of Western culture and values.
But can we really define a fourth generation of warfare as a cultural conflict outside
the nation-state framework? Lind's concept of
fourth-generation warfare is characterized as
highly irregular, asymmetric, with a focus on
bypassing opposing military forces and striking directly at cultural, political or population
targets. The operations are mostly conducted by
decentralized non-state actors that are able to
fully understand, plan and exploit the psychological impact of their operations. Furthermore,
they are unhampered by conventions, they
amalgamate with the local population, and they
use new and innovative means. As a result, the
military contribution to countering these operations is very limited and must focus on eroding
popular support for these non-state actors.3
Since the Second World War, we have
witnessed a mix of unconventional and conventional conflicts. But the conventional conflicts almost never caused participants to alter

their strategies. Contrary to that, the unconventional conflicts have almost all resulted in
a major shift in political, economic, or social
structures of one or more of the participants.
Based on this it appears that using unconventional methods with focused influencing of
policy- and decision-makers is a preferred way
to shift the political balance. Ultimately this is
nothing new: war is a political act.
Fifteen years after introducing the concept of a fourth generation of warfare, Lind
wrote another article, this time for the Military
Review, introducing the framework for the four
generations of modern war.4 The main aim of
this framework was to develop a better understanding of conflicts. Lind concluded that the
fourth was the generation of warfare that had
introduced the most significant changes since
1648. The fourth generation's key drivers of
conflict are the states losing their monopoly on
war with non-state actors fighting states, the
universal crisis of the legitimacy of the state,
and the growing differences in culture, which
is how Lind conceived of multiculturalism.
Creating an answer to this fourth generation of warfare threat is quite challenging.
Lind says, "We have no magic solutions to offer, only some thoughts. We recognized from
the outset that the whole task might be hopeless; state militaries might not be able to come
to grips with fourth generation enemies no
matter what they do."

But as U.S. Marine Corps General (Ret.)
James Mattis says, quoted in Lind's Military
Review article: "For the fourth generation of
war, intellectuals running around today saying that the nature of war has fundamentally
changed, the tactics are wholly new, and so on,
I must respectfully say, 'not really'."
Lind agrees with this by stating that
fourth generation warfare is not truly new, but
rather a return to the way war was conducted
before the rise of the state: different non-state
actors are fighting wars for many different reasons, using various methods and tactics with
which states' armed forces are unable to deal.
Fourth generation war, like its predecessors, will continue to evolve in ways that mirror
global society as a whole. The key to providing
security lies in recognizing these changes for
what they are. We must understand the kind
of war being fought and not attempt to shape
it into something it is not. Opponents cannot
be forced into a specific generation of war that
maximizes our strengths; they will fight a war
that challenges our weaknesses. Clausewitz’s
admonition to national leaders remains as
valid as ever, and it must guide the planning
for future wars.
In this context, it is useful to realize
that insurgency, often referred to as guerrilla warfare, is not new. The name guerrilla
("little war") dates back to the Spanish resistance against Napoleon's occupation of Spain

BELOW: Artificial intelligence plays a big role in today's sophisticated security landscape. MIDDLE: STEADFAST DEFENDER 2021, urban operations training, photo by NATO.
RIGHT: Instructor performing tests on Black Hornet drones, photo by Simen Rudi, Forsvaret

"Future warfare
will be widely
dispersed and
largely undefined."
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(1809–1813). But in fact, insurgency far predates that campaign. Darius the Great, King
of Persia (558–486 BCE), and Alexander the
Great (356 – 323 BCE) both fought insurgents
during their reigns. Insurgency continued as a
form of war through the ages. In all cases, the
weaker side used tactics to counter the superior military power of its enemies. However,
in the twentieth century, the political aspects
came to dominate these struggles. Advances in
communications technology and the growth of
networks have greatly increased the ability of
insurgents to attack the will of enemy decisionmakers directly.
In his article "4GW—Myth, or the Future
of Warfare?", U.S. Marine Corps Lieutenant
Colonel (Ret.) John Sayen5 also stresses that
conflicts involving non-state entities are nothing new. Simply put, what we are seeing is a
return of non-state entities in conflicts, for example, in the form of private security companies conducting law enforcement and military
tasks where nation-states lack the capacity or
the willingness to act openly.
To return to the question asked in the
beginning of the article: What is the relevance
of a distinction in generations of warfare, such
as the generations defined by Lind, especially
in the context of warfare development? The

answer is that its relevance is limited, both in
the context of looking back in history and of
looking forward in time. Of course, Lind was
right when he stated that being first to recognize, understand, and adapt to new approaches
to warfare confers a decisive advantage. However, using the construct of generations in this
sense is not very helpful. One might even say
that thinking in generations of warfare can be
counterproductive because forcing aspects of
warfare into a framework may result in a loss
of nuances. The three "watersheds" Lind saw as
defining the different generations are merely
moments in time in the ever-evolving development of warfare.
Warfare development is a continuous process that mirrors and adapts to global developments, be they current or projected. It does
not have stages with a clear start and end, like
a generation of electronic devices. Specific
aspects of warfare may endure, but their importance may vary over time. New aspects
arise, while others fade into the background.
Militaries must understand this evolution of
warfare and based on that understanding they
need to adapt to this fluid situation.
As most of us can attest to, however, old
habits are some of the hardest things to change.

Relics of the past such as the desire for linearity on the battlefield, dating back to Lind's first
generation, are no longer useful — and in fact
they are often counterproductive.
For the past 500 years, we have seen
warfare through a Western lens. But, with a
shift of global power away from the West, militaries ought to start viewing warfare in new
ways. Thinking in generations of warfare and
timelines, as we have done so far, will not be
helpful in the least. Believing that history will
only repeat itself may just cause us to repeat
our mistakes. 
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Crucial to the Operational Planning Process

FRAMING THE
PROBLEM AND
THE PROBLEM 		
STATEMENT

Photo by NATO

by Lieutenant Colonel Matthew Prescott
United States Army
Advisory Team
NATO Joint Warfare Centre

W

HEN MILITARY HEADQUARTERS do not properly understand
the operating environment or do not correctly frame the problem,
it often leads to an oversimplification of the root causes that are
driving instability in a region. As crisis response planning continues,
this oversimplification leads to headquarters developing generic
military response options, predictable operational designs, and
limited operational actions to affect the relevant conditions needed
to reach the military end state. This article argues that framing
the problem is the most important step prior to an organization
developing their method of achieving success in an operation.
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"Would you tell me, please, which way I ought to go from here?"
"That depends a good deal on where you want to get to."
"I don't much care where."
"Then it doesn't matter which way you go."
The conversation between Alice and the Cheshire Cat
Alice's Adventures in Wonderland by Lewis Carroll

Introduction
A recurring challenge seen throughout the
lifespan of an exercise developed by the Joint
Warfare Centre (JWC) is a training audience's
difficulty with understanding the strategic and
operational problem(s) created as part of the
exercise scenario. Exercise scenarios are complex and cover both contemporary military
and non-military challenges within the operating environment. When military headquarters
do not properly understand the environment
or do not correctly frame the problem, it often leads to an oversimplification of the root
causes that are driving instability in a region.
As crisis response planning continues, this
oversimplification leads to headquarters developing generic military response options,
predictable operational designs, and limited
operational actions to affect the relevant conditions needed to reach the military end state.
Although many nations and military
services have different processes for planning military operations, conducting mission
analysis is often considered the most important step. This article argues that framing the
problem, traditionally a doctrinal step in mission analysis, is the most important step prior
to an organization developing their method of
achieving success in an operation. The natural next step, following an organization framing the problem, is the development and approval of a problem statement that states what
the organization is trying to accomplish, thus
providing a focus to ensure planning efforts
are aligned in the same direction. Currently,
in NATO doctrine this is problematic because

developing a problem statement is not a formal
step at any echelon (strategic, operational, or
tactical). With no compass to steer an organization towards the desired end state, developing a comprehensive approach and maintaining unity of effort to solve complex problems
will remain extremely difficult.

framing the problem and the development of
the problem statement should occur at all echelons to increase understanding, synergy, and
unity of effort across the joint force.

This article has three aims: 1) inform NATO
military practitioners on the importance of
framing the problem, 2) describe why NATO
should consider incorporating the development of a problem statement as a doctrinal
step in mission analysis, and 3) reinforce that

In today's increasingly complex and multi domain military operations no echelon, from a
squad to a joint force command headquarters,
will have a single problem to solve. Having a
clear understanding of the major challenges and
problems that are present within an operational

Framing the Problem
Across Echelons

ABOVE: Warfare development syndicate at the JWC Vision 2025 workshop. Photos by JWC PAO
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environment begins at the start of planning
activities and remains throughout execution
of an operation.1 Although subordinate units
should trust the analysis provided by their
higher headquarters, this does not negate the
need for each echelon to understand the operational environment and analyze the major
challenges from their perspective.
Initial strategic guidance normally provides a description of the unacceptable conditions in an environment. However, the root
causes of these conditions may not be clearly
articulated to operational and tactical level
headquarters. Therefore, the first task of each
headquarters is to understand the problem in
order to visualize potential solutions.2
Achieving understanding requires two
activities: framing the problem and mission
analysis. Each echelon in NATO doctrine has a
different name and sequence to understand the
environment and frame the problem during
the NATO Operational Planning Process. At
the strategic level, understanding comes during the "develop a strategic appreciation of the
crisis" step and involves contribution from theatre component commands. At the operational
level, military organizations "frame the operational level problem" during mission analysis.
Within Phase 1 at the tactical level, military
units "understand the situation and problem."3
To develop a thorough understanding of
the problem, NATO doctrine stresses the need
for each echelon to provide feedback on their

“Framing the
problem begins
with collaborative
staff analysis, but
does not fully take
shape until the
commander is
integrated into
the process.”

ABOVE: An advisory team meeting during STEADFAST DEFENDER 2021. Photo by JWC PAO

understanding and appreciation of the strategic environment during the initial stages of
planning. This feedback enables SHAPE to develop recommended military response options
that provide the best military advice to political decision makers. As the military progresses
into execution of an operation, each headquarters across all echelons must have processes in
place to continually evaluate their understanding of the environment and reframe their assessment of the problem. Through vertical and
horizontal information sharing, each echelon
has a responsibility to report changes in the
environment to increase shared understanding
and enable any adjustments to the plan.

Framing the Problem
Albert Einstein is famous for stating that, "if I
were given an hour to solve a problem, I'd spend
55 minutes thinking about the problem and
five minutes thinking about the solution." The
information needed to understand the problem depends upon how one defines it, and the
solution depends upon how one understands
the problem, or how one answers the question:
what is causing this problem?  4 Taking deliberate
steps to frame the problem serves as a baseline
for learning throughout a headquarters.
Framing the problem begins with collaborative staff analysis, but does not fully take
shape until the commander is integrated into
the process. The goal of framing the problem
and developing a problem statement is un-

derstanding all essential and relevant actors,
tendencies, tensions, potentials, and trends in
the operational environment. Through command group and staff analysis and dialogue,
a headquarters must understand and analyze
the complex contextual situation in the environment and develop a logical well-structured
working hypothesis.5
Developing this logic starts with asking the
right questions. Some example questions to
analyze and answer with the command group
are the following:
• What is the difference between the
unacceptable state of an operational
environment and the desired end state?
• What is preventing the command from
reaching the desired end state?
• What needs to change versus what
doesn't need to change?
• What conditions do other actors want
to achieve that are unacceptable to us?
• What are the threats, opportunities,
and challenges?
• What identified tensions will preclude us
from achieving our end state conditions?
• What are the similarities between other
actors' desired end-state and ours that
may offer opportunities for synergy?
• What risks will we impose on the
environment if we do (or do not)
achieve our desired end state
conditions?
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Asking and answering the right questions
through analysis and collaboration enables a
headquarters to determine what military and
non-military actions are achievable and what
is not. As questions about the environment
are answered, it is common for headquarters
to develop link diagrams, a system-of-systems
analysis, and graphically depict trend analyses
on maps to visually display areas of tension
and opportunities throughout an operating
area. Through analysis of the environment and
critical thinking, framing the problem enables
learning and a shared understanding across
the staff.
Other steps needed to properly frame
the problem from each echelon is reviewing
historical analysis, reviewing previous lessons identified, as well as reviewing strategic
and political guidance. Mission command and
clarity of ones' mission are only achieved once
guidance and direction is provided. However,
sometimes strategic and political level guidance does not provide the level of clarity a
subordinate headquarters requires. When this
occurs, planners must look beyond the initial
direction and guidance and analyze other relevant sources to enable subordinate echelons
to clearly understand the higher headquarters'
desire. Additional guidance may come from
political speeches, transcripts from NATO
Summits, strategic strategy documents, and

more recently posts on official social media
sites. Taking the time to deliberately frame the
problem provides a headquarters the valuable
analysis needed to transition into the other
steps of mission analysis. With compressed
timelines common during planning activities,
headquarters should develop and rehearse the
processes they will use to frame the problem.
The staff and command group can then practice their process to ensure it is fit for purpose
and developed in a timely manner.
In summary, framing the problem attempts
to answer the question: what is the organization trying to accomplish? The advantages of
framing the problem as one of the initial steps
in mission analysis enables a headquarters to
focus the majority of their effort in determining the relevant and essential aspects that need
to be solved to reach the military end state.
The output of framing the problem should be
a well-defined problem statement approved by
the commander. The problem statement then
provides a focus that fuses planning efforts towards solving the problem.6
Once this step is completed, the commander takes ownership of the problem statement, which helps facilitate a commander's
dialogue with higher and subordinate headquarters to ensure understanding and consensus across the joint force.

Developing a
Problem Statement
There are three key inputs to assist planning
groups as they transition from mission analysis to course of action development: a problem statement, mission statement, and commander's intent. As stated earlier, the problem
statement describes the key issues that must
be solved in the operational environment to
reach the desired end state. The mission statement describes what problem an organization
needs to solve and why. Lastly, commander's
intent describes the methods the organization
will use to solve the problem statement and accomplish the assigned mission.
During the mission analysis briefing, all
evidence and analyses presented to the command group is in direct support of the problem
statement. Just as each echelon has a mission
statement, they also require a problem statement. Developing a problem statement is currently not a step during mission analysis in
NATO doctrine or the SHAPE Headquarters
Comprehensive Operational Planning Directive (COPD); however, the development of a
problem statement is becoming more mainstream and desired by NATO military commanders. For example, students conducting
the NATO School's Strategic Operations Planning Course develop and brief their problem
statement to the lead senior mentor, who replicates the commander.
There is no directed length for a problem
statement, so it is incumbent upon the staff to
know how their commander likes to receive information. However, there are three characteristics that make an effective problem statement
that should be described in narrative form:
• The ideal or desired conditions
• The current reality in the environment
• The consequences, or "so what" if no
action is taken

ABOVE: Coordination with the higher headquarters during the exercise planning process; a virtual visit to the JWC

by Admiral Joachim Rühle, SHAPE Chief of Staff, hosted by Rear Admiral Jan C. Kaack. Photo by Chris Hill

If possible, the problem statement
should also describe the timeframe needed to
solve the problem so that it best conveys the
headquarters' understanding of the problem.7
Developing a problem statement takes
practice, experience, and command group
involvement. Through practice and collaboration with the command group, a staff learns
how to convey only the essential information a
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commander needs to know to understand the
environment and approve the problem statement. The commander will then use the problem statement as one of the key documents to
develop their commander's intent. The key is
to identify the essential problems associated
with the relevant operational variables, ex-

amine relationships among the problems, and
then synthesize the analysis into a narrative
that aids the commander's thinking, and informs the overall planning process.8
To assist the reader, below are some examples
of problem statements.

BELOW: (From left) Yongsan Garrison,
Republic of Korea, photo by Lee Min-hw.
Yorktown Campaign by John Trumbull,
oil on canvas (1820). Brigadier General
Douglas K. Clark, JWC Deputy Commander
and Chief of Staff, during the first All Hands
Call in 2021, which was held virtually on
February 5, as one of the largest internal
information exchange and teambuilding
events via the Internet. Photo by JWC PAO

EXAMPLES OF PROBLEM STATEMENTS
Blue text depicts the ideal or desired conditions. Black text describes the current realities in the environment. Red text depicts
consequences, or the "so what". Lastly, underlined portions emphasize key points in the problem statement.

Korean Peninsula
Modern Day
Problem Statement

General George Washington
Yorktown Campaign (1781)
Problem Statement

Return-to-Work (COVID-19)
June 2020
Problem Statement

U.S. Forces Korea and the Combined
Forces Command seek to maintain a
stable balance of power on the Korean
Peninsula, one that deters North Korean
provocations, defends South Korean
territory, and allows South Korea to
prosper economically. North Korea,
however, actively attempts to undermine
these goals. As a result of its crumbling
economy, its inability to feed its own
people, and its reliance on illicit means
of maintaining control of its population
through propaganda and coercion, North
Korea engages in a calculated effort to
raise tensions in order to win foreign
concessions. It does this, primarily, by
actively developing nuclear weapons,
expanding the range of its ballistic
missiles, and committing occasional acts
of violence against the south. Even if
the Alliance succeeds in deterring North
Korea from conducting a major attack,
the continuance of such provocations and
other acts of defiance serve to destabilize,
not only the Korean Peninsula, but the
larger region as a whole.9

Although the Continental Army retains
possession of large areas in the 13
Colonies, American stagnated efforts to
regain key terrain have resulted in poor
morale, indecisive recruiting efforts, and
a loss of faith in the American Congress.
This is mainly due to historical poor
coordination between the French Navy
and American Land Forces and limited
supplies and funding for the Continental
Army. The hub of British Power remains in
New York City and their naval superiority
has enabled them to secure key port cities
throughout the colonies to maintain their
economy of force missions. However, with
British General Lord Charles Cornwallis'
forces now conducting an operational
pause on the Yorktown Peninsula, there
is an opportunity to isolate and defeat a
large British Army in Virginia if the French
Navy can dominate the Chesapeake Sea
area and land forces can reach Yorktown
in time.10

Due to the Joint Warfare Centre's (JWC)
reduced manning regulations since
mid-March 2020, any gap in information
and knowledge management within
the organization will affect its mission
performance, while the Centre continues
to adapt to the global crisis. During this
period of teleworking, conditions and
priorities within the JWC programme
of work have changed. As the JWC's
pre-pandemic programme of work
activities return, there is a need to inform
and recalibrate the staff on the revised
programme of work through clear
direction and guidance. Additionally,
once conditions allow the JWC to
resume programme of work activities,
there will remain multiple national, higher
headquarters, and host nation regulations
that must be adhered to.11
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Developing a problem statement provides a headquarters the compass they need to
ensure planning efforts are focused and headed
in the same collective direction to solve the
problem. During mission analysis and course
of action development, the problem statement
ensures that: 1) the mission statement is adequately written with the correct essential tasks
and purpose to achieve the military end state, 2)
commander's intent and direction and guidance
describe the methods the organization will use
to solve the problem statement and achieve the
assigned mission, and 3) the development of the
operational design describes the conceptual approach for how the organization will solve the
problem statement and achieve the needed conditions to reach the military end state.

Conclusion

are developed.12 When these steps are completed correctly, a military headquarters better
understands the complexities throughout the
environment, is able to develop a plan with a
reasonable chance of success, and puts processes in place to better adapt planning when
effects are not achieving the desired results.
With a problem statement in-hand, a headquarters has the focus they need to ensure
planning efforts head in the right collective
direction to solve the problem. As such, a welldefined problem statement is crucial to the operational planning process. 

ENDNOTES:
ABOVE: Wargaming at the JWC. Photo by JWC PAO

1

Although the initial strategic guidance a subordinate headquarters receives is prompted by
symptoms that are unacceptable to the NATO
Alliance, the dynamics of the root problem require more analysis across all echelons. Therefore, the first task of each headquarters is to
understand the problem in order to visualize
possible solutions.

“Developing a
problem
statement
provides a
headquarters
the compass
they need to
ensure planning
efforts are
headed in the
same collective
direction.”
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Framing the problem is relevant to all
levels of war (strategic, operational, and tactical) because all levels view the environment
through different lenses. Framing the problem,
with an approved problem statement narrative,
enables commander dialogue across echelon
to clearly define the needed actions to solve the
problems and reach conflict resolution.
If NATO does adapt their doctrine to
include the development of a problem statement as part of framing the problem, NATO
organizations will likely improve the additional
outputs required during mission analysis and
course of action development. This will also create more opportunities for headquarters' staff
and command group interaction, which is an
integral part of developing a problem statement.
Presently, the difficulties in properly
framing the problem have led many NATO
commands during recent JWC exercises to
oversimplify the problem leading to predictable
military response options and an operational
design with little hope of creating favorable
conditions to reach the military end state. In today's increasingly complex environment, where
peace, crisis, war, and stabilization are often
blurred, oversimplifying the problem presents
increased risk to your operation and inadequately organizes the processes needed to drive
the commander's decision-making process.
Framing the problem and the development of a problem statement are key steps
in mission analysis. The problem statement
forms the foundation for which all solutions
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ARRC: NATO WARFIGHTING CORPS

The application of critical thinking in
the decision-making cycles of the
Allied Rapid Reaction Corps

THE CONCEPT OF
RED TEAMING IN
CORPS' WARFIGHTING

by Major Giancarlo Fambrini
Italian Army
NATO Allied Rapid Reaction Corps

R

ED TEAMING, or applied critical thinking, is the process that,
through the application of analysis tools and methodologies, allows review of an operational
plan. In NATO, it is called "alternative analysis", and is generally used within
operational and strategic decision-making
processes. This article's intent is to describe a
real application of red teaming at the tactical
level, within the planning and decision-making cycle of the Allied Rapid Reaction Corps
(ARRC) during the execution phase of Exercise LOYAL LEDA 2020. The use of this type of
analysis contributed to the success of the exercise, which led to the recognition of the ARRC
as NATO's first Warfighting Corps since the
end of the Cold War.

The Groupthink Problem
Large organizations, both military and nonmilitary, have entire branches and divisions
dedicated to supporting the decision-making
processes of their leaders. These groups of
people work with the aim of producing highly
accurate, executable plans that solve problems
and achieve objectives.
Once implemented, however, several of
these plans do not work as intended and result
in new challenges. Why? What could be done
to increase the odds of success?
People who work for a long time in the
same environment tend to receive similar training and share identical experiences within the
same hierarchical structure. In the military
planning process, these factors may lead to
decisions and plans that are not optimal. In

fact, most of the group analysis and work is
developed based on what the group believes
the commander wants, what older or more
experienced members advise, and what is collectively deemed to be unquestionably true.
Some erroneous decisions may be the result
of plans based on assumptions and individual
bias that may have led the commander to disregard alternative interpretations of the facts. In
the worst case, staff members could intentionally disregard information because it does not
support the "script" that the group has already
decided to follow, without considering possible
alternatives. They may define information as irrefutable, when actually it is not. Furthermore,
the group may have misunderstood what the
commander wanted, or ignored ambiguous and
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complex points, thinking they were not relevant. Or again, I think, less seasoned staff members, despite having noticed the problem, may
prefer not to intervene for fear of contradicting
the more experienced members or the subject
matter experts. As human beings, we develop
behavioural and mental patterns that help us to
achieve our goals with as little effort as possible.
In other words: we often take shortcuts. We tend
to believe that we fully understand situations
only because we find similarities in an experience from our past and prefer to exclude ambiguities for convenience, not fully appreciating
the asymmetries.

The Red Team
A red team is a team formed with the aim of
rigorously analysing the plans, programmes,
ideas and assumptions that lead to a commander's decision. Staff members apply a
broad spectrum of structured, creative, and
critical thinking techniques to assist the commander in making a more informed decision
or finalizing a more robust product. The red
teaming function must not be confused with
the red cell function, which is normally con-

!

ducted within the intelligence branch (G2/
J2) to support military planning. There can be
many objectives of red teaming:
• Discover and fill gaps in understanding
the scenario,
• Identify further vulnerabilities, risks
and threats,
• Identify bias, groupthink dynamics
preconceptions and tendencies to jump
to conclusions,
• Reveal external influences that condition
the plan,
• Consider second- and third-order effects
of relevant factors,
• Determine the need for possible
contingency plans,
• Support the focus of the intelligence
collection.
The team must have the right balance of skills
and experience to tackle the problem and is
generally made up of a combination of experts
and analysts. However, regardless of the number and background of its members, the team
must be nurtured, with personnel selected for
their ability to think critically and creatively.

Red Teaming in the Tactical
Decision-Making Process
For each phase of the decision-making process
at the operational level, which in NATO is split
into four phases (assess, plan, refine, execute),
red teaming techniques can be implemented
and used effectively. However, even at the tactical level, red teaming can be applied successfully throughout. At this level, the four phases
of the decision-making cycle (assess, plan, prepare, execute) occur simultaneously during the
execution of an operation, obviously with different time focuses: the execution looks at the
present and the immediate future (current operations: generally no more than 48 hours); the
preparation phase refines the plan based on the
evolution of the situation within a wider timeframe (future operations: generally up to 120
hours); finally, the planning extends its horizon beyond the current phase of the operation
(future plans: over 120 hours).
Composition, role and objectives of the
red team, as well as its use within the decisionmaking cycle, are iteratively defined by the
commander. However, it is obviously in the
planning part that one can most easily see the

In risk management, the starting point of the analysis is the plan's success;
in pre-mortem analysis, the starting point is the plan's failure.

Photo by ARRC
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In the first phase, defined as "divergent", the
members of the group brought to the table the
events considered catastrophic for the ARRC,
each according to the point of view of the
function they represented. This phase openly
embraces creative thinking, leading the participants to question the basic assumptions of
the plan: no idea was discarded, even if absurd,
since each could open the mind of the participants to aspects not previously considered and
lead them to form new ideas.
In the second phase, called "discussion", the
group analysed the ideas generated in the previous phase and identified a central theme for failure, such as an event, or rather a series of events,
based on the ideas deemed most valid and potentially catastrophic for the organization.

ABOVE: ARRC was certified as NATO's first Warfighting Corps since the end of the Cold War during LOYAL LEDA

2020. Photo by the British Army.

benefits of this analysis methodology. In this
phase, the assumptions underlying the plan
can be challenged and validated in time, and
the shortcomings and weaknesses inherent in
the plan can be brought to light.

Red Teaming on Exercise
LOYAL LEDA 2020
LOYAL LEDA, a computer-assisted, command
post exercise (CAX/CPX) conducted in November 2020, aimed to validate the ARRC as
NATO's first Warfighting Corps since the Cold
War. During the execution phase of the exercise, within the decision-making cycle of the
Corps — in particular in the future plans' horizon — a working group was generated with a
red teaming function, in order to identify possible vulnerabilities in the running plan.
To this end, this cross-functional group
drawn from the different branches of the
Command set out to study and analyse a hypothetical scenario in which the ARRC could
fail and be defeated. This scenario, defined as
"pre-mortem", uses a technique that explores
and demonstrates the potential impact of apparently unlikely events that can have major

repercussions for an operation. Some might
argue that the method is not so different from
the risk analysis and management techniques
that are already part of operational planning.
In reality, it is the starting point of the analysis that changes and determines a new study
perspective: in risk management, the starting
point is the success of the plan; in the pre-mortem analysis, it is the plan's failure.
The latter allows a holistic view of the interrelation of various risk factors (some probably not previously identified or understood)
that contribute to the failure of the operation.
Using this technique is advisable when an
event or a series of events are considered so
unlikely that they do not draw the attention
of the staff and thus the possible consequences
could be ignored.

The Pre-Mortem Technique
The analysis in question was developed in three
distinct phases, conducted in parallel with the
execution of the decision-making cycles of the
Corps, in a high-intensity, high-tempo scenario, where time was a limited resource.

In the third and final phase, defined as "convergent", the red team finalized the catastrophic scenario, and integrated it with a series of
recommendations for the commander and his
staff. Most important was the definition of a
series of indicators and warnings to identify
the possible change of scenario and, above all,
a set of mitigations to be implemented immediately to reduce the possibility that such a catastrophe would occur. During the exercise, a
part of the hypothetical pre-mortem scenario
did actually occur, but, having become aware
of how the plan could fail, the commander and
staff responded effectively.

Conclusions
Red teaming is an analysis tool to support the
decision-making process. Its use, at any level,
can give the end user (the commander, leader
or manager) a more robust starting point for
decision-making. It is a procedure that requires
staff to have an open working perspective aimed
at learning, and a willingness to accept challenges and criticisms. The practical example
of the ARRC in the conduct of LOYAL LEDA
2020 has shown that, even at a tactical level, red
teaming techniques can add depth to the awareness of the commander and his or her staff. In
particular, mapping in detail the course of an
unlikely, but plausible event, can highlight hidden relationships between key factors and basic assumptions of the plan and provide useful
tools that strengthen the plan. 
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U.S.-led special operations exercise COMBINED
RESOLVE, February 21, 2021. Photo by NATO.

by Major Bjørn-Erik Solli
Norwegian Special Operations Command
Special Operations Advisor
NATO Joint Warfare Centre

THE ESSENCE
OF SPECIAL
OPERATIONS
What You Need to Know About Special Operations
while Serving at the Joint Operational Level
►►►
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DEN ENKELTES INNBITTE VILJE TIL Å LØSE OPPDRAG UAVHENGIG AV FORUTSETNINGER*
THE INDIVIDUAL'S RELENTLESS WILL TO SOLVE MISSIONS
REGARDLESS OF PREREQUISITES
* Norwegian Special Operations Commando's Ethos

T

HIS ARTICLE IS WRITTEN to articulate the general knowledge needed to gain a general understanding
of special operations for everyone
serving at the joint operational level.
The first section of the article illustrates the importance of knowledge at the operational level.
The second section briefly explains the core elements of special operations. Finally, the article
provides a basic understanding of applicability
of special operations. All in all, the essence of
special operations.
The apex god of Northern Mythology
Odin sacrificed his right eye in exchange for
access to the well of wisdom. Yet, this was not
enough for him to become all-knowing. He
hung himself half-dead from Yggdrasil, the
tree of life, where he pierced his own flesh with
a spear. After nine nights of torture, he had
sacrificed enough, and endured enough pain,
to gain all knowledge.1
This myth illustrates how the path to becoming all-knowing requires sacrifice beyond
human capability. From a humble human perspective, it is therefore necessary to prioritize
what you want to learn, and which knowledge
to keep. The need for prioritizing and evenly
distributing knowledge becomes even greater
in complex warfare systems like the joint force
commands (JFCs). Ideally, everyone should
have general knowledge of all areas of joint
operations, and it is reasonable to think that
general perception of special operations is at
an unfavourable low level,2 which can "inhibit
sound planning and operations".3
During a Joint Warfare Centre (JWC)directed exercise, an officer described his own
prejudice in a VTC by saying: "I guess it's my

“Understanding
the limits of
conventional
operations is a
prerequisite to fully
understand and
appreciate the
utility of special
operations.”
bias against special operations forces (SOF),
but I thought you guys just wanted to kill them
all." This kind of prejudice is not a fault of the
officer, but a symptom of a greater problem
for the special operations community. A combination of prudent operational security that
creates mystery on the one hand, and the glorification of the action representing only a small
percentage of the special operations portfolio
by Hollywood and authors, on the other hand,
are to blame.4
An additional reputational challenge is
created by the acts conducted by a very few
"bad apples".5,6 This is why it is so important
that the special operations community itself
actively works towards informing general purpose forces and counter the misleading Hollywood narrative and occasional bad publicity.

There is a myriad of perspectives, descriptions, and definitions of special operations. Not all are of equal quality, precision, or,
more importantly, relevance for all joint officers. They do share several general commonalities that make up a relevant core for a satisfactory understanding of special operations. For
brevity of this article, I will only list the following: distinction from conventional operations,
the scope and level of risk, and operational and
strategic effects.

Distinction from
Conventional Forces
Historically, SOF, as we know it today, is relatively new, but the phenomenon of special
operations has probably existed for ages. Stories, such as that of the Trojan Horse can be
described as a "special operation" at its time.7
During the 20th century, special operations
cemented themselves as a distinct form of warfare apart from the traditional land, maritime,
and air operations.8,9,10,11,12
It is important to see special operations
in its historical context as it has evolved both
in terms of tasks and missions. In other words,
what constituted special operations once may
now be considered conventional.13
During this evolution, one factor has
remained more or less the same: special operations have been used to solve missions that conventional forces were either not able to; or, not
able to solve with an acceptable level of risk.14,15,16
Special operations are therefore conducted independently, or as a supplement to conventional operations, in a comprehensive joint operations campaign.17

►►►
The Three Swords Magazine 37/2021 85

six
escribed
cRaven d
95):
M
.
H
m
O
a
c ps (19
illi
b o ok S p e
(Ret.) W
is
h
in
ss
Admiral
e d,
succe
rise, Spe
f mission
on, Surp
secrets o
ldier in
, Repetiti
so
ty
ri
ns
cu
io
e
at
S
,
ecial oper
Simplicity
egian
wise: A sp
er. A Norw
ose. Clock
Brian Kest
o
t.
Sg
and Purp
by
0)
02 , phot
photo
exercise (2
an (2011),
l
during an
ia
Afghanist
do
ec
an
sp
l
m
m
nava
erations co
orwegian
special op
o by
varet. A N
vold, Fors
020), phot
(2
os
Kj
se
ci
rn
er
jø
ex
ng
an
by Torb
ng
ri
ie
du
ld rs duri
erations so
commando
special op
operations
n
.
ia
O
an
AT
N
om
o by
osvold. R
2021. Phot
Torbjørn Kj
EFENDER
ADFAST D
E
ST
se
ci
Exer

86 The Three Swords Magazine 37/2021

SPECIAL OPERATIONS

SOF complement the conventional forces as an
agile, creative force multiplier that are not as affected by, or that to some extent can overcome
or circumvent, the main challenges faced by
large conventional forces, such as the Clausewitzian concept of the friction of war.20,21

The Scope and Level of Risk
Risk is a key component in considering if a
special operation is warranted or not. When
assessing risk related to military activities one
must always analyse the possible outcomes,
that is, weighting the desired achievements
against the severities of potential adverse con-

Special operations

Special operations

Maritime
operations

Air
operations

Land
operations

Intelligence
operations

Special operations

Understanding the limits of conventional
operations is a prerequisite to fully understand
and appreciate the utility of special operations.
Generally, if the mission can be solved by conventional forces, conventional forces should
be used. There is little desire within SOF to be
"conventionalized", and thereby lose their core
characteristics.18 If conventionalized, SOF could
become redundant on the basis of not having the required manning, being specialized
enough, or able to match conventional forces
in conducting conventional operations. Special
operations are different compared to the conventional operations, where the latter tend to be
more specialized.19
A relevant but simple example can be
drawn from a recent JWC-directed exercise.
Based on the fictitious scenario, a weapons system that posed a threat to NATO's air superiority was transported in the joint operations area.
During a VTC with the joint force command
leadership and the component commands, the
situation was discussed. Upon hearing the conversation, the special operations component
command took the initiative to assess if there
could be a special operations solution to the
problem. Preferably, the joint force command
should promptly have addressed the special operations component command and tasked them
to assess if SOF could solve the problem when a
conventional component could not. In this case,
a special operations component commandinitiated partnered-joint special operations,
supported by the maritime component command, neutralized the threat, gained valuable
intelligence, and enabled host nation forces to
arrest smugglers that could be exploited in the
exercise information environment.

Special operations
ABOVE: Enhanced joint operational reach. The reach of each field of operations is illustrated by the

coverage of its depicted area. The areas for special operations are used to illustrate how they can
contribute to potentially increase the operational reach of joint force commands by building on the other
fields of operations, and thereby generating complementary effects. (Graphic is authors' own)

sequences given the associated uncertainties.
If the stakes are high, in that the potential adverse consequences can have operational, strategic, or political impact, special operations
might be the only acceptable option. This is
particularly the case if the severity of the potential impact will be difficult, or impossible to
mitigate. Special operations have comparative
advantages related to risk mitigation.22,23
Factors of risk mitigation exclusive to special
operations include the following five examples:
A favourable ratio of support and enabling personnel to the ground forces: It is not uncommon for 30 special forces operators "on the
ground" to be supported by more than a hundred dedicated personnel on the tactical level
alone. A considerable part of this support is to
enable cross service cooperation in order to
achieve joint effort.24,25
Pre-emptive effort in selection/training of SOF

operators and support personnel: The selection
process of SOF operators is generally very demanding, in order to meet some of the highest
standards in the military. The same goes for the
following education and day-to-day training.
For support personnel, the requirements vary
specific to the functional areas, but are generally very thorough.26
Relative superiority: Admiral William McRavens' theory of special operations explains how
small SOF teams, given the right circumstances, can compensate for, and, to some extent,
overcome many of the challenges conventional
forces are burdened with through the concept
of relative superiority.27
Strict operational security: Many special operations are executed with a narrow margin of
error. Operational security can be paramount
in order to enable and maintain the desired
outcomes of special operations.28 This is one of
the reasons why SOF can be perceived to "out
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Full spectrum of risk

Special operations-relevant spectrum of risk

ABOVE: Relevant Levels of Risk. The full spectrum risk matrix is relevant for conventional operations.

For special operations, on the other hand, the limited risk matrix displays the relevant levels of risk.
The primary factor is the severity of and not the assumed likelihood of impact of potential outcomes.
(Graphic is authors' own)

loop" standardized staff processes by gaining
access to the commanders outside of the regular chain of command.
Unconventional creativity: In theory, every special operation is unique, or at least, it can be
conducted in a unique manner. SOF operators
are, amongst other things, selected based on
their problem-solving skills. SOF culture fosters and appreciates creativity in a bottom-up
driven planning process. Thus, combined with
SOF's training in unconventional techniques,
procedures and methods, special operations
are inherently unpredictable for an opponent.29

Operational and
Strategic Effects
As previously noted, special operations represent an alternative, or a supplement, to conventional operations. The decision makers
that choose between conventional and special
operations are serving at the operational level
or higher. This has contributed to shaping SOF,
as their development and ambitions are heavily influenced by the operational and strategic
levels of war. SOF operate in small teams and,
unlike conventional forces, are not suited for
enduring or large-scale combat engagements.
They are, however, suitable for kinetic strikes
with precise use of lethal forces in order to
reduce the potential of collateral damage, and
alternatively, for non-kinetic covert operations

over longer periods of time. Combined with
the aforementioned ability to mitigate risk,
special operations remain viable options for
operational and strategic decision makers and
are particularly suited for high-risk missions
that do not require the volume and certain
specialized warfighting capabilities that only
conventional forces can provide.
History has proven a few particularly
valuable lessons when it comes to conducting
special operations and generating the ability to
do so. Attempting to generate forces capable
of conducting special operations as the need
arises have proven to be challenging at best.30
There are several examples where the hasty establishment of SOF have resulted in significant
shortfalls.31 Additionally, conventional leaders
given command over SOF have struggled to
utilize them effectively. Misuse of SOF has cost
lives, and in certain examples, almost eradicated whole SOF units on the battlefield.32
This illustrates two distinct lessons.
Limited resources must be utilized where they
can provide the biggest payoff. For this reason,
special operations should be aimed towards
operational and strategic goals and effects.
The force generation and application of most
special operations require strategic patience
and early implementation in order to reach
its full potential. This is partly the reason why
the United States created its Joint Special Operations Command, and NATO members, like
Denmark and Norway, have extracted their

SOF units from their respective services and
placed them under a joint leadership.33,34,35
Additionally, this requires direction and
prioritization from senior leadership. For this
reason, special operations should be aimed towards operational and strategic goals and effects. Linking the small-scale tactical actions of
SOF to desired operational and strategic effects
remains the principal challenge for the operational level leadership.
Operation Gunnerside, the Allied sabotage of Nazi Regime's efforts to build an atomic
bomb in Norway in 1943,36 and Operation Neptune Spear, the U.S. raid that killed Osama bin
Laden in 2011, demonstrate how special operations can have significant strategic effect.37,38
Additionally, the examples illustrate how special
operations can both solve problems of strategic
importance that could not be conducted by
conventional forces, and how the following presentations of the operations are skewed towards
the action-filled culmination of several special
operations towards the same end state.
The lesser known, but equally significant, Operation Grouse was a prerequisite for
Operation Gunnerside starting five months
earlier. Operation Grouse was the collection
and analyses of the intelligence that enabled
the detailed planning of Gunnerside's raid.39
Similarly, the extensive work that enabled
Neptune Spear has not been given more than
a fraction of the attention that has been given
to the raid on the Al Qaida compound in Abbottabad, Pakistan. This is creating a limited
appreciation for what actually transpired and
its complexity. Similarly, the decade-long Trojan War of Greek Mythology for the majority is
only known for its Trojan Horse.

The Generic View of
Special Operations
Special operations described up to this point
retains a level of ambiguity. This can be challenging, as it does not provide a precise understanding. But it is a necessity for special operations not to be limited by rigid definitions or
perceptions. As mentioned, in theory, the next
special operations mission can be unique and
require unrestricted creativity in planning and
execution. However, one of the more tangible
consequences of the last century's evolution is a
generally accepted consensus of three principal
tasks within the concept of special operations:
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The Killing of Osama bin Laden
Operation NEPTUNE SPEAR
Abbottabad, Pakistan, May 2, 2011
Former U.S. President Barack Obama gave the green light to
execute the assault on April 29, 2011, which was conducted
by members of "SEAL Team Six" on May 2, 2011. The team
successfully executed the operation that killed Osama bin Laden,
the leader of al Qaeda, and a terrorist who was responsible for
the murder of thousands of innocent men, women, and children.
Learn more: https://obamawhitehouse.archives.gov/
blog/2011/05/02/osama-bin-laden-dead

ABOVE: Photo by U.S. Army (left); newspapers'

photo by Carolina K. Smith, Shutterstock

I. Direct Action (DA): Kinetic action distinguished by the level of risk, precision and
techniques utilized.40
II. Special Reconnaissance (SR): Creating a
state of relative certainty from operations
conduc ted in a hostile, contested, or denied

environment with potentially political or
diplomatic sensitivities.41,42
III. Military Assistance (MA): Potentially several
types of support provided to a broad spectrum of local recipients. Ranging from subtactical units to national leadership.43

Generating a generic description of
special operations: This process can be
illustrated by funnelling the full spectrum
of possibilities through a funnel of national
and Alliance limitations. At the same time,
SOF will always look beyond the perceived
limitations in the pursuit of possibilities.
(Graphic is author's own)

There is also a group of additional tasks,
such as counter insurgency, counter terrorism,
and hostage release operations to mention a
few.44 For elaborations of these tasks NATO's
Allied Joint Doctrine for Special Operations
provide a good overview for NATO personnel.
That being said, special operations are defined
and articulated differently by "big nations",
"small nations", and in NATO. Where the U.S.
divide special operations into 12 core tasks,
smaller countries, and NATO divide special
operations into three areas.45,46
Generally speaking, special operations
is perceived beyond the scope of NATO on national level, while the "big nations" also tend
to have a larger and more specialized SOF arsenal.47 A notable difference is the U.S. Army
Special Forces' concept of unconventional
warfare, which is long-term, high risk, and low
footprint operations conducted in a denied
area in order to serve a long-term strategic
goal that opposes a local government or occupying power.48,49 However, at the operational
level, it is beneficial not to exclusively focus on
the tactical nature of these tasks, but rather to
see them as how special operations give operational or strategic effects.
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Conclusion

ENDNOTES:

For personnel at the operational level that do
not have basic knowledge of special operations, dealing with them can feel as ominous
as having to deal with Mjølner, the god wielded
weapon of Thor from Norse mythology. It is
even more challenging for the operational level
leadership whom themselves, as mere mortals,
will have to wield such potent and ambiguous
powers with a demanding level of precision.
In order to pierce through bias and mythology, sober knowledge is key. The more one
can expect to interact with special operations,
the more crucial the level of knowledge becomes. This is especially applicable for operational and strategic level leadership.
This article contains an extensive reference list to provide the curious and motivated readers with detailed information from
authoritative and valid sources in order to
further develop their knowledge of special
operations. For NATO personnel, the natural
starting point is NATO's Allied Joint Doctrine
for Special Operations.
In closing, the general perception of
special operations suffers from unclassified
sources that present historical examples, and
the skewed "Hollywood narrative", which creates a simplified and less than representative
impression. Many relevant special operations
are still classified and thereby remain hidden
from general military perception. Special operations are not in competition with, but an
agile supplement to, the capabilities of within
conventional operations. Special operations
forces do not intend to, and most often are not
able to, take the missions conventional forces
can conduct themselves. 
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T

his article will revisit the origin of the term multi-domain operations, expand on NATO's
current outlook on the concept, and explain the Joint Warfare Centre's (JWC) approach to
implementing the concept into our exercises. The article was written in response to a growing
interest in the topic among NATO stakeholders, including Headquarters Supreme Allied
Commander Transformation (HQ SACT), after the publication of the previous article on
multi-domain operations in the JWC's November 2020 issue of The Three Swords magazine.
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OPERATIONS IN NATO
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Transformation Delivery Division
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THE MULTI-DOMAIN APPROACH

Regardless of how the term MDO is used in NATO, or in the U.S. military,
we may underscore a common theme: the desire by Allies and partner
nations to keep up with, and stay ahead of, the challenge imposed by
complex future warfare, through harnessing technology.

Genesis of Multi-Domain
Operations Reviewed
The term multi-domain operations (MDO)
was first used in the United States Army in
2018 as a national doctrinal concept. The term
was mainly used to optimize ground combat
power at the operational and tactical levels.
The concept of multi-domain operations builds
on the 1980s U.S. Army doctrine "Air-Land
Battle", which was defined in an answer to the
threat posed by the Soviet Red Army in the European theater. In either case, the challenge for
the U.S. Army remained that of command and
control (C2) of forces to defeat an enemy of the
scale of the Soviet Red Army by integrating
itself into the joint fight across the traditional
physical maneuvering domains of air and land.

Eventually, the concept of multi-domain battle
was established as a spiritual successor to AirLand Battle. By 2018, "battle" was replaced with
"domain"1, as this was more in line with how
the Army envisioned joint warfighting.
By bringing to bear all of the firepower,
the U.S. military could regain superiority in an
ever more complex world. In other words, although the U.S. Army chose a different term
for multi-domain battle, the idea remained the
same as that of multi-domain operations: how
does the U.S. Army integrate its ground combat power into the joint fight against highly
capable near-peer adversaries?
Today, the MDO deals with the threat
from the latest commercial technology and leveraging the same, as well as the most advanced
technology, to improve command and control

of forces. This new threat is at the heart of the
new Memorandum of Understanding between
the U.S. Army and the Air Force, developed
under the name Combined Joint All-Domain
C2 (CJADC2).2 For the U.S. Air Force, tackling
the challenges of multi-domain operations is to
be conducted through means of the best command, control, communications, intelligence,
surveillance, and reconnaissance systems, that
is, C4ISR, under the label of multi-domain
command and control, or MDC2, and doctrinally as joint all-domain operations (JADO).
For the U.S. Joint Staff, the on-going
effort to develop joint all-domain command
and control (JADC2) integrates service initiatives such as MDC2, and the aforementioned
CJADC2, into a joint effort to connect all the
joint staff services.
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Outside the U.S. military, specifically in
NATO, the term MDO is more generic, and
it is obvious that it means different things to
different nations. There are also related concepts, such as the multi-domain combat cloud,
which attempts to create a connection between
manned and unmanned platforms and artificial intelligence (AI) support.3
Regardless of how the term MDO is used
in NATO, or in the U.S. military, we may underscore a common theme. That theme is the
desire by Allies and partner nations to keep up
with, and stay ahead of, the challenge imposed
by complex future warfare, through harnessing
technology. The different interpretations and
applications of the term MDO are a continuation of an idea as old as Sun Tzu that says to
win the fight before it begins. This is why monitoring and countering commercial technology
used by NATO's competitors is a must.
That being said, mastery and improvement of newer science, particularly information technology, must not happen at the
expense of the art of command and control.
Whatever technology does for blue forces, and
whatever blue forces know about red threats
and technology, a joint force commander will
have to bring it all together.

How Does NATO View MDO?
The challenge in NATO lies in achieving joint
proficiency across its headquarters. The challenges that traditional physical domains of air,
land, and sea present to command and control
are difficult enough, especially as SHAPE increasingly participates in the JWC-directed exercises as a strategic-level NATO headquarters,
arbitrating and adjudicating precious finite
resources between multiple operational-level
NATO joint commanders.
Significantly, HQ SACT held warfare
development talks specifically on the subject
of MDO in June this year. The talks were held
with syndicates whose output aligned with
the new NATO Warfighting Capstone Concept (NWCC), as well as the new Concept for
Deterrence and Defence of the Euro-Atlantic
Area (DDA). During these talks, the JWC
leadership emphasized the need for terminological clarity concerning MDO.
NATO needs a Bi-Strategic Command
commitment to terminological clarity, as well
as resourcing, which would facilitate joint operations in the space and cyber domains. Just as
a joint force commander should have a subordinate joint force air component commander,

BELOW: The JWC is NATO's premier training establishment at the operational and strategic levels. Photo by JWC PAO.

perhaps a joint cyber or space component
might be a way to enhance Allied joint ability
to conduct multi-domain operations. However,
maybe not by owning a capability, as space and
cyber capabilities are nation-dependent, but at
least by identifying joint force commander requirements for operating in those domains.
Ultimately, implementing multi-domain
operations, however eventually defined, concerns the whole of NATO. The challenge is to
bring together information to the decisionmakers, preferably in concert with newer technology, which would facilitate their decisionmaking. The better joint operations are led
and executed, the better Allied forces within
the NATO political framework can operate in
all domains. Direction and guidance from our
civilian political leaders is the beginning, but
they must also have a common understanding
of terms, which should be NATO-agreed in
their definition.
Therefore, a draft definition of domain
and multi-domain operations is fundamental. Having a common understanding of the
theme of countering the proliferation of new
commercial technology, while simultaneously
improving interoperability, would also develop
NATO's warfighting capability in the spirit of
the NWCC and DDA.
The JWC, in this sense, is a good testbed
for the experimentation and implementation
of any forthcoming NATO concepts for MDO.

The JWC's Integration of MDO

The better joint operations
are led and executed,
the better Allied forces
within the NATO political
framework can operate
in all domains.

The JWC stands ever ready to assists with the
delivery of tailored exercises to implement,
and experiment with, the simulated conduct
of operations in multiple domains. Compared
to a national military exercise, where defeating another nation's military to achieve a specific military end-state in support of a national
strategy is the norm, the JWC-directed exercises have a more comprehensive aspect.
The exercise scenarios incorporate operational dilemmas resulting from realistic
political, economic, social, and cultural considerations and end-states. The Centre's joint,
operational-level exercises incorporate the
traditional physical domains, and the newer
NATO recognized domains of space and cyber to collectively train joint commanders and
their staff members in relevant command and
control in joint operations.

►►►
The Three Swords Magazine 37/2021 93

NATO AND MULTI-DOMAIN OPERATIONS IN 2021

Joint Intelligence, Surveillance
and Reconnaissance (JISR)
Alliance Future Surveillance
and Control
NATO Airborne Early
Warning and Control
National Capabilities
Alliance Ground
Surveillance
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“Once, MDO is
defined in NATO,
the JWC can look
at how to best
implement them
in a setting,
scenario, and
content, for our
world-class
comprehensive
exercises.”
Any staff officer in the joint headquarters of the NATO Command Structure or
NATO Force Structure understands the complexity of command and control of forces to
achieve an operational end-state in line with
Allied strategic objectives. If you take a com-
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mander or staff officer in the Allied Joint Force
Command Brunssum and put them in NATO
Rapid Deployable Corps-Spain, or vice versa,
the officers would be able to work together
effectively by speaking the same operational
language. This is what the JWC can continue
to provide for the Alliance in a comprehensive
manner, while still addressing the challenges
presented by the various concepts of multi-domain operations. The JWC does this thanks to
clarity in its foundational documentation, the
Bi-Strategic Command on Collective Training
and Exercise Directive 75-3, the Allied Joint
Publications, and the Allied Administrative
Publication (AAP)-6 NATO Glossary of Terms
and Definitions. In other words, terminological clarity is necessary.
Thus, MDO in NATO requires a topdown definition for the best implementation.
Until this is achieved, the JWC exercises and
the real-world NATO operations will continue to meet the challenges in a world where
the harsh realities do not stand still. Likewise,
military officers will continue their rotations
in, and joint operations will always be needed,
preferably creating training exercises with nowin Kobayshi Maru-like scenarios.4
In JWC-led exercises, a joint force commander faces operational dilemmas, which
bring together all of his joint forces in a manner that addresses the operational challenge at

hand. This is harder than it looks to a person
without experience in joint operations, especially in an international alliance. For anything
NATO might define as multi-domain operations, our current five domains recognized in
NATO is a starting point.
Once, MDO is defined in NATO, the
JWC can look at how to best implement them
in a setting, scenario, and content, for our
world-class comprehensive exercises.
For now, as my previous article on MDO
has reinforced exchanging ideas with ACT and
Allied partners, it becomes necessary to implement the results from the discussions into the
JWC-directed exercises. Should the unthinkable happen, it will be even more necessary for
Allied military leaders to understand joint operations, how best to plan and conduct them,
and how they relate to the domains (as NATO
has accepted them), in order to be as interoperable as possible.
The J3 is where the direction of operations comes together in a joint staff. The collective training of such a staff at the operational
level is something the JWC-directed exercises
provide in a comprehensive manner to NATO
joint headquarters. Future exercises, like
STEADFAST JUPITER 2022, can help NATO
military officers better understand how to
conduct joint operations in different domains,
and provide the intellectual stimulation, which
would contribute to a needful terminological
defining of MDO for the Alliance. 

ENDNOTES:
1

TRADOC Pamphlet 525-3-1, The U.S. Army in MultiDomain Operations 2028, 6 December 2018, vi., 1.

2

Gwon, Yi Se. Operationalizing Joint All-Domain
Transformation, May 26, 2021. https://www.ausa.
org/publications/operationalizing-joint-all-domaintransformation.

3

Saur, Hubert. Multi-Domain Combat Cloud: A Vision
for the Future Battlefield, p.112. 7-9 September
2021 Read-Ahead for Delivering NATO Air and Space
Power at the Speed of Relevance, www.japcc.org.

4

The Kobayashi Maru scenario is a deliberate no-win
situation displayed in the opening scene of the 1982
motion picture Star Trek II: The Wrath of Khan. It
has become a pop cultural reference in the United
States since then.
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Q: How would you define diversity?
A: As both people and policy recognizing
and cultivating individual differences.
We asked the Commander and nine staff members at the NATO Joint Warfare Centre
what role they think diversity plays in terms of service, culture, and leadership. In the pages
that follow, their multiple perspectives paint a varied and positive picture.
Brigadier General Douglas K. Clark
Paul Sewell • Sarah Denieul • Inci Kucukaksoy
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“The path to breaking us out of our rigid
thinking patterns is not always smooth.”

PAUL SEWELL
Organizational Development

STOP!
We would like you to answer an easy
question. Read the following first, the question
is coming.
Every moment our attention is influenced and distorted by our own internal biases
and mental filters. Our mind makes quick, almost automatic decisions, which shape what
we see and experience in the moment.
For example, when we scan the headlines in a magazine, our minds quickly assess
for value, for what to read and what to ignore.
The downside is that these mental filters are
limiting, and rarely show us something new,
something different, or something which
could foster growth and development. These
biases are like an internet algorithm showing
us only what we have seen before.

SARAH DENIEUL
Gender Advisor

BRIGADIER GENERAL DOUGLAS K. CLARK
U.S. Marine Corps
Deputy Commander and Chief of Staff

So, here is the question. Are you able to
see through your own mental filters and automatic or unconscious judgements, and read an
article on, say, diversity? Admittedly, the term
diversity has not always received good press.
Perhaps this is because we have had neither
choice in its implementation, nor discussion
about its benefits. Diversity has sometimes been
the sour little pill we have had to swallow without knowing that it is the vitamin about to energize our environment, and invigorate our lives.
One reason behind the resistance to diversity, and other similarly important topics,
may be that they are often delivered in monologue designed to tell us what to believe and
how to respond. This is unfortunate because
diversity, as a topic, thrives in dialogue. In-

deed, dialogue gets us to the heart of diversity
allowing us to broaden our worldview by listening and talking with others and embracing
the value of difference.
So, in the spirit of dialogue, the following articles are part of a broader package on diversity. Rather than an academic paper on the
topic, this section has a series of short interviews with different staff across the Joint Warfare Centre (JWC). These are a small portion
of the people that make up the Centre's "One
Team". Read their take on diversity across the
themes of leadership, service, and culture.
If you have read this far, congratulations! Now keep reading to be a part of these
reflections and discover why diversity really is
the strength of our NATO Alliance. 
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THE GOLDEN RECORD
NASA VOYAGER 1 AND 2
The Voyager message is carried by a phonograph
record, a 12-inch (30.48 cm) gold-plated copper disk,
containing sounds and images selected to portray the
diversity of life and culture on Earth, communicating a
story of our world to extraterrestrials. Photos by NASA

What does diversity look like to
you? How would you define it?
Douglas K. Clark: I love the feeling of walking
into a room filled with different people. I think
it is human nature to notice people who are
different from yourself. By different I do not
mean people who look different, because you
can look different, but still think in the same
way, and that is not what diversity is about.
When attempting to define diversity, the word
"setting" comes to mind. To me, diversity is,
therefore, a setting in which a group of people
has a variety of styles and ideas. There would
be even more diversity in this setting if the
people are from different social backgrounds
and of different genders. I believe that a setting that aggregates thoughts, concepts, and
designs from people from a range of different
backgrounds produces true diversity.
Paul Sewell: I understand the typical definition of diversity, nevertheless my personal
definition is that diversity is a positively loaded
word and appreciating everything around me
that is different to who I am. In other words,
the people I meet, the ideas we discuss and develop, the books I read, the news I follow, and
so on, constitute what diversity means to me. I
like to ask myself how each of these helps me
become better.
Sarah Denieul: I spent a good part of my formative years in an environment where the
simple diversity of colour and ethnic origin
was not only rare, but barely tolerated, and
definitely not embraced. Several decades later,
diversity — for me — still begins, to a certain
extent, in that room full of people who look
different and are loving it! In my opinion,
looking different leads to being different, but
this is just one of the many indicators that
point towards diverse life experiences, lead-

ing to diverse perspectives, and in turn, to diverse thinking and behaviour. I would define
the concept of diversity as understanding that
each human being is different. Diversity recognizes these differences, respects them, explores
them, supports them, and actively seeks them
out. Diversity accords equal value to individuals, and to our infinite differences. Gender, nationality, ethnicity, sexual or religious orientation, social background, education, disability,
age, and more, make each of us unique beings.

Why is diversity important and
valuable to you?
Paul Sewell: The more exposed you are to different voices, thoughts, and perspectives, the
more flexible and adaptable you become. If this
happens to a group of people, that group will
be defined as diverse. In my view, an individual
view is always limited until exposed to other
perspectives that adds more pieces to the human puzzle. There is a caveat to this thought,
and that is that the value you get from being
exposed to diversity depends on your attitude.
Your attitude is always acts as a filter that colours your experience, and if you see the value
that diversity can give you, then the experience
is unlimited.
Sarah Denieul: Diversity is important to me
personally because it is people-based, it values
difference, and fosters inclusion. Inclusivity
advances values that I care about such as respect, acceptance, tolerance, caring, empowerment, curiosity, and partnership. I am looking forward to the rolling out of the Insights
Programme at the Joint Warfare Centre, which
seeks to further capitalize on our diversity,
helping us to play to our strengths and to those
of others, and to learn how to enjoy teaming
up with those whose approach is different
from ours.

Douglas K. Clark: NATO is a political organization that must maintain a military capability to
defend its Allies. Diversity through new and innovative ideas is important and valuable. It gives
our organization more opportunities to outwit
and dominate, for example, modern battlefield
threats, such as information and cyber warfare.
By bringing more solutions to the table, we will
be in a better position to choose the right one.

Why do you think diversity is
beneficial to your organization?
Douglas K. Clark: Diversity is beneficial to the
Joint Warfare Centre because our mission is to
deliver collective training and warfare development to NATO commands in order to make
those commands and the entire Alliance better. Our approach is built on a culture of respect and professionalism, enabling curiosity,
innovation, and cooperation. We don't need
diversity — we demand it! That is how we will
meet those requirements.
Paul Sewell: No one has a monopoly on the
truth, particularly within NATO, where consensus is a core tenet of our existence. Therefore, diversity is not only beneficial but essential. Particularly in a military organization
where we are trained to comply with the chain
of command, we should be concerned when we
no longer hear dissenting voices. Having said
that though, the path to breaking us out of our
rigid thinking patterns is not always smooth,
and it is common to see reactions of skepticism and hostility in the face of unexpected
change or challenges. Managing diversity can
get messy if organizations do not consider
issues of power, inequality, politics, history,
culture, and lived experiences. The fact is that
the world continues to change, and the norm
is diversity in many places today. Tapping into
diversity is, therefore, a valuable enabler.
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Sarah Denieul: Training and developing warfare in preparation for the constantly evolving
and ever more complex face of conflict requires
innovative and agile thinking. This thinking is
generated by the coming together of a diverse
set of people with their different experiences,
angles of approach, and ways of thinking. In
this respect, I think diversity must be the Joint
Warfare Centre's absolute best asset, as it allows
for an energetic, positively disruptive and open
environment that enables the organization to
adapt, remain at the top of its game, and respond to the needs of those we train. In summary, this is us together, in all our diversity,
making NATO better!

When did you realize diversity
was important in the workplace
during your career?
Sarah Denieul: I don't really remember any
particular defining moment in my working
life when I realized that diversity was essential.
However, in recent years, I can think of several
instances at the Joint Warfare Centre, when I
have been reminded that diversity is good for
all business, not only for our core tasks as mentioned before. Two examples are the "Vision
2025" workshops, which have sought and valued the experience, opinions, and ideas of the
whole organization in order to initiate change
and adapt to future needs. The "One Team"
workshops have, for years now, provided space
for teams to discover and appreciate their individual differences and interdependencies in
order to work better together.

clash, then it was often a misunderstanding
rather than malice. Curiosity is vital! Later in
my career, as I started with NATO, I learned
many other ways in which we constitute a diverse workforce. For instance, there is diversity
in our services, our military forces, civilian
staff, and gender. Moreover, having worked in
NATO for over 16 years now, and as I get older,
I am becoming more aware of generational differences too, which is also an asset.

How do you think the Alliance
should embrace and harness
diversity?
Douglas K. Clark: I think the Alliance embraces
and harnesses diversity starting from the top,
that is of each command's leadership. Initially,
all officers and enlisted leadership must share
the fact that each individual is unique. Moreover, we need to continue to recognize individual differences as a source of strength in our organization. Every NATO command acknowledges
that race, religious beliefs, ethnicity, gender, and
other means of differentiation provide opportunity to the Alliance. Every member of the Alliance must know that discrimination of any kind
is not acceptable or tolerated. That is the easy
part. The hard part is the next step, where each
NATO entity solicits and captures new thinking and innovation from every member of each
command to capitalize on our diversity of ideas.

Sarah Denieul: With a pool of 30 nations and
more partners, a mix of civilian and military
personnel from different services, and the
regular rotation of military leaders and staff,
the Alliance is practically defined by diversity!
But, is the Alliance able to galvanize and nurture its innate diversity enough to achieve that
different, innovative thinking that keeps it fit
for purpose in today's world? For example, are
some nations under-represented in our military and civilian bodies? Are native English
speakers the ones who, more often than not,
take the floor? Language should be an inclusive, rather than an exclusive tool, or a barrier to having your voice and ideas heard. The
"NATO Gender-Inclusive Language Manual"
is a step towards ensuring that everyone feels
equally involved, valued, and accountable. Do
we have a balance of men and women across
our headquarters and across rank and grade?
Can we recommend that nations promote a
better gender balance in the military they send
to NATO? Do our civilian recruitment packages and remote working policies attract single
parents or young professionals? COVID-19 has
forced an acceptance of teleworking. Could this
be a solution moving forward to recruit and retain the diverse people we want and need?

THE JOINT WARFARE CENTRE
(JWC) VISION

Douglas K. Clark: I believe the value of diversity really resonated with me in 2009-2010,
when I worked at the NATO International Security Assistance Force (ISAF) Headquarters
in Kabul. With 48 nations working together,
I witnessed true diversity where intelligent
people provided great ideas from a myriad of
backgrounds, all unified by the same cause.
Paul Sewell: I was lucky to start my career
in international education. The scholars were
from over 60 different countries, which meant
that I was exposed to 60 different perspectives over time. This helps you understand,
and eventually appreciate that if there was a

Creating and maintaining a command climate
that is open and rewarding to new thoughts,
concepts, and designs from people from a range
of different backgrounds will provide the diversity the Alliance demands.

The JWC drives the delivery of collective training
and warfare development at the operational
and strategic levels. We are NATO's trusted
advisor bridging Operations and Transformation,
underpinning NATO readiness and future capability
development. The JWC attracts and develops
the most capable staff, both permanent and
augmented, based on a reputation for excellence
built on a culture of professionalism, curiosity,
innovation, and cooperation.
Vision 2025 workshop
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JWC "One Team":
the CIS experts

THEMES:
LEADERSHIP, SERVICE, CULTURE
"I think diversity within organizations leads to a
greater acceptance of differences all around."
Helena Potter
"Communication and getting to know each other
are essential to avoid problems."
Colonel Peter Teeuw

Paul Sewell: Embracing and harnessing diversity are two very different things in my opinion. I don't think you can really harness diversity until you have embraced its value first.
What I do see is that there are lots of efforts
and initiatives on individual aspects of diversity, especially culture and gender, but no overarching principles or approaches to embrace
all kinds of diversity. We also need to focus on
understanding psychological and cognitive diversity, especially within our teams. These are
very important for getting the most out of our
people. You can have two people who are from
the same service, culture, and gender and still
be completely different from each other! This
is why I am really excited with the work we
are now doing at the Joint Warfare Centre on
examining the different working styles within
our teams and how we can harness these differences. We are surrounded by more diversity
than we realize. We just need the eyes and ears
to be open to it. 

"The JWC achieves its mission successfully,
because we are a diverse workforce."
Rear Admiral Jan C. Kaack
"A diverse group of people tends to look at a
problem from all angles."
Chief Petty Officer Matthew English
"Unconventional warfare requires
unconventional approaches."
Captain Tom Robertsen

"Culture is so much more than national culture."
May Linn Bie

ONE TEAM

"It is important that the leadership of every
organization takes the value of respect seriously."
Major Melissa Sawyer

"Diversity is a strength that is preferred
over marginalization."
Colonel Flavio Lauri
"Be polite, appreciate others, and learn
from the differences."
Lieutenant Colonel Stefan Kuehling

WATCH the
Interview

"We usually tend to think that we are at the
centre of the universe."
Commander Robert Mikulski
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I. LEADERSHIP

Rear Admiral Jan C. Kaack
German Navy
Commander

How would you define your leadership style?
- As you might have realized already, I am a
devotee of German-style mission command,
which was invented to take account of the ever-growing complexity on the battlefield, and
the understanding that a military leader cannot "control" everything. Instead, this concept
stands for trust. Trust of the leader in their subordinates that they will use their "freedom of
manoeuvre" to the best of their abilities within
the boundaries of a given intent, and trust of
the subordinates into their leader that they will
stand in front of them regardless of the force of
the wind that is blowing against them. This all
requires a positive attitude towards your people, and the will to encourage them to try and
test their ideas, a "fail-safe environment", and
the acceptance of risk that learning requires. I
personally enjoy working in an atmosphere of
"making-things possible". Why should anyone
of our One Team accept less for themselves?
Such an atmosphere has been the foundation to develop — together — the JWC's Vision 2025 and its innovative approaches, and
has always inspired me to self-improve, think
outside the box, and be innovative. And all that
with a good sense of humour.
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What sources, texts, and experiences have
helped you develop as a leader, and why?
- I had the pleasure of being able to experience
the beauty of leadership since I was a young
scout leader at the age of 13. What I learned
there over the years definitely primed my skills
that I would have later needed in commanding fast patrol boats in the transitional Cold
War times, ships and maritime task groups, a
flotilla, or lastly, the Joint Warfare Centre. In
fact, throughout my life, I have done my best
to learn from others through observation and
communication. And, as every personality has
a different approach towards other people, there
were really bad examples, but also those that
inspired me. Reading has always been a part of
this "observation" and helped me tremendously
to sharpen my own approaches as it gave me
the opportunity to extract principles from the
examples of other leaders, and to see how they
applied themselves and their talents. Especially
in the domains of "leading by example", "look
at your crew", "don't leave anyone behind", and
"don't take yourself too seriously", just to name
a few. Furthermore, and especially in command,
one should always be open to direct feedback
on you, your ideas, and your decisions from the
people you work with every day. I have always
enjoyed this — but you need to find those who
dare to speak up. The higher in rank you get,
the harder it becomes to receive real (and sometimes hard) feedback. But without it, you cannot develop further. Having said this, I believe
I have been very fortunate to have great teammates, who dare to speak up and share their
thoughts with me, be they the different command master chiefs that I had the pleasure of
working with, friends, or my military assistant,
and aide-de-camp. The toughest feedback, the
most honest and blunt comments though I have
always received from my family. Thank God!
How do you, as a leader, seek out diverse
perspectives and what value do they bring?
- As such, diversity offers different perspectives
on our life, our business, our thinking, and our
approaches to challenges. Sitting together on a
daily basis with different nationalities, cultures,
and genders, and discussing the challenges of
the day and tomorrow ensures that a multitude
of different perspectives are considered, which
ultimately makes our own decisions more encompassing and better. The JWC, with its One
Team Programme, achieves its mission successfully, because we are a diverse workforce. I fully
embrace that approach, and do think that further investing in our new Insights Programme
will make us even better in understanding,

appreciating, and exploiting our own diversity.
Thus, it will help us achieving our goal, which is
that "Together! We make NATO better!"
Have you ever experienced any leadership
challenges due to a diverse work environment?
- From my own experience in the German
Navy, I can tell you that opening-up the navy for
female personnel definitely challenged the organization as it did with many other military organizations. Pregnancy, paternity leave, different
behaviours — all was new, and many were not
willing to accept the change, and thus exclusively focused on the new challenges. Challenges
and opportunities however, go hand in hand,
and it is the leader's responsibility to make the
opportunities prevail. Thus, when "we" became
pregnant, it was clear for me that my wife and
I needed some kind of "fair share". Why? Because I had married a wonderful woman, who
also had a career with a bright outlook in the
Navy Medical Corps. Thus, I chose to take my
share of paternity leave, which had just recently
been made available within the forces. Another
reason was that I felt I had to set an example as
a well-trained young officer, so that my fellow
sailors would also dare to take their due time. As
the first general staff officer who chose to take
"paternity leave" my superiors guaranteed that
this would be the end of my career — which it
obviously was not.
Can you please explain, as a leader, your
thoughts on affirmative action with regard to
achieving diversity?
- At the end, it is the leader's task to promote
their leadership beliefs. Organizations are always somewhat reluctant to change, and might
need a little push from time to time. Affirmative action in that respect can provide that
push, but needs follow-up action to make its
effects long-lasting and help to make better use
of the then diverse workforce and its potential.
When I had the pleasure of commanding my very own frigate in the early 2000s, I
realized that the Navy was not really seeing
the advantages of a more diverse working environment on board their units. This resulted
in female sailors being sent in small numbers
of one or two, or in my case seven, in a crew of
over 240, and obviously, the imbalance created
many challenges. In fact, research from other
navies showed that challenges become opportunities when you reach a certain percentage of
diversity in any given organization. When we
finally achieved this in the German Navy (after
applying quite some affirmative action), results
immediately improved. 
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Helena Potter
Financial Controller
Office of Budget and Finance

“

My primary leadership style would be to always
strive to be an enthusiastic, forward-looking,
inclusive, and supportive leader. However, I am
also conscious of the need to adapt my leadership to the context, to each situation, and to the
team I am leading. For example, in a normal
situation, I would involve and consult the team
on most matters, but in an emergency, where
more rapid decisions are required from me, I
can be more directive in order to create a clear
plan of action. Adopting a 'chameleon' type of
approach is also part of my leadership style, in
that I use my values to guide my actions. I endeavour to lead the way I would like to be led,
staying mindful that different members of my
team might have different needs.
The executive MBA that I did in my early
30s has given me a good leadership foundation.
I found that learning from fellow students fosters deeper understanding of the material and a
positive attitude toward what we were studying.
A book that really inspired me back
then was Leading Change by John P. Kotter, as
it armed me with the tools I needed to lead my
team through a difficult period of a companywide reorganization. A couple of years later, my
boss at the time embarked his leadership team
on a personal development journey, which

meant taking a week out every quarter during
a year to do a retreat somewhere in the Swiss
mountains. As part of this project, we got a long
list of books to read, which included titles such
as The Alchemist, The Art of Happiness, The Four
Agreements, The Art of War, How to Win Friends
& Inspire People, The 7 Habits of Highly Effective
People etc. His idea was that in order to become
better at leading people you first need to lead
yourself (take charge of your self-development).
For me, having a diverse perspective is
essential when leading diverse multinational
teams. You have to keep an open mind to other
people's beliefs and cultures. Sometimes it
means agreeing to disagree. Moreover, I find
the best way to keep an open mind is by reading widely, listening to different talks, podcasts,
conferences, and keeping up to date on what
is happening in the world and in your areas of
interest. I like the idea that I will continue to
evolve as the world around me changes, i.e., my
opinions, my certitudes, and the way I tackle
situations, and that I am able to adopt different
mindsets. Diverse perspectives on various topics help nourish new ways of looking at things
and can lead to paradigm changes that bring
leaps forward.
Most of my career I have been the only
woman in the leadership teams I have been
part of. Those have been non-gender diverse
environments at the top of the hierarchy. This
said, I rarely felt left out or less part of the team,
and in terms of nationalities and cultures, they
were all diverse teams. I think diversity within
organizations leads to a greater acceptance of
differences all around.
I can imagine though that it can be hard
for someone who has never worked in a diverse environment to start doing so without
preparation. The challenges I have faced have
been with external entities from homogeneous
environments, and who were consequently not
used to dealing with diverse teams.
An example was when I was leading a
procurement process for a new multi-millioneuro billing system, and the vendors sent all
male teams to pitch. I found it hard to get the
lead salesperson to address me directly and
maintain eye contact. Despite being the most
senior person and the decision maker in the
room, they would consistently address my
male deputies. After this, I made sure that having diverse sales and leadership teams was a
criterion for selecting vendors, incorporating

this criterion in a solution requirements brief.
I am in favour of affirmative action, as
I find that change is too slow if you wait for
people to become more accepting of diversity
and go outside their comfort zones. However,
I see it as an intermediate step that will allow
organizations to reap the benefits of diversity
faster. In due course, mentalities will evolve and
implementing diversity will be seen as a matter
of normal working practice. In other words, affirmative action will be a thing of the past." 

Chief Petty Officer
Matthew English
British Navy
Former Head, Shared Admin

“

As a leader, I normally switch leadership styles
depending on changing requirements of organizations and employees. At the JWC, I am
surrounded by individuals who have a great
deal of experience that I can 'tap into'. This
generally means that I have the confidence in
my team being able to take an active role in
the decision-making process. In other words, I
can expect the 'troops' to share their ideas and
opinions, despite the Branch Head retaining
the final say over decisions.
At a later stage in my career, I was introduced to the academic side of leadership with
Maslow's hierarchy of needs establishing what
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humans need and what drives and motivates
them. This basic source led me to understand
how mutually beneficial relationships and
positive environments are conducive to work,
which is something that we all want. I think we
can all cite good and bad leaders from our own
experiences, and I have tried very hard not to
turn into the bad leader that I have had the displeasure to work for.
The definition of diversity is illustrated
very well in NATO with the inclusion of people from a range of different social and ethnic
backgrounds, and of different genders, sexual
orientations, etc. The JWC benefits from this
practice with a diversity of talents, which enables a broader range of skills among employees. With diversity of experience and perspectives come strong and sustainable results. I find
that it is important to encourage contributions
from everyone in my team, even from those
who are less vocal of nature. The solutions of
a diverse group of people are more durable, as
they tend to look at a problem from 'all angles'.
The aim of any workplace is for its employees to work together towards a common
goal. The organization must embrace personal
differences, ensuring a transition towards a
more inclusive workplace. At the heart of this
transition is the common enemy: change!
Many times, I have witnessed employees react
to changes, sometimes with outright rejection
and protests. Whatever the problem may be,
the management needs to help the employees
adopt the changes with the minimum amount
of hassle. I believe that diversity in the organization is already an asset. Nevertheless, we
should continue towards balancing diversity
within the organization too. An equal opportunities policy allows a step towards managing
diversity by providing employment without
fear of discrimination. I can do my part, and
that is: as a leader, I can treat everybody fairly.
However, this key principle is sometimes forgotten within high pressure and demanding
business environments.
All people are valuable and deserve to
be treated respectfully. A leader who practices
fairness promotes harmony, good will, and a
sense of equity among colleagues. In addition,
a good leader seeks to gain as many perspectives as they can. Simply put, I believe affirmative action with regards to diversity is about
fairness, not only in the workplace, but also in
life in general." 

II. SERVICE

Captain Tom Robertsen
Royal Norwegian Navy
Director of Management

What are the core values of your military
branch, and how do these values differ from
other branches?
- My affiliation is with the Navy, but I have
served most of my career in the Norwegian
Naval Special Operations Command. Why do
I start with this piece of information? Armies
and Navies have historically established units
to solve those "odd tasks" that either did not
fit the classic definition of their branch, or the
mission profile simply was assessed too risky,
or could cause more collateral damage to either force. This also applied to the Norwegian
Naval Special Operations Command (Marinejegerkommandoen), which was established in
the early 1950s. So, while I will claim that my
values are different from those who remained
in the Navy, it is, nevertheless, the Navy culture
that defines my core values as a member of the
Special Operations Command. Remember that
special operations is not a branch on its own,
but, in warfighting terms, I will argue it is.
Hence, I claim I am different from the regular
branches, but my Navy background has heavily
influenced how I define my values to this day.

Are there aspects of special operations that
are misunderstood by other forces?
- Special operations versus conventional forces is a small versus big brother, or sister, analogy. Operationally, special operations missions
are conducted by the "few and brave". Obviously, for a small team conducting a high-risk
mission, competency of each single person is
critical. The team is as strong as the sum of all
its components. In other words, everybody's
voice needs to be heard, an attitude that often
clashes when we are cooperating with conventional units. Additionally, conventional units
would normally have a completely different
mindset for everything from hierarchy to staff
process. Unconventional warfare requires unconventional approaches, and for that, you
need unconventional people. The clue and way
forward is to accept the others' perspective.
What mindsets and values of other services
have you benefited from?
- For years, Norwegian Naval Special Operations Command was subordinated to the Navy's
submarine flotilla. I like to think that the way
the submarines operate, and the missions they
solve, are very similar to those of special operations units. Stealth, silence, risk, small team,
team competency, flat structure are all common
traits that ultimately create mindsets and values.
When working together with submarine missions, I believe this common mindset improves
chances of mission success, at least on forming
a joint team.
How has your service embraced the value of
diversity in the past, and where is there still
room for improvement?
- Six to seven years ago, the Norwegian Naval
Special Operations Command was organized
outside its parent service. Throughout NATO
you see a similar development. Due to my affiliation within the Navy, I have to move back
and forth between the conventional and unconventional world, which allows me to look
at things from a wider perspective. Moreover,
I can also promote the ideas I value from my
background into a conventional world that often misunderstands, or even dislikes, "unconventional" people — our toughest warriors. 
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Colonel Flavio Lauri
Italian Army
Programme Director 2

“

I believe that every soldier, regardless of the
uniform they are wearing, embraces and shares
common values. In my opinion it is the common traits of each service that make it unique.
This is also true within the Army, where each
unit has its assigned role carried out by a diverse team.
When I joined the Military Academy in
1985 to join the Italian Army, I found an environment that really appealed to me, and where
I felt a sense of belonging. In other words, the
Italian Army really suited my character and
personality, as it allowed me to grow while
working for the collective good. 'Una acies',
which is the motto of one of the eldest and
most prestigious military institutes, comes
from Latin and means 'one host'. Its deep ethical and moral meaning explains the basic value
of being a soldier in the Army. In other words,
'a thousand soldiers, one heart'. Being a soldier
in the Army brings with it the military tradi-

tions of crafting weapons, a tradition, which
goes back 2,500 years to the classical Hellenistic period, where citizen-soldiers (hoplites)
represented by free citizens were armed with
only spears and shields. The military organization of the Roman Empire was made up of first
centuriae, then century cohorts, and also support staff organized in contuberniums.
These organizational concepts illustrate
the importance of belonging to a unit. The success, glory, and very survival of your unit depend on loyalty, the sense of duty, dedication,
courage, contribution of each fellow member,
and trust in the brothers and sisters in arms. The
soldier is the Army's most important weapon,
and their physical, intellectual, and moral solidity constitute the core of the entire organization
and discipline: The strong sense of discipline
that you manifest with the strength of cohesion
and the sense of belonging to one's own unit,
generated by extreme trust in our brothers and
sisters in arms — this constitutes the hallmark
of belonging to the Army.
While respecting the characteristics and
specificities of other services, I see them as elements of the military organization that looks
at the military as a field of development of scientific research and technological evolution as
opposed to emphasizing the central role of the
soldier, their physicality, and the importance of
a physically fit and robust force.
In my 36 years of experience in uniform,
I have witnessed how my service has become
more inclusive, and I have also made my contribution to this increased willingness to give
everyone an opportunity and to recognize the
added value of diversity. Diversity is key to every organization that works on solving complex problems in society. Being inclusive is also
about knowing how to communicate our values
to show others how diverse we are.
Considering everyone, and recognizing
the genuine effort that each one of us makes in
safeguarding and following the fundamental
principles are important to promote inclusion
effectively, and treat diversity as a strength that
is preferred over marginalization." 

Major Melissa Sawyer
United States Space Force
Head of the Wargaming Branch

“

Established on December 20, 2019, within the
Department of the Air Force, the United States
Space Force (USSF) is in the process of developing its own core values. Until the values are
released, the USSF is keeping as its foundation
the United States Air Force (USAF) core values:
Integrity first, service before self, and excellence
in all we do. The value of excellence is unique
to the USSF and USAF among the U.S. Military
Services. For me, living the value of excellence
means that I am professionally obligated and
morally responsible to always strive for my best
performance and search for innovative ways
to accomplish the mission. This value fuels my
drive to seek out educational opportunities, stay
in shape physically, mentally, and morally, and
enhance my professional competence.
Given the Space Force's recent establishment, the main question I get is, 'why does
the U.S. need a Space Force?' The integration
of space systems into our daily lives and our

“Diversity is key to every organization that works on
solving complex problems.”
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economy means they are essential to the security and prosperity of the U.S. and its Allies. China and Russia are both developing counterspace
capabilities that could disrupt or destroy spacebased assets, so we need a service uniquely positioned to deter and defend against those threats.
That service is the U.S. Space Force.
Right now, the budding service of
6,400+ personnel is mainly comprised of
transferred Air Force members like me, but the
Army, Navy, and Marines have also transferred
in around 400 personnel. This service diversity
is so important that it is built into the Space
Force's Delta symbol through four bevelled
elements that symbolize each of the military
services supporting the Space Force mission.
Beyond incorporating personnel from
each military service, the Space Force is also
incorporating aspects of other Services' culture such as the Navy's doctrine of 'command
by negation' and the Army and Coast Guard's
value of respect, which have both helped me
grow as a leader. When a ship is underway, its
commander executes the pre-planned actions
for their vessel but is also empowered to act
on their own initiative rather than needing
permission for every action from their superior. Leading with this mindset fosters trust
and enables faster, lower-level decisions; both
of which are necessary for the Space Force to
generate advantage in competition or conflict.
Likewise, it is important to build teams
in which members respect each other and treat
each other with dignity. When leaders do not
uphold the dignity of the human person, it undermines their credibility and can affect their
reputation. It is important that the leadership of
every organization takes the value of respect seriously. Betrayal of such an important value also
undermines unit cohesion, so living my Army
and Coast Guard brethren's value of respect is
non-negotiable from my perspective.
I look forward to serving among such a
diverse team, just as I do here at the JWC, as
we fuse the best aspects from every military
service into the values and culture of the U.S.
Space Force!" 

Commander Robert Mikulski
Polish Navy
Concepts, Capability Integration
and Experimentation Branch

“

I would like to turn the question, 'what sets
your service apart from others?' around, and
rather ask what the Navy means to other services. In the 1992 movie A Few Good Men,
Marine Corps Lieutenant Kendrick introduced
the role of the Navy and its competencies in a
descriptive way. 'I like all you Navy boys. Every
time we've gotta go someplace to fight, you fellas always give us a ride.'
We, the Navy, see ourselves as our country's ultimate weapon. The naval ensign of the
Republic of Poland shows the National Coat
of Arms, and the Navy is a key component of
the deterrence system. Of course, one can say
that no matter who we are, we usually tend to
think that we are the most important; we are
sure that we are at the centre of the universe.
That's how I feel about the Navy.
In addition to deterrence and defence,
the naval forces also fill the important social,
cultural, and scientific missions. I think that

the Navy is the best option for presenting a
force capable of responding to an attack. It is
based on what is called 'Flag display' where
we show the presence of the armed forces and
their readiness to take action by responding
with arms to acts of aggression. Due to the
unique opportunities that the sea environment
presents to the maritime forces, the Navy is
one of the most important instruments of influence, not only in the military, but also for
political and economic aspects.
During my years in the Polish Navy, I
served on many ships and participated in rescue operations, some of which involved multinational teams. One standout memory is a
trip around the world on the sailing ship ORP
Iskra. We spent 300 days at sea experiencing
countless situations, maturing, and forming
lifelong friendships. That journey showed us
what we would face during our service.
Another 'sea story' occurred when I was
already an officer and commander. My ship
was on rescue duty and had to save a pilot
who had catapulted over the Baltic Sea. His life
depended on our efficient action. I remember
well the pride of the young sailors when the
crew was congratulated on saving the pilot.
Engaging with different navies from
around the world is a great experience, especially during NATO exercises in support of the
Alliance's naval interoperability. At the JWC,
we achieve interoperability of the NATO Forces
at the operational and strategic levels.
Theorists of the art of war developed a
vision of the future wars, and what they will
bring. Although many things have changed,
some things remain the same in warfare, such
as the strength and value of the Navy, and the
importance of securing the sea lines of communication. In my opinion, the paramount
concern of maritime strategy is to determine
the mutual relations between the Army and
Navy in a plan of war. Simply put, the Armed
Forces defends the interests of the state on the
ground close our home, while the Navy defends the state in maritime areas by keeping
the 'storm' far away. " 

“Engaging with different navies from around the
world is a great experience.”
►►►
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III. CULTURE
multicultural team of eight. When I once challenged the team leader during an informal
morning meeting, he was extremely disappointed. "How could you do that. I thought you
were my friend," he said. To him, being challenged in front of subordinates undermined his
authority and weakened their respect for him.
Can you think of any mistakes that have been
made because of people ignoring culture?
- When ignoring culture, people can get upset, offended, or even angry. Communication
and getting to know each other are, therefore,
essential to avoid problems. Often, we skip this
stage due to lack of time.

Colonel Peter Teeuw
Netherlands Army
Head of the Opposing Forces Branch

When did you first notice the effect of national culture in your career?
- You don't see the effect that your own culture has had on you until you start working
internationally. During shorter international
exercises the cultural differences in behaviour
might not always be visible. It was only when
I was deployed as a military observer in the
United Nations Protection Force (UNPROFOR) mission in the former Federal Republic
of Yugoslavia in 1994 that I started to notice
our Dutch national military culture. The UN
observers worked in teams of up to nine persons, and never with two officers of the same
nationality. There were 42 nations participating in the UN observer mission, and to my
surprise, the majority of the UN military observer teams had a Dutch officer as deputy
team leader, or team leader. My interpretation
is that the ability to lead an international team
of officers in a dangerous environment was apparently something we Dutch officials did well.
To illustrate the importance of cultural
consideration, I was deputy team leader in a

What have you learned in your career regarding other national military cultures?
- When working as an exchange officer in the
Norwegian Army, I noticed that all Norwegian
colleagues arrived at around 07:45 hrs. and left
around 15:30 hrs. I just came from a position in
the Dutch Army where we worked from 07.00 –
18.00 hrs. At the beginning, I didn't understand
why my Norwegian colleagues came so late and
left so early, until I realized that they shared the
responsibility of dropping off and picking up
their kids from school, as most partners in Norway also have a fulltime job.
What do most people get wrong about your
national culture?
- Dutch directness is often perceived as aggressive, offensive, or even interfering in other
people's matters. However, from a Dutch perspective, being direct is only meant in a positive way. The reason is probably that the Dutch
are known for not being good at reading between lines. In a way we are quite transparent,
and you would easily be able to read us.
How has your own culture affected your perspective while working in NATO?
- Working from home is quite common in the
Dutch Armed Forces, and we have done it for
more than a decade. At the Joint Warfare Centre, during COVID-19, we have seen how this
novel method influenced new ways of working.
Teleworking amid the coronavirus pandemic
required serious internal planning and many
adjustments to our programme of work. 

Lieutenant Colonel
Stefan Kuehling, German Army
Head of the Public Affairs Office/
Media Simulation Branch

“

As an officer candidate, I had my flight training in Alabama. This was also my first stay in
the United States, and I found it interesting
to compare with the German Bundeswehr.
In Germany, service people in uniform were
sometimes verbally criticized in public at the
time, and I remember how much I appreciated
the gratitude that the public felt for the Armed
Forces in the United States.
The culture element is a very important
aspect, especially within our diverse Alliance
with at least 30 different military cultures.
When NATO officials from the different nations bring their own behaviours and expect
others to follow, it can lead to frustration; situations that are difficult to deal with, and a drop
in the performance of a team.
Fortunately, we have the One Team Programme at the Joint Warfare Centre, which is
completed by all newcomers. During this programme, cultural differences and how to deal
with them are brought up and discussed in
plenary, thereby getting to know one another
from the start to prevent cultural barriers.
We Germans may sometimes be seen
as impolite at first because we often express
ourselves in a very direct, concise, and clear
way. In my experience, it may take a while to

►►►
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understand and see this directness as a quality.
When colleagues do learn to appreciate it, they
see that Germans tend to give honest feedback,
which again makes it difficult to misunderstand what is being communicated, and could
in fact make decision-making more efficient.
Colleagues also know that they can always discuss openly and straightforward with me.
Working at the JWC is not my first experience in a multinational environment. It takes
time to gain trust from colleagues in such a
multifaceted cultural environment. I have internalized a simple philosophy: Be polite, appreciate others, and learn from the differences." 

May Linn Bie
Head of the Community Services
Section, Support Directorate

“

I became aware of the effect of national culture
when I started my career in France, and later
in Italy, and Uganda. All of my former workplaces have been multicultural.
I would say differences in national culture became very apparent to me in Uganda
when I worked mostly with local staff. It surprised me to see how important and integrated
religion was in the national culture. This was
also apparent in the workplace. I had, for instance, never seen prayer observed during
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“It was interesting to discover military
culture. I had, for instance, never come
across the term 'Staff Order' before.”

breakfast meetings at work before. I also became aware of tribal culture(s) influencing the
work environment in Uganda. I would say diversity enriches the team, but could also lead
to misunderstanding at times. Ignoring culture can negatively influence communication
and perception. We may unknowingly offend
others, or be unintentionally offended, if we
ignore culture. It can also be a mistake to attribute characteristics to personality and ignore
the culture aspect.
I have had the opportunity to work with
several Koreans and have realized how different the national cultures are. On one occasion,
when I worked with food procurement for the
World Food Programme, I unintentionally
and unknowingly offended a Korean colleague
who had covered my shift while I was on leave.
When I got back, I asked my colleague, in direct Norwegian fashion, how far she had come
in the procurement process in order to know
where I should pick up (i.e., what had been
done and not done). I discovered the Norwegian and Korean approach and way of communicating are very different.
Thankfully, my colleague explained to
me how it had made her feel. It was shocking
to me since I was totally unaware. I remember
trying to politely explain that I had not meant
any of my questions in a rude way or as she
had perceived it. It was a bit awkward when it
happened, but things were good after we had
talked about it, and this incident became a
valuable part of my cultural learning curve.
The fact that I am adopted from Korea,
and grew up here within my Norwegian family,
proves that national culture is something we
learn, and that we also have to make an effort
in order to understand other cultures.

I have learned that in a work environment national culture influences both communication and organizational structure. As
an example, my experience is that the Norwegian private sector companies tend to have
more informal communication and flatter organizational structure, i.e., less hierarchy, than
non-Norwegian organizations I have worked
for. My experience is also that a mix of cultures
enriches the workplace, but requires openmindedness and higher cultural awareness.
I think the Norwegian culture can
sometimes be perceived as a bit unfriendly,
impolite, or too direct. We don't use the word
'please' very much, and we are also more reserved than others. We are also honest in that
we say things in a matter-of-fact kind of way
without meaning to be rude. Personally, I try
to adapt when I speak to other nationalities,
and I probably say 'please' and 'thank you'
more than I would when speaking Norwegian.
I think culture is also so much more than
national culture. For me it was quite a transition and a small culture shock when I joined
NATO coming straight from the commercial,
non-military world. More than national culture, I guess the culture shock was related to
the military world, which was all new to me.
It was interesting to discover military culture
and how it translates in an office environment:
ranks, language, order-based system, etc. I
had, for instance, never come across the term
'Staff Order'!
I am aware that I am influenced by Norwegian culture, but I try to have an open mind
and adapt. I find that being surrounded by
good colleagues here at the Joint Warfare Centre makes it enjoyable to work for a multicultural military organization." 

FINAL WORD

One Team
"The main goal of our organizational development and culture
work is simple: that the Joint Warfare Centre be seen as the
best possible location to get a comprehensive education in
NATO joint operational- and strategic-level training, but also,
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contributes to the safety and security of the Alliance."
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