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EDITOR'S LETTER

DEAR READER,
A lot has happened since the last issue of The Three Swords Magazine. The
Joint Warfare Centre (JWC) celebrated its 15th anniversary on 23 October 2018. The
on-site ceremony honoured the Centre's 15 years of hard work and achievements,
bringing together many flag and general officers, dignitaries from the local community, the Centre's international staff and family members, and the media.
As Public Affairs, we had the privilege of publishing an anniversary book dedicated to the Centre's 15 years, giving insight into how the JWC is deeply relevant to
NATO and to its efforts of Transformation through training and warfare development.
Soon after this special celebration and following the Live Exercise (LIVEX) portion of TRIDENT JUNCTURE 2018 (TRJE18), the JWC marched forward to execute the
second portion—the Computer-Assisted Command Post Exercise (CAX/CPX)—which
was in the planning for more than two years. Both the LIVEX and the CAX/CPX proved
a success. For this issue of The Three Swords Magazine the focus is on the TRJE18
success. We are honoured that the Guest Foreword of this issue is a contribution by
Allied Joint Force Command Naples Commander Admiral James Foggo, who was also
the Commander of TRJE18. Despite his tight schedule he took the time to write.
TRJE18 was NATO's biggest exercise since the end of the Cold War. It was a
strong display of NATO's capabilities and resolve to work together. All 29 Allies participated, as well as NATO Partners Finland and Sweden. The JWC's main role was to plan
and execute the CAX/CPX portion of this exercise, including the development of the
Article 5 scenario which served as the backdrop of the whole exercise. Additionally, the
Centre supported the NATO Media Information Centre in Trondheim, Norway.
The successful planning and execution of TRJE18 CAX/CPX reinforced JWC's
role in training NATO Forces and established the Centre as the key element in future
NATO Warfare Development. Training and warfare development are indeed crucial
for maintaining readiness and interoperability of NATO Forces. Today, the JWC is the
bridge between Allied Command Operations (ACO) and Allied Command Transformation (ACT), training NATO Command and Force Structure headquarters and contribu ting to their ability to conduct full-spectrum joint warfare at the operational level.
Now, we are firmly moving ahead with planning phases for both exercise TRIDENT
JACKAL and TRIDENT JUPITER, the latter being consisting of two consecutive Command Post Exercises, involving nine Nations and 14 Training Audiences, including
Joint Force Command Brunssum (JFC Brunssum) and Naval Striking and Support
Forces NATO (STRIKFORNATO).
It is an exciting time for our NATO Alliance too. In February, the Permanent
Representatives to NATO signed the Accession Protocol for the Republic of North
Macedonia, and on 4 April 2019, the Alliance marks its 70th anniversary.
I would like to take this opportunity to thank all those who contributed in
making this issue of The Three Swords Magazine a special one. Last but not least,
thank you readers for your unfailing support. Enjoy the read!
Lieutenant Colonel Stefan Kuehling
German Army
Chief Public Affairs Officer
pao@jwc.nato.int
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FOREWORD
Major General Andrzej Reudowicz

O

Polish Army
Commander, Joint Warfare Centre

N THE OCCASION of the 15th
anniversary of the Joint Warfare Centre (JWC), we had the
pleasure of welcoming Mr Frank
Bakke-Jensen, Norway's Minister of Defence; Admiral Haakon Bruun-Hanssen,
Norway's Chief of Defence; General Sir James Everard, NATO Deputy Supreme Allied Commander
Europe, as well as many more dignitaries and ambassadors, including the Polish Chief of Defence.
I will remember the 15th anniversary celebrations
of our JWC as one of the highlights of my career.
Since its inception, the JWC has been referred to as the "jewel in the crown" by its parent
headquarters Allied Command Transformation
(ACT), and it has been recognized by both ACT
and Allied Command Operations (ACO) as a first-rate warfare centre
and a source of excellence in the execution of operational-level collective
training. The JWC has earned a great reputation as an organization that
can adapt to changing geo-political realities as well as NATO's military
requirements to operate in a world of changing threats. I believe that our
work here is extremely important because the future of NATO warfighting capabilities depend on, among others, the JWC's delivery of relevant,
threat-based training. Delivering threat-based training is challenging
because the threats are constantly evolving.
In recent history, many of our national forces that support NATO
have been involved in out-of-area, conventional fights with adversaries
that cannot match NATO's capabilities. However, the threats identified
during recent NATO Summits reflect the realities of additional, and in
some cases new, adversaries and battlegrounds. The changing geo-political
challenges we have seen in recent years have placed renewed attention on
near-peer adversaries operating in emerging domains or within disciplines
of growing importance, such as Cyber, Space and Nuclear.
These new threats have resulted in NATO adapting its approach to
exercises and training, addressing the full spectrum of threats from any
direction. Likewise, NATO Commanders are being asked to prepare for
everything from Small Crisis Response Operations to full scale, Major
Joint Operations, involving a NATO country having invoked Article 5 of
the Washington Treaty. Although the threats have grown and the exercise
format has changed, the JWC's core business remains the same, which is
to plan, prepare and execute static and distributed joint, operational-level
training in support of warfare development and warfighting readiness.
The foundation to each exercise is an in-depth scenario that is responsive to a maximum range of Training Objectives. In addition to JWCcreated CERASIA, SOROTAN and SKOLKAN, our newest scenarios, OCCASUS and FIKSO, continue to provide fictitious but very realistic venues
for NATO to explore its most relevant, full-spectrum threats. These sce-

narios are also for the Nations to use in support of
their realistic operational training environments.
Another constant in our exercises is the emphasis we place on preparing Training Audiences
for the planning phase of operations. I think in
terms of mind and body. If the execution of an operation is a set of functions the NATO body carries
out, then I think of the planning phase as the work
of the mind. That is why at the JWC we place so
much worth into preparing the mind.
We must have a mindset of readiness, but
we must also change our approach to knowledge
development, experimentation and cooperation
with outside organizations, including more cooperation and collaboration with the Alliance and
Partner Nations. This sharing of information also
allows Nations to test key concepts. The best recent example is found in
TRIDENT JUNCTURE 2018 (TRJE18), during which Norway tested its
Total Defence Concept. Their example is being followed by an increasing
number of Alliance and Partner Nations, to include the nine Nations in
this year's TRIDENT JUPITER exercise.
TRIDENT JUNCTURE 2018 Command Post Exercise (CPX) was
my last exercise as the "Officer Directing the Exercise" (ODE). This Article
5, Live Exercise/CPX was also NATO's largest exercise since the Cold War,
and therefore presenting a great challenge to both Training Audiences and
the JWC. The significant participation of Supreme Headquarters Allied
Powers Europe (HQ SHAPE) as a complete Training Audience, the participation of the International Military Staff at the political/strategic level, and
the participation of the Partner Nations of Sweden and Finland, as well as
the Host Nations of Norway and Iceland, made it a remarkable training
event and a clear win for NATO Warfare Development.
I am very impressed with the results achieved by all Training Audiences and Exercise Control (EXCON), including the Nations, Centres
of Excellence, trusted agents and senior mentors for their more than two
years of excellent support. Now, we are turning lessons identified into lessons learned to continue our progress in warfare development. In doing so,
our ambition is to produce "evidence for change".
As NATO is approaching its 70th anniversary, we are proud to be
one of NATO's key instruments in Transformation, both militarily and
institutionally, located in the heartland of beautiful Norway. This is my
last Foreword in this magazine, and I want you—JWC's One Team—to
know what an honour it has been to serve as your Commander in support of NATO Alliance. Since I took up command in July 2016, I felt
honoured to serve at the helm of an organization that is at the forefront
of higher training, warfare development, strategic thinking and innovation. You are the reason I look back on my tenure with pride. Thank you
and all the best. 
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EXCLUSIVE
FOREWORD

"I know of no better example of
the sheer scale and credibility of
the Alliance's resolve than Exercise
TRIDENT JUNCTURE 2018."
Admiral James Foggo

Commander, Allied Joint Force Command Naples

T
Admiral James Foggo

HIS APRIL NATO celebrates the
70th anniversary of the Washington
Treaty of 1949. From the very beginning, our defensive Alliance has had
the primary goal of preserving peace
and defending Allies against any threat. Indeed, collective security underwrites our collective prosperity and freedom.
I know of no better example of the sheer
scale and credibility of the Alliance's resolve
than Exercise TRIDENT JUNCTURE 2018.
Our Live Exercise (LIVEX) was indeed
massive, and the act of pulling it off indeed
sent a loud message to the world of NATO's
capability and resolve. With over 50,000 troops
from all 29 NATO Allies, plus Sweden and Finland, along with more than 250 aircraft, some
70 ships and approximately 10,000 rolling ve-

hicles, TRIDENT JUNCTURE 2018 was the
largest NATO exercise since the Cold War.
Because NATO is a defensive Alliance,
we are open and transparent in what we do.
We announced early our intent, and invited
observers from the Organization for Security
and Co-operation in Europe (OSCE). Some
22 from 14 Nations attended. All observers
left clearly understanding this was a defensive
exercise in an Article 5, collective defence scenario-"an attack on one, is an attack on all"with fictional north and south forces.
First and foremost, NATO proved our
Member Nation militaries are interoperable. I personally witnessed the six maneuver
brigades on the ground-all led by different
Nations-training with each other as the scenario and scripting unfolded. Each had unique

►►►
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"FIRST AND FOREMOST,
NATO PROVED OUR
MEMBER NATION
MILITARIES ARE
INTEROPERABLE."
— Admiral James Foggo

U.S. Navy Admiral Foggo at Værnes Air Station, Norway.
Photo by Torbjørn Kjosvold, Forsvaret

equipment, but both equipment and training
matched NATO standards, which we have developed and enhanced for decades. Allied Land
Command and the 1 (German/Netherlands)
Corps orchestrated this land maneuver brilliantly, supported by Allied Air Command.
In what came as a surprise to exercise
planners, my Nation contributed the aircraft
carrier Harry S. Truman, its air wing and strike
group ships. In stride, Naval Striking and Support Forces NATO (STRIKFORNATO) took
command and control of the Truman strike
group, seamlessly integrating it into the fight.
It was magnificent to see this remarkable maritime force train against the force led by Allied
Maritime Command.
But preceding and following the action,
came a remarkable feat of military mobility:
getting the troops and equipment into and out
of Norway and the surrounding area.
Since the time of Alexander the Great,
we have studied the art and science of military logistics, and pontificated about its importance to the fight. TRIDENT JUNCTURE
2018 displayed the extraordinary capability of
our logistics professionals in a way not seen
for decades in Europe. We assembled more
than 1,000 logistics professionals in our Joint
Logistics Support Group, which stood up in
September, and finally stood down in late December, moving more than six equivalent brigades in and out of Norway-via road, rail and
ship-in winter conditions.
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Playing into the exercise preparation and
execution was Mother Nature. Norway was the
perfect location for the Alliance to rejuvenate
its capability to operate on grand scale in the
High North. October and November in Norway is a demanding environment. Rain, sleet,
snow, freezing and thawing conditions abound,
and we got all of them throughout the spaces
in which we trained. From the final years of the
Cold War, we re-learned as individual Nations,
and as an Alliance, simple things like how to
dress properly, use snow tires and chains, and
drive defensively on icy roads.
Command and Control is important
in military operations everywhere, and we
worked hard to get it right in this exercise.
We worked hard at understanding supported
and supporting relationships, and our commanders from all Nations worked hard to
maneuver their units harmoniously to maximize our joint and combined battlefield effect.
While all Allies embrace their own military
doctrine, and our Alliance benefits with the
best-of-the-best practices from our Nationsand indeed our Alliance benefits from this collaboration. In short, we nailed it!
None of this could have happened without an incredible effort from Norway, under
the rubric of the Total Defence Concept. Our
Norwegian political and military leadership
committed to hosting TRIDENT JUNCTURE
2018 more than five years ago. Their planning
and execution as Host Nation was better than

I could have ever imagined it. And as realworld geo-political and military activity has
unfol ded, Norway's geo-strategic importance
on NATO's Northern Flank has significantly
increased in importance. I am proud to have
the absolute highest trust and confidence in
Norway's contributions to NATO.
The TRIDENT JUNCTURE 2018
Command Post Exercise (CPX) November
14-23 stressed the Allied Joint Force Command (JFC) Naples Headquarters and led to
the full certification of JFC Naples for leading
the NATO Response Force (NRF) in 2019-no
small feat! The exercise scenario was complex
and intellectually taxing. Our NATO team was
ready. JFC Naples is now responsible for the
NRF19, under Allied Command Operations
(ACO) and the Supreme Allied Commander
Europe (SACEUR).
Exercise TRIDENT JUNCTURE 2018
and NRF19 certification were due in no
small part to Allied Command Transformation (ACT) and Joint Warfare Centre (JWC)
Stavanger. Those of us in ACO cannot do
our job without ACT, and JWC Stavanger is
the linchpin for major exercises such as TRIDENT JUNCTURE. They are the masters of
doctrine and best practices, scenario-building
and scripting and mentorship, and this edition
of The Three Swords Magazine importantly illustrates and articulates their mission in image
and words.
Happy reading! 

WARFARE
DEVELOPMENT
NATO Training and Innovation at the Operational Level • P a r t I I

RELEVANCE, RISKS, AND
MAKING IT REAL

JOINT WARFARE CENTRE

by Colonel Jean-Michel Millet
French Army
Head, Transformation Delivery Division
NATO Joint Warfare Centre

GIVEN THE CURRENT AND FUTURE OPERATIONAL
ENVIRONMENT, ALLIANCE LEADERS WILL HAVE TO APPLY
SUFFICIENT RESOURCES AND FOCUSED ATTENTION ON
WARFARE DEVELOPMENT TO ENSURE NATO REMAINS
RELEVANT AND READY TO SUCCESSFULLY PREVAIL
AGAINST ALL POTENTIAL ADVERSARIES AND THREATS.

►►►

NATO WARFARE DEVELOPMENT

"Knowledge is far from achievement; but the leap does not start from ignorance;
quite on the contrary, from knowledge."
General Karl Wilhelm von Willisen, as quoted by Marshal of France Ferdinand Foch in
The Principles of War, 19031

T

HE 33RD ISSUE of The Three Swords Magazine
included a seminal article2 on warfare development, underlining its critical relevance to the
Alliance. Since the publication of this article,
the Alliance conducted TRIDENT JUNCTURE 2018, representing the largest combination of live fire and command post exercises
since the end of the Cold War. The Alliance
intends to further expand its level of ambition
with the TRIDENT JUPITER series of strategic and operational-level exercises, yielding
numerous relevant insights on NATO Warfare
Development. Building upon the aforementioned article, this article revisits the relevance
of warfare development, the potential pitfalls
in the process, and methods to successfully
translate experimentation and recommendations into doctrine and standard operating
procedures, based upon lessons identified
from the latest exercises and operations.
To successfully prevail in wars and conflicts, it is imperative to understand the historical context and evolution of the operational
environment. Additionally, new threats observed in recent conflicts (such as hybrid and
cyber), as well as the re-emergence of peer-topeer adversaries, cause our security environment to steadily grow more complex and require focused warfare development thinking.

Warfare development
is a critical, existential
requirement for NATO.
"The rate of change is not going to slow down
anytime soon. If anything, competition in most
industries will probably speed up even more in
the next few decades." - John P. Kotter, Professor
of Leadership, Harvard Business School 3
Although warfare development has no officially agreed definition, a NATO working definition might include: "warfare development
represents the synthesis of operational-level
analysis, lessons identified through observation and coaching of exercises, doctrinal and
technological developments, and capability integration and experimentation in all domains
to ensure the Alliance remains relevant in current and future operational environments."

WARFARE DEVELOPMENT IS
AN INTEGRAL PART OF THE
EFFORT TO DETER CONFLICT
AND PREVAIL IN WAR

Therefore, "to keep the military edge and prevail in future operations, NATO forces must

continually evolve, adapt, and innovate while
remaining credible, networked, aware, agile
and resilient."4 As von Clausewitz put it, "war
(...) is an act of violence to compel our opponent to fulfill our will."5 It is, in essence, a
duel at a larger scale. The ever-lasting competition to ensure that one nation or alliance can
successfully demonstrate its ability to defeat
potential adversaries rests upon a permanent
effort to understand and dominate current
and prospective domains capable of ensuring
relative superiority. For example, five "military
revolutions" impacting the very framework
of war have been classically identified in the
Western world as:
• The advent of the modern nation-state,
enabling the creation of large-scale
disciplined armies in the
seventeenth century;
• The French Revolution of the
eighteenth century merging mass
politics and warfare;
• The industrial revolution of the
nineteenth century, enabling the
rapid equipage and movement of
military forces;
• The First World War, which combined
previous military revolutions and set
the patterns of modern warfare;

►►►
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ABOVE: TRIDENT JUNCTURE 2018 LIVEX. Firing
of illumination rounds by the German 91st Infantry
Battalion as part of the Very High Readiness Joint
Task Force (VJTF), Rena Training Area, Norway.
Photo by NATO

• The advent of nuclear weapons which
prevented large-scale conventional
war in Europe but encouraged ways to
bypass the nuclear threshold through
guerilla warfare and the use of proxies.
For each of these revolutions, a pattern has
been set, which is sometimes referred to as
"punctuated equilibrium"6 involving periods
of violent change followed by periods of relative calm in which armies adapted to major
changes in their environment. The misconception is to assume that warfare does not advance
during times of equilibrium. On the contrary,
it advances in anticipation of the next "violent
change", thereby placing a premium on warfare
development efforts.

THE ADVENT OF THE ERA OF
"INCREASED VARIABILITY"

If warfare development is increasingly necessary, it is also difficult and fraught with risk.
The cumulative effects of globalization, nearinstantaneous information flow, the accel-

eration of technological development, and
the merging relationship between man and
machine combine to create a new and permanently changing security environment. This
fluid environment blurs clear, legal delineation
between peace, crisis, and war.
More than 50 years ago, General André
Beaufre7 predicted an era of "increased variability" when "shaping would take over execution". Using a metaphor to describe this era
and the importance of investing in warfare development and rigorous prospective analysis,
he compared the analysts of that era to a surgeon who would "operate on a patient in a state
of permanent and rapid growth, with no clear
understanding of the anatomical topography,
on a moving operating table, and with instruments ordered at least five years in advance."

Warfare development is
both difficult and risky.
Decision-makers and defence analysts understand the importance of warfare development
in maintaining the edge of an alliance system
against different threats and potential adversaries. Yet, military history is full of examples
of failure to assess trends in developing concepts, technology and defence systems.

WARFARE DEVELOPMENT,
WHICH IMPLIES CHANGE
IS INHERENTLY DIFFICULT

Warfare development is about managing
change in organizations, doctrine, and equipment. Change is inherently difficult. Even with
positive intent, a myriad of elements can create
roadblocks leading to friction in the change
process, such as the lack of resources, interoperability, and parochial interests.
The technological, economic, and psychological aspects of collective defence can
unduly influence expectations. The fallacy of a
"silver bullet" tends to be ever more present as
swift changes in technology increase the risk of
misjudging the progression of a technological
evolution, which can result in overconfident
nations and alliances and/or investment in
technologies that rapidly become obsolete.
However, sound warfare development
is not so much about fielding new technology as it is about ensuring a new concept and/
or capability is consistently integrated across
the doctrine, organization, training, leadership development, materiel, personnel, and
facilities (DOTLMPF) spectrum. Integration
remains a difficult task for a national defence
system, as the different factors involved rarely

►►►
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Joint Warfare Centre Situation Centre
(SITCEN). Photo by JWC PAO

conform to the same constraints, budgeting
cycles, and chains of command. As an example, the equipment procurement cycle rarely
matches the defence human resources cycle.
The highly political nature of national defence
decisions adds to the difficulty of maintaining
consistency in the implementation of change.
Administrations change hands and new political powers with different agendas or areas of
interest can alter or derail warfare development
execution. This leads to the obvious conclusion that what is true for individual nations
represents an even more daunting task for an
Alliance such as NATO, the strength of which
depends on interoperability, but where capability and decision cycles can vary greatly from
nation to nation.

Inherent risk exists as flawed
or inconsistent warfare
development efforts can yield
catastrophic consequences.
The implementation of warfare development
changes across different domains can prove
risky in three fundamental ways: (1) the risk of
overlooking necessary change; (2) the risk of
overestimating change; (3) the risk of misunderstanding the ever-evolving nature of warfare.
Nowadays, most armed forces focus on
the risk of overlooking a critical or "disruptive"

technological or organizational change that
would quickly render defence systems obsolete
and create gaps in defence organizations. For
example, the advent of the precision guided
munitions in conjunction with expanded reconnaissance capabilities within the Alliance
over the last decade of the Cold War dealt a
serious blow to the Warsaw Pact.
As we contemplate the future, maintaining freedom of action in the Space and Cyber
domains, retaining the lead in the development of man/machine interface, the exploitation of Artificial Intelligence advances, and
new methods to achieve superiority in the
information environment represent areas with
an extreme risk to overlook critical change.
Conversely, the risk of exaggerating
benefits from change, failure to understand the
context and applicability of change, and underestimation of contributing factors to war poses
an equally dangerous threat to the consistency
of defence concepts. Therefore, the goal of decisively "lifting the fog of war"8 through technological superiority of Western militaries
largely ignored the fundamental nature of the
conflicts that have been prosecuted over the
last two decades.
Furthermore, the basic evolutionary nature of warfare represents the primary obstacle
to warfare development as modeled by Edward
Luttwak: "In war, one deals with an opponent

who reacts. War is most emphatically not like
building a bridge over a treacherous river.
Dangerous as that latter enterprise might be, a
river does not consciously devise novel means
to wash away abutments, drown construction
workers, and generally thwart the engineer."9
Given the difficulties and risks previously
mentioned, warfare development might appear
an exercise in futility or wishful thinking at the
Alliance level. However, ensuring that warfare
development optimizes deliberate and pragmatic approaches has proven its value.

Success in warfare
development requires a
pragmatic approach to
achieve measurable results.
The JWC represents a unique
asset to create, analyze,
and implement warfare
development products.
"I can't see any exercise without any experimentation (...) TRIDENT JUNCTURE was our first step
forward. Failure [now] is not as expensive as to
realize later. That's our approach."10 - Admiral
Manfred Nielson, German Navy, Deputy Supreme
Allied Commander Transformation.
A symbiotic relationship exists between exercises and warfare development. Large-scale

►►►
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strategic/operational-level exercises enable the
Alliance and participating Nations to evaluate new concepts. Additionally, these same
exercises provide a mechanism to test the integration and interoperability of technology
and organizational changes in the face of the
most likely and most dangerous threats. Exercises also represent a unique way to infuse
new mindsets, organizations and concepts
into headquarters and forces, without the need
for real-world combat operations. Fostering
the symbiotic relationship between training
exercises and warfare development requires a
deliberate effort to resource an organization
with the unique capability of creating a suitable training environment, such as the Joint
Warfare Centre (JWC) in Stavanger, Norway.
Successful warfare development integration rests upon balancing doctrinal analysis,
concept experimentation, and close support
from NATO Command and Force Structures.
That integration relies upon three requirements. First, it supposes a firm grasp of current
doctrine and best practices, which serves as
the baseline for assessing any future development. From one headquarters to next, efforts
to ensure standardization and interoperabi lity
through the mastery of doctrine and best practices are eroded by personnel turn-over, frequent reorganization, and shifting primary duties. However, the frequency and consistency
of exercises mitigate this erosion.
Second, warfare development requires
a suitable mindset across the entire chain of
command, similar to that of an explorer, accepting, and at times, even welcoming failure
as a means of discovery. This can often create
tension because of the heavy emphasis placed
on validating the readiness of headquarters
and subordinate units.
Finally, there is a need to tailor warfare
development expectations to the needs and
characteristics of a given Training Audience.
Experimentation has its own biases and proves
difficult at times to separate objective results of

TOP: "The impossible must never happen!" TRIDENT JUNCTURE 2018 Command Post Exercise,
Exercise Control (EXCON) training, Joint Warfare Centre (JWC). BOTTOM: Major General Karl
Ford CBE, Deputy Chief of Staff (Plans) attending a discussion with the JWC's TRIDENT JUPITER
exercise planning team, 22 January 2019. Photos by JWC PAO

“Fostering the symbiotic relationship between exercises and warfare
development requires an organization with the unique capability of
creating a suitable training environment, such as the JWC.”
►►►
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experimentation and subjective factors related
to the operational environment and the audience participation in the experiment.
Exercises provide the ideal venue to
translate warfare development items into reality. They provide a series of realistic challenges
and the opportunity to experiment without the
risks associated with real-world combat, as exemplified in the Command Post Exercise (CPX)
portion of TRIDENT JUNCTURE 2018. The
significant level of ambition associated with
this exercise and the commitment of diverse
Training Audiences enabled an in-depth study
of the challenges posed by Joint Campaign
Synchronization across the strategic, operational and tactical levels. In the same vein,
Space support challenges were successfully
studied through experimentation that enabled
the Space domain to reach a sufficient level
of maturity to become a discipline in its own
right, while sensitizing the Training Audience
to the importance of maintaining freedom of
action in that operational domain.
As the Alliance is planning increasingly

higher levels of ambition over the next series of
Command Post Exercises with the TRIDENT
JUPITER Series, the relevance of warfare development products depends heavily on the ability
to create a "controlled" environment for warfare
development efforts. This requires the early and
deliberate integration of prospective experiments with a clear view of intended purpose,
which is necessary to ensure all stakehol ders
are sensitized to the "learning organization"
process involved in a major exercise. In turn, if
one considers that warfare development is an
essential element of major training exercises,
this requires the clarification and strengthening of the role of JWC Training Team, focused
on creating the required conditions for testing
and integrating new capabilities in the NATO
Command and Force Structures, in close coordination with the Training Audiences.

Conclusion
In an era of increased variability, warfare development is a major goal for the Alliance and

directly affects the ability of NATO to optimize
change and successfully face current and future threats. Understanding the challenges,
risks, and opportunities offered by warfare development across different domains will continue to represent a necessary condition as the
Alliance adapts. Specifically, this adaptation
relies on the use of sufficient resources, coherent structures, and adequate processes during
major exercises. The Joint Warfare Centre is a
single organization that engages every NATO
Command and Force Structure headquarters
and unit throughout NATO. No greater tool
e xists to ensure consistency and interoperability across the Alliance. It provides the venue
to administer and implement NATO Warfare
Development as well as experiment with future concepts. 
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SPOTLIGHT

COMMANDER'S CRITICAL
INFORMATION REQUIREMENT
TRIDENT JAGUAR 2018
Photo by JWC PAO

IMAGINE IF YOU WILL THE
FOLLOWING TRAINING SCENARIO.
Adversary units were reported crossing
the border into Allied territory signaling
an imminent major ground incursion. A
Commander’s Critical Information
Requirement had been triggered, which
referred to airspace, territorial waters,
or border violations. The staff informed
the commander and assessed that it
would take three hours for the adversary
vanguard to reach Target Area of
Interest. Adversary forces were no longer
contained, but the commander had
sufficient time to direct his component
commanders to initiate the Contingency
Plans (CONPLANs). He had been given
relevant information necessary to
make a timely decision,
and he was pleased
with his staff.

by Lieutenant Colonel Gary Giles
Royal Marines
Observer/Trainer
Transformation Delivery Division
NATO Joint Warfare Centre
WHILST what was just described seems a
simple process, making timely and appropriate decisions is a fundamental component of a
Joint Headquarters' success on operations. Yet,
it often becomes unne cessarily complex due to
the vast amount of information received by the
headquarters. In the example above, the commander was being guided toward future strategic decisions that required his close attention
rather than reacting to the threat, leaving the
components under his command to deal with
the close battle. The blizzard of data that was
out there had been refined into a relevant, cohesive and usable set, which could directly aid
his decision-making. Correct use of what we
call the Commander's Critical Information

Requirement, or CCIR, ensured that the commander was able to be proactive, adjust the operational design, initiate the necessary action
and maintain the Joint Task Force (JTF) efforts
in prosecuting this campaign.
CCIRs comprise information required
for the commander to make timely decisions
for mission accomplishment and are either
critical for the success of the mission or represent a critical threat to the mission. Therefore,
Friendly Force Information Requirements
(FFIRs) and Priority Information Requirements (PIRs) are essential elements in the
management of the CCIR.
The Joint Warfare Centre (JWC) staff is
uniquely privileged in being able to observe
NATO exercises and the varied approaches

►►►
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Members of the JWC Training Team at
JFC Naples during TRIDENT JUNCTURE
2018 CPX. Photo by JWC PAO

from different JTF headquarters, whether from
the NATO Command Structure or the NATO
Force Structure. The JWC Training Teams, in
particular, observe and provide mentoring at
all stages of the Exercise Planning Process, and
get an eagle's eye overview of the end-to-end
process. One area which has presented challenges for JTF headquarters' staffs in recent
exercises is that of the creation and management of the CCIR. Although a common trend,
the reasons for this apparent "blind spot" are
unclear. CCIRs should meet the following to
achieve the best effect:
• CCIRs need to be managed and assigned
to a custodian probably in J-3/5 Division
and there should be consistency in
their management;
• The CCIR notification matrix should
not be a "commanders' notification
requirement" (CNR), which resembles
a commander's "wake-up call" list;
• CCIRs should relate specifically to
the Decision Points (DPs) on the
operational framework or vice versa;
• Commander's approval of CCIRs must
come early in the process;
• The Combined Joint Operations
Centre (CJOC) must be fully conversant
with the CCIR and the procedure
for "triggering" action rehearsed
and understood.

But then again what
exactly are CCIRs?
In STANAG 2248, the CCIR is defined as an
"information requirement identified by the
commander as being critical in facilitating
timely information management and the decision-making process that affect successful mission accomplishment."1
Simply put, the effectiveness of the
commander is proportional to his decisionmaking effectiveness, and how that translates
into action. The volume of information available to the 21st century commander is greater
than at any time in history, but in order for
that information to be useful in assisting the
commander's decision-making, it needs to be
ordered and analyzed. Additionally, as their
time is precious, information presented needs
to be digestible and relevant. The CCIR offers
a means of distilling the information to that
which is most relevant to the mission. Current
doctrine is good at pointing out the place of
decision-making in the process, but arguably
not so good at the "how". The explanation of
the CCIR in the process could also be better.
Unhelpfully, the term CCIR is also frequently used in the non-operational sphere
to describe administrative priorities for commanders, which adds further confusion for
staff not familiar with using CCIRs. The CCIR

is not a notification matrix nor a list of the
comman der's administrative priorities in barracks, and yet the term is often used in this
way. Where this occurs, it confuses the purpose of the CCIR in the Operational Planning
Process environment. CCIRs are not simply a
list of things a commander may wish to know;
for example, casualties and equipment losses.
Clearly, commanders would wish to be aware
of these too, but they do not constitute a CCIR,
unless they are directly rela ted to DPs and require a time-critical decision. CCIRs should2:
• focus the staff on supporting
commander's critical decisions
• be linked to important DPs
• be both decision- and time-critical
• be driven by the commander
• be continually be revised and updated
Additionally, FFIRs and PIRs are derived from
the CCIRs, not vice versa; and the staff must be
trained and exercised in the use and triggering
of CCIRs prior to any operation.

CCIRs' management
So, how should the CCIR be created and
ma naged to best effect? In short, the three
main stages are as follows (see Figure 1):
• The Joint Operations Planning Group
(JOPG) identifies DPs and develops the

►►►
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OPERATIONAL PLANNING PROCESS

Figure 1
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related CCIRs;
• Situation Centre (SITCEN)/Combined
Joint Operations Centre (CJOC)
monitors and tracks;
• During the operation, J-3/5 normally
reviews and adapts the CCIR according
to situational development.
The above points summarize the management
of CCIRs, but how are they created?

The planning phase: where
do CCIRs come from?
Effective decision-making begins during the
Crisis Response Planning (CRP), with the pro-

duction of considered and well-defined DPs,
and the corresponding CCIRs, supporting
each. The JOPG will produce DPs and the potential CCIR as they fall out of the planning and
the operational design for the commander's
consideration. Ultimately, it is the commander
himself who finalizes his CCIR.
DPs are key to the CCIRs, and they represent the point in time and space where the
commander or staff anticipates making a decision concerning a specific course of action. A
DP is usually associated with a specific target
area of interest (TAI) and is located in time and
space to permit the commander sufficient lead
in time to engage the adversary in the TAI. DPs
are also associated with friendly forces and the

status of ongoing operations and the condition
and effectiveness of his assigned forces. By attaching CCIR to the DPs, the commander is
further articulating his vision of the campaign
and informs the staff of the potential decisions
he envisions to be made.
If identified during the Mission Analysis as intended, this sets the conditions for a
more mature course of action development
process. Well-defined and articulated CCIRs
will focus the information collection priorities for the staff and inform the PIRs for the J-2
(Intelligence) staff. The thread that links each
CCIR to the Mission Analysis should always
be visible; after all they are derived from the
commander's and his staff 's Mission Analysis.

“The volume of information available to the 21st century commander
is greater than at any time in history.”
►►►
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CCIRs keep the staff
focused on future operations
and contingencies,
preparing the ground for
timely decision-making.
The Land Response Cell,
TRIDENT JUNCTURE 2018 CPX.
Photo by JWC PAO

They should not appear during an operation
without any provenance in the operational
design. As already stated, they will be refined
and adjusted, but should always relate to the
commander's DPs and support his decisionmaking. For this reason, they will be time and
decision critical; if they are not, they should
not be in the CCIR list. CCIRs can be subdivided into categories concerning the enemy,
the friendly forces, and the environment:
Enemy or threat: Critical items of information
that are required by a particular time, which
can be related to other existing information
and Intelligence to aid assessment and understanding of an enemy or threat.
Friendly: Information concerning own assigned forces, which allows timely and appropriate decisions. For instance, combat supply
levels or combat effectiveness.
Environment: Information concerning political, infrastructure and meteorological conditions. For instance, serious adverse weather
conditions, condition of infrastructure, and
changes in national political policies with regard to the operation.
The commander "owns" his CCIR, and therefore, he has the final say on what they should
be. Ideally, it should be an iterative process
between the commander and the JOPG, with
input from the components, applying both
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operational art and the mission analysis of
the JOPG conducted during Crisis Response
Planning. The commander and his staff should
have agreed an initial set of the CCIRs by the
Mission Analysis briefing. These CCIRs are
then normally refined and adjusted throughout the planning process.

The execution phase
During the execution phase, CCIRs allow the
staff to refine their thinking and reduce the
amount of "information clutter" that they are
faced with. They do so by providing clear guidance about what information is required to
make good decisions—the commander is directing his staff in providing guidance, which
allows them to focus their effort on the most
relevant detail possible. Based on the situation, the commander and his staff will continually review CCIRs. They will be adjusted
as the situation develops, or when they are
overtaken by events and are no longer relevant
to the current phase of the operation or overall campaign. At each adjustment, new CCIRs
will be disseminated and the staff familiarize
themselves with the new list, particularly those
working in the SITCEN/CJOC.
The CJOC should have the greatest situational awareness in the headquarters and will
monitor and track CCIRs, and should, therefore, be fully conversant with them and the
"actions on" when the critical information
is received. This process should be rehearsed

and CCIRs displayed prominently to all CJOC
staff. Notification should not wait for a battle
rhythm event.
To conclude, CCIRs keep the staff focused on future operations and contingencies,
preparing the ground for timely decisionma king. CCIRs attune the staff with the commander's thinking, which allows an amount of
preparatory work on likely options for a particular event that occurs. In doing so, tempo
is maintained, and the synchronization of the
campaign is aided greatly. Further refinement
of CCIRs during the e xecution phase also assists in keeping the staff aligned with the commander's direction, vision and guidance.
Decision-making remains a central
function of a command. The effectiveness of
the commander and his decisions directly affects the lives of those under his command.
The technological advances, which can aid this
decision-making process produce information
on an unprecedented scale, and without processes that refine the management of information, it can increase the workload on staff.
A correctly employed CCIR sets the
conditions for the staff to manage information and present that which is digestible and
relevant. By disseminating the commanders'
vision, they can improve all areas of the Operational Planning Process, focusing the staff on
the same objectives, and in effective support of
the commander. Thus, efficient use of CCIRs
can increase tempo, assist synchronization,
keep the campaign on track, and improve decision-making, and ultimately, win the fight.
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AI REVOLUTION

PART I:
Human decision-making

hen I saw its moves, I wondered whether any
of the moves I have ever known were the right
ones. These were the words of Lee Sedol after
his defeat while playing Go with Google's
DeepMind in 2016. Mr Sedol is an 18-time
international Go champion. When it comes to
the game of Go, he is as near to superhuman as
it gets. To give you an idea of how difficult it is
to be good at Go, it is estimated that there are
about 1 million trillion trillion trillion trillion
more possible configurations of a Go board
than a chess one.1 But a computer programme
made Mr Sedol question everything he knew
about the game.
So, if you thought Artificial Intelligence
(AI) was the stuff of science fiction, then it
might be time to re-evaluate your point of
view.2 Whether machines are really intelligent like people is debatable, but they are now
"smart", and in cases much more so than us.
Personally, I think it is important to avoid
defining things, for example, whether or not
computer programmes are sentient and what
AI really is or is not; our inability to agree on
such terms did not prevent these technologies
from coming into existence and it is not going to
prevent them from developing.3 Bear in mind
that Dr Raymond Kurzweil, a noted futurist
and leading thinker in the area of AI, believes
that the first fully sentient AI will exist by the
year 2023, and that your desktop computer will
be fully sentient by the end of the 2020s.4
Advances mean that learning computers
are able to provide timely, accurate, data-based
judgments that rival or exceed a human's ability. To make sense of what it is to be artificially
"smart", I am splitting this article into three
parts. Part I is about how people make decisions; because comparing how humans actually
make decisions with how we could make decisions, helps define the space where computers
are "smarter" than us. Part II covers why learning in machines is such a significant leap. And,
Part III will wrap things up.

Current scientific theory proposes that people
make decisions rationally. This idea has
its roots in behavioural economic theory.5
However, "rational" here is different from
its more common usage in English; where it
would mean "sane" as opposed to "insane".
A rational decision-maker (also known as a
rational actor) is assumed to rank possible
choices by likely benefit and associated cost.
They always choose the one that delivers the
highest benefit for a cost. Within theory, it is
accepted that decision-makers might not have
all the information they need, or that all choices
may not not have been considered. This could
result in bad decisions. But, a decision-maker
is said to be "rational" in their approach if they
always choose the most desirable option from
their perspective.6
But, to be honest, you would not recognize many rational decision-makers in the realworld. Individuals rarely act in such a manner. We are often faced with time constraints,
limited information, "cognitive limitations"
(scientist code for our stupidity) and emotions,
which means that frequently we do not solve
problems optimally. We often rely on "rules

of thumb" to help out when confronted with
complex decisions and such short-cuts enable
us to make decisions efficiently and quickly.
That we routinely take such short-cuts is really
where machines can gain the advantage.7, 8
As an Englishman it gives me no little
pleasure to use an example of non-rational
decision-making that illustrates the point and
shows the frailty of American Football coaches.
In a 16-game regular season, the average NFL9
coach throws away 1.4 wins. Just think about
that: there are 16 games, on average season a
team only wins eight times. If the right decisions were taken the team would realise 1.4
more victories. So why doesn't this happen?
After spending 15 years in the Navy,
Brian Burke founded Advanced Football
Analytics as an outlet for his innovative ideas
about analysis for the NFL. By 2009, Burke's
analysis became a regular feature in the New
York Times, particularly the "New York Times,
4th Down Bot".10 This tool analyses what to do
when a team reaches fourth down and faces a
decision as to whether to punt, attempt a field
goal, or "go for it" (for a touchdown or first
down).11 Analysis shows that a coach who followed the "4th Down Bot" would have on average won 1.4 more games a season than one that
does not.12 So the question is really, why do

BELOW: Go world champion Lee Sedol of South Korea seen ahead of the first game, the Google DeepMind
Challenge Match, against Google's AlphaGo programme. Photo by @Stanislav Varivoda/TASS, Alamy
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coaches ignore such advice? And the answer is
pretty simple: because they are human.
IF WE UNPACK what is happening, there are
really several factors weighing on the coach's
mind. What a coach does on 4th down reflects
received wisdom and identified best practiceyou might refer to this as "doctrine".13
In some respects, it is a hold-over from
early days of the game, when scoring was less
frequent, and punting was a way of ensuring
that an opponent would struggle to score on
their possession.14, 15 Coaches also know that
if they follow convention and punt on fourth,
then any blame falls on the team and not them.
Even if it was a good decision, we live in
a world where people who defy convention and
fail take all the criticism. The idea about how
risks have an impact on decision-making was
neatly summarised by Daniel Kahneman when
he stated that people generally consider multiple decisions in isolation, instead of aggregating
them and looking at the collective outcome.16,
17
So the coach rejects the 4th down gamble as
risky, because people do not consider the collective benefit of a repeated gamble over time.
There is also the relative natural conservatism in people, which is explained by something
called "Prospect Theory". Kahneman and Amos
Tversky established that people fear a loss much
more than they value an equivalent gain.18, 19
This human built-in tendency toward risk aversion means that coaches are biased toward risk
avoiding activities (kicking), rather than risk
seeking activities (conversion attempts).

IDEA IN BRIEF
When making a decision you act on your
preferences and try to make decisions that
maximize benefits for you; however there
are a number of identified biases that not
only undermine your ability to make a good
decision, they often end up encouraging
you to make bad ones.

ABOVE: Captain Chesley "Sully" Sullenberger, best known for the U.S. Airways Flight 1549 emergency water
landing on the Hudson River. Photo by @Stanislav Varivoda/TASS, Alamy

PART II:
Machines that learn
"So we hit harder than we would have had
we been able to keep the nose up. That was a
little-known part of the software that no airline operators or pilots knew about."20 So said
Captain Chesley "Sully" Sullenberger, referring
to the software that prevented him from keeping the plane's nose higher during the last four
seconds of Flight 1549 as he ditched into the
Hudson River.
If you want to get a computer to do
something, you have to programme it. Programming usually requires laying out in detail
each single step you want the computer to do
to achieve the goal, effectively encoding subject matter expertise into a format and language a computer understands.
If you want to programme a computer
to fly an airplane you would have to develop
a programme in which each relevant item

needs to be accounted for: gear, fuel pumps,
fuel quantity, hydraulic pressure, intercoolers,
brakes, flaps, throttle, propellers (say), generators, passengers, radio, flight controls. And
now you are nearly ready to switch the aircraft
on. Then you have to consider all of the possible configurations of the aircraft taking off,
in-flight, landing. In different weather. For
different terrain. Everything needs to be accounted for, and that covers all the situations
or contingencies that may occur, with every
combination of activity and environment. This
is because you might be three minutes into a
flight with 155 passengers on board when your
aircraft ingests a flock of geese leaving you at
3,000 feet with no engines!
So, if programming a computer requires
access to a great deal of subject matter expertise, what do you do if you want a computer
to do something that you hadn't anticipated
(such as landing an airliner in a river), or that
you didn't know how to do yourself?

“If you thought Artificial Intelligence was the stuff of science fiction
then it might be time to re-evaluate your point of view.”
►►►
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IDEA IN BRIEF
Most computers "learn" by being
programmed in minute detail. Any failure
to "encode" an instruction means that
the computer either doesn't know what
to do, or it does something really dumb.

This was the challenge faced by a man called
Arthur Samuel. In the 1950s, he wanted to
get a computer to beat him at the board game
checkers. But how do you write a programme
to be better than yourself at a game? Samuel
came up with an idea: he knew that there were
many volumes of annotated checkers games
with good moves distinguished from bad ones
and so he was able to programme a computer to
adjust its criteria for choosing moves so that it
would choose better moves as often as possible.
He allowed the programme to re-write itself so
that it could learn from each game it played.
And then, he let it play itself thousands and
thousands of times. After a few years, this
computer programme was able to beat the
Number 4 ranked player in the United States.
This basic idea-using feedback to rewrite oneself-underpins the concept of an
intelligent learning entity.21 Ray Kurzweil believes that pattern recognition is not just for
sensing the world, but for nearly all aspects of
intelligent thought. He concludes that pattern
recognition-based learning is critical to the
idea of intelligence, and that an AI would only
become so through repeated exposure to patterns that encourage it to self-organize, much
like a child does.22
BY 1950s, COMPUTERS WERE beating us at
Checkers. By the 1990s, computers were winning at Othello, and then Chess, when Kasparov lost to IBM's Deep Blue.23 Earlier, I wrote
about Lee Sedol's fate with DeepMind and Go
in 2016. So there's an established track record
that computers were getting better at playing
more complicated games. And while predic-

tions as to when computers would beat humans at these games have not been very accurate, these games, even if they differ in orders
of magnitude with respect to their complexity,
are similar in type.24 And they highlight one
more human limitation-allow me to explain.
During the 2016 Chess World Championship, the finalists sat down to begin the third
game. The game began innocuously enough.
But things went weird on move 10. Instead of
following a standard approach, World ranked
Number 1 Magnus Carlsen made an unusual
play leading to a board configuration seen only
three times before in recorded history.25 The
game came to a grinding halt with the challenger, Sergey Karjakin, taking over 25 minutes to make his next move. And so the two
found themselves playing a sequence of chess
moves that no one had ever played before.
It seems strange to me that there are sequences in Chess that people have never played
before.26 Expertise in something comes partly
from what is learned and partly from what is
experienced. And what we learn is distilled
best practice, which is basically other people's
good and bad experiences. So it seems interesting that in something as well understood as
Chess, there are things that are still new.
What anyone can experience is limited by
how much time they have available to practice.
Malcolm Gladwell believes that 10,000 hours of
deliberate practice is sufficient to be considered
to become world-class in any field.27, 28 Finding
the time to spend 10,000 hours on a single activity is likely to take a human many years but
isn't nearly as difficult for a computer.
Yet, fundamentally, when DeepMind
plays Go, it makes moves that no one understands, including the team who made it.9 It
plays Go very differently than people. Which
all begs the question: maybe we were actually
not very good at playing Checkers, Chess, and
Go; perhaps they were only good at playing
other people? If that is the case, then that potentially has quite profound implications for
us. What was hoped is that there were other
types of game where humans might prevail.

I suspect you already know what I am
going to tell you about that.
Poker is a dynamic card game in which
players are locked in a complicated sequence
of acting and reacting to escalating bets. Poker
is about as complex as Go, but there is a fundamental difference about the information available to the players. Checkers, Chess and Go are
known as "perfect information" games, which
means that you get to see everything you need
right in front of you when you make your decision. In poker there is hidden information
only one player knows.30, 31
In 2017, a programme called DeepStack
defeated a group of professional human poker
players in heads-up, no-limit Texas hold'em
poker.32 Before ever playing a real game of
poker, DeepStack went through an intensive
training period in which it played millions of
randomly generated poker scenarios against
itself and calculated how beneficial each play
was. This reduced the problem space down to
1014 abstract situations that DeepStack learnt
during the period of playing against itself.33
DeepStack then picks the best move from the
reduced problem set, using what researchers
compared to human intuition: "a gut feeling of
the value of holding any possible private cards
in any possible poker situation."34 It solves all
this in under five seconds. Gulp.

PART III:
The rise of the centaurs
Claude Shannon, described as the founder of
information theory, did not believe that computers would play games in the same way that
humans do. And he did not see computer victories over humans inevitable. He saw relative
advantages and disadvantages for both. He contrasted the fact that machines were not emotional or lazy and always analyzed any position,
against the fact that they do not have a capacity
for imagination or an ability to learn.35
The famous Chess grandmaster, Gary
Kasparov claimed to have visualized winning
positions as far as fifteen moves in advance.36

“Kasparov was able to balance tactical gains and losses against
strategic gains; Deep Blue was not.”
►►►
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ABOVE: Arthur Samuel's Checkers programme, which was developed for play on the "IBM 701". It was demonstrated to the public on television on 24 February 1956.
Photo Courtesy of International Business Machines Corporation (IBM), © International Business Machines Corporation.
BELOW: Magnus Carlsen competes against Fabiano Caruana in the World Chess Championship, 28 November 2018. Photo by Bart Lenoir, Shutterstock
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When he played IBM's Deep Blue, he was able
to contrive trades which although they seemed
beneficial for Deep Blue, such as sacrificing a
rook for a bishop, it actually demonstrated the
limits of the computer's thinking. Kasparov
was able to balance tactical gains and losses
against strategic gains; Deep Blue was not.
Despite this advantage, he seemed to
have been unsettled in the first game (which
he won) by Deep Blue's penultimate move.
Kasparov had determined that he would win
the game, but Deep Blue's response was unusual. In trying to figure out the move, which
the Deep Blue programmers later attributed
to a glitch, Kasparov concluded that the computer must have been looking at least twenty
moves out. Kasparov was not exactly sure what
was going on, but he became convinced that
Deep Blue was much more sophisticated and
smarter than it was. He could not see that the
computer had its own limitations and ultimately it affected how he approached playing.37
Some of you may have heard of the computer game World of Warcraft. It is a real-time
strategy game that puts players in control of
a group of units to achieve a variety of goals.
Units have different capabilities and costs and
are more or less effective against different adversary units. Essentially, it is a fantasy-based
version of a strategic wargame. A free-to-play
BELOW: Pavilion on Gamescom. Gamescom is a trade
fair for video games held annually at the Koelnmesse
in Cologne, Germany. Photo by Pe3k, Shutterstock

ABOVE: World Champion Garry Kasparov during the third match with Deep Blue, the Chess computer programme,
1997. Photo by ITAR-TASS News Agency, Alamy.

version of this game is known as Defence of
the Ancients (Dota).38 On average half-a-million people are playing Dota 2 at any time, and
it peaks over one million. If you were to guess
what the prize was for the first placed team at
the Dota 2 International Championship, would
you have thought it was higher than $1 million?
Last year, "Team Liquid" took home the first
prize of $10.8 million.39

Danil "Dendi" Ishutin is a professional
Dota 2 player, winning the team event in 2011,
and a runner-up in 2012, and 2013. Dendi was
considered one of the world's best Dota 2 players. As part of an exhibition at the 2017 finals,
Dendi played OpenAI's Dota 2 bot. The match
occurred in front of a live audience and after a
bit of back and forth between Dendi and the
bot, Dendi went for the kill and lost.
The second game was worse.40 Dendi
described playing against it as "a little bit like
a human, but at the same time, like something
else." The OpenAI's Dota 2 bot only took two
weeks to learn how to beat Dendi.41 OpenAI's
co-founder Greg Brockman said that, "OpenAI's bots play 100 human lifetimes of experience every single day."42
By now I understand that you may be a
little tired of reading about humans losing to
computers. Just bear with me a little longer.
Immediately after Dendi's defeat, OpenAI offered a prize for the first 50 players to beat the
bot.43 All of the prizes were collected within 24
hours. Fifty people beat the unbeatable computer programme!44 When beating OpenAI,
players observed, experimented, collaborated,
and then adapted.45
Obviously, the ability of machines to
learn and process enormous amounts of data
is incredibly impressive, we are still the apex
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predator in the intellectual jungle. It was put
recently, "if humans took thousands of years
to learn how to play a single video game, we
wouldn't be very far as a species."46
OpenAI has been testing its Dota 2 bot
in team games. And what they have learned is,
while the race between humans and machines
ebbs and flows, once a human team gains an
advantage the machines find it hard to recover. These machines have learned to grind
out steady but predictable victories. Once a
machine team has lost a lead, they are unable to
identify more adventurous or creative ways to
regain it. They learn very quickly but struggle to
adapt. For humans, it is our creativity and confidence that allows us to see beyond conventional
thinking. Yes, we have blind spots in thinking
(as discussed in Part I). But computers have
limitations as well, they can avoid only some of
these failures by grinding through a larger number of possible moves.
SIMILARLY, THE UNITED STATES' concept
of the "Third-Offset Strategy" postulated that
alone machines would always be better than
people, but that machines collaborating with
people would always beat machines.47 In his
book "Smarter Than You Think", Clive Thompson explores the history of human-machines in
Chess.48 In 2005, there was a Chess tournament
in which a team could consist of any number
of humans or computers, in any combination.
While there were teams consisting of only
grand masters and only supercomputers, the
winning team comprised of relative amateurs
with their computers. He attributes to Kasparov
the idea that a new form of Chess intelligence
was emerging: a Chess grand master was good;
a Chess grand master playing with a laptop was
better; but they could all be bested if you could
integrate the human with the machine. Kasparov concluded that "human strategic guidance
combined with the tactical acuity of a computer was overwhelming." This type of player
would later be called a centaur-a hybrid beast
endowed with the strengths of each.
Paul Scharre, Senior Fellow and Director of the Technology and National Security
Program at the Center for a New American
Security, makes the point that the debate in the
military tends to presume a choice between
human or machines.49 Whereas in reality in
most situations, human-machine teaming in
decisions will not only be possible but prefer-

“We need to defend ourselves in the digital
age, and in the age of Artificial Intelligence.”
An extract from the speech by NATO Deputy Secretary General Rose Gottemoeller
at the 8th Xiangshan Forum in Beijing on 25 October 2018

"Today, machines or algorithms can far outperform humans in certain respects-this has
become a 'new normal' (...) but while we marvel, we must also learn-we must adapt our
thinking and our planning to the realities we
face; augmented or otherwise.
"NATO's Strategic Command located in Norfolk Virginia, Allied Command Transformation,
is leading NATO's work on innovation and
disruptive technologies-big data, Artificial Intelligence, and robotics. This work is key to
ensuring that we are ready for the future.
"NATO's member countries are also leading
innovation in Artificial Intelligence research and

able. He says, "hybrid human-machine cognitive architectures will be able to leverage the
precision and reliability of autonomy without
sacrificing the robustness and flexibility of human intelligence."50
Human-machine teaming and in particular creating human-machine trust is going
to be key to marrying the tactical superiority
of a computer with the strategic innovation of
humans to make the best decisions. To paraphrase Clive Thompson: "Which is better:
humans or computers? The answer is neither.
Instead in the future it will be the two, fused
together, like the mythological Centaur."51
So, what is being done about all this?
Well, finally, NATO is beginning to consider

development. The United States is charting
the course-the Defence Advanced Research
Projects Agency has pioneered ground-breaking research and development in Artificial Intelligence for more than five decades. France
and the United Kingdom allocate significant
resources to develop Artificial Intelligence in
the defence sector. And a number of other Allies are making advances in this field.
"We know that we cannot fight tomorrow's
threats with today's tools. Defending ourselves is no longer about just looking at a map
and deciding where to position troops. We
need to defend ourselves in the digital age,
and in the age of Artificial Intelligence."

ABOVE: The full transcript of the speech given by
Rose Gottemoeller can be found at https://www.nato.
int/cps/en/natohq/opinions_160121.htm

seriously how to integrate these types of technologies into the enterprise. NATO Deputy
Secretary General Rose Gottemoeller noted
that, "we need to defend ourselves in the digital
age, and in the age of Artificial Intelligence (...)
we are thinking about it in terms of both policy
and practice."52
In NATO, however, we have to overcome
many obstacles on the way to developing technologies enabled by AI and machine learning. Some foundational activities are currently
underway with efforts coordinated by Allied
Command Transformation together with the
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NATO Industry Advisory Group (NIAG) and
the Science and Technology Organization,
as well as through activities, including TIDE
Sprint and Coalition Warrior Interoperability eXercise (CWIX), and Exercise TRIDENT
JUNCTURE 2018.53 There are also more thematic projects based on problems that are benefiting from the use of learning machines.54

Conclusion
I hope this article has given you an insight
into what AI might be and why these things
are often, but not always, smarter than we are.
I wrote about why people sometimes don't
make the best decisions, and I have previously
written on the ACT blog on military decisionmaking and problem-solving, and what the
implications are for NATO Transformation.55

I have also written about how learning machines differ from conventional computer programming and how this is being used.
But I left out a lot too, such as details
on how the mathematics of AI works, because
there are better people to tell you about this.
If you are interested, I would encourage you
to read Ray Kurzweil's book, a copy is on my
office book shelf, but then again so is Kahneman's and Klein's, and since these will help
you to understand how you make decisions,
they may be a better place to start. But overall, it was never my intention to cover everything, that would have taken a few decently
sized books. For example, I intentionally left
out ethical, legal, and moral issues. Although
these are important, I think that they tap into
more personal perspectives, where you would
end up reading about what I think instead. 

About the author
SIMON PURTON is no expert in AI or learning
machines, although he is an enthusiastic amateur.
By day, he is an operational analyst working in HQ
SACT. He has a Bachelor's degree in Mathematics, is
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Operations Research Society, all of which may account
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“Machines learn very quickly, but struggle to adapt.
For humans, it is our creativity and confidence that allows
us to see beyond conventional thinking.”

TRIDENT JUNCTURE 2018 LIVEX.
A Danish tactical air picture operator
during the "War At Sea" Exercise.
Photo by Fran C. Valverde, NATO
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"By three methods we may learn wisdom: first, by reflection, which is noblest; second, by imitation,
which is easiest; and third by experience, which is the bitterest."
Confucius

SOME LESSONS FROM

TRIDENT JUNCTURE 2018
COMMAND POST EXERCISE

H

ot on the heels of TRIDENT JUNCTURE 2018
(TRJE18) LIVEX, the Command Post Exercise
(CPX) proved to be a challenging and hugely
rewarding exercise and a fitting finale to this
NATO High Visibility series. Joint Force Command (JFC) Naples was a well-prepared and
well-led Primary Training Audience that hit
the ground running from the outset. The overwhelming consensus from the Commanders'
Post Exercise Discussion was that the Joint Warfare Centre (JWC) delivered an exercise design
that sustained throughout the CPX and coped
with many dynamic aspects such as Partner Nation involvement and the more visible role of
HQ SHAPE. Most importantly, the OCCASUS
scenario was robust, challenging, and survived
contact with its first Training Audience-a
good omen for future exercises, not to mention
NATO readiness; this scenario certainly proved
to be a key to practicing interoperability.

by Colonel Neil Wright
British Army
Deputy Chief of Staff (DCOS) Exercises,
Training and Innovation Directorate
NATO Joint Warfare Centre

Beyond its Exercise and Training Objectives, TRJE18 has also offered real substance
to Allied Command Transformation's Warfare Development agenda, with opportunities
in many areas, including concepts, doctrine,
individual and collective training, equipment
and standard operating procedures.
This article does not seek to do credit
to the 21 experiments spanning both LIVEX
and CPX. Instead, it will highlight only a few
exciting areas of warfare development accomplished during the CPX.
NATO Joint Intelligence, Surveillance
and Reconnaissance (JISR) benefited from significant development on TRJE18. Seeking to
integrate Alliance and National ISR capabilities,
policies and procedures, leaders and commanders were required to plan at all levels; political/
military/strategic, down to operational and
tactical. Moreover, TRJE18 practiced fighting
an Article 5 operation in a contested Space
domain where the adversary could disrupt the

JISR feed and the ability to fuse data across
multiple sources. To that end, the impact of
Space and Cyber on JISR continues to drive
pace into innovation in the JFCs and SHAPE
and the augmented Space Cell on TRJE18 provided more capacity than ever before, adding
considerably to realism in terms of denial, degradation and disruption.
Procedures, processes and organization
to exploit and harmonise Allied and National
assets undoubtedly evolved during the planning
and execution phases and we should expect to
see further adaptation and innovation in advance of TRIDENT JUPITER 2019 (TRJU19).
Another area of exciting developmental
work was JFC Naples' experimentation and capability baselining of a "Forward Coordination
and Liaison Element" (FCLE). The FCLE was
seeking to address the dilemma and choices
associated with deployable Joint staff in Article
5 operations. The JFC Naples FCLE Report is
likely to point to a modular construct reflect-

“The impact of Space and Cyber on JISR continues to drive pace
into innovation in the Joint Force Commands and SHAPE.”
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Major General Bengt Andersson (left), Swedish
Armed Forces, during a Grey Cell meeting.
Admiral James Foggo (right) addressing the JFC
Naples staff at JWC Bunker. Photos by JWC PAO

“As TRIDENT JUNCTURE 2018 has proven, some of the most disruptive
and innovative thinking in NATO Warfare Development comes from
the operations floor of these exercises.”
ing different needs in different phases of the
campaign and the ability to deploy to multiple
countries concurrently. This experiment is a
great start by JFC Naples and more development is likely in forthcoming TRIDENT JUPITER exercises to appreciate the complexity of
multiple NATO Member and Partner Nations
with different perspectives, requirements and
strategic calculus. This work acknowledges that
CIMIC in Article 5 operations is far removed
from the non-Article 5 era, not least due to national reporting of the civil environment and
Total Defence Concepts. TRJE18 really shone a
light into how well-coordinated Civil-Military
Interaction (CMI) delivers comprehensive outcomes whilst reducing the risk to force and the
mission; it warrants very close attention, particularly in relation to how the Command and
Control (C2) binds actors.
The JWC's collaborative work with
Norway's Directorate for Civil Protection has

ABOVE: Colonel Wright, the author, at an EXCON
briefing during TRIDENT JUNCTURE 2018.
Photo by JWC PAO

helped to highlight the all-encompassing nature of this "Big Rock" and evidence gained
from TRJE18 has delivered some excellent vignettes and training products for future Training Audiences. It is also helping to improve
and fast-track modalities for interaction with
Host and Partner Nations, including Technical Agreements. It goes without saying that
National Defence plans and concepts will be
revised and updated as a result of TRJE18.
Management of air engagements saw
quantum development since Exercise TRIDENT JAVELIN 2017. JWC and Allied Air
Command (AIRCOM) collaborated over
a series of key events, including Exercise
RAMSTEIN AMBITION and Event and Vignette Testing, to develop and adjust our appreciation of attrition, risk and payoff against a
near-pear opponent. Consequently, a huge data
bank of knowledge and training materials for
air planning has been gathered by AIRCOM
from TRJE18 for their training and warfare
development. This collaborative investment
has undoubtedly paid off and is a great tribute
to AIRCOM and JWC staff who took this project forward. The work has also delivered some
high value Operational Analysis and Decision
Support Tools for both mission planning and
Exercise Control (EXCON) purposes.
To this end, our warfare development
initiative has harvested a series of excellent
storyboards of operational challenges and dilemmas, held by the Training Team, for future
Training Audiences' workshops and study periods (Space, Intel, C2, Battle Space Management, Humanitarian Assistance in Article 5,

etc.) This initiative is leveraging even more value from JWC exercises and offers fresh stimulus to our contribution to Key Leader Training
and Academic packages. It also supports our
pursuit of "evidence for change".
There could be no better example of
this than the Tromsø anti-access/area denial
(A2/AD) challenge presented on TRJE18 and
the requirement for a clearly articulated supported/supporting approach for component
commands to help Joint Synchronisation; the
critical bridging activity between plans and
execution of orders. In pursuit of this complex training requirement, it is exciting to note
the JWC's continued support to partners in
Swedish Armed Forces International Centre
(SWEDINT), who are leading the charge by
addressing this significant individual and collective training gap.
In sum, TRJE18 was a dynamic and exceptionally well-executed exercise, thanks to
an experienced team who had learnt lessons
and incorporated them into our thinking. That
said, things never stand still and there remains
yet more to learn and incorporate into the future TRIDENT JUPITER Series. As the JWC
prepares to host the Allied Command Transformation Human Capital Workshop in the
spring of 2019, it is evident that many of our
warfare development observations will be major areas for consideration. The case for using
exercises for experimentation is compelling
and, as TRJE18 has proven, some of the most
disruptive and innovative thinking in NATO
Warfare Development comes from the operations floor of these exercises. 
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TRIDENT JUNCTURE 2018 CPX
Enabling Training Audience Success
by Lieutenant Colonel Dave Canavan
Canadian Army
Chief MEL/MIL, TRIDENT JUNCTURE 2018
NATO Joint Warfare Centre

32 The Three Swords Magazine 34/2019

with contributions from
Lieutenant Colonel Holger Judt, German Army
Commander Sveinung Wersland, Norwegian Navy
Commander Robert Stover, U.S. Navy
Lieutenant Colonel Nils Bjorn Soendrol, Norwegian Army

Photos by JWC PAO

"The exercise setting reflected a wide variety of complex, modern conflict
dimensions (e.g. civil military integration, asymmetric, hybrid, cyber
warfare, anti-access/area denial) across the political, military, economic,
social, infrastructure and information (PMESII)-spectrum, challenging the
Training Audiences with a broad choice of operational dilemmas."
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LEFT: Lieutenant Colonel Holger Judt during an
OPFOR situation update briefing. Photo by JWC PAO

Understanding the battlespace
TRIDENT JUNCTURE 2018 Computer-Assisted Command Post Exercise (TRJE18 CAX/
CPX) was conducted from 14-23 November
2018 and reflected the culmination of over two
years of staff planning. The OCCASUS scenario
used during the exercise provided a fictitious
setting in which NATO confronted a near–
peer adversary across a complex environment
in the High North. The high-level of Training
Audience planning and preparation throughout the entire exercise period remained consistently focused and relevant, and contributed
to an equally strong performance during the
execution phase of the CAX/CPX. Throughout
the planning period, the Joint Warfare Centre
(JWC) TRJE18 Exercise Planning Team (EPT)
was completely engaged and remained on task.
This article acknowledges the collective efforts of the JWC EPT, while also highlighting
the contributions of the JWC Scenario, Main
Events List/Main Incidents List (MEL/MIL),
and the Opposing Force (OPFOR), in particular, to the execution phase of the exercise.

The context of
TRJE18 CAX/CPX
In order to fully understand the focus and efforts of the Training Audience, it is worth taking
the time to first understand the geo-strategic
situation presented in TRJE18.

As defined in the TRJE18 Exercise Specification (EXPEC) document, the OCCASUS
setting supported the development of a Major
Joint Article 5 Operation scenario focusing on
Northern Europe/High North. This fictitious
setting provided a training framework for exercise command arrangements, decision-making
processes and operational procedures for joint
and component functions within a given theatre. The setting also reflected a wide variety
of complex, modern conflict dimensions (e.g.
civil-military integration, asymmetric, hybrid,
cyber warfare, anti-access/area denial) across
the political, military, economic, social, infrastructure and information (PMESII)-spectrum,
challenging the Training Audiences with a
broad choice of operational dilemmas.
TRJE18 was an Allied Command Transformation (ACT)-sponsored, two-level (operational and tactical) Live Exercise (LIVEX), and
three-level (strategic, operational and tactical)
CAX/CPX that trained, exercised, and evaluated Allied Joint Force Command Naples (JFC
Naples) Command and Control (C2) of the enhanced NATO Response Force (eNRF) 2019.
This high-visibility exercise was also
used as a means of demonstrating NATO's
Visible Assurance, supported by strategic communications and eNRF capabilities to tailor,
plan, prepare, deploy, and sustain forces. The
level of ambition was to plan the response of
the eNRF-including the Very High Readiness Joint Task Force (VJTF)-to an Article 5
situation, using the NATO Crisis Management
Process (NCMP) at the level of a Major Joint
Operation (MJO), and in a collective defence
context in Northern Europe.

JFC Naples is heading the NATO Response Force for 2019 (NRF19), and based on
the training needs for this task, they developed
seven Training Objectives covering skills and
capabilities that were crucial for their task as
an operational headquarters for NRF19. Thus,
it was important that the JWC designed an exercise that trained JFC Naples and their supporting headquarters in both planning and
execution, focusing on these seven Training
Objectives. In other words, this is why focus
was on planning and execution of an Article
5 operation, command and control in the battlespace, targeting, force protection, and sustainment. Also particular to TRJE18 were the
many training opportunities involving cooperation with host nations and non-military organizations and operational dilemmas testing
civil preparedness.

Buy-in from the
Training Audience
Early Training Audience engagement in the
scenario was key to the synchronization of the
Training Audience plan and the CAX/CPX
design. As early as in October 2017, TRJE18
Training Audiences participated in a scenario
wargame that provided an essential barometer
check against the new OCCASUS scenario.
The wargame permitted the JWC Scenario
team to make adjustments to account for gaps
and ambiguity prior to the release of scheduled
scenario products in the lead up to the Crisis
BELOW: Lieutenant Colonel Dave Canavan, the
author and Chief MEL/MIL, at an exercise VTC during
TRIDENT JUNCTURE 2018 CPX. Photo by JWC PAO

Exercise design
The SACEUR's Annual Guidance for Exercises
explains how the first decisions are made about
what exercises to execute. This high-level document sat the framework for what kind of exercise TRJE18 would be. The EXPEC document
elaborated on the protagonist, which in TRJE18
was JFC Naples, what kind of warfare to be exercised, listing of Training Audiences, and differentiating between aims and objectives for
the LIVEX part of the exercise and for the CPX,
which was directed by the JWC.

►►►
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JWC Training Team at JFC Naples with
Major General Reudowicz, Commander JWC.
Photo by JFC Naples PAO

Response Planning in February-March 2018.
Equally important was the participation of the
JFC Naples, Deputy Chief of Staff (Plans) in
this wargame, more than a year before the actual execution. This reflected the strong commitment of the Training Audience.

Understanding the aims
and objectives of the
Training Audience
JWC's success in TRJE18 was not about winning tactical, operational or strategic fights, but
rather about having created an environment
in which the Training Audience could achieve
their identified Training Objectives. Key to the
process of developing a CPX design was to develop and maintain a clear understanding of the
aims and objectives of JFC Naples.
For TRJE18, JWC's initial development
of the CAX/CPX design was achieved through
the Crisis Response Planning, with the actions
of JFC Naples staff at SHAPE, Norwegian Joint
Headquarters (through the JFC Naples Operational Liaison and Reconnaissance Team, or
OLRT) and JFC Naples as well as observations
by JWC MEL/MIL, OPFOR and Scenario dur-

ing the OLRT. In addition, the JWC Training
Team mentored and coached the Training Audience throughout the planning phase, ensuring that their planning efforts were kept within
the exercise framework. The resulting JFC
Naples Operation Plan (OPLAN), codenamed
as Joint Task Force Northern Defence OPLAN
51810, identified the Decisive Conditions
(DCs) against which the JWC team could plan
and script and provide key planning anchors.
Moreover, in order for the JWC to develop a quality CAX/CPX design it required an
understanding of the JFC Naples and component command Operational Plans, as well as
the priorities of NATO Host Nations and Partner Nations. Close coordination and constant
dialogue between all stakeholders and JWC
enabled the JWC Chief OPFOR to develop
and synchronize the OPFOR plan to meet all
Training Audiences' Training Objectives. The
OPFOR plan tested JFC Naples' planning considerations and added relevance to the previously developed operational dilemmas. The
OPFOR plan also contributed to testing staffing processes and the competition for resources within the Joint Force Command.

The devil is in the details:
moving beyond the OPLAN and
initial Joint Coordination Order
As a staff action, JFC Naples developed an initial Joint Coordination Order (JCO), which
supported the first phase of their OPLAN.
However, given the Article 5 requirements of
TRJE18, it was essential that the JFC Naples
operations staff also develop a follow-on JCO,
which reflected the objectives for the execution of the CAX/CPX part of the exercise.
Consequently, the JFC Naples staff
achieved component commands' participation
during May to June 2018. The JWC Training
Team, Scenario, OPFOR and MEL/MIL participation helped ensure continued scenario
understanding of the Training Audience intent
and that OPFOR plans were always synchronized. The drafted JCO was available for use
during the TRJE18 MEL/MIL Scripting Workshop, providing scripters with tangible joint
and component command tasks and actions
for scripting.
The ability of the JFC Naples staff to deliver a coherent OPLAN permitted the JWC
OPFOR and MEL/MIL to plan and script key

►►►
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behind the scenes
A variety of EXCON and Response Cell
personnel during TRIDENT JUNCTURE
2018 Command Post Exercise, including
the role players and Host Nation
representatives. The exercise brought
together approximately 3,500 personnel
from 31 Nations. Photos by JWC PAO

DCs during the CPX execution. On 4 September 2018, Admiral James Foggo, Commander
JFC Naples, led a Rehearsal of Concept (ROC)
Drill with component commands, resulting
in some adjustments to the JCO. Most importantly, throughout the shaping of the JFC
Naples OPLAN and JCO, the JWC CAX/CPX
design remained aligned, focused on the provision of near-peer adversary threats while addressing the training requirements of all Training Audiences. This alignment was maintained
through the continued collaboration with
Training Audiences, Host Nations and Partner
Nations, ensuring continued synchronization
with OPFOR actions.

Battle Staff Training:
a departure from the norm
Early in the exercise planning process of
TRJE18, it was agreed that JFC Naples would
schedule their Battle Staff Training (BST) immediately prior to the CPX, so that the critical

JFC Naples staff activities of the Joint Coordination Board1 and Assessment Board2 scheduled as part of the JFC Naples battle rhythm
during the beginning of the CPX could also be
rehearsed during the BST.
In order to build the content for these
boards, the JFC Naples BST team, working in
parallel at the JWC MEL/MIL Scripting Workshop developed the supporting material required to run these boards. This material was
coordinated with the JWC TRJE18 staff and
reflected the "Road to STARTEX" scenario as
developed by the JWC TRJE18 scenario team.
There was a significant risk that this BST content would corrupt the JWC-developed MEL/
MIL script for the CPX execution phase. With
this risk came the opportunity for the JFC
Naples staff to develop the necessary content
for their boards, which enabled their staff
processes during the CPX. JFC Naples senior
leaderships' continued engagement, however,
mitigated this risk to a certain degree. Despite
the inevitable bleed-over of BST content to

the CPX, the "G+87" and "G+88" Joint Coordination Board and Assessment Board were
successful in providing JFC Naples staff and
leadership with the process and content that
enabled "Commander Joint Task Force Northern Defence" to make decisions, and focusing
subsequent efforts on the task force and component command planning activities for the
remainder of the CPX.

Execution phase:
EXCON puts JFC Naples'
plan to the test
The CPX was successfully conducted with
minimal diversion and adjustments from its
original design. While its clear design was
a contributing factor to this success, it was
equally important that the EXCON augmentees had a general understanding of the JFC
Naples, component command, host nation and
partner nation intentions and planned actions
during the execution phase.

“The JWC CAX/CPX design remained focused on the provision
of near-peer adversary threats while addressing the
training requirements of all Training Audiences.”
►►►
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In support of this objective, the JWC
produced an "exercise flow" video in a
wargame format that walked the EXCON staff
through the entire ten days that the CPX lasted, alternating between friendly force, partner
nation and OPFOR actions. The video format
further permitted EXCON staff to review desired aspects of the exercise flow as required
throughout the CPX.
The exercise flow video was followed
in the EXCON training by Joint Task Force,
component command, host nation and partner nation presentations, reinforcing the understanding of the NATO and Partner Nation
intended actions. The JWC efforts to develop
a clear EXCON understanding of the environment and actions for the execution phase did
not rest solely on the provision of planning
briefings. The physical layout of EXCON at the
JWC was also addressed to ensure a stronger
level of coordination and synchronization in
order to deliver the desired training effect.
As an example, TRJE18 was the first
exercise in which NATO and OPFOR Air Response Cells were co-located. Recognizing the
requirement to provide timely direction, guidance and synchronization in the air domain,
the Blue and OPFOR Air Response Cells were
co-located to improve coordination and communication between these two key EXCON
organizations. Further supported by the new
post of an "air boss", whose role was to deconflict and adjudicate between the two cells, the
coordinated efforts enabled a coherent air picture to be presented to the Training Audiences.
In turn, this permitted dynamic scripting to
focus its efforts on the increased synchronization within EXCON while maintaining an
environment in which the Training Audience
could achieve their Training Objectives.
The daily EXCON battle rhythm also
contributed to the synchronization; the daily
EXCON force coordination meeting provided
the opportunity for EXCON Response Cells to
offer 48-hour forecasts of their component, national and OPFOR planned actions. While the
60 minutes assigned to each force coordination
meeting was not designed to discuss each and
every coordination requirement in detail, it succeeded in highlighting the ongoing and newly
identified coordination requirements to be addressed outside the margins of the meeting.
In addition to this coordination mechanism,
the constant feedback from the JWC Train-

JWC-supported TRIDENT JUNCTURE 2018
After Action Review VTC. Photo by JWC PAO

ing Teams to the Training Audiences, both at
JTF and component command levels, was important for staying on track. It also confirmed
workload and speed of MEL/MIL scripting and
identified where focus and emphasis should be.

HQ SHAPE: All-In
One of the new opportunities presented by
TRJE18 was the participation of SHAPE beyond the Initial Planning Phase, IIA. The continued participation of SHAPE through to and
including the CAX/CPX execution provided an
opportunity for the SHAPE staff to review their
internal battle rhythm while also introducing
the correct level of staff pressure on JFC Naples.
The participation of SHAPE in TRJE18
provided JWC with a deeper insight into the
influence and role of SHAPE in future exercises. During TRJE18, the JWC succeeded in
providing an environment in which JFC Naples
and the component commands achieved their
identified Training Objectives. The JWC was
able to deliver the exercise due to a clear CPX
design, which again created a better understanding of the Training Audiences' intended
actions and synchronizing these with the JWC
OPFOR plan. Additionally, the well-developed
scenario and setting for TRJE18 made it possible for the JFC Naples staff to develop a comprehensive plan and synchronize component

command actions through a timely developed
Joint Coordination Order. Both Training Audience and EXCON were thereby able to play out
the execution of TRJE18, permitting EXCON to
deliver a MEL/MIL script and OPFOR actions
to a well-prepared and responsive Training
Audience. The collective efforts of the Training
Audience and EXCON have undoubtedly contributed to the success of Exercise TRIDENT
JUNCTURE 2018. 

ENDNOTES
1

Joint Coordination Board (JCB). The JCB is the
JFC's principal meeting. Its aim is to assist the
macro aspects of joint force activity and effects
synchronization, specifically to issue commander's
priority guidance across the components, and to
resolve potential areas of conflict. The JCB usually
meets once a day. It comprises as a minimum
the JFC and component commands (in person, by
video teleconference, or represented by their senior liaison officers), political adviser, legal adviser,
chief JOC, the strategic communications advisor
and other individuals as required.

2

Assessment Board (AB). The AB is the formal
forum to seek commander's endorsement of the
operations assessment provided. The AB should
culminate in a recommendation to the Commander.
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Q& A
LIEUTENANT GENERAL RUNE JAKOBSEN
Norwegian Army Lieutenant General Rune Jakobsen, Commander of the
Norwegian Joint Headquarters in Bodø since 4 September 2015, started his
military career in 1980 and has filled several key positions in the Norwegian
Armed Forces, including Commanding Officer for the Telemark Battalion,
National Contingent Commander in Afghanistan, and Chief of Staff in the
Norwegian Defence Staff. Here, he talks about military modernization,
TRIDENT JUNCTURE 2018 and the relationship with the Joint Warfare Centre.
Inci Kucukaksoy, Joint Warfare Centre Public Affairs Office

ABOVE: Lieutenant General Jakobsen at
Joint Warfare Centre during Exercise TRIDENT
JAVELIN 2017. Photo by JWC PAO

“Exercise TRIDENT
JUNCTURE 2018
exceeded my
expectations
in all areas.”
Lieutenant General
Rune Jakobsen
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General, thank you very much for agreeing
to this interview. Let's start with your role as
Commander Norwegian Joint Headquarters.
What are your current priorities?
- My pleasure! As the Norwegian Joint Force
Headquarters Commander, I retain the operational command (OPCOM) over the Norwegian Armed Forces (NJHQ) in times of peace,
crisis and war. My main tasks are: the national
joint defence planning; preventing and handling crisis within the NJHQ area of responsibility (AOR); planning and conducting joint
exercises; planning for, deploying, and supporting all Norwegian soldiers abroad in international operations (INTOPS) and supporting
the civilian society. My priorities are, firstly, to
always have situational understanding in our
AOR as the foundation of all running operations, both home and abroad. Second, I have
to make sure that Norwegian military readiness is optimal at all times, and that military
presence in the High North is adequate.
How do you preserve modernization and
readiness of the Norwegian Armed Forces?
Can you please outline some of your projects?
- The modernization of the Norwegian Armed
Forces is based on operational requirements
identified by the NJHQ, staffed by the Chief of

Defence (CHOD) and decided by the Government and published in a long-term plan every
four years. We are now two years into the existing long-term plan, which increases the 2015
budget by more than NOK 180 billion over 20
years. The most important projects are the new
procurements of 48+4 F35s, five P-8A Poseidon Maritime Patrol Aircrafts, four new submarines, ground-based air defence (GBAD)
systems, and new field artillery guns for the
Army. Similarly, improving combat readiness
in close coordination with the service chiefs as
tactical commanders is an ongoing priority.
Can you elaborate on the Norwegian Joint
Headquarters' relationship to the Joint Warfare Centre (JWC)? What is the value of this
relationship for you?
- Since NJHQ was established in 2010, the
Joint Warfare Centre has been an important
partner to our headquarters. Over the years,
we have established a close and mutual relationship, where cooperation in planning and
conducting of joint exercises is the cornerstone. Exercises TRIDENT JAVELIN 2017 and
TRIDENT JUNCTURE 2018 are good examples of this. To me, the Joint Warfare Centre
is a "centre of excellence" in the area of joint
operational-level of warfare, and I hope that
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NJHQ can improve our staff processes even
further by maintaining our close cooperation
with the JWC.
What are your thoughts on having hosted
NATO's most important military exercise in
Norway since the end of the Cold War?
- TRIDENT JUNCTURE 2018 was indeed
a great exercise for both NATO and Norway.
For us the exercise was important in order to
test our national ability to receive NATO reinforcements on a large scale. It was a test of our
real defence plans, as well as a testing ground
for the newly developed Host Nation Support
Concept. In addition, it was an important development tool for the finalization of our Total Defence Concept. The exercise exceeded
my expectations in all areas. Moreover, the
close cooperation with Joint Force Command
Naples was outstanding, and the Joint Warfare
Centre's ability to facilitate national Training
Objectives in the Command Post Exercise
(CPX) was highly appreciated.
What have been some of the highlights from
TRIDENT JUNCTURE 2018?
- The highlights are many, but I would say
working with so many competent headquarters, units, and Allied military personnel. The
complexity of the Host Nation Support operation was fascinating, and Distinguished Visitor's Day, or the DV day, was a serious show of
force by NATO.
The importance of readiness for Allied forces
keeps coming up. What are your thoughts on
the value of deterrence training at the operational level?
- Deterrence is a key issue in Norway's security. Deterrence is achieved through having a
credible national defence structure and credible NATO reinforcement plans. In order for
structures and plans to have a credible effect,
they must be incorporated into exercises and
training regularly. In today's security environment, a crisis can occur within hours and
days. Decisions and units' response times
must therefore be quick. Otherwise, we will
have fait accompli situations that cannot be
reversed. For NATO Alliance, it is absolutely
imperative to show determination and ability to deploy in a collective defence setting. If
this is not trained and exercised in Major Joint
Operations, you will have slow reaction time

ABOVE: His Majesty King Harald of Norway paying a visit to Værnes Air Station during TRIDENT JUNCTURE 2018.
Photo by Kristian Kapelrud, Forsvaret

and low deterrence effect. In this context, the
TRIDENT JUNCTURE 2018 exercise was important in that it showed NATO's strong determination and ability to react adequately to a
major security crisis.
With a collective defence focus and Article 5
scenarios, exercises are now more complex,
addressing many aspects of warfare including
hybrid threats and information warfare. What
is your take on these challenges?
- Major Joint Operations are nothing new, but
it has been a while since these were exercised
on a large scale. Following many years of doing counterinsurgency (COIN) in the context
of out-of-area operations, I think we now have
to switch focus to exercises such as TRIDENT
JUNCTURE 2018 for the years to come. The
borders between peace, crisis and war have
become blurred. That being said, I don't think
these changes have led to more complex military operations, but it has definitely made it
more difficult to achieve timely decisions, especially political decisions. The new hybrid

threats challenge our ability to react timely.
Legislation has to be adapted to reflect the
new threats. Society and modern living have
become more complex and has made us more
vulnerable. In my opinion, we are less alert
and robust to face this new reality compared
to what we were during the Cold War. In other
words, you can say that we have to adjust our
mindset to a new reality. The Norwegian take
to this is through the modernization of our
Total Defence Concept. I strongly believe that
Norway, as a Nation, has already taken steps to
become more robust and resilient to face the
new reality.
What is next in terms of acquiring Norway's
future warfighting capabilities?
- Our politicians make this decision, but I
strongly hope the Government will stand firm
by their 2% of GDP commitment from Wales.
A balanced force structure with a modernized
and strong Army, a more capable Navy, and
more robust air defence systems are high on
my wish list. 
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"In fundamental ways, TRIDENT
JUNCTURE 2018 was more complex
than past Article 5 exercises. At
NATO operational level, it's not just
about executing major exercises
anymore; TRIDENT JUNCTURE
2018 once again validated just
how important a solid planning
phase is, starting from the Crisis
Response Planning through
the Battle Staff Training to the
STARTEX. As the JWC team, we
develop exercises that integrate
training and experimentation to
test and validate NATO Warfare
Development concepts to avoid
fighting yesterday's war. In doing
so our ambition is to produce
evidence for change."

Major General Reudowicz and
members of the JWC Training Team
with JFC Naples Deputy Commander,
Lieutenant General Christian Juneau.
Photo by JFC Naples

Major General Andrzej Reudowicz
Commander, Joint Warfare Centre

JWC acts as the conscience of the NATO Alliance

JWC Training Facility. Photo by JWC PAO

Major General (Ret.) Roger Lane CBE FCMI, Royal Marines
JWC's Senior Exercise Control (EXCON) Advisor, TRIDENT JUNCTURE 2018

Major General (Ret.) Lane.
Photo by JWC PAO
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“The Joint Warfare Centre (JWC) acts as the
conscience of the NATO Alliance, creating
highly realistic scenarios and exercises
into which the different headquarters are
immersed, and which reflect the different
dimensions of mo dern warfare against
a near-peer adversary. For the JWC,
this means providing an adversary that
emulates the full spectrum of challenges
facing the Alliance, including Space,
Cyber, Land, Air, Maritime, and Special
For ces. In terms of cognitive warfare,
it is equally important to make full use
of the information environment where
potential a dversaries seek to undermine
the Alliance’s cohesion, as well as societal
and structural cohesion. JWC weaves these
complex threads into a seamless script for
delivering a high-tempo Article 5 scenario
operation, using a combination of compu terassisted simulation, role players, injects,
media, and response cells from the nations

and components, such as brigades and
air squadrons, or maritime task groups.
The JWC Training Team provides training
support to the Training Audience, whilst
providing feedback to the EXCON, so that
the latter can adjust exercise play to ensure
that the Training Audience can achieve
their Training Objectives. By creating this
realistic training environment, the JWC
challenges the Training Audiences and
creates an opportunity for them to learn
and grow, whilst also providing insights into
future capability requirements or doctrinal
changes or shortfalls. By increasing
readiness, the JWC provides an essential
function to protect the Alliance."
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TRIDENT JUNCTURE 2018: updating and modernizing Norway’s total defence
Tor Honningsvåg
Senior Advisor, Norwegian Directorate for Civil Protection (Direktoratet for Samfunnssikkerhet og Beredskap)

“Norway has subscribed to the Total
Defence Concept for many years, in fact
since before the Cold War days. The concept
was originally developed to ensure crisis
management with cost-efficient use of
all national resources, both military and
civilian. Norway's Total Defence Concept
can be described as a mutual support and
cooperation between the Norwegian Armed
Forces and civil society in: (1) prevention,
contingency planning, crisis management
and consequence management; (2) the
whole spectrum-from peace, through crisis
and war. In a scenario like that played in
Exercise TRIDENT JUNCTURE 2018, with a
NATO Article 5 response and high-intensity
warfare in Norway, the term total defence
implies that our total national resources
were mobilized to defend the nation, and
to provide Host Nation Support to our
NATO Allies. Most civilian agencies with a
preparedness responsibility in Norway took
part in the Command Post Exercise (CPX)
portion of TRIDENT JUNCTURE 2018 as
Secondary Training Audience. Similar with
last year's TRIDENT JA VELIN 2017, the DSB
has coordinated the planning process for
civilian participation also for this exercise.
Civilian agencies and organizations then
developed their Training Objectives, and
we participated in the Main Events List/
Main Incidents List (MEL/MIL) workshops
to produce a number of injects designed to
meet these objectives. For the JWC-directed

Tor Honningsvåg (second from left) with
DSB representatives, TRIDENT JUNCTURE
2018 CPX. Photo by JWC PAO

CPX, more than a dozen civilian actors were
in place as liaisons to the Norwegian Joint
Headquarters in Bodø. They played with
reachback to their respective headquarters
where their crisis management
organizations were being exercised. So far,
we have identified a number of the findings,
or lessons identified, during this exercise. A
thorough evaluation of TRIDENT JUNCTURE
2018 is currently being conducted, and the
findings from this exercise together with
the findings from the previous exercise,
TRIDENT JAVELIN 2017, will be used in the
ongoing effort to update and modernize
Norway's total defence.”

"It's not about winning or losing.
We provide an opportunity for training.
The Training Audience sets their own
Training Objectives, and we design the
exercise, and what's going to happen
in the exercise, in the execution,
based on those Training Objectives."
Commander Robert Stover, JWC

Closeup of staff during a briefing
at the JWC Situation Centre
(SITCEN). Photo by JWC PAO

Extract from an article written by Edward Lundquist for
Seapower Magazine, "TRIDENT JUNCTURE 2018:
JWC Creates Artificial Countries, Adversaries to Test
NATO and Partner Militaries"
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MCC ready to support NATO in the maritime domain
Captain Marcello de Bonis, Italian Navy
Chief, Maritime Response Cell, TRIDENT JUNCTURE 2018
“For Exercise TRIDENT JUNCTURE 2018,
the Maritime Response Cell was activated
as part of the EXCON organization to train
the Maritime Operational Headquarters'
(Italian MARFOR) skills and capabilities in
an Article 5 Major Joint Operation (MJO).
Personally, it was my first time to participate
as response cell, and I found that this task
as well as that of a trusted agent were both
quite challenging. For the maritime domain,
TRIDENT JUNCTURE 2018 was designed
to conduct a full spectrum of maritime
operations up to NATO Expanded Task Force

level, including one carrier group. Italian
MARFOR will be the Maritime Component
Command (MCC) on stand-by for NATO
Response Force 2019 and will be subordinate
to the Joint Task Force Commander (Joint
Force Command Naples). Speaking on
behalf of the whole response cell, this
exercise was a good opportunity to train in a
joint and combined environment. It showed
that the MCC is ready to fully support the
NATO Alliance in the maritime domain.
Finally, as we say in the Italian Navy: Vento
in Poppa (we wish you fair winds)."

"Some of the commands we work with
are very land-centric and well-versed
in that domain. We want them
to think about what maritime forces
can really bring to the fight and what
a frigate or destroyer can do for
the land component commander.
We're challenging them to think jointly
and how the spectrum of maritime
forces, including jets, guns and
electronic warfare, can impact the
land battle. We're helping to foster
that understanding. It's not just
about shooting Tomahawks."
Commander Patrick Boyce, JWC
Extract from an interview by Edward Lundquist for
Seapower Magazine, "TRIDENT JUNCTURE 2018:
JWC Creates Artificial Countries, Adversaries to Test
NATO and Partner Militaries"

Captain de Bonis. Photo by JWC PAO

A big step forward for both Sweden and NATO
Major General Bengt Andersson, Swedish Armed Forces
Commander, Swedish Forward Coordination Element, TRIDENT JUNCTURE 2018

Major General Andersson.
Photo by JWC PAO
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"As NATO's Partner Nation, Sweden has
participated in many NATO exercisesboth live and command post exerciseson different levels. However, TRIDENT
JUNCTURE 2018 was the first exercise in
which Sweden participated as Sweden,
and not as the fictive country, Torrike,
as per the previous SKOLKAN scenario.
Moreover, TRIDENT JUNCTURE 2018 was
the first exercise where Sweden participated
with a coordination element in addition to
liaison officers. In the Swedish element,
we have witnessed a well-planned and
well-executed exercise. I am convinced that
Sweden's participation in the EXCON, as a

A Grey Cell meeting. Photo by JWC PAO

Forward Coordination Element, was a big
step forward for both Sweden and NATO.
In 2019, hopefully, we are able to take this
cooperation a step further by truly stepping
into Exercise TRIDENT JUPITER 2019 as the
Training Audience."
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TRIDENT JUNCTURE 2018 represented a tremendous learning opportunity
Snorri Matthíasson
Senior Adviser, Icelandic Ministry for Foreign Affairs, TRIDENT JUNCTURE 2018
Audience to think strategically about the
defence of Europe by seeing the larger
picture and the importance of sea lines of
communications and the GIUK gap. In the
end, we were happy to see the results of the
analysis from SHAPE, Joint Force Command
Naples, and the component commands,

and we hope that they have also learned
something about Iceland in the process.
Additionally, the guidance from the JWC
staff was instrumental in enabling us to
reach our own Training Obje ctives. We now
look forward to participating in Exercise
TRIDENT JUPITER 2019."

Snorri Matthíasson

"Iceland took part in Exercise TRIDENT
JUNCTURE 2018 as a Host Nation alongside
Norway, Sweden and Finland. The exercise
was a new experience for us. As a Founding
Member of NATO without our own military,
we took part in the exercise in a civilian
capacity with members of our Ministry of
Foreign Affairs, police, and Coast Guard. For
those involved, the exercise represented a
tremendous learning opportunity and gave
us a great insight into NATO operations and
exercises. We sought to engage the Training

Icelandic Response Cell, Stavanger.
Photo by JWC PAO

The first time Finland participated in a NATO-led Command Post Exercise
Colonel Manu Tuominen
National Senior, Finnish Forward Coordination Element, TRIDENT JUNCTURE 2018
"A special thanks to the JWC for developing
and organizing the TRIDENT JUNCTURE
2018 exercise, and to Joint Force Command
Naples, for their effort in ensuring the NATO
Partners' full participation in it. This was
the first time that Finland participated in a
NATO-led Command Post Exercise, or CPX,
in a real geographical setting and with an
Article 5 dimension. The challenge with this
kind of scenario is that it has to be analyzed
on both the operational and strategic levels
simultaneously, while also considering
legal and political constraints. Finland's
national goal was to learn how NATO
operates and co-operates with its Partners.

I can say that this goal has been achieved.
I am also confident that NATO has gained
knowledge of Finland's geographical factors
and military posture. Finally, I would like
to express our gratitude to the Joint Task

Force headquarters (Joint Force Command
Naples) for a warm welcome and smooth
integration into the operation. It was a
great privilege to work with all professional
Forward Coordination Element teams."

Finnish Forward Coordination Element, Stavanger.
Photo by JWC PAO
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TRIDENT JUNCTURE 2018 CPX
Faking it!
Lieutenant Colonel Andrew White, British Army (Royal Signals)
OPFOR Role player, TRIDENT JUNCTURE 2018

The president and his bodyguard.
Photo by JWC PAO

ABOVE: Artwork by Dan Lee

"When was there ever a place in JWC's
operational-level training for fake news?
At JWC, we pride ourselves on delivering
world-class training to ever larger Training
Audiences (now 1,200+). Each exercise is
only ever as good as the effort expended and
results achieved. Bringing the 'bad guys'
to life helps to create a more challenging
environment. Cheesy as though it may sound,

'faking it' is vital in creating a convincing
adversary against which NATO forces must
act. The more realistic the scenario, the more
rigorous the exercise. If we are to win the
media war for real, NATO must rise to the
challenge. A lacklustre Opposing Force would
be treated with disdain. We need to spuron our own forces, getting them to engage
with and employ the media in all its forms to

counter harmful messaging from the enemy,
however 'real' it may at first appear. Besides
raising morale, which is a key component
of Fighting Power, faking the president of
one of the fictitious countries in the scenario
provided only a minuscule fraction of the
exercise play, yet it helped to set the scene
and give our Training Audiences a better run
for their money."

Air Response Cell, TRIDENT JUNCTURE
2018 CPX. Photo by JWC PAO

"TRIDENT JUNCTURE 2018 showed
that all 29 NATO Allies stand together
in our 360-degree approach to
security. During the exercise, we
provided the Training Audience
an opportunity to identify and
combat disinformation. Regarding
disinformation, I would like to quote
from a handbook published by UNESCO
last year, 'news means verifiable
information in the public interest, and
information that does not meet these
standards does not deserve the label of
news. In this sense then, fake news
is an oxymoron.'"
Laura Loflin DuBois, JWC

44 The Three Swords Magazine 34/2019

"In my opinion, the JWC-led ComputerAssisted Command Post Exercise has been
an excellent opportunity to follow up the
very successful Live Exercise. We continued
to exercise and test our NATO military
commands and to strengthen even further
cohesion with our Allies and Partners."

Group Captain Alistair Davies
Royal Air Force, Chief Air Response Cell,
TRIDENT JUNCTURE 2018

►►►

INTERVIEWS
Norway's total defence was truly exercised
Lieutenant Colonel (Ret.) Frank Terje Aarrestad, Norwegian Army
National Joint Headquarters, Officer of Primary Responsibility, TRIDENT JUNCTURE 2018

Lieutenant Colonel (Ret.) Aarrestad.
Photo by JWC PAO

"In my role as Officer of Primary
Responsibility, or OPR, of TRIDENT
JUNCTURE 2018, I have worked together
with the JWC for the three years it has taken
to plan, develop and execute the scenario
for this exercise. In addition to this, I have
also been the main coordinator for Norway's
contribution to the exercise, both in terms
of military and civil defence coordination,
exercise planning, crisis response planning,
academics, several conferences, etc.
Speaking on behalf of Norway’s contribution,
we are very happy with the outcome, both
for Live Exercise (LIVEX) and Command
Post Exercise (CPX). Our headquarters
demonstrated that we are still capable of
conducting planning and operations in the
good old way, and on all levels (operational,
tactical and strategic), and as civil defence.
Moreover, I believe that our total defence
was truly exercised, and it has been so
interesting to integrate the civil defence into
the exercise and to use this mechanism
in the scenario. Our close cooperation
with the Joint Warfare Centre has made it
possible to see their way of opera ting and
bringing some of this into our own national

procedures. Especially, the cooperation
with JWC CAX has been remarkable, and we
have adapted some of the other procedures
in our exercise planning and execution. We
have also implemented JWC procedures
when it comes to the exercise directives,
so that we are in line with NATO. We are
also very familiar with the NATO SACEUR
Guidance on Education, Training, Exercises
and Evaluation (SAGE) that explains that
the Alliance will cooperate closer with
the Nations, and that NATO will allow the
Nations to play themselves in the exercises.
This has to be reflected in the scenario, and
the whole mindset and the processes need
to change. The idea of the nations playing
themselves kicked off in STEADFAST JAZZ
in 2013 where the Baltic Nations played
themselves. I believe that this way of training
and exercises is the way ahead. Having the
nations play themselves calls for a different
set up of conferences and scripting, because
getting to know everything about the nations
and studying the country books will take
time and the Training Audiences must have
an excellent understanding of the nations in
order to succeed."

"TRIDENT JUNCTURE 2018 presented
the outstanding opportunity to test the
NATO Response Force (NRF) capabilities.
During the LIVEX, we were able to deploy
NATO Forces in difficult conditions and bad
weather, and through the CPX phase, we
proved that we were able to command and
control such a complex operation against
a capable enemy. During the exercise, we
were not only testing the command and
control, but we were also challenging our
CIS structures. As always, the JWC gave
the Training Audiences a challenge in all
dimensions of warfare. We trained them in
very comprehensive domains, from media
to hybrid warfare and cyber war. The JWC
provided the NRF with a chance to continue
to prove how well-prepared we are for future
missions. With its highly experienced and
motivated staff, the JWC continues to serve
as the only NATO entity where such complex
training at this level can be simulated. I
have now been in charge of these kind of
exercises in multinational environments
for more than ten years, but TRIDENT
JUNCTURE 2018 has been the most
important exercise throughout my entire
military career."

Lieutenant Colonel Stephan Dirr
German Army, Joint Force Command Naples,
Officer of Primary Responsibility,
TRIDENT JUNCTURE 2018

Lieutenant Colonel Dirr.
Photo by JWC PAO
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"Where the LIVEX ensures
we are trained and ready to
operate at the operational
and tactical levels of
warfare across the Alliance
for collective defence,
the CPX provides us the
opportunity to do the same
at the strategic, operational
and tactical levels."
Rear Admiral James A. Kirk
U.S. Navy Deputy Commander and
Chief of Staff, Joint Warfare Centre

Rear Admiral James A. Kirk.
Photo by JWC PAO

OCCASUS scenario brings us back to the traditional art of warfighting
Lieutenant Colonel C.J. Rump, Netherlands Army
Chief of Staff, Land Response Cell, TRIDENT JUNCTURE 2018

Lieutenant Colonel Rump.
Photo by JWC PAO

"TRIDENT JUNCTURE 2018 was my second
exercise developed and directed by the JWC.
This Centre has again created a challenging
exercise environment for my headquarters,
1 (German/Netherlands) Corps, which was
one of the Primary Training Audiences
in TRIDENT JUNCTURE 2018. For my
headquarters it is simply not feasible to
organize such a large-scale exercise which,
on top of the military instrument, also puts
diplomatic, economic and informational
instruments of power to the test. The
challenge of this exercise, which was
based on the OCCASUS scenario, is that
it brings us back to the traditional art of
warfighting and commanding brigades,
while also incorporating new threats, such
as cyber, information and non-linear. The
interaction with the brigades, represented
by the unit response cells within the Land

Response Cell helped identify areas that
required additional focus. When all comes
to all, it is not about a matter of getting a
tick-in-the-box but about being ready and
prepared for every contingency. Finally,
1 (German/Netherlands) Corps looks
forward to working with the JWC again for
the STEADFAST JUPITER/JACKAL 2020
exercise. I really enjoy the comradeship
and professionalism of the members of the
JWC. We very much enjoy our productive,
sometimes heated, but friendly discussions.
As I always say, 'Together we are stronger!'"

Land Response Cell,
Photo by JWC PAO
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INTERVIEWS
"With the CPX we accomplished more with
less, while avoiding high costs. The CPX was
designed to emulate the complex operational
conditions and dilemmas that are difficult
to replicate in a LIVEX. We provided firstclass training for multiple contingencies in
a realistic and comprehensive environment.
We were not limited by the challenges
of a live training environment and other
peacetime constraints, such as training near
civilian populations. We saved a tremendous
amount of money, because we didn't bring
in 50,000 troops or transported vehicles and
equipment, and we didn't build any training
areas. But with our CAX, we simulated
a NATO-led Article 5 collective defence
operation at the Major Joint Operation scale.
We also tested new doctrine, capabilities
and concepts some of which, I believe,
will be crucial in the future. For the first
time, through this CPX and in an Article 5
collective defence exercise, we had Finland
and Sweden, who are among NATO's
closest partners, participating and playing
themselves. Normally, the planning process
of a CPX takes 18 months. But because
TRIDENT JUNCTURE 2018 is combined
with a large LIVEX, we started planning
almost three years ago. It has been quite
a complex, but very rewarding process. We
are all very proud to take part in such an
important exercise for the NATO Alliance. I
feel humbled and privileged to work with the
JWC Exercise Planning Team that operates
like a well-oiled machine, no matter how
hard the task. I call them my dream team."

Interviews and Photos by
Joint Warfare Centre Public Affairs Office

The days when our Alliance communicated only
through politicians and defence journalists are over
Lieutenant Lasse L. Matberg, Norwegian Navy
The public face for TRIDENT JUNCTURE 2018; Sports Officer, NATO Joint Warfare Centre

"It is great that participants from 31 Nations
worked together on Norwegian soil with
the aim of protecting peace and sharing
expertise. Norway gave access to excellent
and varied training areas. By training
collectively, we are able to put our common
procedures to the test, and thereby improve
the quality of our training. Ultimately, we
become even better at what we do! Firsthand training is invaluable. I want to point
out that I was not the only face of this
exercise. All the participants of Exercise
TRIDENT JUNCTURE 2018 were good
ambassadors. The idea of promoting the
exercise was to reach a broader audience
and to explain what NATO does, and why
we do it. Obviously, social media plays
an important role today. The days when

our Alliance communicated only through
politicians and defence journalists are
over. The idea of me as a public face for the
exercise was to bring the exercise and NATO
Alliance closer to our young audience. I have
to admit that the most interesting feedback
was the 'positive' feedback we got from the
Russian news media, highlighting me as an
ambassador for the exercise, despite the
tone being a little bit sarcastic. The NATO
media staff really enjoyed this piece of
feedback, and so did I. On another note, it
really meant a lot to me when our Secretary
General, Mr Jens Stoltenberg, told me that
the Tabata workout I organized in Trondheim
was effective, fun, and an event that he, and
his staff, would definitely continue to do in
the future."

Lieutenant Colonel Willem “Bill” De Kant,
Netherlands Army
JWC Officer of Primary Responsibility,
TRIDENT JUNCTURE 2018
Lieutenant Colonel De Kant.
Photo by JWC PAO

Lasse L. Matberg.
Photo by JWC PAO
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“One of the most prominent
manifestations of shrinking
humanitarian space is the lack
of security of humanitarian staff.”

NATO TRIDENT JUNCTURE 2018 LIVEX.
Photo by Stuart MacNeil, Canadian Navy ©

SPOTLIGHT

PRESERVING THE HUMANITARIAN SPACE
IN NATO ARTICLE 5 OPERATIONS
by Jordi Capdevila
Director, Barcelona International
Peace Center and Crisis Management
Subject Matter Expert (JWC Grey Cell)

T

HE YEAR 2018 saw one of NATO's
biggest Live Exercises (LIVEX),
which was also conducted in a
separate Computer-Assisted Command Post Exercise (CAX/CPX). As defined
in the foundational treaty Article 5, TRIDENT
JUNCTURE 2018 was based on the premise of
NATO collective defence of a Member Nation,
which in this case was Norway. The near-peer
adversary portrayed during the exercise offered a substantial military challenge, while at
the same time allowing for humanitarian chal-

lenges. Moreover, TRIDENT JUNCTURE 2018
created the opportunity to experience the need
for preserving what we refer to as the "humanitarian space"—a concept defined by the United
Nations Office for the Coordination of Humanitarian Affairs (UN OCHA) as an operational
environment that allows humanitarian actors
to provide assistance and services according to
humanitarian principles and in line with International Humanitarian Law (IHL).
In conflicts, humanitarian organizations
often face a range of obstacles, such as denial
of access of personnel and equipment needed
for humanitarian interventions, legal and administrative impediments, or, in some cases,
aid workers are even harassed, expelled, or, in-

creasingly, targeted in violent attacks. All this
hamper, or completely neutralize, the ability of
the humanitarian organizations to provide assistance and protection. Humanitarian operations are also hampered by counter-terrorism
legislation, including the "no contact" policy
which has been adopted by many countries
and donors. The policy, which prohibits contact
with armed groups present in the field, prevents
humanitarian workers in establishing contact
with all parties involved in a conflict, which is
required to ensure the humanitarian space.
Within this context, humanitarian deconfliction becomes a specific tool that contributes to the preservation of the humanitarian space. During TRIDENT JUNCTURE

►►►
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2018, humanitarian stakeholders, together
with NATO, had the opportunity to practise
the implementation of such mechanisms.
As defined by UN OCHA, humanitarian
deconfliction constitutes the exchange of information and planning advisories by humanitarian actors with military actors in order to
prevent or resolve conflicts, remove obstacles
to allow for humanitarian action, and prevent
dangerous situations for humanitarian personnel. All these include negotiation of military
pauses, temporary cessation of hostilities or
ceasefires, or safe corridors for aid delivery.
In practical terms, the deconfliction
mechanism often takes place by informing the
parties to the conflict of humanitarian movements and static locations in the area of operations, aiming at ensuring the safety and
security of humanitarian premises, personnel,
equipment and activities in areas of military operations, airstrikes, shelling, etc. Yet, there is no
overarching international framework or rule for
how deconfliction should be carried out.
UN OCHA often serves as the conduit
between those humanitarian organizations
that wish to share their data, such as locations
and/or information about movements, and the

focal points assigned by the parties to the conflict. Nevertheless, some of the largest humanitarian organizations run their own deconfliction mechanisms independently. According to
the humanitarian news agency IRIN, in Yemen
for instance, in addition to OCHA, (which collates the information for the UN agencies and
most NGOs), Medecins Sans Frontieres and
the International Committee of the Red Cross
(ICRC) are exceptions to the deconfliction
system. Medecins Sans Frontieres and ICRC
communicate directly with the parties to the
conflict, and the need for ensuring independency is often cited by these organizations as
the reason why multiple deconfliction systems
need to be running in parallel. In addition, the
ICRC plays a key role, not only in ensuring respect for the International Humanitarian Law
but also as defined in the ICRC Seville Agreement of 1997, the ICRC is the lead agency for
the members of the Red Cross and the Red
Crescent movements in time of conflict, including the Red Cross National Societies.
The ample diversity of humanitarian actors and mechanisms required poses a complex
challenge, requiring the parties to the conflict
to commit to accommodate these needs if hu-

man suffering is to be prevented. As stated by
UN OCHA, using a deconfliction mechanism
does not constitute a legally binding agreement
between any of the involved parties, and it does
not guarantee the safety of personnel, facilities,
or sites. However, it does facilitate the work of
the humanitarian organizations by promoting
the safety and security of humanitarian locations, activities and personnel, and without
prejudice to the responsibility of upholding IHL
that lies solely with the warring parties.
According to the Aid Worker Security
Report 2017, 158 major incidents of violent
attacks on humanitarian operations occurred
in 22 countries, affecting 313 aid workers that
year. The 139 fatalities constituted a 30% rise
in fatalities compared to 2016. According to
the UN's Interagency Standing Committee,
one of the most prominent manifestations of
shrinking humanitarian space is the lack of
security of humanitarian staff. It is therefore
fundamental that parties to the conflict adopt
all feasible measures to preserve the humanitarian space. NATO forces are well aware of
this need and Exercise TRIDENT JUNCTURE
2018 offered an excellent training opportunity
to practice it. 

BELOW: The Grey Cell during TRIDENT JUNCTURE 2018 Command Post Exercise in Stavanger, consisting of national Response Cells and representatives of international
and non-governmental organizations to realistically replicate Comprehensive Approach to civil-military cooperation. Photo by JWC PAO
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RESILIENCE
THE FIRST LINE OF DEFENCE

S

INCE THE EARLY 1950S, NATO has had an
important role in supporting and promoting
civil preparedness among Allies. Indeed, the
principle of resilience is set out in Article 3 of
the Alliance's founding treaty, which requires
all Allies to "maintain and develop their individual and collective capacity to resist armed
attack". This involves supporting continuity
of government, and the provision of essential
services in member states and civil support to
the military.
Through much of the Cold War era, civil
preparedness (then known as civil emergency
planning) was well organised and resourced
by Allies and was reflected in NATO's organisation and command structure. During the
1990s, however, much of the detailed civil preparedness planning, structures and capabilities
were substantially reduced, both at national
level and at NATO.
Events since 2014—most notably Russia's illegal annexation of Crimea and the rise
of ISIS/Daesh—signaled a change in the strategic environment, prompting the Alliance to
strengthen its deterrence and defence posture.
Meanwhile, terrorist and hybrid threats (particularly recent cyber-attacks) continue to
target the civil population and critical infrastructures, owned largely by the private sec-

by Wolf-Diether Roepke and Hasit Thankey
Defence Policy and Planning Division
NATO Headquarters

tor. These developments had a profound effect,
bringing into sharp focus the need to boost
resilience through civil preparedness. Today,
Allies are pursuing a step-by-step approach to
this end—an effort that complements NATO's
military modernisation and its overall deterrence and defence posture.

NATO's baseline requirements
In 2016, at the Warsaw Summit, Allied leaders
committed to enhancing resilience by striving to achieve seven baseline requirements for
civil preparedness:
1) assured continuity of government
and critical government services;
2) resilient energy supplies;
3) ability to deal effectively with
uncontrolled movement of people;
4) resilient food and water resources;
5) ability to deal with mass casualties;
6) resilient civil communications
systems;
7) resilient civil transportation systems.
This commitment is based on the recognition
that the strategic environment has changed,
and that the resilience of civil structures, resources and services is the first line of defence
for today's modern societies.

More resilient countries—where the
whole of government as well as the public and
private sectors are involved in civil preparedness planning—have fewer vulnerabilities that
can otherwise be used as leverage or be targeted by adversaries. Resilience is therefore
an important aspect of deterrence by denial:
persuading an adversary not to attack by convincing it that an attack will not achieve its intended objectives.
Resilient societies also have a greater
propensity to bounce back after crises: they
tend to recover more rapidly and are able to return to pre-crisis functional levels with greater
ease than less resilient societies. This makes
continuity of government and essential services to the population more durable. Similarly, it
enhances the ability for the civil sector to support a NATO military operation, including the
capacity to rapidly reinforce an Ally.
Such resilience is of benefit across the
spectrum of threats, from countering or responding to a terrorist attack to potential collective defence scenarios. Consequently, enhancing resilience though civil preparedness
plays an important role in strengthening the
Alliance's deterrence and defence posture.
NATO engages several partners in its efforts to enhance resilience, as one element of
cooperation that contributes to stability and
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“The current unpredictable security environment
has led to a renewed focus on civil preparedness.
NATO and its member states must be ready for a
wide range of contingencies, which could severely
impact societies and critical infrastructure.”

The "total defence" of Norway is trained together
during Exercise TRIDENT JUNCTURE 2018.
Photo by Ole-Sverre Haugli, Forsvaret
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TOTAL DEFENCE CONCEPT
Practicing "Total Defence" at JWC: the
Norwegian Host Nation Liaison team,
TRIDENT JUNCTURE 2018 CPX.
Photo by JWC PAO

security for the Alliance. Finland and Sweden,
for example, have helped shaped this area of
NATO's work by actively sharing their national best practices with Allies.
NATO's focus on resilience has shifted
the emphasis of its work on civil preparedness with Allies and partners to so-called "left
of bang" requirements (building situational
awareness and readiness prior to potential incidents or attacks). But NATO maintains the
capacity to respond to major civil emergencies. For example, in the event of an earthquake, raging forest fires or massive flooding,
or a disaster caused by human activity natural
or man-made disaster, NATO's principal civil
emergency response mechanism, the Euro-Atlantic Disaster Response Coordination Centre
can, upon request, coordinate assistance to a
stricken Ally or partner country.

The risks and vulnerabilities
of modern society
Modern societies are highly complex with integrated and interdependent sectors and vital
services. They rely on supporting critical infrastructure to function but take for granted that
it can withstand disruption. Moreover, the supply of goods and services is determined almost
exclusively by market forces, largely working
according to the "just in time" delivery model.
Internet-based communications systems and
logistics are also fundamental to the production, trade and delivery of goods and services.
Such a high level of interconnectedness
is more efficient and allows for economies of

scale. But greater interdependencies also increase the risk of cascading effects in the event
of a disruption (Marc Elsberg's disaster thriller
"Blackout" provides a good illustration of the
potential impact of a disruption to electricity
and power systems).
National authorities have legislative and
regulatory powers but little few direct controls
to influence or steer supply in the private/commercial sector, other than in an emergency
situation. As the system seems to work efficiently, there has been little incentive for national authorities to engage directly. Instead, it
has been left mainly to industry to resolve any
supply shortfalls. For government, the focus
has been on ensuring safety and quality levels
of goods and services, particularly of food and
other consumables. The European Union (EU)
plays a very strong role in the public administration architecture for these sectors. EU directives and regulation have substantially shaped
the planning by its member states, as well as
by the commercial sector. Contingency planning, which seeks to ensure the functioning
and maintenance of operations, has focused
predominantly on the ability to deal with the
most probable disruptive incidents in the
short term. The commercial sector has mainly
focused on minimising their own costs given
such a disruption, rather than preparing for
larger-scale contingencies with cascading effects across sectors and society itself.
Until recently, security and defence concerns—seeking to ensure the physical security
of supply and physical protection of infrastructure in crisis—have not been prominent is-

sues. Emergency legislation enables national
authorities to assume control over sectors and
resources, including capabilities and infrastructure. However, the necessary mechanisms and
procedures are designed mainly for extreme
situations, such as war, and not for the grey area
that would accompany an escalating geopolitical crisis short of outright armed conflict.
Few Allies have tested the functioning
of these mechanisms and procedures recently
to ensure they will stand the test of shock or
surprise. The degree and impact of foreign direct investment in strategic sectors—such as
airports, sea ports, energy production and distribution, or telecoms—in some Allied nations
raises questions about whether access and
control over such infrastructure can be maintained, particularly in crisis when it would be
required to support the military. This issue requires further attention.
While civil preparedness is primarily a
national responsibility, it is an important aspect
of NATO's security. Indeed, strengthening national resilience provides a better foundation
for collective defence. NATO's approach to
building resilience is through an "all-hazards"
approach: planning and preparedness that is
relevant for all types of threats, whether it be
natural disasters hazards, hybrid warfare challenges, terrorism, armed conflict, or anything
in between. National authorities have realised
that the risks and vulnerabilities they face, amplified by the level of interdependence among
the sectors, requires a whole-of-government
effort as well as more direct cooperation with
the private sector.
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NATO's civil preparedness has facilitated and supported national efforts, developing sector-specific guidance and tools to assist
national authorities in their effort to meet the
ambition established by the seven baseline requirements. These include guidance on a range
of issues, including how to deal with the movement of tens to hundreds of thousands of people; addressing cyber risks to the health sector;
comprehensive planning for incidents involving mass casualties; and ensuring security of
medical supply arrangements. NATO's civil
experts, who are based in Allied Nations, have
helped assess and provided tailored advice on
measures to enhance resilience and levels of
civil preparedness.

Ensuring coherence of effort
With the changed security environment, NATO's defence planning efforts have been reinforced, including in the area of civil preparedness. NATO's seven baseline requirements
include a systematic approach to improving
these capabilities. Regular assessments are an
essential aspect, helping to identify and measure areas of progress and challenges. The findings, based on data provided by Allies, help to
inform the direction for further national or
collective action.
The assessments cover both an aggregate report on the State of Civil Preparedness
and, as part of the individual country reports,
the state of civil preparedness of a given Ally.
Once again, civil preparedness is the subject
of more active engagement with capitals and
civil ministries in a collaborative effort to assess and advise on improvements. An initial
assessment in 2016 was followed by a report in
2018, which identified several shortfall areas,
where further resources and effort to support
national authorities are needed.
These assessments allow the testing of
assumptions about the availability of resources, the levels of preparedness and protection
of civil resources and infrastructure, including
those that support the military. They help en-

ABOVE: Modern societies are highly complex with integrated and interdependent sectors and vital services. This
makes them vulnerable to major disruption in the case of a terrorist or hybrid attack on critical infrastructure.
ICT stands for Information and Communications Technologies. Graphic courtesy of © EU via NATO

sure coherence between NATO's efforts on resilience through civil preparedness with those
on the military side. Over the longer term, they
aim to promote greater civil-military cooperation in member states. This will require a more
persistent effort to rebuild the structures, relationships and plans that facilitate civil-military
cooperation contributing to NATO's adapted
deterrence and defence posture.

What's next?
Since 2014, NATO has made significant
achievements in giving substance to the concept of resilience through its civil preparedness
efforts. Building on the seven baseline requirements, the commitment by Allies and the detailed planning guidance, regular assessments
have provided a greater understanding of areas
of progress, as well as remaining challenges.
As NATO develops its third report on
the State of Civil Preparedness for 2020, there
is scope to further refine the baseline requirements, including in ways that make progress
more measurable. This would make it easier to
compare civil preparedness across the Alliance
and track national progress over time. Several
nations have already taken steps in this direction and existing research to measure levels of
resilience, for example that of critical infra-

structure, should inform NATO's efforts on
civil preparedness.
Sufficient flexibility is required to allow
this capability development approach to suit
the needs of a diverse Alliance of 29 Nations,
which retain the primary responsibility over
their civil preparedness. At the same time, given the unpredictable nature of the security environment, Allies will be called upon to ensure
that their national resilience bolsters NATO's
collective defence and security objectives.
One of the most important means available to address these imperatives is training
and exercises, whether from a national, multinational or Alliance perspective. TRIDENT
JUNCTURE 2018—NATO's most important
military exercise since the end of the Cold
War—enabled Norway to exercise and validate
aspects of its approach to resilience within its
Total Defence Concept. This exercise also provided other Allies with a good example of how
more comprehensive and joint (civil/military)
exercises can help prepare them for the full
range of potential contingencies that they could
face in light of the strategic environment. 

WOLF-DIETHER ROEPKE and HASIT THANKEY
work on Resilience and Civil Preparedness in NATO's
Defence Policy and Planning Division.

“While civil preparedness is primarily a national responsibility, it is
an important aspect of NATO's security.”
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Cyber Warfare focus
@ Joint Warfare Centre
by Lieutenant Colonel Jean-Sébastien Dorne
French Air Force
Subject Matter Expert CIS Cyberspace
NATO Joint Warfare Centre

W

E LIVE IN a digital world in
perpetual evolution where
Communication and Information Systems (CIS) are everywhere: at home, at work, on us,
even in us. "Cyberspace" can be defined as the
global domain created by CIS and other electronic systems, their interaction and the information that is stored, processed or transmitted
in these systems. State administrations, international organizations, non-governmental organizations, companies and people are quickly
accelerating their use and dependence on an increasing number of technologies and data. They
are all operating in/making use of cyberspace.

In modern warfare, computers, networks, satellites, and other forms of CIS are
playing a key role for NATO Headquarters
to command and control, monitor, target and
communicate. In its operations and missions,
NATO CIS are more than ever critical, enabling all processes and actions in the maritime, air, land, space and cyber domains. They
constitute a critical asset to accomplish the
mission. But this applies as well to all weapon
systems and platforms, such as aircraft, ships
and tanks. And, this applies by extension to all
objects contained in cyberspace and used by
NATO. The Alliance has for long established
strong protections for its assets and networks.
They are now considered globally and constitute the common ground of cyber warfare.
Cyber warfare, with the expansion of
new technologies and the threats posed to

NATO by multiple state or non-state actors,
organizations and even individuals, is one
area in which the Joint Warfare Centre (JWC)
places great focus. The integration of cyber defence as a new NATO capability in joint operational-level exercises began in STEADFAST
JUNCTURE 2011, but its development as a
transformational warfare area has continued
to dynamically evolve through as the cyber
landscape changes and the threats, risks, and
vulnerabilities morph.
Cyber defence is now moving to cyberspace operations. In addition, the development
of related concepts, the maturing of the cyber
DOTMLPFI (doctrine, organization, training,
material, leadership, personnel, facilities, interoperability) strands will require continued
experimentation, doctrinal development and
adaptation in the future.
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“The need for more interoperability and more realistic storylines
reflecting real-world threats offer many opportunities for the JWC
to improve the training experience for all Joint Headquarters.”
At the Warsaw Summit 2016, cyberspace was recognized by NATO and Allies as
a domain of operations. The consequences
have been significant for cyber warfare. It potentially affects, to various degrees, all activities conducted by the JWC today: the planning
of joint-level exercises, the development of
scenarios and content (the stories made up in
support of the training), simulation, media,
Transformational Activities, doctrine development; there are very few areas that may not be
impacted by this change. The JWC, through a
comprehensive approach, is ideally placed to
integrate those changes.
Over time, cyberspace operations have
become pivotal to support other activities,
functions and processes. The confidentiality,
the integrity and the availability (CIA) of data
are more than ever to be assured in Alliance
operations and missions. As for any actor in
cyberspace, NATO needs to carry on its missions and trust its information in a complex,
continuously evolving threat environment, in
a highly contested cyberspace.

The JWC incorporates these challenges in its activities with a view to offering
the best training experience possible to the
Training Audiences, and in order to contribute effectively to Transformational Activities
and doctrine development. To that end, cyber
warfare is a coordinated and synchronized effort among all JWC divisions to offer a credible and challenging contested environment
mirroring real-life realities and offering to the
joint commanders' situations where they face
operational dilemmas.
With the rapid evolution of cyber warfare in the last couple of years, NATO strives
to adapt and transform at the same pace. The
creation of the Cyber Operations Centre in
SHAPE (CyOC), the development of new capabilities, the need to train with realistic cyber
ranges and the necessary cooperation between
Allies and NATO, or NATO and EU, have
created new challenges. The need for more
interoperability and more realistic storylines
reflecting real-world threats offer many opportunities for the JWC to improve the training

ABOVE: JWC's motto displayed on an information
booth. Photo by JWC PAO

experience for all joint headquarters. It will
keep NATO's joint training events up to speed
with regard to cyber warfare. With a long-lasting experience in joint operational training,
doctrine development and Transformational
Activities, the JWC is the ideal tool to support
NATO in the evolution and adaptation to the
rapidly changing cyber warfare. 

DID YOU KNOW?

The first use of the word
"cyberspace" was in William
Gibson's cyberpunk novel
"Neuromancer", published
in 1962. Cyberspace is an
integral component of all
facets of our daily work. The
illustration photo shows JWC's
media simulation cell during
a command post exercise.
Photo by Tudor Jelescu,
Multimedia technician, JWC

CYBERSPACE

CYBER
Cyberspace as a domain of operations

NATO's Role in Cyberspace

by Laura Brent
Emerging Security Challenges Division
NATO Headquarters

C

YBER THREATS TO ALLIANCE
security are becoming more frequent, complex, destructive, and
coercive. The Allies have taken important steps in cyber defence over
the past decade. Most recently, in 2018, they
agreed how to integrate sovereign cyber effects,
provided voluntarily by Allies, into Alliance
operations and missions, as well as to stand up
the initial Cyberspace Operations Centre. But
is NATO doing enough to address the complex
and evolving challenges of cyberspace?

Cyber in focus
The need to strengthen capabilities to defend
against cyber attacks was first acknowledged
by Allied leaders at their 2002 Summit Meeting
in Prague. Since then, cyber has become an increasingly important focus of NATO's Summit
agendas. In 2008, the first NATO cyber defence
policy was adopted. In 2014, Allies made cyber
defence a core part of collective defence, declaring that a cyber attack could lead to the invocation of the collective defence clause (Article 5)
of NATO's founding treaty. Moreover, in 2016,
Allies recognised cyberspace as a domain of
military operations, and further pledged to enhance the cyber defences of their national networks and infrastructure as a matter of priority.

Significant strategic, operational and technical
strides have been taken by NATO and its Allies
to address malicious cyber activity. Nevertheless, Allied leaders warned at their most recent
Summit in Brussels in 2018 that cyber threats to
the security of the Alliance are becoming more
frequent, complex, destructive, and coercive.
The enduring challenge yet evolving nature of cyber threats requires that the Alliance
continuously evaluate whether it is adapting
and responding appropriately. Three questions
are key to evaluating NATO's role in cyberspace:
• What is NATO's primary purpose
in cyberspace?
• What challenges does NATO face in
achieving this purpose?
• Is NATO doing enough to address the
complexities of cyberspace?
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Purpose and challenges
The clearest statement of NATO's purpose as
an Alliance in cyberspace was made first at
Warsaw and reiterated in Brussels: "We must
be able to operate as effectively in cyberspace
as we do in the air, on land, and at sea to
strengthen and support the Alliance’s overall
deterrence and defence posture."
Perhaps the biggest challenge to this vision is that, while it is a military outcome, it
cannot be achieved solely through military
means. All Alliance operations and missions
have some degree of reliance on civilian government or private industry, whether in the
context of communications infrastructure,
logistics, equipment, or host nation critical national infrastructure.
These enabling capabilities, as well as
traditional military targets, have already been
subject to cyber attack—and would certainly
be so during crisis or conflict. Furthermore,
malicious cyber activity has not been the sole
purview of militaries, but has been publicly attributed to actors ranging from hacktivists to
state intelligence services. So, what may be a
military challenge is in fact inextricably linked
with both civilian government, private industry and even individuals.
Addressing cyberspace threats is also
complicated by the significant amount of activity that takes place below the threshold of

A Belgium Navy Remote Environmental Monitoring
Units team analyses the data saved by their autonomus
underwater vehicle during TRIDENT JUNCTURE 2018.
Photo by Fran C. Valverde

armed conflict. Though it is complex to determine proportionate and effective response to
such malicious cyber activity, individual Allies
have been pursuing various strategies.
Some Allies—including Denmark, Estonia, Lithuania, the Netherlands, the United
Kingdom and the United States—have sought
to use public attribution of malicious cyber
activity to change behavior. The United States
has also signaled a new policy to attempt to
reduce malicious cyber activity. The United
States Cyber Command now recognises that
"adversaries operate continuously below the
threshold of armed conflict to weaken institutions and gain strategic advantages," and the
United States will now pursue persistent engagement, by which it seeks to similarly continuously interact with those who would seek
to exploit vulnerabilities of the United States
in cyberspace.
While NATO is often identified with its
Article 5 collective defence commitment, it has
a significant history of engagement below the
threshold of armed conflict. NATO's Strategic
Concept lays out three essential core tasks for
the Alliance: collective defence, crisis management, and cooperative security. Today, for
example, NATO has a training mission in Iraq
and is engaged in maritime security operations
in the Mediterranean. NATO must continue to
explore how best to similarly engage in cyberspace, as even a below-the-threshold cyber at-

tack can be highly damaging, disruptive and
destabilising. Finally, these challenges—many
stakeholders, myriad threat actors and actions in grey space—are compounded by the
increasingly rapid pace of change: technology
continues to evolve and vulnerability to attack
increases as a greater range and number of devices connect to each other and to the internet.
To simply keep abreast of the threat requires
significant information, investment, human
talent and technical capability.
With this understanding of NATO's fundamental cyberspace objective and the characteristics of cyberspace that make achieving
this difficult, let us explore the programme of
cyberspace work that has already been undertaken, before moving on to consider whether
NATO is suitably ambitious in both its objective and actions.

Current state of work
NATO has devoted serious attention to achieving the military end of operating in cyberspace,
while not being able to rely on solely military
means or stakeholders. Two main strands of
NATO activity are addressing this: first, the
implementation of cyberspace as a domain of
operations and, second, the enactment of the
Cyber Defence Pledge.
Cyberspace as a domain of operations: Since
the Allies recognised cyberspace as a domain
of operations in 2016, NATO has achieved several important milestones. Perhaps most notably, in October 2018, NATO announced the
initial stand up of the Cyberspace Operations
Centre, or CyOC, in its trial structure. The
CyOC serves as NATO's theatre component
for cyberspace and is responsible for providing
cyberspace situational awareness, centralised
planning for the cyberspace aspects of Alliance
operations and missions, and coordination for
cyberspace operational concerns.
Along with this critical organisational
adaptation, Allies agreed at the Brussels Summit how to integrate sovereign cyber effects,
provided voluntarily by Allies, into Alliance
operations and missions. This is fully coherent
with NATO's defensive mandate, as it aligns
how NATO defends itself in cyberspace as it
does in other domains, with Allies contributing tanks, planes, and ships to Alliance operations and missions.
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ABOVE: LOCKED SHIELDS 2018, the largest and most complex international live-fire cyber defence exercise in the world, organized by NATO Cooperative Cyber Defence
Centre of Excellence (NATO CCD COE). In 2018, the exercise included new critical infrastructure components and integrated the technical and strategic game, enabling
participating nations to practice the entire chain of command in solving a large-scale cyber incident. Photo by NATO CCD COE

Strategy and guidance is also maturing.
In June 2018, Allies approved the Vision and
Strategy on Cyberspace as a Domain of Operations. It is anticipated that, in 2019, NATO's
first cyberspace operations doctrine will be
completed, subject to Allied approval, which
will provide guidance to NATO Commanders.
These structures and concepts are only
of value if implemented and put to use. To this
end, NATO is adapting its education, training,
and exercising programmes. The NATO Cooperative Cyber Defence Center of Excellence
has been given responsibility for identifying
and coordinating education and training solutions in the field of cyber defence operations
for all NATO bodies across the Alliance.
Cyber-specific exercises are being continually updated in light of changed policy and
doctrine. In 2018, Cyber Coalition—NATO's

flagship cyber defence exercise with more than
700 participants from Allies, partners and
NATO—exercised the integration of sovereign cyber effects voluntarily provided by an
Ally. Other NATO exercises, such as the Crisis
Management Exercise (aimed at NATO Headquarters) and TRIDENT JUNCTURE 2018
(aimed at the entire military chain of command), have and will continue to include more
robust cyber scenarios.
The Cyber Defence Pledge: Along with this
progress at NATO, concurrent whole-of-government adaptation for each Ally is being encouraged through the Cyber Defence Pledge.
The Pledge was taken in the context of Article
3 of the Washington Treaty, which states that
"Allies will maintain and develop their individual and collective capacity to resist armed

attack." As it is impossible to entirely separate
military, civil, and industrial concerns in this
space, NATO has a strong interest in the improvement of the cyber defence capabilities of
organisations outside of the defence establishment. The Pledge highlights development in
areas such as appropriately resourcing cyber
defence across government; exchanging information and best practices; and leveraging
innovative practices from academia and the
private sector. Allies assess themselves on an
annual basis against a common set of benchmarks. In their most recent report at the Brussels Summit, Allies highlighted the continued
utility of the Pledge—it has brought senior political attention to cyber defence issues and has
encouraged intra-government collaboration
within Allied nations.

“It is anticipated that, in 2019, NATO's first cyberspace operations
doctrine will be completed, subject to Allied approval, which will
provide guidance to NATO Commanders.”
►►►
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1. Responding to below-the-threshold cyber
attacks: Allies are also taking steps to consider
how to more systematically respond to malicious cyber activity that falls below the threshold of armed conflict. At the Brussels Summit,
Allies expressed their determination "to employ the full range of capabilities, including cyber, to deter, defend against, and to counter the
full spectrum of cyber threats, including those
conducted as part of a hybrid campaign."
Further, they resolved "to continue to
work together to develop measures which
would enable us to impose costs on those who
harm us." This full spectrum of response, always exercised in accordance with international law and following the principles of restraint
and proportionality, is critical to effectively
address the prevalence of problematic cyber
activity below the threshold of armed conflict.
2. Working with partners: Lastly, to successfully adapt in this quickly changing environment, NATO is working more closely with an
ever-increasing range of partners. In 2016, the
Secretary General of NATO came together
with the Presidents of the European Council
and European Commission to issue a Joint
Declaration on NATO-EU Cooperation. Under the auspices of this declaration, as well as
a technical arrangement concluded between
the incident response teams of NATO and the
European Union, the two organisations have
increased their collaboration, notably in such
areas as information exchange, training, research, and exercises.
NATO is also deepening its ties to industry through the NATO Industry Cyber Partnership. This overarching programme provides
numerous platforms for the exchange of information, threat trends, and best practices. These
interactions help NATO build trusted relationships with industry and better enable all parties
to prevent and respond to cyber attacks.

Level of ambition
In all these ways, the Alliance and its Allies are
actively improving their cyber defences, positioning NATO to defend itself as effectively as
it does on land, at sea, and in the air—allowing
cyberspace to contribute to the overall defence
and deterrence posture of the Alliance.
But are the Alliance and Allies doing
enough? Given the centrality of cyberspace

ABOVE: With the requirement for resilient and secure cyber systems, NATO developed its Cyber Defence
Concept and the Joint Warfare Centre recently launched a multi-year Cyber Capability Integration Campaign
within its collective exercise programme. The aim is to challenge NATO at the operational level with simulated
real-world threats and facilitate the development of the DOTMLPFI (doctrine, organization, training, material,
leadership, personnel, facilities, interoperability) for cyber. Read more about the initiative at www.jwc.nato int
"Warfare Development in Focus" (Transformational Activities at the JWC by Peter Hutson)

to the modern way of warfare, it is imperative that the Alliance be equally capable in this
domain as the others. The approach of the Alliance is sensible: it seeks to address the most
significant challenges associated with operating in cyberspace. Ultimately, though, the Alliance must continue to consider how it can
do more, since cyber threats are trending only
towards more serious impact.
What more, then, should the Alliance
be doing? Allies may wish to consider what
aspects of their current work should have the
greatest priority and resourcing. The CyOC,
for example, is the most significant aspect of
adapting the NATO Command Structure for
cyberspace. As the CyOC moves towards first
initial then final operating capacity, it will be
critical that it is resourced with sufficient—
and sufficiently expert—personnel.
The level of malicious cyber activity below the threshold of armed conflict will remain
a continuous challenge; as Allies consider how
best to respond, both individually and as an
Alliance, they may wish to consider existing
tools. In addition to Article 5, generally the

most well-known part of the Washington Treaty, Allies also have Article 4 at their disposal,
which allows for consultation whenever any
Ally believes an Ally's "territorial integrity, political independence, or security" is threatened.
Finally, when seeking to keep pace with
change in this domain, Allies might see benefit in continuing to evaluate how collaboration with industry might evolve—both how it
shares information and how it procures technologies. The Alliance, in short, should continue on its current path, ensuring that through
continued attention and resources, cyberspace
can become an ordinary part of business. 
EDITOR'S NOTE: This article was first published in
NATO Review Magazine, 12 February 2019.

LAURA BRENT currently serves in NATO's Emerging
Security Challenges Division and has previously held
cyber policy roles in both the public and private sectors,
addressing complex strategy, policy and operational
challenges in varied and fast-changing environments.
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Admiral Haakon Bruun-Hanssen,
Norwegian Chief of Defence.
BELOW: A presentation on exercise
content (left) and the
15th anniversary reception (right).
Photos by Major Stephen Olsen and
Master Sergeant Thomas Wetzel

THE JOINT WARFARE CENTRE (JWC)
marked its 15th anniversary during a formal
ceremony on 23 October 2018. The anniversary
celebration featured speeches, a reception and
concerts by the Military Band of Polish Armed
Forces from Bydgoszcz; a cello quartet from
Pomeranian Philharmonic Orchestra, and the
Norwegian music band Flunk. Keynote speakers included Frank Bakke-Jensen, the Norwegian Minister of Defence; Admiral Haakon Bruun-Hanssen, Norwegian Chief of Defence, and
General Sir James Everard KCB CBE, Deputy
Supreme Allied Commander Europe, who all

highlighted the importance of celebrating the
JWC's 15 years alongside Allies, Partners and
the local community in Stavanger.
In his speech, Mr Bakke-Jensen pointed
out that as NATO faced challenges of a bigger
scope and complexity, the JWC's role of enabling the Alliance to meet these challenges
would remain enormously important. Highlighting the Centre's exceptional efforts in the
Command Post Exercise portion of TRIDENT
JUNCTURE 2018, the Minister said: "Both Allied Command Transformation and the JWC
deserve full credit for their work, and TRI-

JWC15

turns

2003-2018

JOINT WARFARE CENTRE

DENT JUNCTURE 2018 will show the significant role they both play in supporting the generation of relevant and flexible military power
to our collective defence."
Admiral Bruun-Hanssen then honoured
the strong cooperation between the National
Joint Headquarters and the JWC, which has
flourished since the Centre's initial years,
and said: "The Norwegian Armed Forces has
gained many benefits from having JWC in our
country; the cooperation and friendship with
the JWC is highly appreciated and we hope to
see it grow further in the years to come. I wish
the JWC a very happy birthday!"
General Sir Everard focused on the importance of training at the operational level of
warfare as NATO continued to adapt to dynamic security challenges. Everard thanked
the JWC staff and said: "If SACEUR were here,
he would say; 'if we don't prepare at the joint
operational level of warfare, we will fail.' Without the JWC, we will fail. So, let's sustain and
enhance. Here, at the JWC there is one sword
for training, one sword for experimentation
and doctrine development, and one sword for
analysis of lessons learned. Congratulations
for 15 years well spent. ACO look forward to
the next 15 years!"

NATO
OTAN

Extended article is available online at JWC News
www.jwc.nato.int
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ARMED CONFLICT,
WOMEN AND
CLIMATE CHANGE
by Jody M. Prescott
Routledge, December 2018
258 pp, www.routledge.com

This book written by former legal advisor at the Joint Warfare Centre, Colonel (U.S. Army Retired) Jody M.
Prescott, focuses on the topic of women and climate change as well as displacement, food and energy
insecurity and male out-migration, helping the reader to better understand how mitigation and adaptation
efforts across the world need to be sensitive, both during peace and in situations of armed conflict.
Interview by Inci Kucukaksoy, JWC Public Affairs Office,
Lieutenant Colonel Adrian "AJ" Sullivan, U.S. Army, former JWC Gender Advisor

Jody Prescott, photo © Erica Housekeeper

Colonel Prescott, thank you for taking time
to talk to us about your new book, "Armed
Conflict, Women and Climate Change". You
served as a legal advisor here at the Joint
Warfare Centre (JWC) from 2006 to 2008,

then as the chief legal advisor for ISAF in
Kabul from 2008 to 2009, and then finished
your military career teaching at West Point
after you returned. In this book, you explain
that climate change has significant geopolitical impacts around the world, contributing
to poverty, environmental degradation and
political instability. You also focus on the
gendered dimensions of climate change, saying that men and women experience climate
change differently. Could you be more specific as to the main risks that climate change
poses to different population groups?
- I am no climate change or gender expert,
but I think I can give you a decent example.
The risks posed by climate change to any given
population group are the results of a large

number of factors, some of them natural, some
of them purely human. Location mattersfor example, let's say you live in a developing
country. If you live in a low-lying coastal area,
the freshwater aquifers you rely on might become increasingly saline and unusable because
of rising sea levels. If you are a member of a poor
farm family, this could impact both the crops
you can grow and the amount of time spent
by family members securing sufficient supplies
of freshwater for home uses. If you can't grow
enough food, and you haven't another income
source, your family likely eats less or eats less
nutritious foods. If it takes longer to find sufficient water for daily use in cooking and
cleaning, those responsible for drawing it will
spend more time on their usual chores, leaving
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less time for school or learning a new skill to
generate income. If the community in which
you live is socially conservative, and you are a
woman or a girl, these factors could lead in the
end to you becoming malnourished because
you not only eat last in your family, there is not
enough nutritious food to go around. The extra work necessary to finish your chores, however, requires more calories. If you are a girl,
you have less time to attend school, and when
you can go to school, you are both too hungry
and too tired to really concentrate on learning.
Without an education, it is difficult to break
this cycle of poverty, and you will lack both the
material resources and the intellectual capital
necessary to adapt to or mitigate the effects of
climate change. Your risks to the negative effects of climate change increased as you were
experiencing them.
How can gender-sensitive approaches mitigate the effects of climate change especially
in the world's poorest communities?
- I believe that from an operational perspective, in civilian-centric operations in particular, military efforts that are aware of the
gender-differentiated impacts of armed conflict and climate change are well-placed to
understand that these two phenomena could
have compounding effects on at-risk groups in
populations. These effects are likely to be most
pronounced upon the poor and the socially
marginalized in any country.
If a civilian-centric operation does not
recognize this possibility, and how its efforts
geared towards creating stable economic, social
and political conditions could be undermined
by the effects of climate change, it also fails to
recognize a potential threat to long-term stability. The risk this poses to mission success
can be mitigated by approaches that acknowledge that environmental degradation and climate change are processes that can be related
to each other in a theatre of operations, and
that this relationship likely has most effects on

those population cohorts that are already most
at risk. The use of Agriculture Development
Teams in Afghanistan by the U.S. towards the
end of the ISAF mission provides an example
in certain ways of such an approach.
What are your views on the evolution of NATO's Women, Peace and Security agenda to
achieve sustainable and lasting peace?
- As you probably noticed in the book, I don't
talk about this agenda. Instead, I look at the
evolution of the actual tools that NATO has
created at different levels to foster the inclusion of a gender perspective in its activities and
operations. I believe this evolution shows real
promise to reduce the suffering of women and
girls in situations impacted by armed conflict.
This reduction could lead to fewer civilian casualties and less property damage among those
most at risk of the compounding effects of climate change and armed conflict.
For example, the most recent iteration
of the Bi-Strategic Command Directive on
Women, Peace and Security shows a marked
improvement over earlier versions in terms of
realistic tasks and goals for Gender Advisors
and Gender Focal Points. Coupled with the
suite of gender-related training courses offered
by the Nordic Centre for Gender in Military
Operations, this should have the effect of delivering more and better-trained Gender Advisors
and Gender Focal Points to units in positions
where they can make a meaningful difference in
the way deployed headquarters consider gender
in their operations.
Could you suggest any innovative ways that
our operational-level exercises could incorporate gender?
- Serving at JWC for two years as an Observer/Trainer for headquarters' training exercises was an incredibly rewarding professional
experience. I learned so much about working
with people from different backgrounds and
with very different perspectives, in seeking to

help Training Audiences work together better
and more effectively.
The process of developing the scenarios,
and then creating the Injects to move them
along, and then making sure both remained
consistent with the overall goals and realism of
the exercise was no easy task. If I could make
a recommendation it would be this-don't include gender just for the sake of checking a
box in the training objectives list. Instead, find
a line of effort, preferably civilian-centric, in
which the operational relevance of gender can
be clearly and objectively established. Work
backward from that to force the development
by the Training Audience of an operational
gender analysis that identifies the risk of failing to address gender. Focus JWC attention on
the Training Audience elements and personnel necessary to the completion of this analysis
and provide them the instructional resources
to develop their capacity as quickly as possible.
Ensure they get face time with the Training
Audience command team to brief on operational gender risk analysis-not gender. Bring
in experts to talk to the command team and
the heads of staff sections about the operational relevance of gender, and its limitations.
On that basis, do you believe that gender can
only be made relevant to a Training Audience
in exercises that prepare them for non-Article 5 Crisis Response Operations?
- Absolutely not. Although the significance
of gender is most obvious in civilian-centric
operations such as humanitarian relief, gender
concerns might present operational risks in
any type of operation. From this perspective,
gender is not relevant in all operations all of the
time-but unless you are objectively analyzing
a mission from a gender perspective, you will
not know whether it is relevant.
Do you mean during kinetic operations? Can
you provide an example of what you mean?
- Sure. For example, suppose a Norwegian

“Don't include gender just for the sake of checking a box in the
Training Objectives. Instead, find a line of effort in which the operational
relevance of gender can be clearly and objectively established.”
►►►
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A member of Norwegian "Jegertroppen"
(Hunter Troop)-the world's first all-female
Special Forces training programme at the
Norwegian Army Special Operations Command.
Photo by Torbjørn Kjosvold, Forsvaret

F-35 were to encounter a turboprop bomber
from a neighbouring country skulking about
well inside Norwegian airspace over the North
Cape. Suppose the pilots of both aircraft were
women, and the commanders of each air operations centre were female. Given the high levels of training, education and experience that
would be necessary for each of these women
to reach the positions they were occupying at
that point in time, is that engagement going to
play out differently than if they were all men? I
could be wrong-but I rather doubt it.
This does not mean that gender is not
relevant in the kinetic parts of kinetic operations-these operations can be very civilian-centric. When an operation potentially
involves civilian women and girls suffering
death, injury or property damage, gender is
relevant. Particularly if these women and girls
are already at risk to the gender-differentiated
impacts of armed conflict because they are living in societies in which they are margina lized
and which are experiencing the negative impacts of environmental degradation and climate change. Few people actually realize thisin the dynamic targeting that we conducted in
ISAF, steps in the targeting methodology actu-

ally had the effect of recognizing the impact of
gender to a degree, although it was of course
not presented in that light.
You said earlier that you have seen real progress in NATO in how it operationalizes gender. Do you see any major hurdles preventing
progress, especially regarding the application of UNSCR 1325 to operations?
- Yes. First, we need to do a more comprehensive job in including gender considerations,
when and where operationally relevant, into
our doctrine. Until we do, I worry that we will
make at best modest progress in understanding how gender plays out in operations, especially in civilian-centric operations.
Second, I am concerned that the full
scope of UNSCR 1325's requirements on
women, peace and security regarding international humanitarian law is not being considered. I believe that we must find ways to incorporate gender perspectives in the kinetic parts
of kinetic operations. Up until now, the focus
has been primarily on preventing sexual and
gender-based violence. This is very important,
but it is not enough-we also need to look at
the application of lethal armed force.

Third, we need data. We need to collect
reliable information that lends itself to rigorous
qualitative and quantitative analysis as to where
gender is operationally relevant and why.
Fourth, we need analysis methodologies
that will provide us accurate assessments of the
risk to operations because of failure to employ
gender perspectives. As I already mentioned,
even a well-documented gender analysis of a
given area of operations is of limited use-if I
were a commander I would not be interested
in a sociological assessment of an area unless it
could be coupled with analysis that highlighted
risks to operational success through failure to
consider gender. That would get my attention.
How important is it to understand the physical environment in civilian-centric operations
such as humanitarian relief, peacekeeping
and even armed conflict? Can environmental
factors as well as cultural and societal changes
have an impact on military operations?
- Environmental factors have always had an
impact on military operations. What we have
not necessarily considered as well as we should,
however, is how climate change as a process is
impacting the very civilians that are the subject
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of our civilian-centric operations. Right now,
for example, the U.S. defence establishment
seems to consider climate change as a process
to be addressed in hardening bases and facilities to make them more resilient. Operationally, however, it seems to address it as just a fact
of a given situation or area, and not recognize
the need to treat climate change as a process
with differentiated effects on people depending upon the way their communities construct
gender roles. From one perspective, a typical
humanitarian relief operation for a military unit
might be measured in weeks, while the process
of climate change might unfold over decades.
Should climate change impacts on the people
who desperately need immediate help really be
a command focus? I argue it should. Once the
people's urgent needs for food, water, shelter
and medical care are met, we should start thinking about their future, and what steps could be
taken that would align military efforts to at least
be consistent with long-term civilian recovery
efforts. This should include potential climate
change effects that are gender-differentiated.

“Gender is an aspect of missions that both our shared democratic
values and operational necessity compel us to address.”
As to armed conflict, although the causal relationship between climate change and war has
not been definitively established in the scientific literature, the reverse is obvious-armed
conflict often results in environmental degradation. In a time of climate change, this lessens
the resilience of the environments in which
people live and upon which they depend for
their food, water and shelter. This then potentially accelerates the impact of climate change
in the aftermath of armed conflict. For a deployed command to not recognize this possibility would seem imprudent.
Finally, should gender matter for everyone?
- Well, from an operational perspective, as I
said earlier, I don't believe that gender is always relevant all the time. As with my North
Cape aerial encounter example, I can imagine
different force-on-force engagements in isolated areas where even if all the combatants were
women, gender might play no meaningful role
in terms of operational risk.
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On the other hand, in a civilian-centric
operation, where operations are being conducted amongst the very people whose economic, political and social stability is the desired end-state, gender could matter a great
deal. Especially when a particular population
cohort, such as women and girls, is suffering
more severe and different impacts than men
and boys because their typical gender roles in
their communities place them in a disadvantaged economic, political and social status.
Unless we engage in a meaningful and forthright operational gender analysis from a perspective of risk to the mission in all operations,
we simply won't know whether gender matters, and how much.
I am a big fan of General Sir Rupert
Smith's concept of "war amongst the people."
As the world's population continues to grow
and continues to urbanize, the growth of the
megacity across the globe will present increasingly complex challenges for military organizations to crack-particularly if the popula-

tions of these areas are enduring the negative
impacts of climate change. Add to this mix
the ever-increasing role of cyber in the lives of
anyone-male or female-who can get an internet connection. Our world is changing, and
gender is an aspect of missions that both our
shared democratic values and operational necessity compel us to address. 

COLONEL (Ret.) JODY M. PRESCOTT retired from
the U.S. Army Judge Advocate General's Corps in
2011 after 25 years of active duty service. In addition to his NATO tours, he served two tours in both
Germany and Alaska, and was an assistant professor
at the U.S. Army Command and General Staff College
and the U.S. Military Academy at West Point. He now
works as a deputy in the Commercial and Administrative Law Division in U.S. Immigrations and Customs
Enforcement, where he does commercial litigation and
environmental law. As a lecturer at the University of
Vermont, he teaches courses on environmental law,
energy law and climate change, and cybersecurity law
and policy.

The NATO Approach
to Transparency,
Accountability and
Counter Corruption
in Operations
by Major Frederik Maul
United States Army
CIS Budget Officer
NATO Joint Warfare Centre
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Headquarters
in Brussels, Belgium.
Photo by NATO

HROUGHOUT HISTORY, corruption has contributed to and precipitated conflicts and served as fodder
for violent extremist or purist ideological groups around the globe. Transparency
International defines corruption as an "abuse
of entrusted power for private gain". Corruption is a form of unfairness that is well outside
the tolerance of local customs and accepted
business practices. It causes feelings of hopelessness, helplessness and insecurity, and can
prompt violent reactions if the victims are unable to seek redress. Corruption also diverts
limited resources, and in the worst cases, undermines the foundation of the state, threatening its very existence. It limits the capability
of defence and security forces to contribute to
development and security. Finally, it enables
organized crime and terrorists to acquire arms
and equipment, which can directly impact the
security of the international community.1
In her book, Thieves of State2, Sarah
Chayes writes that throughout history, books
of advice written to princes all over the world
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ABOVE: Balkh province, Mazar-i-Sharif, Afghanistan.
Street poster encouraging people to report
corruption. Photo by Jenny Matthews, Alamy

contain a common theme: "(...) nearly all mirror writers, Christian and Muslim alike, divided by the centuries and by different systems of
government, seem to have shared a consensus
that eludes many of today's policy makers: that
acute government corruption prompts extreme responses and thus represents a mortal
threat to security."
In 2014, Abu Bakr al-Baghdadi and the
group of extremists he led-the Islamic Statemanaged to annex Iraq's second largest city,
Mosul, with only a few thousand fighters. This
situation largely became possible due to the extensive corruption throughout the Iraqi political and military leadership. The Iraqi Army's
troop strength on paper was 25,000; however,
up to 15,000 of them were "ghost soldiers"3—
individuals who paid half their salary to corrupt officers and in return stayed home from
duty. Additionally, corrupt officers had sold
the internationally provided military equipment on the black market and in some cases
to their adversaries. Soldiers that remained on
duty suffered from low morale for a variety
of reasons; including officers selling soldiers'
food, unqualified Iraqis paying for leadership
positions, and irregular payment of salaries4.
The United States estimates that it spent

815 billion dollars on costs related to the Operation Iraqi Freedom and Operation New
Dawn5. Despite international efforts to train
and advise the Iraqi government and security
forces for over a decade, the blatant corruption

and sectarianism by government officials drove
Sunni sympathies away from the government
to militant extremists. Abu Bakr al-Baghdadi
exploited the corrupted Iraqi institutions to recruit a band of extremists to his cause and then
occupied much of northern Iraq. The murder and mayhem committed by Islamic State
in Iraq and Syria (ISIS) militias has required
the international community to devote even
more resources to help the Iraqis clean up the
resulting human tragedy. However, one of the
primary causes of the instability-widespread
corruption-was not successfully addressed by
the Coalition prior to leaving Iraq in 2011.
While international defence and security forces fulfilled their mandate on targeting
extremists and training Iraq security forces, the
failure of international stakeholders to address
the corrupt practices of Prime Minister Nouri
al-Maliki's government ultimately resulted
in a waste of billions of dollars of resources,
thousands of lost lives, and failure to achieve
a stable and secure Iraq. NATO can exploit
these lessons toward future interventionsfrom defence capacity building to stabilization
operations-should include an assessment on
corruption and addressed in planning to limit
the risk of corruption to the mission.

ABOVE: NATO air surveillance aircraft supporting counter-terrorism efforts by the Global Coalition to Defeat ISIS,
6 March 2018. Between October 2016 and March 2018, NATO aircraft have flown over 1,000 mission hours in
support of the Global Coalition to Defeat ISIS. Photo by NATO
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On 30 November 2018, BI Trust Fund for 2019-2022
was launched at a meeting conducted at NATO
Headquarters. The meeting gathered Allied and
Partner Nations such as Euro-Atlantic Partnership
Council, Mediterranean Dialogue, the Istanbul
Cooperation Initiative, Partners across the Globe as
well as a representative of the European Union.
On 17 December, representatives of Norway,
Switzerland, the United Kingdom as well as the
European Union and Ambassador Alejandro
Alvargonzález, NATO Assistant Secretary General
for Political Affairs and Security Policy, signed the
Executing Agent Arrangement for 2019-2022.
This arrangement designates the NATO
International Staff as the responsible authority
for the design and delivery of strategic advising
and capacity building activities to promote
good practices and strengthen transparency,
accountability and integrity in the defence
and related security sector with participating
countries. For more information, visit https://
buildingintegrity.hq.nato.int/

BI Trust Fund for 2019-2022
Available to 71 Nations
NATO Building Integrity
Programme and resources
to counter corruption
To address corruption in the defence and security sector, NATO established the Building
Integrity (BI) Programme. The BI programme
provides practical tools to help participating
countries strengthen their integrity, transparency, and accountability. The programme
was established by the Euro-Atlantic Partnership Council in November 2007. At the 2012
Chicago Summit, the NATO Heads of State,
no ting the progress of BI and the need for a
more structured approach, established BI as a
NATO discipline. BI was earmarked as an instrument to help promote democratic values
and human rights, contribute more generally
to security and stability, and to help develop
or enhance interoperability. At the NATO International Staff, the programme works with

Ministry-level staff to assist participating nations to assess institutional weaknesses and advise participants on policies to increase transparency and accountability. At the individual
level, NATO staff adhere to the NATO Code of
Conduct containing the five core values: Integrity, Loyalty, Accountability, Impartiality, and
Professionalism. More recently, NATO has revised its education and training to include development of doctrine and policies to support
military operations.

Operationalizing
transparency, accountability
and countering corruption
(TACC)
The BI policy is an integral element of Alliance
activities, requiring that Alliance partners are
committed to TACC in accordance with international norms and practices. The integration of

Photo by NATO

TACC best practices result from lessons learned
during recent operations that may be applicable
to future operations. These practices are meant
to increase the likelihood of success in achieving long-term security through increased synchronization of military and non-military activities. The bulk of TACC activities usually focus
on preventative corruption measures.
Plans and actions, accordingly, should
aim to incorporate TACC measures during all
phases of planning and execution to improve
the odds of mission success. This is accomplished during the early stages of a potential
crisis when strategic (HQ SHAPE) and o perational stand-by NATO Joint Headquarters
(JHQ) conduct "horizon scanning" to monitor
developments. If a developing crisis involves a
state with large-scale corruption, the North Atlantic Council (NAC) and Military Committee
may include a corruption assessment in a task
to SACEUR for a strategic assessment.

“The BI programme provides practical tools to help participating
countries strengthen their integrity, transparency, and accountability.”
►►►
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The JHQ can influence the political/
strategic military level through draft Military
Response Option (MRO) assessments. The
inclusion of TACC in the Strategic Planning
Document assists the JHQ to generate necessary capability or capacities during planning
and execution phases. This is especially important if the NATO Command Structure (NCS)
Joint Force Command (JFC) uses a stand-by
NATO Force Structure (NFS) JHQ as the lead
for the Crisis Response Operation. NFS headquarters usually do not have TACC subject
matter experts on their manning rosters.
Once the Strategic Warning Order has
been issued, the JHQ activates capabilities
from the Crisis Establishment (CE) or through
augmentation. A good practice is to include
TACC subject matter experts in planning to
develop a comprehensive appreciation of situation. NATO Centres of Excellence, civilian
agencies, civil society or in some cases requesting contracted solutions, ensure appropriate
expert inputs are included as part of MRO.
Once a MRO has been decided upon by
the NAC and the Strategic Planning Document
issued, the JHQ begins mission analysis and
course of action development. During mission
analysis, the inclusion of appropriate TACC
subject matter experts from multiple disciplines in the Joint Operational Planning Group
(JOPG) becomes more important. Disciplines
which inform TACC-related planning include
but not limited to, strategic communications,
finance and contracting, cultural and political
advisors, host nation support, legal, and intelligence. TACC subject matter experts contribute
to maintaining a balance in the application of
lethal and non-lethal effects into the proposed
courses of action.
For example, the strategic centre of gravity of a successful insurgency in a failing state
might be continued popular support for the
purist or extremist ideology. Operational planners may be tempted to focus on symptoms,
such as the targeting of violent insurgents, when
the root cause for an insurgency and its support

are in the demographic and socioeconomic
conditions. Planners should consider lines of effort not only to provide immediate security, but
also counter the ideological influence the insurgency has on those joining the cause.
Additionally, the JHQ must coordinate
horizontally and vertically to achieve unity of
effort in countering corruption. The components must understand their roles or risk exposing gaps, which reduces the likelihood of
success in countering corrupt networks and
restoring long-term security. The JHQ may be
responsible to provide support to longer term
civilian and diplomatic efforts to detect and
deter corruption, in addition to continuing security and stability operations.
During missions, even if corruption at
the host nation level is not considered a risk,
it is highly possible that individual entities will
take advantage of military forces' pre-occupation with the mission to enrich themselves.
For example, in 2014, Supreme Foodservice GmbH pled guilty to major fraud against
the United States, in violation of the False
Claims Act on contracts to provide food and
water to U.S. troops. They paid penalties in the
amount of $288.36 million. Supreme Foodservice, a privately held Swiss company, devised
and implemented a scheme to overcharge the
United States in order to make profits over and
above those provided in the $8.8 billion Subsistence Prime Vendor (SPV) contract.
The companies fraudulently inflated the
price charged for Local Market Ready (LMR)
goods and bottled water sold to the United
States under the SPV contract. The Supreme
companies did this by using a United Arab
Emirates company it controlled, Jamal Ahli
Foods Co. LLC (JAFCO), as a middleman to
mark up prices for fresh fruits and vegetables
and other locally-produced products sold to
the U.S. government, and to obscure the inflated price the Supreme companies were charging for bottled water. The fraud resulted in a
loss to the government of $48 million6.

T

O ENSURE a comprehensive approach
to countering corruption, consider the
following areas when assessing JHQ and
component-level TACC inputs into planning
and execution:

- Set conditions to counter corruption: Allied Forces need to understand the operational
environment specific to the culture it is ope rating in, and the overall supporting/supported
relationship between military and civilian entities. The plans need to establish an acceptable
level of security to enable supporting efforts to
build the host nation's public and political will
to (re)build the rule of law and counter corruption. The JHQ may have to request expertise and capabilities to establish multi-national,
multi-agency linkages or liaisons to properly
monitor and update the operational design as
the corruption environment changes.
- Comprehensive Approach: The Alliance
should engage actively with other national
and international actors throughout the crisis to encourage collaborative planning and
conduct activities on the ground to maximize
coherence and effectiveness of the overall effort. This requires establishing linkages to support TACC unity of effort; coordinating supporting/supported relationships to maximize
cooperation with national and international
government organizations, non-governmental
organizations, and other experts, in support
of Commander's operational design. The JHQ
should develop a TACC "Community of Interest" or working groups to assess changes in
corrupt environment and report recommendations to operational planners.
- Training: Allied Forces, especially contracting officers, should receive pre-deployment
training to create a better awareness of the
threat that corruption can pose to the mission;
that Allied actions have an impact on the corruption environment, and clear ways to identify and report corruption. Consider offering

“Disciplines which inform TACC-related planning include but not
limited to, strategic communications, finance and contracting, cultural
and political advisors, host nation support, legal, and intelligence.”
►►►
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TACC training to host nation security forces
within the context of capacity building.
- Intelligence: The JHQ TACC Community
of Interest works closely with or has its own intelligence capability. In high corruption threat
environment, JHQ should implement multinational, multi-agency "Intelligence Fusion
Cells" focused on tracking actors, networks, and
fund flows with respect to corruption, narcotics,
and criminal networks. Classification guidance
should be written to encourage information
sharing between allies and agencies.
- Financial Management: Financial Management must develop unified internal controls,
audit, and vendor tracking. Establish a capability to track the flow of military and international funding into the local economy and
conduct ongoing assessments to ensure foreign funding is not exceeding the capability of
the local economy to absorb it. Funding controlled by military to support, train, and advise
host nation security forces must have clear
processes that promote and guarantee transparency with sufficient oversight to minimize
risk of enabling corrupt behaviour.
- Acquisitions: Ensure contracts do not support corrupt actors or networks. Develop a
centralized and constantly updated contractor
database to maintain relationships with legitimate vendors and avoid those with links to organized crime or patronage networks. Theater
policies mandate oversight and assessments
of projects to ensure that funding, whether

national or trust funds, are monitored to ensure value-for-money including the mandate
to stop funding when corruption is suspected.

Education and training
The Joint Warfare Centre's (JWC) implementation of BI/TACC into TRIDENT series exercises has evolved with NATO's emphasis on the
subject. The integration of BI/TACC can seem
like an overwhelming task to those newly assigned to develop scenarios for exercises at the
operational and tactical level. This section sheds
some light on the lengthy development process
that results in the execution exercises for which
the JWC is responsible for production.
It all starts with SACEUR's Annual
Guidance on Education and Training Exercise

ABOVE: The author, left, during a pre-scripting

meeting with Commander van der Klaauw, from JWC
Training Team Branch. Photo by JWC PAO

and Evaluation (SAGE) document, which sets
future training requirements and exercises. The
SAGE articulates the minimum standards for an
Alliance headquarters to achieve and maintain
mission readiness based on the Alliance's agreed
security strategy. Those identified to participate
in exercises work closely with the exercise delivery organizations to incorporate observable
scenarios into both training and exercise events
BELOW: (left) TRIDENT JUNCTURE 2018 scenario

update briefing; (middle) J-8 Exercise Support Working
Group receiving a scenario briefing on an upcoming
Crisis Response Exercise; (right) Sarah Chayes, author
of Thieves of State, at JWC's Ulsnes Interim Training
Facility in 2007. Photos by JWC PAO
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REDUCING CORRUPTION RISKS
IN DEFENCE/SECURITY SECTOR
(BI Functional Areas)
•
Policy and decision-making
•
Conflict of interest
•
Parliamentary oversight
•
Legislation
•
Monitoring mechanisms
•
Management of financial resources
•
Procurement/disposal of assets
•
Professional development
•
Medical
•
Personal management
•
Pay and rank abuse
•
Housing
•
Veterans and pensions
•
Code of Conduct
•
Rotation of staff
•
Policy on gifts and hospitality
•
Cooling off/revolving door
•
Whistle blowing policy

to achieve SACEUR's requirements. SAGE 2020
specifically lays out BI and TACC requirements
as part of Alliance operations.
The participating headquarters chooses
and prioritizes Training Objectives that demonstrate their competency for each subject
to be assessed during collective training and
operational-level exercise events. When the
Headquarters or "Training Audience" (TA), selects BI/TACC to be included in the exercise,
the delivery organization, such as the JWC,
develops scenarios to allow the TA to demonstrate the ability to review, assess, analyze and
execute BI/TACC during Alliance operations.
Scena rio developers customize the exercise
scenario with additional background material,
structures and groups for the TA to support
NATO Crisis Response Planning (CRP).
The TA then develops Training Objectives to articulate how they will achieve mission readiness based on priorities in the SAGE
and Allied Force Standards. Next, Supporting
Tasks are created, nested under the Training
Objectives; indicating which staff function
is doing what actions. BI/TACC is a crosscutting topic that includes tasks for numerous
staff elements; the lead staff element is usually,
but not per definition, the CIMIC/J9 Branch.

INCREASED CORRUPTION RISKS
IN OPERATIONS
•
Bribery/Extortion
•
Equipment theft/sale
•
Illegal checkpoints
•
Supply chain exploitation
•
Fuel theft/sale
•
Distortion of readiness reports
•
Procurement/disposal of assets
•
Favouritism/nepotism
•
Pay and rank abuse
•
Personal use of public property
•
Trafficking
•
Drug abuse
•
Sexual abuse
•
Kidnapping
Graphic courtesy of Allied Joint Force
Command Brunssum Magazine "Northern
Star", December 2018-January 2019 Issue

While not limited to these capabilities, Intelligence, strategic communications, and financial
management staff play important supporting
roles. Supporting Tasks tell Observer/Trainers, which staff to monitor and mentor as they
strive to achieve their Training Objectives.
For Example, in a Crisis Response Operation scenario with a corrupt government,
one Supporting Tasks for a J8 financial management might involve the implementation of
audit and internal controls to ensure transparency and accountability during operations, in
order to support and ensure the continuing legitimacy of the NATO mission. Tasks for J8 in
this example would include but are not limited
to development of financial compliance policies
for the JOA, monitoring and managing contractor support to operations for corruption risks,
participating in TACC working groups, and
advising the commander in the assessment of
financial corruption.
Exercise Observer/Trainers from the
JWC assess the Training Objectives to develop
appropriate academic seminars and key leader
training prior to the commencement of Operational Planning Phase. The TAs with limited BI/
TACC experience can request subject matter
experts, either from within NATO or external

organizations, such as Transparency International, to provide staff training in preparation
for planning and execution. Indeed, Transparency International supports NATO TRIDENT
Series of Exercises with training and scenario
design assistance. Once the Training Objectives are reviewed to ensure they are complete
and achievable, the JWC Main Events List
and Main Incidents List (MEL/MIL) team set
out to facilitate the creation of specific training scenarios. Exercises cover one to two
battle rhythm cycles and therefore only allow
a glimpse into the world of corruption. Incidents and events challenge the JHQ with operational dilemmas that force all functions to
collectively weigh new risks when attempting
to fulfill the Commander's operational plans.
The MEL/MIL team uses the TA's operational plans, coordination orders, and Opposing Force (OPFOR) plans to form the basis
of the incident development strategy. Event
writers must work within the exercise scenario
to exploit gaps in Joint Synchronization or
manipulate scenario factors outside the JHQ's
control in order to trigger operational level assessments. MEL/MIL event chiefs then review
incidents to ensure that they challenge the
operational design and link to a Training Objective. Events not meeting these criteria are
rejected due to lack of training value or maybe
ignored by the JHQ during execution.
To help the JWC create realistic content,
BI/TACC proponents should attend each MEL/
MIL event, working as part of a cross-functional
team with CIMIC, strategic communications/
information operations, Intelligence, financial
management, possibly Transparency International, to provide a non-military perspective,
and others as necessary. Depending on the importance of BI/TACC, it may be necessary to
either integrate BI themes into other MEL/MIL
events or as a stand-alone theme. Examining
JHQ's critical capabilities and the underpinning
critical requirements provide a possible venue
to create operational dilemmas.
Countering corruption is an integral el-

“The JWC develops scenarios to allow the Training Audience
to demonstrate the ability to review, assess, analyze and execute
BI/TACC during Alliance operations.”
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ement of Alliance activities and this requires
that Alliance partners are committed to the
programme, in accordance with international
norms and practices. NATO military forces
called to restore security in corrupt or fragile
states need to identify and assess corruption
factors, integrate a BI/TACC framework into
operational planning in order to support political objectives and the NATO desired end
state. Failure to identify corruption, corrupt
networks, especially when it is the root cause
of the crisis, has potential impact upon the legitimacy of NATO military missions and failure to achieve the end state. 

CASE STUDY
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This example illustrates a MEL/MIL, which embeds BI/TACC themes in a
non-Article 5 Crisis Response Operation where a Joint Headquarters
must restore security and territorial integrity of a fragile state:
 A SUSTAINMENT SYNDICATE may choose to test logistics capability to
sustain friendly forces maneuver (CC1) to conduct offensive operations by
removing the contractor deliveries of food or fuel (CR2). The event would remove,
through circumstances beyond the Training Audience's control, contractor
delivery of food and fuel to forward deployed forces timed just prior to a decision
brief on whether to conduct offensive operations (DP3). Competent JHQ logistics
staff will have planned reserves, so kinetic effects are planned to trigger the
loss of some of these reserves forcing the JHQ to assess whether to accept
risk or delay.
 The BI/TACC proponent develops a corruption nexus to test the Training
Audience’s BI/TACC line of effort. They write into the event that a corrupt
host nation minister manipulates the border control forces to plant hazardous
materials that are illegal in the host nation. The corrupt minister is part of a
patronage network whose goal is to divert as much NATO forces funding to
sub-contractors in their corrupt network. The illegal materials are found due to
an "anonymous" tip, which triggers the host nation to require a halt to all subcontractor deliveries pending a review of friendly forces contracting practices.
 If no action is taken in this scenario, Allied Forces will run out of food/fuel
when a key decisive action is planned. Additionally, the enemy forces use the
media reporting from this event to conduct propaganda activities questioning
the legitimacy (CR2) of the NATO mission. The MEL/MIL team adjusts the
severity to stimulate assessments that impact a joint assessment board, but not
drag the JHQ from operational planning and management into the tactical fight.

contractor-pleads-guilty-major-fraud-provisionsupplies-us-troops-afghanistan.
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Geospatial Information Systems continue to
revolutionize the way in which NATO operates

WHAT GEO
BRINGS TO
THE TABLE

Stay tuned to find out!

by Lieutenant Colonel
William Duncan
British Army
Former Head, Geo Cell
NATO Joint Warfare Centre
ABOVE: (From left) TRIDENT JAVELIN

2017 Land Component Command
in the JWC Bunker; ALES wargame
2018 at the JWC; preparing for a
force coordination meeting, TRIDENT
JAGUAR 2017. All photos by JWC PAO

T

HIS ARTICLE IS MEANT to add
to the positive aspect of NATO's
Transformation. In Joint Warfare
Centre (JWC) Geo Cell, we see
Transformation as an opportunity
to define a bold ambition that goes
beyond incremental change—it is an opportunity to rethink our business and operating
models to facilitate new services and get much
better value for money. Moreover, Transformation involves strategic decisions that affect

where we will grow and how our organization
will operate with a goal to improve performance. The JWC Geo Cell is taking advantage
of improving techno logy to transform, and in
doing so, we try to influence and improve the
way other NATO geo teams work. Our work
remains a critical enabling technology to the
Member and Partner Nation militaries.
Geospatial Information has always
been important to commanders, and an understanding of terrain is an essential military
skill, with maps being the traditional means
of delivering the common operational view.
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NATO is always seeking to improve capabilities to maintain a credible deterrent and assure
focused participation in warfare activities. A
key driver for NATO is the vastly increased
area of interest-what we call the "360-degree
approach to security". Indeed, forces can be
deployed into almost any part of the world
without prior knowledge of the terrain. Geospatial Information Systems (GIS) are, therefore, essential in creating, editing, analyzing,
querying, and displaying both hard and soft
copy Geospatial Information to improve the
commander's decision-making cycle.
In JWC, as in any organization, a compromise must be drawn between what is
desi rable and what is essential. This discrimination is made in terms of what is affordable.
Value for money remains critical when provi ding Geospatial Information to the NATO
Command Structure (NCS). The problem is
further exacerbated when considering the
resolution or fidelity of Geospatial Information
that is required to support different levels of
command. The relationship between area (geographical extent), scales, and user community
can be seen in Figure 1. In theory, a strategic
planning headquarters will be able to meet
most of its needs using small-scale data. However, a tactical headquarters, such as a battle
group commander, will need data at scales of
1:10k for target areas.
In an ideal world, NATO planners would
have access to large scale maps of every part of
the earth's surface. However, clearly, this is neither available nor affordable. To the other extreme, it would be very affordable, but clearly,
not very helpful, to hold global coverage of only
small-scale products. It is therefore important
to find a good balance between these two extremes, measured based on affordability and
acceptable risk. Keeping this balance is a key
function of JWC's Geo team in Stavanger, Norway. As a result, during the last two years, five
initiatives have been introduced, which have
not only improved the quality and provision of
Geospatial Information to staff, but which also
have reduced costs significantly.

is available with an open-content license, which
means we can use it for any purpose. The data
has matured sufficiently in some locations to
rival "authoritative" datasets from governments
and commercial entities. This is particularly the
case in Western Europe and some parts of the
United States. However, less densely populated
places suffer from lack of data. For some locations the datasets are the only data source available. Some of the main benefits of OSM include:
• the data is available at no cost
• the source data can be downloaded and
used to drive products
• it allows users to input data, which
gives it a better and more valuable
set of features than commercial or
government maps
• the data is flexible and can easily be
updated. In contrast, commercial and
government maps tend to be updated
on fixed cycles.
These are some of the main challenges of OSM:
• there is no systematic quality check
performed on the data
• the precision and accuracy of OSM
coverage varies, and there is no simple
means of detecting this variation
• producing a focused set of data from
OSM requires more technical skills.

From a JWC perspective, OSM provides worldwide coverage that allows us to "drill down"
into specific areas outside of NATO sovereign
territory, then copy and process the data to
produce large-scale mapping in both hard and
soft copy. Traditionally, this data would have to
be procured commercially, which could prove
expensive. The use of OSM is officially recognized by Allied Command Operations (ACO)
and during data preparation for TRIDENT
JUNCTURE 2018, a substantial amount of
savings was realized in data acquisition and
subsequent processing costs.

Increased vector mapping
Alongside OSM is the increased use of vector
(information rich digital) mapping as opposed
to traditional maps in raster (pixelated picture)
formats. Both types of Geospatial Information are very useful, but there are important
differences. The characteristics as depicted in
Figure 3 do not necessarily apply in all circumstances but serve as a general comparison. As
you zoom into raster data, the pixel resolution
becomes obvious. Eventually, the image looks
like a series of blocks rather than a detailed
map. Vector data is more like a series of lines
drawn between points—the width remains the

GEOGRAPHICAL EXTENT

USER

MAP SCALE

1,000km × 1,000km
400km × 400km
150km × 150km
50km × 50km

Strategic Planning
Divisional Planning
Brigade Planning
Battle Group Planning

> 1:250k
1:250k – 1:50k
1:50 – 1:10k
< 1:10k

1:50,000

1:250,000

1:500,000

1:1,000,000

1:5,000,000

Use of OpenStreetMap
(OSM) Data
In short, OSM (see Figure 2) is a free, editable
map of the whole world that is created by the
Geospatial Community of Interest. Critically, it

Figure 1: Differing map scales from Exercise TRIDENT JUNCTURE 2018.
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same regardless of how close you zoom. The
main advantage of vector in comparison to raster is better geographical accuracy and smaller
file sizes. Viewing vector data is much quicker
and less hardware intensive than the equivalent
raster. The "so what" for the JWC is that we routinely use traditional raster mapping for smallscale products. These files are very cumbersome
to manage and require not only large storage
capacity but also the pre-processing of cache*
data, which sometimes takes months to prepare.
The JWC recently introduced the use of OSM
vector data to replace old raster maps, some of
which were over 40 years old. These new maps
are produced in-house, and they are not only
much more current but they also preclude the
very expensive, externally contracted process
for changing names and borders. Again, using
TRIDENT JUNCTURE 2018 as an example,
the use of vector mapping has saved a substantial amount in contracting costs alone. Concurrently, the JWC introduced an alternative to
caching the data that could save equivalent to
about six weeks of staff work per major exercise.

Future scenario development
The JWC geospatial team has had a five-year
future scenario development plan endorsed by
the International Military Staff at the NATO
Headquarters. The scenario development work
will encompass Europe, the Black Sea area,
North/Central Africa and the Mediterranean,
with the potential of further development into
the North Atlantic and even a mega-city to
support joint urban operations' training. The
plan is to merge processed and raw Geospatial
Information data from JWC's current three
settings of SKOLKAN, OCCASUS and FIKSO.
The creation of this seamless and complete Geospatial Information repository by the
JWC will provide NATO with a much more
robust capability to support defence planning
by ensuring the capture and presentation of
Geospatial Information in a rigorous, coherent, standardized and comprehensive way.
Looking at the longer term, the repository will enable cost savings as a result
of more efficiency. Resource savings will be

* A cache is a place to store something temporarily in a
computing environment. In GIS, data is cached at certain
scales to shorten data access time, reduce latency and
improve input/output to improve application performance.

Figure 2: An OpenStreetMap from TRIDENT JUNCTURE 2018.

realized by automating workflows and assuring critical continuity, increasing productivity by eliminating lengthy technical induction and familiarization periods. A systematic
revision programme can also be established
across the repository, taking advantage of the
national Geospatial Information production
programme schedules, and thereby reducing
commercially sourced data dependency.

The lessons learned process
The JWC Geo Cell introduced a new lessons
learned process for the TRIDENT JAGUAR
2018 exercise using internally generated geospatial statistics to validate the use of Geo web
services. Surprisingly, during the planning and
execution phase, the Multinational Joint Headquarters Ulm use of the Geo services exceeded

RASTER DATA

VECTOR DATA

Relatively high-data volume
• Slower display
• Has no attribute information
• Easily viewable

• Relatively low-data volume
• Faster display
• Can also store attributes
• More difficult to look at

•

Figure 3: Raster and Vector Geospatial Information from TRIDENT JUNCTURE 2018.
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JWC Geo team with the author in the
middle, May 2018. Photo by JWC PAO

“The creation of a seamless and complete Geospatial Information
repository by the JWC will provide NATO with a much more
robust capability to support defence planning.”
all previous records, both in terms of the number of requests and the volume of data served.
Altogether, over three million requests were
registered. To put this into perspective, we received, for example, 10-, 20-, 30- or even 40requests per query, from a single user. During
an average exercise, the number of queries
would exceed 30k and an average of 2,000 queries a day. In order to display all these requests
simultaneously, you would need a 370m diagonal screen. If printed, this equals over 62.7 km
of normal "map" paper (1,372 rolls)-not the
best contribution to sustaining the precious

Photo by JWC PAO

rain forest! The Geo team used a similar product for exercise TRIDENT JAVELIN 2017 to
improve our processes and help prepare data.

was made. These proved cost saving and continues to be an important investment for all
GIS processing.

Hardware and process
improvements

Summary

The implementation of IT Modernization
(ITM) continues to have a profound effect on
how the JWC works, especially for those who
work primarily in the digital environment.
In addition to being the custodians of nearly
40TB of Geospatial Information, the Geo team
recently received 80TB of external storage and
6 x 4TB USB thumb drives. This storage is currently being used to safeguard Geospatial Information and transfer data to/from servers across
the NATO Command Structure, ensuring no
adverse effect on critical network bandwidth
and storage under ITM.
In 2017, the Geo team produced over
1TB of Geospatial Information data in-house.
Soon after, during the preparations of TRIDENT JUNCTURE 2018, an important procurement of two high-specification laptops

GIS plays a pivotal role in military operations.
The concept of Command and Control, communication and coordination in military operations is largely dependent on the availability
of accurate geospatial information to arrive at
quick decisions for operational orders. In the
present digital era, GIS continue to revolutionize the way in which NATO operates. Intelligence, battle space management, terrain
analysis and remote sensing are all heavily GIS
dependent. Lastly, the team in the Geo cell is a
mo dest one, who would like to leave the final
word to Albert Einstein: "As a young man, my
fondest dream was to become a geographer.
However, while working in the Customs Office, I thought deeply about the matter and
concluded that it was far too difficult a subject.
With some reluctance, I then turned to physics
as an alternative." 
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PACE HAS BEEN an element
of strategic balance, supporting
NATO activities since the 70s
by providing satellite communications (SATCOM), missile
warning and Intelligence, Surveillance and Reconnaissance
(ISR). Over the years, additional wide-ranging
Space capabilities have been added to the Alliance's tool kit, and thereby maintaining key
advantages over potential adversaries and enlarging the spectrum of possibilities provi ding
enhanced support to the warfighter. However,
despite sharpened Space security policies at national levels, this support was never formalized
within the Alliance.
With this respect, 2018 was a pivotal year
for Space support in operations within NATO.
In May 2018, for the first time, the North Atlantic Council approved the Policy on Space
Support in NATO Operations,1 which gives
clear and precise guidance on how to integrate
Space Support within the NATO Command
Structure. The policy solidified the framework
PREVIOUS, TOP: NATO TRIDENT JUNCTURE 2018
LIVEX. Photo by Marius Vågenes Villanger, Forsvaret.
BOTTOM: A Perseid meteor shower, Spruce Knob,
West Virginia. Photo © NASA/Bill Ingalls

Commander Stephanie Vrac
French Navy
Headquarters Supreme Allied Commander
Transformation (HQ SACT)

whereby Space can formally support operations. However, it represents for now only the
minimum requirements necessary to integrate
Space throughout all NATO operations.
The development of this policy stems
from foundational work led by the NATO BiStrategic Commands' Space Working Group
(NBiSCSWG), co-chaired by Allied Command
Transformation (ACT) and Allied Command
Operations (ACO). The unified efforts resulted
in the framework for Space support within operations across the entire Alliance.
The groundwork for the policy lies within the 2012 Space mandate, directing ACT and
ACO to continue work on developing Space
capabilities within NATO, after an overarching
Space policy for NATO did not come to fruition in 2011. The 2012 work plan set the foundational work and was reviewed in 2016 with
a following comprehensive Action Plan developed in 2017 pursuing the effort. Under the
direction and guidance of the Strategic Commands, it was determined that the best way to
integrate capabilities, identify mission critical
gaps, develop requirements and improve Space
awareness throughout NATO was to inject
Space data, products and services within a Major Joint Operations (MJO) exercise in order
to stress test and improve the Space Support
concept. Thus, the TRIDENT Series of Exercises was identified as the best venue available

The Three Swords Magazine,
Issue No. 32, available online at
www. jwc.nato.int

to test this capability integration as a NATO
Transformational Activity (TACT). (TACT
is an activity or set of activities suitable for integration into an exercise, which supports the
development or implementation of a present or
future NATO capability. —Author's Note).
This pi votal step of becoming a TACT
resulted in the building of a three-year campaign plan, which began with Exercise TRIDENT JUNCTURE 2016 (TRJE16)2 and culminated with TRIDENT JUNCTURE 2018
(TRJE18). The benefits of being designated a
TACT are massive:
• It allows ACT to act as the overarching
integration programme manager;
• It focuses the scant ACO Space
resources necessary to develop the
Space portions of the scenario and
organize national contributions;
• It leverages the expertise of the Joint
Warfare Centre (JWC) regarding the
integration of capabilities into exercises.
The JWC has assigned permanent staff
members to the Space Support to guide
the integration process;
• The TACT designation allows increased
flexibility within strict exercise
construction timelines, which is
necessary for the Space team to be able
to inject and test Space effects within
NATO exercises;
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• It allows for direct interaction with
nations in order to request specialized
national support outside of normal
exercise procedures. This critical
step is necessary, as very few nations
are able to provide the expertise
necessary to successfully train and
evaluate the effectiveness of crucial
Space capabilities.
On the other side looking in, sometimes the
activities of the Space team may have seemed
limited because a TACT cannot jeopardize
the success of the exercise. However, the TRIDENT Exercise Series has been acknowledged
by the Space community as a tremendous opportunity to educate and train not only Space
personnel but also NATO personnel across
the NATO Command Structure on Space effects and capabilities. Indeed, these exercises
represent a critical means of raising awareness
within NATO of the risks stemming from the
lack of support from Space assets. Additionally,

with only eight Space personnel permanently
assigned within the NATO Command Structure, this was-and is still today-a daunting
task. However, with the synergy between the
Strategic Commands with regards to Space,
as well as the tight-knit Space communities
within the NATO Command Structure and
Member Nations and the support from senior
leaders, the effort to push Space forward within
NATO has increased at an accelerated pace.
An initial challenge was that actual personnel
assigned within the NATO Command Structure was limited to positions at the Component Commands (Air Component Command,
Land Component Command and Deployable
Air Command and Control Centre), the Joint
Force Commands (JFC Brunssum and JFC Naples), and the Strategic Commands (ACO and
ACT). The limited knowledge of Space capabilities and effects outside of the Space community, as well as limited number of subject matter
experts, required an extremely focused effort in
order to bring an increased level of awareness.

The current situation
The 2018 SACEUR Annual Guidance on
Education, Training, Exercise and Evaluation
(ETEE), commonly referred to as SAGE, listed
Space as one of the training focus areas. In accordance with this document, ACT approved
the TRJE18 Exercise Specifications (EXSPEC),
in which Space Support was indicated as an
exercise objective. In addition, Space Support was also included among the primary
and secondary Training Objectives (TOs) for
JFC Naples. This highlighted the increased
importance and commanders' emphasis on
Space within NATO operations and led to a
multi-year series of planning and preparation
activities within the NATO Command Structure for the Space Core Planning Team, NATO
Nations with a strong Space capability and the
NATO Response Force 2019 (NRF19), led by
JFC Naples, which culminated in the "Phase
IIIB" (JWC-led Command Post Exercise execution) in November 2018.

“The TRIDENT series of major joint exercises was identified as
the best venue available to test NATO Space Support concept.”
►►►
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ABOVE: Flavio Giudice, the author (left), and the
co-located OPFOR Space/Air Response Cell, TRIDENT
JUNCTURE 2018 CPX. Photos by JWC PAO

During TRJE18, the primary aim for the
Space community was to advance the inclusion of Space Support in NATO planning and
operations. This involved the incorporation,
synchronization, integration and exploitation
of Space-based data, products and services
into the Operational Planning Process at the
Joint Task Force (JTF) headquarters and component command headquarters levels.
A secondary aim was to support the
overarching NBiSCSWG goal to improve Space
knowledge throughout NATO and, in particular, improve education and training as well as
doctrinal reference documents. Thanks to a
dedicated Space team comprised of both Space
experts assigned within the NATO Command
Structure, Exercise Capability Integration personnel at the JWC in Stavanger, Norway; and
national contributions, Space was integrated
into the exercise. In particular, the USA Joint
Navigation Warfare Center (JNWC, located
in Albuquerque, New Mexico, USA) and U.S.
Army Europe (USAREUR, located in Wiesbaden, Germany) provided the key expertise
required to move this project forward.
This three-year cycle culminated with
JFC Naples certified as the JTF HQ. For
TRJE18, JFC Naples was acting as JTF HQ,
AIRCOM as the Air Component Command
(ACC), 1 (German/Netherlands) Corps as the
Land Component Command (LCC) and ITMARFOR as the Maritime Component Com-

mand (MCC). Additionally, unlike for TRJE16
and TRIDENT JAVELIN 2017 (TRJN17) in
which there was no Grey Cell for HQ SHAPE,
in TRJE18 instead, SHAPE was fully integrated
into the scenario and provided strategic oversight to the campaign. In this context, and as
described in the doctrinal document AJP 3.3
(B)3, within each headquarters (JTF HQ and
SHAPE) and component command (ACC,
LCC and MCC), a Space Support Coordination Element (SpSCE) was established in order
to coordinate all Space-related activities.
BELOW: Lieutenant Colonel John Patrick, co-author,
during a Space briefing at JWC. Photo by JWC PAO

The structure of the SpSCE was formalized for the first time in 2017 during TRJN17,
based on the TRJE16 findings, observations
and recommendations. TRJE18 tested the
recommended organization and refined the
communities with which it is required to liaise
and coordinate Space data, products and services in order to provide the appropriate Space
awareness throughout the exercise leadership.
For TRJE18, a team was added at SHAPE
level, as a coordination element. TRJE18 Space
team consisted of 45 personnel spread across
the exercise venues. The Exercise Control (EXCON) consisted of 19 members, with most of
the personnel at the JWC, and four individuals
deployed at the JTF HQ, while 27 personnel
were designated as Training Audience (TA).
Some individuals within the TA were labelled
as "trusted agents". HQ SHAPE, HQ SACT
and Joint Air Power Competence Centre's
(JAPCC) entire Space community participated
in the exercise but it was the national augmentees which formed the backbone of the SpSCEs. Without this national support, it would
not have been possible to provide commanders
with value added Space support.
During the execution phase, the EXCON team conducted a wide range of activities. Among those, in order to replicate the
threat posed by GPS degradation and disruption and develop robust scenarios, the USA
JNWC was requested to provide Navigation
Warfare (NAVWAR) expertise (very limited
within NATO) to the EXCON team. Their
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expertise was instrumental for explaining capabilities possessed by simulated enemy forces
and their impact on JTF operations. Additionally, personnel from JAPCC acted as Opposing
Force (OPFOR) Space and developed educational material and briefings on adversaries'
Space and counter-Space capabilities for both
the non-Space EXCON members and the
Space TA deployed in various venues.
Simply put, the role of most members of
the EXCON consisted of coordinating Spacerelated activities with the other operational
communities within the JWC, and by participating in a host of meetings and coordination
processes imposed by the battle rhythm, to
make sure that the scenario stayed coherent
and the Space effects were used in a realistic
and relevant way. Additionally, a Space expert
from the NATO Science and Technology Organization (STO) produced a detailed study
on the use of products and services originated
by Space-based assets that are/will be useful in
NATO exercises and operations. Lastly, two
members of the EXCON team were specifically
tasked to work on the injection management
portion of the exercise in order to ensure that
the Space effects were injected correctly and
the appropriate time so that the Space team
could achieve its desired Training Objectives
as planned.
The Space information injected in the
exercises covered all the Space functional areas:
• Satellite Communications (SATCOM)

TRIDENT JUNCTURE 2018 LIVEX. Dutch and
French soldiers deploying in Kyrksæterøra.
Photo by Kristian Kapelrud, Forsvaret

• Intelligence Surveillance and
Reconnaissance (ISR), Positioning
Navigation and Timing (PNT)
• Space Situational Awareness (SSA)
• Space Weather (Space Wx)
• Shared Early Warning (SEW)
Year by year, different functional areas were
"privileged". During TRJN17, the focus was to
highlight the risks stemming from solar activity (Space Weather), since telecommunications,
in particular, are exposed to this threat, but
also navigation systems and satellite imagery
collection can be jeopardized.
In TRJE18, major effort was made to
consolidate a robust integrated GPS jamming
environment. Despite the success of jamming
during the execution phase, the activity that
raised most dilemmas for the commander, and
concerns within the TA, was the use of directed energy weapons (DEWs, such as laser blinding/dazzling and damaging —Author's Note.)
against satellites. This action aimed at triggering an educational process from Intelligence
collection through early warning detection
into the targeting process, while raising the
awareness that in an anti-access/area denial
(A2/AD) environment (possibly due to GPS
jammers) satellites represent the only source
of INTEL collection (e.g., for battle damage assessment, BDA, and battle damage estimation,
BDE). The Space-based ISR systems clearly
have an advantage in Intelligence gathering for

the battlefield. However, a lack of understanding, undefined rules of engagement, and the
absence of agreements with the nations for the
provision of Space imagery could lead to confusion and jeopardize the success of an operation.

How the Space effects were
created within the exercise
Since Space supports all the operational domains (air, land, maritime and cyber), the collaboration with the Intelligence community was
only one part of the SpSCE's responsibilities.
The SpSCE was required to interface with multiple organizations and entities (e.g. J6/NCIA for
SATCOM, J3/METOC for Space Weather, and
Joint Personnel Recovery [JPR] for Overhead
Persistent Infrared [OPIR], etc). The mechanism for exchanging information with these
communities is still in its infancy and requires
continued development in order to strengthen
and formalize the collaboration for both future
exercises and real-world operations.
In the framework of the exercise, in order to realistically simulate the impact of Space
effects on all domains, at least one Space Inject
was integrated in every Incident. This goal was
achieved for the first time in TRJN17 and repeated in TRJE18. In most cases, the Space Injects were complemented with Space products
such as reports (e.g., SATCOM health and status, Space Weather reports, SATRAN4 satellites
overflight reports), imagery products, spike

SPACE CROSS-CUTS
ALL OTHER
OPERATIONAL DOMAINS

The experience gathered over
these years will serve as a starting
point for the next three-year cycle
of exercises, which will start with
TRIDENT JUPITER 2019 and will
continue in 2020 with LOYAL LEDA.

charts assessing the GPS Positioning Dilution of Precision (PDOP). Most of the injected
Space information (approximately 80 Injects),
was based on pre-scripted national products
from multiple Nations (USA, Canada, France
and Italy). Most of these products were integrated in an overall daily report on Space activities that was prepared by the JTF HQ and
distributed throughout the Space community
and the other communities on request. Unlike TRJN17, during which a specific Space
update was given to the Commander through
the daily Situation Awareness Brief (SAB), in
TRJE18 it was determined that Commander's
awareness would be better served with inclusion of Space within already established boards
and working groups. By doing so, rather than
having Space personnel developing material
for the Commander out-of-cycle, the entire
staff was involved in necessary discussions and
decisions, and normal staffing mechanisms
were used. This provided a higher visibility for
Space and an educational opportunity for nonSpace personnel.

Shortfalls and strengths
In order to assess the level of support and understanding within the Space Support community, the participants were asked to answer
a questionnaire once the Command Post Exercise was ended. This initiative was intended to

help ensuring that the Space Support processes
are optimized and to further integrate Space
Support into NATO operations. The outcomes
of this questionnaire are listed here as "shortfalls and strengths". The shortfalls identified
during TRJE18 are the following:
• The numerous tasks and commitments
of the Space team, especially in
terms of participating in meetings,
highlighted a robust manning plan
must be established for major exercises
to guarantee coherence, realism and
efficiency in the scenario execution.
• Attending a major joint exercise
such as TRJE18 requires knowledge
of the NATO Command Structure
and its regulations. Therefore, it
is recommended to develop an
introductory briefing concerning the
roles and responsibilities of the TA.
• The simulation software used for
the exercise (the Joint Theater Level
Simulation [JTLS]) is not designed
for non-terrestrial assets. Satellites in
orbit were introduced for the first time
in TRJE18, but regarding the level of
detail, there's room for improvement.
Additionally, simulating satellites,
their orbits and capabilities required
an enormous processing capacity,
therefore, just a limited number of
satellites was included in the simulation.

NATO TRIDENT JUNCTURE 2018 LIVEX.
Photo by Fran C. Valverde, MARCOM

The following advantages were also identified
during TRJE18:
• Space activities tremendously affected
all commands. This raised discussions
and increased the level of awareness of
Space-related threats within the NATO
Command Structure.
• The Space Injects created a sufficient
training opportunity and were wellintegrated in the exercise storyline. All
six Space functional areas influenced
the activities within the command.
• The organization of the Space team
was assessed positively. The commands
received sufficient support from
the EXCON team, and participants
were able to get in touch with the
Space personnel.
• The coordination process allowed
effective sharing of information.

Where to go from here
The growing competitiveness between nations
together with the rapidly mounting presence
of private companies investing in Space and
the integration of Space services in civilian
systems justify the need of establishing an
overarching NATO Space Policy. Most of the
capabilities required in the modern operational environment are provided, or supported
by, or dependent on, Space-sourced systems.
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Even in the daily life of military and civilian
personnel posted in NATO commands, the use
of Space capabilities is constant, despite not
noticed. Video teleconferences (VTCs) are one
example since they would not be possible without SATCOM. Defence planners at the NATO
Headquarters recognize that Space systems deliver important and unique information to military and political leadership and acknowledge
that these systems are vulnerable and difficult
to replace. Therefore, they recognize that preserving Space capabilities, also through policies,
would enhance Alliances' security under the dynamic conditions of the 21st century. For these
reasons, in summer 2018, the North Atlantic
Council approved the requirement for an overarching NATO Space Policy.5 The policy is being developed at NATO Headquarters' level and
it is expected to be released in summer 2019.
It is reasonable to say that 2019 will
bring new challenges and opportunities for
Space activities within NATO.
In addition to the activities related to the
development of an overarching Space Policy,
among the numerous tasks that the NBiSCSWG will conduct are the review of doctrine,6
standard operating procedures, standard operating instructions, and the development of
Space Concept of Operations (CONOPS). In
particular, the current doctrine (Version B)
provides general guidance for the role of Space
Support in the operational planning. TRJE18

was a valuable opportunity to further develop
the draft of Version C of AJP 3.3 with additional information on SpSCE roles and interactions with other communities, and on the
Space support request processes and procedures necessary for NATO to request support
from nations with a strong Space capability.
The experience gathered over these
years will serve as a starting point for the next
three-year cycle of exercises, which will start
with TRIDENT JUPITER 2019 (TRJU19)
and will continue in 2020 with LOYAL LEDA
(LOLE20). In particular, TRJU19 will be a
campaign consisting of two phases: the first
phase will be played in a Small Joint Operations (SJO) scenario, while the second will be a
Major Joint Operation Plus (MJO+).
LOLE20, meanwhile, will see NATO
fighting in a MJO+ scenario, and will be the
last of this sequence of exercises. These three
exercises, with the relative preparation and
post-exercise activities (e.g., Main Events List/
Main Incidents List, Incident Development
and Scripting Workshops, After Action Report, etc.) will be condensed in the timeframe
from July 2019 to June 2020. This means that
the Space team has to be ready to prepare and
conduct three exercises in just 12 months!
The preparation for TRJU19 has already
started with the development of TRJE18 After
Action Report. The Space team will use this
document to ensure that lessons learned and

identified are incorporated into the next series
of exercises. The aim of the Space Support Core
Planning Team is, as always, to increase its
presence and improve the performance in the
TRIDENT Series of Exercises in order to raise
Space to the role that it deserves. The approval
of an overarching NATO Space Policy will definitely help the team in this endeavour. 

ENDNOTES
1

MC 0670 Policy on Space Support in NATO

2

The first participation of Space in a major NATO

Operations, dated 18 May 2018.
exercise was in 2015. However, during TRIDENT
JUNCTURE 2015 (TRJE15) the contribution to the
exercise was marginal and the participation was
intended as a test to make the team aware of the
structure and procedures of a NATO exercise.
3

AJP 3.3 (B), Air and Space Operations Doctrine,
dated 8 April 2016. Chapter 5 of the Allied Joint
Publication is dedicated to Space operations.

4

Satellite Reconnaissance Advance Notice.

5

Paragraph 19 of the Brussels Summit Declaration:
"Recognising that Space is a highly dynamic
and rapidly evolving area, which is essential to a
coherent Alliance deterrence and defence posture,
we have agreed to develop an overarching NATO
Space Policy."

6

AJP 3.3B Allied Joint Doctrine for Air and Space
operations, dated 8 April 2016

• Major Joint Operation
(MJO) scenario
• 33 Space personnel
• Provision of Space products/
services from five nations
• First active participation of
Space Support in a TRIDENT
Series of Exercises
• First iteration in
a three-year cycle

• Major Joint Operation Plus
(MJO+) scenario
• 45 Space personnel
• Provision of Space data,
products and services
by seven nations
• 150+ Space Injects
• Space Injects integrated in
all Events and Incidents
• Testing of the Space Support
Coordination Element

• MJO scenario
• 45 Space personnel
• Provision of Space data,
products and services
by seven nations
• 80 Space Injects
• Space Injects integrated in
all Events and Incidents
• Testing of the Space Support
Request Form

• Campaign with two phases:
Phase I: Small Joint Operation
(SJO) scenario
Phase II: MJO+ scenario
• Expect the same amount
of Space Injects but with a
wider range of involvement
in Events and Incidents
• Coordination already started
within the NATO Command
Structure and with the
Space-capable nations
• It will be followed by
LOYAL LEDA 2020 (LOLE20)

TRIDENT JUNCTURE 2016

TRIDENT JAVELIN 2017

TRIDENT JUNCTURE 2018

TRIDENT JUPITER 2019
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The border between Norway and Russia.
Photo by Edvin Wiggen Dahl, Forsvaret
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T
WHY THE ARCTIC?

THE NEW
BATTLESPACE
IN THE NORTH

HE ARCTIC IS EXPERIENCING a period of
intense interest in recent years. The receding
ice is presenting new options for trans-ocean
shipping, economic development and resource
exploration. As the water ways open and make
our world a little bit smaller, emerging Arctic nations and traditional Arctic nations are
racing to make their claims in the ice and
snow. These claims are not limited to economic ambitions. The open passage ways and
the untapped geographic space are also raising
intense interest in terms of military potential
in the Arctic. The isolated and punishing territory is challenging but also makes it the perfect

place to hide in plain sight along the border
of Canada and the United States. Nations like
Russia and China have taken definitive steps to
establish a significant presence in the North.1
A critical piece of this presence is not in the
manifestation of soldiers, equipment and infrastructure on the ground but within the
information domain as part of strategic information warfare campaigns to influence, affect
perceptions, and validate realities that support
their broader national power agendas.2
These strategies are complex and multidimensional. Their effectiveness depends heavily on emerging information technology and
globalization realities that have changed what
constitutes a battlespace and the overall landscape and understanding of what modern day
warfare is. Further, the use of the combination
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of real military establishments and information
warfare campaigns is posing a significant challenge to Canada, other Arctic nations and the
NATO Alliance, who must decide what actions
they will take in the face of emerging threats in
this vast Northern territory.3
Information warfare is an emerging yet critical form of militarization that is
ta king place in the North by both Russia and
China. This threat, while non-traditional and
non-linear in nature, is changing the narrative of the North and must be considered as a
credible threat to the understanding of Arctic
narratives, the legitimacy of Arctic sovereignty
claims and Arctic security, and in context of
wider implications across defence alliances
and Arctic partners.

Information technology
and globalization
The landscape of war has changed. War is no
longer solely defined by a declaration of intent
and traditional battle within a set geographical space. War today is facing a unique reality
that means it is both undefined by space yet
limited by the interconnection of our planet. At
the heart of this transition are information and
communication technology and globalization.
The power to influence, recruit and radicalize beyond geographical space has obliterated traditional geographical boundaries that

previously defined and limited engagement
in traditional warfare. Space, time, even language has been transcended by the internet,
social media platforms, and the emerging importance of imagery and video to define the
reality of specific periods in time and space.
The information battlespace as a weapon and
force multiplier is able to shrink vast geographical space and amplify military effectiveness by
evening the playing field against traditional
military superpowers by drawing war into the
public domain and blurring the definitions of
what is war and what is peace.4
The interconnection of global economies, military alliances and food distribution
has at the same time made the world smaller.
The globalization of our economies, cultures
and engagements have also complicated traditional warfare, raising the importance of
information warfare. The interdependence
of enemies and allies in our shrinking global
village has made the notion of traditional declarations of war unsustainable. This interdependence, along with emerging information
platforms, has created the perfect setting for
the escalation of informational conflict.
Additionally, globalization also speaks
to a shift towards a greater reliance on coalitions, which has increased the vulnerabilities
of the security postures of all partners to strategic information warfare attacks, giving opponents a disproportionate strategic advantage.5

TRUTH IS NEITHER RELEVANT
NOR REQUIRED TO WIN

Information warfare
An early 1996 RAND study6 identified "strategic information warfare" as a critical military
consideration for the U.S. and other nations.
A number of factors were driving the focus
to complex information battlespaces and increasing use of information warfare. These
considerations included low entry and sustainment costs, emerging information techno logy,
blurred traditional boundaries between public
versus private, warlike versus criminal behaviour and geographic boundaries, the expanded
role for perception management and poorly
understood strategic information warfare
vulnerabilities.7 Information warfare today
is based on saturation and dominance. Matt
Lauder, a defence scientist with Defence Research and Development Canada, has called
the methodology "highly sophisticated, subtle,
pervasive and decentralized".8 Lauder suggests
the actions can sometimes seem disorganized
or sloppy but, "the ends justify the means because it is all about effects."9
Critical to modern information warfare
are active measures and military deception
nested in reflexive control, which is used as a
behaviour strategy. Active measures include
direct action, psychological coercion, influence operations, propaganda, psychological
manipulation, information sabotage and subversion, dis- and misinformation, character
assassination and smear campaigns. This approach uses both civilian and military assets
which include political, economic, legal, social
and scientific information delivered through
multiple disseminators ranging from official
to unofficial. Information and action, covert
and overt, all blur together with minimal attribution unless it suits a strategic intent. Most
importantly, there are no moral constraints in
a strategy where multiple activities are put in
play to achieve objectives; ensuring there is
never a single point of failure.10
Information warfare can appear disorganized or prone to failure because some
initiatives fail to launch. But its success rate
is actually grounded in the sheer saturation
of active measures in play through diverse
delivery mechanisms and disseminators. No
audience is missed, and the volume allows for
failures along the way without jeopardizing intended strategic effects. The approach evolves,
develops, adapts. Successes are reinforced and
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ABOVE: The Northern Sea Route is a result of the
melting ice and is situated between the Atlantic Ocean
and the Pacific Ocean, passing through the Russian
territorial waters, and connecting Asia and Europe.

failures are abandoned. The speed at which the
information warfare model expands, adapts
and engages new methods and mediums and
lets go of failed measures is central to its success and accelerated by the reality that truth is
neither relevant nor required to win.
Further, information warfare is about
long-term commitment to the use of the information domain as an effective operational
environment that can shape the battlespace.
While various methods and approaches may
be discarded, if they are ineffective, the overall
approach is always central to both government
and military strategy at the highest levels.

Russia in the Arctic
Russia has maintained a focus on the Arctic for both its economic and military value
as the water ways have opened up. In recent
years, Russia has launched a new Arctic command, four new Arctic Brigade teams, 14 new
operational airports, 16 deep water ports and
40 icebreakers with 11 more being built.11 As
they have built their conventional warfare capabilities, they have also amped up a strategic
information warfare campaign.
Russia's Arctic information campaign is
based on three areas of focus: the projection
of power, legitimacy, and limited sovereignty.
The key to the strategy is the militarization of
the Kremlin's foreign policy towards the Arctic

with a clear emphasis on confusion of global
public opinion.12
As was predicted by Professor Aleksandr Selidanov, Russia's use of information
warfare is a means to "non-traditionally occupy" or "control territory and make use of its
resources without the necessity of the victor's
physical presence".13 While there is no question that Russia has taken actual traditional
military actions in the Arctic, the effectiveness
of these assets, the greater perception of Russian legitimacy, and countering the legitimacy
of other Arctic states is where Russian information warfare plays out.
Since 2007, Russia's Ministry of Defence
has consistently called for the development of
Russian military facilities in the Arctic to meet
emerging dangers.14 These threats are generally
vague in nature, but always amplified in official
Russian literature.15 Their purpose is to set the
stage for validating the legitimacy of Russian
actions and defensive postures. In 2015, Russia
amplified national literature with a re-asserted
call to be named the sole owner of 463,000
square miles of Arctic territory in a renewed
petition to the United Nations.16
These official statements are continuously amplified by a series of active measures
including imagery and video manipulation
showing what appear to be thousands of Russian soldiers with reindeer, snow machines,
aircraft and military installations. The imagery
and propaganda videos are consistently reused
and/or presented misrepresentations of actual
events or deliberate exaggeration of the reality
on the ground.17
An example of Russian manipulation is
its April 2017 smear campaign against Craig
Fleener, the Arctic policy adviser of the Government of Alaska. Russian media "reinterpret"
Fleener's comments at a Russian conference
to suggest Fleener thought Alaska would be
better off under Russian leadership.18 Fleener
was then publicly identified as a U.S. politician
who was at odds with the U.S. narrative on the

“The imagery and propaganda videos are consistently reused and/
or presented misrepresentations of actual events or deliberate
exaggeration of the reality on the ground.”
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Russian Arctic soldiers in
armoured personnel carrier
during a military parade,
9 May 2018. Photo by
Planetpix, Alamy

!
In recent years, Russia
has launched a new
Arctic command, four
new Arctic brigade
teams, 14 new
operational airports,
16 deep water ports and
40 icebreakers with
11 more being built.

Arctic. These statements were exploited and
picked up by European press agencies before
leading to Russian media claims that both Hawaii and Alaska were seeking to separate from
the United States.
A NATO researcher in strategic communications has also warned that Canada
should be prepared for Russian interference in
the 2019 federal election suggesting it would
serve the purpose of helping to destabilize the
military Alliance and hobble a nation Russia
sees as interfering in their European agenda's.
While it has been suggested these attempts are
not related to the Arctic because of a "spirit
of cooperation" between Canada and Russia
on this front, Jānis Sārts, the Director of the
NATO Strategic Communications Centre of
Excellence, has warned that Russian co-operative overtures on the Arctic should not be
taken at face value.19 While these may seem in
consequential in consideration of traditional
military threats, in the new information warfare domain the cumulative effect of these ac-

tions have a distinctive impact of validating
Russian claims and legitimizing Russian narratives. In the Arctic, Ben Nimmo and Edward
Lucas20 argue that Russian disinformation does
not aim to inform but to "provoke doubt, disagreement, and ultimately, paralysis." In this
context, "Russia has weaponized information,
turning the media into an arm of state power
projection" and as a result is "destroying the information space with disinformation." The result is a destruction of trust, which challenges
what Russia sees as the "reality-based political
discourse" myth of the democratic West.21

China in the Arctic
On January 26, 2018 China issued its new Arctic Policy. The White Paper declared China a
"near-Arctic state" and a major stakeholder in
Arctic issues. In the publication, China emphasized that it would follow all international laws,
but the paper made it clear that China would
use Arctic resources to pursue their nation's

interests.22 The January announcement was not
a first step by China to enter the Arctic arena;
rather more like a public coming out. From an
information warfare point of view, it was setting
the margins through a first party validator to an
already well-established narrative supported by
China's "Three Warfares"—the same approach
China uses to challenge international interpretations in the South China Sea.23
The Three Warfares Model (san zhong
zhanfa) was introduced by the Central Military Commission (CMC) in 2003, and acts as
the guiding principle for information operations for the People's Liberation Army (PLA).24
The concept is based on three interwoven
strategies, which coordinate the use of strategic psychological operations, overt and covert
media manipulation, and legal warfare intended to manipulate strategies, defence policies
and perceptions of target audiences abroad.25
China's information warfare approach in the
Arctic is focused on patience and deception
with core goals to advance its economic state,

“China's information warfare approach in the Arctic is focused
on patience and deception.”
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maintain national unity, improve technological and military capabilities and increase regional and global influence without fighting or
alarming the West.26
China's use of the "near Arctic" descriptor in its White Paper was not a random choice
of words. It is part of a greater Chinese information warfare technique. China is using the
terminology to "build concepts, principles,
vocabulary and justification for pursuing its
interests."27 For China this language serves as a
roadmap that will empower them to claim interests in the Arctic and eventually legitimize
historical claims, cultural and civilizational
"contributions".28 At the same time, China's
Central Committee Foreign Propaganda Group
(CCFPG) focuses on telling "good Chinese stories" in relation to the Arctic by "borrowing foreign press" through influencing third party media and influencers to tell the Chinese story or
by buying advertorial pieces in key outlets like
the New York Times or Washington Post.29 Key to
this is the exploitation of the West's information
systems and open societal structures that allow
China to influence decision-making process.
Much like Russia, China's state-run
media, which are aggressively placing itself in

Western markets, play a significant part in the
distribution of fake news and the countering
of Western media as fake news. These claims
are exploited, amplified and perpetuated by social media campaigns that can be traced back
to China's state council information office or
CCFPG.30 Unlike Russia that relies on bots or
paid troll armies, China's Communist party has
raised a troll army of real people, most of them
young men, who voluntarily go online as digital
warriors and attack China's enemies in strategic
social media bombardments for no pay. Their
digital engagement following the release of the
China's Arctic policy in January was significant
and was critical in reinforcing key White Paper
themes of legitimacy and necessity.31

Chinese information warfare takes a
subtle approach and is all about finessing legal, political, diplomacy and economic components of their narrative to validate longterm objectives through what appear to be
legitimate partnering and development. Roger
Robinson of the Macdonald-Laurier Institute
refers to China's approach in the Arctic as the
"long con", equating China to a conman who
makes a large, long term investment of capital, time, and energy to get the "marks" trust in
order to get a bigger long term win.32 Robertson suggests the 2013 decision to grant China
observer status to the Arctic Council was an
important milestone along China's Arctic information warfare roadmap.

Canada's challenge
in the Arctic
Canada faces significant challenges in the
North. As the 2015 Policy Paper by Adam
Lajeunesse suggests, the Canadian Armed
Forces (CAF) has had to "narrow its focus"
to meet the government's Arctic sovereignty
mandate within a limited resource envelope.
Critical Arctic procurement, structural devel-

“Information warfare is exploiting the natural openness of
democracies and using TV channels, civic groups and NGOs.”
400-metre-long container ship CSCL Arctic Ocean,
one of the biggest container ships in the world, is
owned by China COSCO Shipping, part of the Ocean
Alliance, the largest operational agreement ever
made between shipping companies.
Photo by Wojciech Strozyk, Alamy

China's use of the "near
Arctic" descriptor in its
White Paper was not a
random choice of words.
It is part of a greater
Chinese information
warfare technique.
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opment timelines as well as general resource
challenges in the CAF as a whole have created
significant Arctic sustainment challenges.33
The incorporation of increasing information
warfare techniques by both Russia and China
in the Arctic add another challenge to Canada's military engagement in the North.
In spite of these challenges, Canada's
2017 Defence Policy Statement34 did not perceive any changes to the Arctic security environment in either threat perceptions or defence
requirements. It seemed to echo the March 2016
testimony of the Assistant Chief of Defence Intelligence, which reflected the presumption of
threat in the Arctic when he said the CAF "do
not see a state actor that has both the capability
and the intent to harm Canada militarily".35
Despite these claims, Russian and Chinese information warfare campaigns, which
are non-traditional, non-linear hybrid threats,
challenge Canada's perception of what constitutes a military threat. They also call into
question how Canada assesses threats in consideration of non-kinetic indicators and in
consideration of the power of information
warfare to erode truth and create a battlespace
without a single militarized act of war.

The impact on Arctic and
Alliance partners
The same challenge is being faced by other
Arctic nations and NATO Alliance nations as
they grapple with how to deal with Russian
and Chinese actions in the Arctic. Information warfare is exploiting the natural openness
of democracies and using TV channels, civic
groups and NGOs, as well as the funding of
political parties and economic actors as weapons in belligerent foreign policy surrounding
the Arctic.36
Much of the international response to
date has been described as cerebral and cautious with a tendency to focus on factual rebuttals. This approach is ineffective because
neither China nor Russia is concerned about
winning factual arguments. Their goal is to
spread confusion in support of their own national power interests in the Arctic. Further,
Jolanta Darkzewska's paper suggests that even
if Western audiences only agree to believe
there are two sides to an issue, like the Arctic
narrative, then Russia and China have won an
important victory.37

A 2017 report by the UK think-tank,
The Henry Jackson Society, has urged NATO
to "adopt an Arctic strategy and ensure a
common approach to the region's security
challenges," suggesting "a more sophisticated
assessment of these activities and their implications would aid the development of more effective policies."38

Conclusion
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JWC ON BEING
NATO's FIRST AND
BEST IN LEADERSHIP
AND CULTURE
DEVELOPMENT
Certainly, within the military, group cohesion has been a key focus point for leaders at
all levels. Rarely is anything achieved without some form of team, and for that reason,
leaders, especially strong leaders, focus on their staff and their individual strengths.
In recent decades, the field of organisational development and culture has sought to
explore this deeper at the broader organisational level.
Understanding the “atmospherics” of their workforce, their level of engagement, and
opinions on how the organisation can be better continues to be key areas for the Joint
Warfare Centre’s senior leaders. Through the lens of the “One Team” programme, the
leaders are able to tap into the unique skills, capabilities and knowledge of the staff.
The Joint Warfare Centre is fortunate as it has been running this unique “One
Team” programme for six years now. It is the first and only headquarters in NATO
to have such a sustained programme focusing on the overall development and
culture of the organisation. The programme continues to grow and develop with
its annual climate survey and proactive focus on the two crucial elements of the
Joint Warfare Centre’s ongoing success: its teams and the “One Team” ethos.
(Paul Sewell, Organisational Development and Culture, Staff Advisory Group, Joint Warfare Centre)
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I

N THE WORLD of communications,
we often hear "What is the narrative?"
or "How does this fit in our narrative?"
or "We need a narrative." While serving
in Afghanistan for Resolute Support Mission as Deputy Chief of Staff Communications,
at least two of those statements were uttered
quite a few times from quite a few people. A
problem I noticed was that there appeared to be
as many definitions of a narrative as there were
people defining it. It is my hope to help explain
what a narrative is to create a coherent understanding and framework for future communication operations. I am pulling on my experience
as a Professor studying the use of narratives in
strategic communication operations, and my
time deployed in Afghanistan assessing and rewriting the Resolute Support Mission narrative.
Back in the Autumn of 2016, while in country, a series of events rocked Afghanistan. First
Kunduz "fell" almost a year to the day it "fell"
in 2015 (I use quotes for "fell" because there

All photos from Flickr
photo stream of NATO,
except top left and bottom
left by timsimages.uk,
Shutterstock

were as many definitions of fell as there were
people and news organizations using it). Then
the Taliban released a new video, "Real Men",
showing their training while appealing to the
outside world for more money. Both events
took place while Ashraf Ghani, the President
of Afghanistan, was in Brussels at the Brussels Summit to request more international
funding. Finally, a vehicle born IED blew up a
police base in the Helmand district adding an
exclamation mark to the month. Each of those
events was their own story with all of them
connected by two narratives. So, let's answer
"What is a narrative?" so we can see "What is
the narrative of these series of events?"
According to cognitive neuroscientist
Michael Gazzaniga, narratives help us navigate
the world around us. For our brains, according to Gazzaniga, don't necessarily seek accuracy, but rather coherence, and that coherence
is found in the stories and narratives that we
humans tell to make sense of our world. As
psychologist Jerome Bruner says, "we are storytelling creatures." In other words, our brains
desire meaning, not information. That meaning is our stories and narratives. And yes, there
is a difference between a story and a narrative.
Most people use story and narrative in-

terchangeably, but it's important to differentiate the two. A story is the explanation of an
individual event. The story tends to have a few
common features, context, events, and agents.
Let's look at the VBIED attack on the Helmand
police base as an example. A Humvee loaded
with explosives driven by a member of the
Taliban drives onto the base and blows up the
hummer, killing many Afghan National Police
Force members. When the Taliban tells the
story it's a martyr (agent) attacking (event) the
corrupted hypocritical police force (agents) in
a war (event/context) to free Afghanistan (context) from its corrupt government and foreign
invaders (agents). When the Government of Afghanistan and/or NATO/U.S. tell the story it's a
radical insurgency who murders innocent men
who are trying to protect their fellow Afghans.
Consider that event, that story, a dot. That dot
is part of a larger picture, the narrative. A narrative as Halverson, Goodall, and Corman
state is a "coherent system of interrelated and
sequentially organized stories". The narrative
organizes the stories and provides a system, or
framework, for explaining and understanding
those individual stories. Or if each story is a
dot, then the narrative connects those dots to
create a bigger picture.
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Going back to October 2016, each one
of those events; the "fall" of Kunduz, the time
of the Brussels Summit, the release of the "Real
Men" video, and the bombing of the police
base told their own story. Each story, or dot,
contributed to the Taliban's connecting strategic narrative. And yes, there is a difference between a strategic narrative and just a narrative,
and it boils down to intent.
A narrative can, and usually will, arise
organically, though it can be hijacked as we
will see later. However, a strategic narrative is
created for a reason, to frame perception and
provide attitudinal and behavioral responses
for the audience. In other words, it tells us how
to feel about events, and/or what to do when
confronted by those individual events.
Looking at each of those happenings
in October 2016, and the whole insurgency, a
Taliban narrative emerges. This narrative tells of
how they are fighting a defensive war to protect
Afghanistan from "foreign invaders" (a narrative unto itself) and a corrupt government,
and if Afghans support and/or rise up to these
foreign invaders and corrupt government, they
will be removed, once again. The interesting aspect of the Taliban narrative is that it fits nicely
in a larger organic narrative that is used by the
world community to explain Afghanistan.
While in Afghanistan, and working on
assessing the Resolute Support Mission narrative, I analyzed multiple news stories. As I was
analyzing, a broader narrative emerged that I
named the Failed State Narrative (FSN). The
Failed State Narrative of Afghanistan is the
ordering and framework of stories that many
news media outlets and governments use to
make sense of Afghanistan. The FSN focuses
on problems Afghanistan has faced in the past,
present, and potential future.
These stories emphasize issues identified by the Fund for Peace's Fragile State Index
(formally known as the Failed State Index). The
FSN consists of stories that highlight issues involving political legitimacy, lack of public services, human rights and rule of law violations,

security problems, factionalized elites and
external intervention. Stories of roads being
blown up, governmental corruption, leaders
abusing opponents, Taliban attacks, division
between Ghani and Abdullah, and the constant reminder of Western intervention feed
the FSN. When someone reads a story about
corruption in Afghanistan that story "makes
sense" because their perception of Afghanistan
is framed by the Failed State Narrative. Because of its nature, the FSN is easily accessed
by those wishing to reinforce negative perceptions of the current state of Afghanistan.
The Taliban's strategic narrative tells
of how invaders have always tried to conquer
Afghanistan through force and coopting nationals, but in the end, the righteous will run
the invaders out and take over that land from
the corrupt government. A large part of that
narrative is the chaos, corruption, and occupation which fits nicely in the FSN. Though they
may not call it the FSN, the Taliban are feeding the Failed State Narrative with their words,
images and actions. They have co-opted it for
the broader world to see Afghanistan as a lost
cause "so the West might as well leave."
However, the FSN is not owned by anyone and is flexible. Other agents have weaponized the FSN too. Take, for instance, Russia
and their Afghanistan peace talks in Moscow,
which helped feed the FSN. By inviting the
Taliban to the diplomatic talks, they frame
the Taliban as a legitimate organization. By
framing the Taliban as a legitimate organization worth of diplomatic talks, it pushes a
story of questioning the political legitimacy
of the Government of the Islamic Republic
of Afghanistan (GIRoA). Having another nation recognize the insurgency as a legitimate
political entity to discuss matters of political
importance sends a signal perhaps that GIRoA
is NOT able to exercise basic functions of a
government. According to the Fragile State Index, a factor involved with political legitimacy
is the ability of a state to exercise basic functions that infer a population's confidence in its

government and institutions.
Another agent weaponizing the FSN is
Iran. Let's put aside their supplying of the insurgency with training and material. Iran's interference with the Helmand River dam projects
affects GIRoA's ability to provide public services to their people. These individual stories,
or "dots", help feed the Failed State Narrative.
The insidiousness of the FSN is that it passes
what Walter Fisher called narrative rationality.
The narrative fits our prior accepted understanding of Afghanistan, it "makes sense". Or in
other words, "Oh, Kunduz fell... well, that makes
sense. Afghanistan is a failed state anyway."
The staying power of a narrative is its
flexibility to accommodate multiple perspectives even over time. The Failed State Narrative of Afghanistan finds its flexibility in that
it almost exclusively provides context for the
stories to exist, thus allowing for multiple
perspectives. Communicators can then frame
events and agents to their liking within the already accepted context (see previous VBIED
example). The dots may change colors, but
they still produce the same picture.
So, what is a narrative? It's not a story; it's
a "story" about stories. It's the broader shared
meaning that organizes and explains multiple
events, or the world around us. Hopefully, with
this understanding of narrative, when we hear
"What's the narrative?" there won't be quite as
many definitions. 
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“When someone reads a story about corruption in Afghanistan,
that story 'makes sense', because their perception of
Afghanistan is 'framed' by the Failed State Narrative.”
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Introduction
This is the third article provided by the Headquarters Supreme Allied Commander Transformation (HQ SACT) NATO Urbanization
Project Team for The Three Swords Magazine.
The first, in Issue December 2015, discussed
the urbanization challenge and initial conceptual work. The second, in Issue January 2017,
discussed key messages from the urbanization

conceptual study and the design and execution
of an urbanization seminar wargame conducted in the fall of 2016. The conceptual study was
Phase I of the urbanization project. This article
presents Phase II-development of a capstone
concept for urban operations-which was delivered to the Military Committee (MC) at the
end of November 2018.

Background
In November 2014, the MC tasked Allied
Command Transformation (ACT) in the lead,
and Allied Command Operations (ACO) in
support, to conduct a conceptual study on urbanization. ACT commissioned 12 research
papers examining physical, meteorological,
technological and human aspects and their
implications, and conducted a limited objective experiment. The detailed study, delivered

in March 2016, showed that NATO needed to
enhance and advance its methods of operating
doctrinally, organizationally and materially, as
well as its leadership and training, essentially
across the spectrum of doctrine, organization,
training, materiel, leadership, personnel, facilities and interoperability (DOTMLPFI).
In April 2016, the two NATO Strategic
Commands (SCs) were tasked to refine and
condense the study, taking into account the upcoming urbanization wargame. Results of that
wargame were reflected in the refined study delivered in March 2017, which laid the foundation of the November 2018 capstone concept.
Back in May 2017, the MC noted the refined urbanization study to present a solid base
for the project, and tasked the SCs to develop
an overarching capstone concept named "Joint
Military Operations in an Urban Environment",
to bridge future capability development, includ-
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ing operational and functional concepts, as well
as a future NATO Urban Doctrine. The capstone
concept is based on study, research, experimentation, analysis, and close collaboration with a
large community of interest representing national experts and international organizations.

Concept development

FUTURE CAPABILITIES
⁄⁄
⁄⁄

Impact of urbanization
on NATO Alliance

⁄⁄
⁄⁄

The NATO Strategic Foresight Analysis (SFA)
has identified urbanization as a key security
trend with a potential to significantly impact
NATO. The rapid pace of urbanization combined with the lack of effective governance in
large and megacities (with an urban population
greater than 10 million) are expected to result
in instability, with the resiliency of urban areas
becoming a national security issue for many
nations. Increasing urbanization might lead to
resource competition, contested ownership and
control of critical infrastructure, and increased
dependence of coastal urban areas on sea lines
of communication. As a consequence, increased
urbanization will require NATO involvement in
urban areas in the future.
Cities are also increasingly becoming
prime targets of military, political and terrorist attacks, and are environments of violence
and conflict. It is not a matter of "if" but rather
"when" NATO will be involved in urban operations across the spectrum of conflict from humanitarian to stabilization missions and combat
operations. Precisely because urban operations
remain complex, challenging, and difficult to
sustain and win, cities are also the most likely
environment for a serious adversary to challenge NATO. This grants urban operations special attention and its own set of conceptual operationalization, specific doctrine and training,
and adapted weapons and equipment.
1

Urbanization seminar game
The 2016 NATO Urbanization Seminar Game2
was a week-long conceptual discovery activity
event held at the NATO Defense College. The

⁄⁄
⁄⁄

⁄⁄
⁄⁄
⁄⁄
⁄⁄
⁄⁄
⁄⁄
⁄⁄

Persistent Command and Control
Vertical lift, rooftop landing
Variable lethality weapons systems
Rapid and light force protection
Persistent autonomous ISR
Enhanced information
operations capability
Multi-role urban vehicles
Electronic warfare superiority
Countering unmanned systems
and platforms
Access to Space-based systems
Autonomous, persistent and
non-contiguous sustainment
Enhanced policing
Advanced Cyber

game focused on an urbanization technology
advanced scenario of a full-scale littoral urban
operation in a high-intensity conflict, characterized by a hybrid threat in a fictitious city of
2035, as well as a "Road to War" between two
nations. There were 112 participants from 15
NATO Nations and 14 Centres of Excellence,
along with a number of academic and civilian
urban subject matter experts (SMEs). Postgame analysis identified four essential key
focus areas in order to operate and plan in an
urban littoral environment: (1) agile organizations, (2) integrating into the urban system, (3)
understanding the environment, and (4) concurrent multi-dimensional operations. These
focus areas became the foundation for developing the NATO concept. Also taken forward
were the identified capability gaps for each of
the four areas.

The concept was developed per the NATO
Concept Development and Experimentation
(CD&E) process. In 2018, concept writing
workshops developed the structure and content
of the document and a "concept test" assessed
its logic and flow. Leading up to a validation
wargame included a scenario design workshop,
a main planning workshop, and a final planning
workshop for the wargame rehearsal.

The matrix wargame
The NATO Joint Urban Operations Wargame
was hosted by the Development, Concepts
and Doctrine Centre (DCDC) at the Defence
Academy of the United Kingdom, Ministry of
Defence, Shrivenham UK, and designed by a
core set of stakeholders, including national
representatives. The week-long event had 78
participants from various NATO Nations,
Partners and Centres of Excellence, along
with a number of academic and civilian urban
SMEs. The wargame aim was to validate the
NATO concept and provide recommendations
for further conceptual and doctrinal work. The
wargame objectives were to (1) apply the key
principles of the concept to assess their impact,
(2) refine identified capability requirements,
and (3) identify any operating and functional
concepts that may be required in the future.
The wargame was loosely based on the
"matrix wargame"3 methodology. Matrix games
are free-form wargames focused on effects
and consequences of actions. Game moves are
declared in the form of verbal arguments that
advance players' positions in the game, creating
an overall shared narrative of events that can
be woven together into a storyline. Each team
declared actions in alignment with the aim and
ambition of the role they were playing and described the intended effect of each action. In
addition, the teams were asked to react (and
counter-react) to the other teams' actions. Advantages and disadvantages of each move were
discussed by all players. Based on the informa-

“Cities are increasingly becoming prime targets of military, political
and terrorist attacks, and are environments of violence and conflict.”
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tion presented and a dice-roll, the adjudicators
determined the outcome.
The players formed different teams, representing different actors operating in the city.
The Blue Team represented a NATO joint planning staff, with troops deployed in and around
the city. The Red Team represented the adversaries in the city, which included a peer-like adversary, hybrid actors, and terrorist groups. Any
civilian-orientated roles, for example the city
mayor, city manager, NGOs and IOs, and the city
civilian population (split by ethnicity) were role
played in the Green Team. Adjudicators formed
the White Team, and analysts were employed
to observe, collect data, and draw conclusions.
To increase the number of repetitions for data
triangulation, two independent wargames were
run in parallel. With two wargames, and three
vignettes, the concept could be tested six times
to reinforce any results. Each vignette consisted
of four steps: (1) planning, (2) game play, (3)
end turn-to wrap up play, and (4) facilitated
discussion for the analysis.
The wargame framework was at the operational level in order to draw out strategic-level
implications. It was set in 2035 in the fictional
city of "Archaria", and covered three vignettes:
(1) planning, preparing for, and deployment
into the city; (2) offensive operations to eject
enemy forces; and (3) transition to a stable civil
authority. The content of the capstone concept
was integrated into the wargame design. The
"environment" was represented in the scenario;
the "threat" was in the Red Team; the four key
principles were converted into Blue planning
guidance; and the capability requirements were
expressed by future capability cards.
Two supporting models (Archaria and
Marvel4) were incorporated into the wargame.
The Archaria model, developed by the NATO
Modelling and Simulation Centre of Excellence, has a large amount of data and information about the city, including physical locations of most city services and infrastructure,
and locations of NATO, and host nation and
adversary military units. This information
was displayed on an electronic map, negating
the requirement for traditional paper maps
and counters. By investigating the map, players could determine details about the city. For
example, in the game, one of the Blue Team's
move was to patrol an area of the city; a quick
investigation of the Archaria model calculated
the population residing in that area (more

Dutch troops exercise urban
assault in Lithuania during
Exercise SCORPION STRIKE
2018. Photo by NATO

than 2 million people), which could inform
the conversation about how successful traditional patrols would be. Archaria was also able
to capture any physical moves at each turn of
the game, allowing the progression of the game
to be captured.
The Marvel model, developed by TNO,
a Dutch organization for applied scientific research, is a systems dynamics model depicting
the resiliencies of the city of Archaria, and the
interactions between them and any events (e.g.
military action) in the city. The model analysts
were able to show the 2nd, 3rd and 4th order
effects of any actions by the teams during the
game or discuss potential effects during the
planning sessions. They captured the "state of
the city" by describing it through various resiliency factors.

Matrix wargame results
The wargame achieved its aim and showed that
the central framework required minor changes
before concept delivery. Gameplay showed
there is a need to leverage the city and the importance of resilience. It also provided recommendations for capability development across
DOTMLPFI and insights on needed support-

ing concepts. There was a strong consensus
in the wargame that the urban environment
will be very demanding to any troops operating there. In a conflict situation, the environment gives many advantages to the adversary,
and in a humanitarian situation, chaos will be
confusing and disorientating. NATO must be
prepared for this environment. No one would
choose to enter such an environment in a conflict situation, due to the risks involved, but it
may not be a choice, e.g., when the integrity of
the nation is at stake, or the disaster is too large
and beyond any single nation's capacity. It will
take NATO a long period of concerted effort
to be adequately prepared, and therefore the
concept is needed now in order to influence
NATO Capability Development in the future.
To be successful, entirely new ways of operating
are required; in other words, the concept calls
for a mindset change.

Urbanization capstone
concept
The Bi-SC Joint Military Operations in an Urban Environment Capstone Concept was developed in coordination with NATO and its
Partner Nations, NATO Centres of Excellence,
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main adaptable and resilient enough to operate
in this most challenging physical and human
environment. Maintaining, and even expanding, the community of interest is vital to move
forward. The concept is a starting point for real
change. Follow-on work could include associated operational and functional concepts as well
as a NATO Urban Doctrine. Implementation
will require adaptive capabilities and adoption
of new technologies. In addition, there is a need
to integrate urban operations into the NATO
individual training and exercise programmes to
include increased participation by non-military
actors and explore innovative training techniques to include the use of immersive training
environments and gaming technology. 
Photo by Torbjørn Kjosvold, Forsvaret

in with collaboration by academia, industry,
NATO Science and Technology Organization,
Operations in Contested Urban Environments
(OCUE) Panel, International Committee of the
Red Cross (ICRC), and the City of Norfolk. The
concept gives strategic-level guidance, considers
city size, climate, and development level, covers
all domains and NATO's core tasks. Moreover,
the concept looks into the future, projecting out
to 2035, while also taking into account current
challenges, and it articulates implications and
provides military advice on capability requirements. This concept does not, however, provide
tactical guidance. To effectively conduct joint
urban operations, NATO Forces will require
continuous interaction with the urban environment as explained below:
1/ Understanding the Urban Operating Environment: Military forces must understand
the urban environment in which they are operating, the nature of the conflict and the adversary. As cities have an ever-changing complex network of physical and human features
and relationships, determining their dynamics
represents a significant challenge. Forces must
also understand the threats and challenges
within the urban environment.
2/ Force Agility: Military forces are agile, enabling them to operate effectively in the dynamic and complex operations environment.
They are flexible, adaptable, and responsive as
the situation changes.
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3/ Interaction with the Urban Environment:
Military forces must interact effectively with
the urban environment's human systems (governance, civil society and institutions) and its
physical systems.
4/ Functional Characteristics: Clearly urban operations must be viewed, planned, and
conducted from a multi-dimensional perspective. The environment will be multi-domain
with land, air, maritime, Space, cyberspace
and electromagnetic aspects. They must address a spectrum of mission sets across a complex multi-dimensional environment facing a
multi-faceted adversary.

Capability requirements
and going forward
Based on the characteristics of the future urban operating environment, the challenges associated with it and the implications for NATO
success in the urban environment will require
significant NATO adaptation across all lines of
DOTMLPFI. The NATO Framework for Future Alliance Operations (FFAO)5 cites several
instability situations, and the military implications thereof, that apply to the urban environment. NATO faces unique challenges should it
need to operate in dense urban areas. The future urban battlespace will be more congested,
more cluttered, more contested, more connected, and more constrained (the 5Cs). It is
critical for NATO to think in this space and re-
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Mount Everest
On Top of the World

Day and night at Mount
Everest. Photos courtesy
of Jørn Tveten

Tales from the JWC One Team:
Captain Jørn Tveten (Norwegian Air Force)
talks about getting married at base camp
on Mount Everest, photography and travel
tips! Inci Kucukaksoy, JWC Public Affairs Office
Could you please first introduce yourself and
tell us a little bit about your background?
- I'm 27 years old and from Norway. I'm currently employed at NCI Agency in Stavanger.
Travel has always been a big part of my life, but
in the last five years or so I've become increasingly more interested in exploring new destinations. I also enjoy photography, which goes
hand in hand with travel.
How did you go about with the planning and
preparations for your Mount Everest wedding?
- My wife read an article about a couple who
had their wedding photos taken on the Eve rest
Base Camp and suggested as a joke that we
could get married there. I thought why not,
and that's how it started. We looked at the possibility and found out that it was achievable.
It took a fair amount of planning, especially
to pack as light as possible. Wedding dresses
aren't exactly made with weight in mind, but
we managed to find a not-so-heavy dress that
we could carry all the way up there.

What inspires you most when travelling
across the world?
- It's a combination of many reasons. I enjoy
seeing new cultures, and how things are done
differently across the world. But there's something very special about visiting places without human traces, or at least very few human
traces, and enjoy the untouched nature. And,
of course, as a hobby photographer travelling
allows me to capture new places, which is always exciting. I've been to 58 countries so far,
but there's still plenty left to visit!
What have been your favorite and most
breathtaking destination so far? And what
makes it so great?
- Apart from Everest Base Camp, which was
obviously memorable, the top three visits are:
the Inca Trail to Machu Picchu in Peru, a stunning hike through the Andes and Amazon;
then the Federated States of Micronesia, a
Pacific nation with fewer tourists than North
Korea! My wife and I visited the biggest tourist
attraction in the country and accounted for 2/3
of all the tourists there that day! And, wildlife
in Namibia and Botswana. Before going, I was
a bit skeptical about Africa, but it has, by far,
become one of my favorite destinations.
You also document your travels and photography in a blog called Bilivoka.com. Includ-

ing some amazing Space photos. What does
photography mean to you?
- I like to capture things that would remind me
of the places I've been to. Photography is a great
way of doing that. It also allows me to see more
of the places I visit than what I can observe with
the naked eye, through for instance time lapse,
infrared, and long exposure photography.
What are some of your best travel tips, especially for those who love adventure and
exploring new places?
- Spend time researching. In other words, extend a short weekend trip to become a multiweek experience by enjoying the research before you go. It also allows you to enjoy the visit
so much more. A lot of good memories have
come from being spontaneous, but there have
also been so many times where I've found hidden gems that no one else seems to be visiting
because it isn't on the tourist map. Another advice is to speak to the locals and ask what local
places they like to visit. They often know about
cheaper ways of getting there and how to avoid
the crowds.
And finally, is there a country you haven't
been to yet but look forward to visiting?
- My wife and I are planning to visit Galapagos
for our honeymoon, so Ecuador is definitively a
country we are looking forward to visit. 
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Norway is epic, with jaw-dropping views of lakes, fjords and mountains
against impossible blue skies (when it's not consistently raining!)
(1) KJERAG is my favourite hike in Rogaland, with equally stunning views on the way up and on the top.
At the end of the hike, the "optional" reward is to step out onto a boulder wedged in a mountain 1,100
meters above the abyss! The feeling is one of pure terror and excitement, but it was really worth making
the leap out to the boulder and raise my arms for a photo! (2) The Joint Warfare Centre is located in a
part of Norway famous for its breathtaking nature. You can always take a short hike to the mountain of
DALSNUTEN, Sandnes, or maybe spend a weekend in SIRDAL. (3) You can also explore more of the
country by going all the way up to epic LOFOTEN. It is truly worth it. You can either stay in a nice hotel or
do like me and pitch your tent to wake up to the fresh air and beautiful scenery. (4) The famous JOSTEDAL
GLACIER reminded me of Turkey's wonderful Pamukkale. The glacier is a massive 1,000-meter-high wall
of ice; perfect for glacier hiking! (5) TROLLTUNGA (the tongue of the troll) is like a scene from a fairy tale.
This jaw-dropping landscape is a must-see, and the perfect place to unwind with nature. My advice to the
JWC's international military staff is: don't leave Norway without experiencing Trolltunga. (6) There is also the
NARVIK WAR MUSEUM. This unique and innovative museum truly rethinks how to tell a war story, providing
a wealth of information on Narvik during World War II. (7) For an amazing rafting experience, I recommend
SJOA RAFTING in HEIDAL, which offers one of the best rafting rivers in Europe. (8) And finally, HEDDAL
STAVKIRKE is Norway's largest stave church. I recommend it to those who want to travel back to medieval
times. Bottomline, Norway is awesome! A simple hike here can be a transformative experience.
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Joint Warfare Centre provides NATO's
training focal point for full spectrum
joint operational level warfare.

Scan the QR code with your mobile device
to visit www.jwc.nato.int to learn more.
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CELEBRATING 15 YEARS OF THE JOINT WARFARE CENTRE, 23 OCTOBER 2018
The anniversary celebration featured speeches, presentations, a reception and concerts
by the Military Band of Polish Armed Forces from Bydgoszcz; a cello quartet from
Pomeranian Philharmonic Orchestra, and the Norwegian music band Flunk. P. 60
Photos by Major Stephen Olsen, Norwegian Army and Master
Sergeant Thomas Wetzel, German Army, Joint Warfare Centre

