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THE THREE SWORDS is the Joint Warfare 
Centre's authorized journal published twice a 
year by the Public Affairs Office. It presents a 

compilation of articles, editorials, opinions, news 
and general information related to the JWC as well 

as a variety of key defence and security issues. 

The views and opinions expressed in this 
journal are those of the authors and do not 
necessarily represent the official position or 
policy of member governments or of NATO. 

Submissions have been edited for length, clarity 
and organizational standards.

DEAR READER,
Much has changed in the world since the publication of our last magazine 

issue at the end of 2021. 
Since 24 February of this year, Russia has been openly waging a war that vio-

lates international law and in which countless people are dying senselessly. Although 
Russia tries to divide the world's biggest alliance for peace, democracy, freedom and 
the rule of law, NATO has grown even more united. President Putin has achieved 
the opposite of his stated aim to prevent NATO from expanding, as two of Russia's 
neighbours, Sweden and Finland, have now been invited to join the Alliance. Belong-
ing to a defence alliance with mutual assistance obligations has grown even more 
important to the populations both inside and outside of the NATO member states.

Despite Russia's efforts to fill the information environment with disinforma-
tion, credibility remains on NATO's side. The NATO Headquarters Public Diplomacy 
Division is continuously informing the public, and the public affairs offices across 
Allied Command Operations (ACO) and Allied Command Transformation (ACT) do 
excellent work every day to provide accurate information in a timely manner. This en-
sures that NATO stays credible, no matter which audience receives the information.

We are proud to have been able to gain contributions to this issue from two 
top NATO speakers, NATO Spokesperson Oana Lungescu and Headquarters Supreme 
Allied Commander Transformation's Chief Public Affairs Jay Paxton. We are also 
pleased to feature ACO Communications Director Jay H. Janzen, whose article pro-
vides insight into ACO's communications strategy.

During the Madrid Summit this summer, NATO members agreed on the NATO 
2022 Strategic Concept. This key Alliance document reiterates NATO's three core 
tasks: deterrence and defence, crisis prevention and management, and cooperative 
security. The Joint Warfare Centre-led exercises contribute to all of these.

In this edition of The Three Swords, you will find articles on the Joint Warfare 
Centre's exercises and warfare development efforts. Furthermore, you can read the 
latest on the topic of multi-domain operations in two exclusive articles from NATO's 
strategic Headquarters Supreme Allied Commander Transformation.

On behalf of the editorial team, I would like to thank the authors, without 
whom this edition would not have been possible.

Finally, I wish all readers happy holidays and all the best for 2023. 

 
Lieutenant Colonel Stefan Kühling

German Army
Chief Public Affairs Officer

pao@jwc.nato.int

EDITOR'S LETTER
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Major General Piotr Malinowski
Polish Army
Commander

Joint Warfare Centre

FOREWORD

I CONSIDERED IT AN HONOUR and 
a privilege to assume command of the Joint 
Warfare Centre (JWC), whose mission is to 
train NATO's command and force structures 
to meet current and emerging challenges. 

The JWC is a unique organization that 
delivers high-intensity, high-value and real-
istic training at all levels, while developing 
warfare expertise to keep and hone our mili-
tary edge. Our One Team, currently with staff 
members from 17 nations, ensures that we 
remain fit for the future in the continuously 
changing, challenging and competitive secu-
rity environment we face. Our vision is best 
reflected in our motto: "Together! We make 
NATO better!"

As Commander of this unique orga-
nization since October 8, 2021, I have had 
the privilege of directing four major NATO 
command post exercises focused on NATO 
readiness. During these exercises, which can 
involve up to 5,000 personnel, the JWC trains multiple training audi-
ences across a range of highly complex multi-domain warfighting chal-
lenges, using both Article 5 and non-Article 5 fictitious scenarios that we 
generate in-house. 

Our exercises are NATO's largest and most challenging command 
post exercises spanning from tactical to operational and strategic levels, 
and they continue to expand both in scope and complexity. However, 
we are also an organization focused on innovation, and so our output 
is multifaceted. In addition to our work on the development of warfare 
capabilities, our output includes wargaming and a myriad of activities 
in support of digital transformation, operationalizing cyberspace, space 
support to NATO operations, and human security to satisfy the needs of 
NATO and the member and partner nations. 

Today's battlefield, regrettably represented by Russia's illegal inva-
sion of Ukraine, would have looked completely different a decade ago. 
Our challenges shift at the pace of technological progress, and we must 
evolve and train to overcome new obstacles. We must continuously adapt 
our exercises to sustain operational advantage. Multi-domain operations 
is a great example, which we continue to cover in our magazine. 

Our defensive Alliance is strong and 
united to deter and defend across the Euro-
Atlantic area, undertaking its largest adapta-
tion since the Cold War with a new Strategic 
Concept and new strategies for deterrence 
and defence, including a new NATO Force 
Model, focused on increased high readiness.

But that is not all NATO does. Every 
day, the Alliance also defends our shared val-
ues of individual liberty, democracy, human 
rights and the rule of law.

As NATO's premier training establish-
ment at the operational and strategic levels, 
the JWC is determined to ensure that NATO 
forces are well trained and ready to meet all 
the requirements of the Alliance, providing 
360-degree protection of NATO territory. 

Central to all these developments is ef-
fective communication; our theme in this is-
sue of The Three Swords. Everything we say 
and do has a communicative effect; every ac-

tion sends a message. The most crucial message is our unity, our cohe-
sion. Exercises are a powerful message of Allied deterrence. Together we 
are strong. 

We accomplish our unique mission with tremendous support 
from our host nation Norway. The Norwegians' support of the JWC is 
built on trust, close cooperation and open dialogue. The crown jewel of 
this cooperation is our newly refurbished In-Rock Facility, which will 
add great value to our delivery of exercises. 

This NATO-funded project was carried out by the Norwegian De-
fence Estates Agency (NDEA), with IT upgrades led by NATO Commu-
nications and Information (NCI) Agency's CIS Support Unit in Stavan-
ger. With such advances in our Jåttå premises, we will keep the JWC fit 
for purpose for many years to come. 

To conclude, I would like to highlight a very special day: October 
23, 2023, which marks the JWC's 20th anniversary! This date marks a 
great milestone that all of us in this beautiful host nation look forward 
to celebrating.

I will end by reiterating: "Together! We make NATO better!" And 
this will undoubtedly hold true in 2023 as well. 

JOINT WARFARE CENTRE
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If Russia stops fighting, there will be peace. If Ukraine stops 
fighting, it will cease to exist as an independent nation. And if 
Russia wins in Ukraine, Russia could choose to risk aggression 
against other neighbours.”

►►►

Photo by NATO
LUNGESCU

ON THE COVER

OANA

‘‘
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EXCLUSIVE
INTERVIEW

MAKING A STRONG ALLIANCE 
EVEN STRONGER 

Ms Lungescu, thank you very much for agree-
ing to this interview. Let's start with your role 
as NATO Spokesperson. What does a typical 
day at work look like?   
- We live in a dangerous and competitive 
world, which means that no day is like any 
other. But that's what also makes it so interest-
ing. My role is to provide strategic advice on 
press, media, messaging and narratives to the 
Secretary General, the North Atlantic Council, 
and NATO commands and offices. So I brief 
the Secretary General every day and regularly 
travel with him, attend all the meetings of the 
North Atlantic Council, and am in daily con-
tact with the chain of command. 

I am also in charge of all the interviews, 
speeches, and articles by the Secretary General 
and Deputy Secretary General. The two of them 
conducted 300 interviews with international 
media in the first half of this year — as many 
as they did in the whole of 2021. That also led 
to a 300 percent increase in reach for our me-
dia engagements, to almost 40 billion people. 

►►►

OANA LUNGESCU is the principal Spokesperson 
for the NATO Alliance. Her NATO career so far has 
spanned seven summits (Lisbon, Chicago, Wales, 
Warsaw, two in Brussels, and Madrid), the Alliance's 
70th anniversary, the NATO 2030 initiative, and 

arguably the most important NATO document produced in a decade, 
the 2022 NATO Strategic Concept. During this time, Montenegro and 
the Republic of North Macedonia joined the Alliance.

In the past decade, the world has changed considerably — 
emerging security threats, the Russian invasion of Ukraine, climate 
change and energy challenges, weaponization of social media for 
malicious aims, and technology continuing to shape our lives. The world 
is more uncertain, but also full of opportunities, especially with advances 
in space.   

Particularly exciting is that Ms Lungescu is the first woman, and 
the first journalist, to serve as NATO Spokesperson, following a long 
and successful journalistic career with the BBC World Service. The 
recipient of many awards, Romanian-born Ms Lungescu reached a 
large audience with her BBC documentary series "State Secrets" about 
secret police archives and her own file with Romania's Securitate. The 
series earned her a commendation from the jury for the 2010 UACES 
— Thompson Reuters Reporting Europe Prize. You can follow her on 
Twitter @NATOpress and Instagram @oanalungescu.

Ph
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Interview by Public Affairs Office 
NATO Joint Warfare Centre
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As NATO Spokesperson, I obviously speak to 
the media every day, and coordinate NATO's 
24/7 media operations, including ministerial 
meetings and summits. Just in the first half of 
this year, we organized three NATO summits 
and six ministerials, with around 5,000 jour-
nalists attending. So, we have a lot to do, but 
I am lucky to have a great team of around 30 
dedicated professionals in the Press and Media 
Section of the Public Diplomacy Division at 
NATO Headquarters. 

You are the first journalist to hold this posi-
tion in NATO. What inspired you to pursue a 
career in communications?  
- It was totally accidental. A career in commu-
nications was not an option in Romania, where 
I grew up and which at the time was one of the 
most closed communist countries. But I used 
to listen to foreign radio stations such as the 
BBC, Deutsche Welle and Voice of America —
under the bed covers, so that neighbours would 
not hear it and report me to the secret police. 

When I managed to leave Romania, I 
saw a job ad for the BBC World Service and 
eventually went to London. After 25 years at 
the BBC, where I also reported from Brussels 
on NATO and the EU, I ended up on the other 

side of the story, as NATO Spokesperson. I am 
really proud to be the first woman in this job, 
and the first journalist. 

How would you define effective communica-
tions in today's security environment?  
- To my mind, effective communication is 
about clarity, credibility, and cooperation. We 
need to reach a wide range of audiences around 
the world, not just the experts. So we must use 
clear language that people can understand. No 
acronyms and no jargon. We also need to have 
credible messages, and to communicate in a 
timely fashion. We need to be the first out with 
the truth. So, it is very important to have the 
right information and images at the right time.

We also need to be aware of what others 
are saying, so we invest a lot of energy in moni-
toring and analysing media and social media. 
We strive to be trusted partners for interna-
tional media, to ensure they come to us first 
when they report on NATO. And the NATO 
Public Diplomacy Division also conducts our 
own polling to understand peoples' percep-
tions and see whether our messages are reach-
ing our primary audiences. 

Communication is a team sport, so 
cooperation is key. We work closely with col-
leagues within the Public Diplomacy Division, 
with national delegations and capitals, and 
with the chain of command. I totally rely on 
our network of military public affairs officers, 
who are doing a great job. Regular training and 
exercises — including those organized by the 

Joint Warfare Centre — are really important to 
ensure we all communicate as a team. Because 
ultimately, the most important message we 
must convey is the unity of the Alliance. That is 
what our adversaries are trying to undermine 
every day through aggressive disinformation 
and other malign activities. 

You have been in this position since 2010. 
How has NATO's approach to communica-
tions changed since your arrival?
- A lot has changed. The news cycle has be-
come more intense, and we have become much 
faster. Social media is now a much bigger part 
of the job, and I really enjoy engaging on Twit-
ter and Instagram. In the first half of 2022, our 
Twitter followers increased by 50 percent. But 
it also means that we get media queries on all 
these platforms, often at the same time. Only 
in the first half of this year, the Press and Me-
dia Section dealt with over 2,000 media que-
ries and corrections, an increase of almost 60 
percent from last year.  

NATO has been facing disinformation 
and propaganda since its foundation. But since 
2014, we have seen an exponential increase 
— not just from Russia, but increasingly from 
China and other actors. We cannot deal with 
every piece of disinformation; that would waste 
time and resources, which is exactly what our 
adversaries would want us to do. That is why in 
2014, we created a portal on the NATO website 
called "Setting the record straight", to debunk 
the key Russian myths about NATO.  

►►►

INFORMATION ENVIRONMENT

TRUTH vs. LIES

BELOW: (Left) Destroyed buildings and debris in 
Kyiv, Ukraine, on March 23, 2022. Photo by kibri_
ho/Shutterstock. (Centre) The banner of "Setting 
the record straight" subpage (https://www.nato.int/
cps/en/natohq/115204.htm). (Right) At the NATO 
HQ opening of the "Russian War Crimes House" 
exhibition on July 6, 2022, NATO Assistant Secretary 
General for Public Diplomacy, Ambassador Baiba 
Braže (left), looks at photo exhibits. Photo by NATO

Part of the Kremlin's unjust war against  
Ukraine is a war on truth.
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The best way to counter disinformation 
is to communicate confidently and proactively. 
NATO's strong and united response to Russia's 
invasion of Ukraine has put the Alliance in the 
media focus as never before. That is a challenge, 
but it is also an opportunity we must continue 
to capitalize on. And we must not forget tra-
ditional communications can be extremely ef-
fective. A key driver for our communication 
at the NATO Summit in Madrid this year was 
the Secretary General's press conferences. They 
were aired live by over 30 major TV networks 
around the world, reaching an estimated audi-
ence of 1 billion people, with another half a bil-
lion in key print and online media. One of our 
main messages was: "President Putin is getting 
the opposite of what he wants — more NATO."    

“The most important message we must convey is the unity of the 
Alliance. That is what our adversaries are trying to undermine  

every day through aggressive disinformation.” 

Considering the clear and persistent threat 
from Russia today, what does this mean for 
the Alliance?   
- NATO is and remains a defensive alliance. 
Our mission is the same as when NATO was 
founded in 1949: to protect and defend all Al-
lies. One for all, and all for one. So it remains 
key that Europe and North America stand to-
gether to protect our 1 billion citizens. 

What has changed is the world in which 
we operate. It is more contested and unpredict-
able. Russia's war in Ukraine has triggered the 
gravest security crisis in Europe since World 
War Two. So the new Strategic Concept, ad-
opted by NATO leaders at the Madrid Summit, 
rightly describes Russia as "the most signifi-
cant and direct threat to Allies' security and to 

peace and stability in the Euro-Atlantic area." 
At the same time, we face many other 

threats and challenges, such as terrorism, in-
stability in our neighbourhood, and the rise of 
authoritarian regimes. The Strategic Concept 
makes clear that while we remain open to con-
structive engagement with China, its "stated 
ambitions and coercive policies challenge our 
interests, security and values". The Strategic 
Concept also mentions climate change as "a 
defining challenge of our time, with a pro-
found impact on Allied security".  

Faced with all these threats and chal-
lenges, NATO is implementing the biggest 
overhaul of our deterrence and defence in 
a generation. With over 40,000 troops un-
der NATO command, mainly in the eastern 

►►►

The North Atlantic Council, 
NATO Madrid Summit,  

June 30, 2022.  
Photo by NATO

KEY DECISIONS
⁄⁄

⁄⁄

⁄⁄
⁄⁄
⁄⁄

⁄⁄

⁄⁄

⁄⁄

2022 Strategic Concept
Strengthened deterrence 
and defence
Investing more in defence
Support to Ukraine
Adapting the Alliance to 
emerging challenges
Official invitation to Finland 
and Sweden to become 
NATO members
Recommitment to the fight 
against terrorism
Reaffirming NATO's 
common values

A TRANSFORMATIVE SUMMIT
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part of the Alliance, supported by significant 
air and maritime assets; eight multinational 
battlegroups from the Baltic to the Black Sea; 
and greater ability to reinforce, with more pre-
positioned equipment, more troops at higher 
readiness, and upgraded defence plans, with 
forces pre-assigned to defend specific Allies. 
We also invited Finland and Sweden to join 
our Alliance, which is a major geostrategic 
decision. The focus is now on implementing 
all these decisions as we prepare for the next 
NATO summit in Vilnius, Lithuania, next year.

As President Putin's unprovoked war against 
Ukraine plays out in real time, what are the 
opportunities and challenges for NATO com-
municators?   
- The war in Ukraine is entering a critical 
phase. Winter is coming and it will be hard. Our 
unity will be seriously tested over the coming 
months, due to the energy and cost of living 
crises caused by Russia's brutal invasion. That 

►►►

is why Secretary General Stoltenberg has com-
municated very clearly on the importance of 
staying the course — both for Ukraine's security 
and for ours. As he said, the price we pay for our 
support to Ukraine is counted in money, while 
Ukrainians are paying with their lives. And all 
of us will pay a much higher price if Russia and 
other authoritarian regimes believe their ag-
gression is rewarded. If Russia stops fighting, 
there will be peace. If Ukraine stops fighting, 
it will cease to exist as an independent nation. 
And if Russia wins in Ukraine, Russia could 
choose to risk aggression against other neigh-
bours, and even an attack on NATO Allies. That 
is why NATO Allies have been providing as-
sistance to help Ukraine prevail as a sovereign 
independent nation. 

Since Russia's illegal annexation of 
Crimea in 2014, Allied countries have provided 
billions of dollars of support for Ukraine's se-
curity sector and institutions, and trained tens 
of thousands of troops, including special forces. 

Tier 1 Forces:
Well over 100,000+ / up to 10 days
Tier 2 Forces:
Around 200,000 / 10–30 days
Tier 3 Forces:
At least 500,000 / 30–180 days

The NATO Force Model aims to deliver an Allied 
response at much greater scale and at higher 
readiness than the current NATO Response Force, 
which it will replace. The transition to the model is 
planned to be completed in 2023.  

THE NEW NATO FORCE MODEL

CLOCKWISE: A Dutch-German Air and Missile Defence 
Task Force Patriot surface-to-air missile system deployed 
near Sliač Air Base, Slovakia, to reinforce defence 
capabilities in NATO's east; NATO Exercise RISING 
GRIFFIN 2022, enhanced Forward Presence Battlegroup 
Lithuania; air defence training over the Baltic region 
(Photos by NATO). HMS Prince of Wales, COLD RESPONSE 
2022 (Photo by UK Ministry of Defence, Crown Copyright) 

INFORMATION ENVIRONMENT

An operator 
from the 
Ukrainian 
Special 
Purpose Unit 
during NATO 
Exercise 
NIGHT  
HAWK 2021.  
Photo by NATO

"We will deter and defend 
forward with robust, in-place, 
multi-domain, combat-ready 
forces, enhanced command 
and control arrangements, 

prepositioned ammunition and 
equipment and improved capacity 

and infrastructure to rapidly 
reinforce any Ally, including  

at short or no notice."  
(NATO Strategic Concept, para. 21)
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This helped to make the Ukrainian armed forc-
es stronger, better led and better prepared for 
Russia's renewed invasion.

 Since February, Allies have rallied to 
Ukraine's side with unprecedented military, 
humanitarian and financial support. In June, 
NATO leaders agreed a strengthened pack-
age of assistance, with fuel, food, medical sup-
plies, military gear, secure communications and 
equipment to counter mines and drones. And 
we will support Ukraine's transition from Sovi-
et-era weapons to NATO-standard capabilities. 

NATO is part of the U.S.-led Ukraine 
Defense Contact Group, and we see the decisive 
difference our support is making on the battle-
field every day. The sanctions NATO Allies im-
posed, together with the EU, are also having an 
impact on the Russian economy. Our nations 
are seizing this opportunity to break free of 
Russia's energy blackmail for good. At the same 
time, we are making the most fundamental shift 
in our deterrence and defence since the Cold 

War. NATO's security guarantees leave no room 
for miscalculation in Moscow about our ability 
to defend every inch of Alliance territory. The 
security guarantees also enable Allies to support 
Ukraine's right to self-defence.

How important are exercises, such as those 
directed by the Joint Warfare Centre with a 
full simulation of the media environment, to 
prepare NATO for current and upcoming se-
curity challenges?  
- They are absolutely essential. Today, wars 
are fought on the ground, at sea and in the air, 
but also in space, cyberspace and in the media. 
Smart communications has a big role to play, as 
we can see now in Ukraine. The Joint Warfare 
Centre helps us test our procedures and com-
munications in a crisis and how we respond to 
hostile communications. I have seen in action 
your excellent work in some of our exercises. 
This is invaluable for NATO, as we continue to 
adapt to a more dangerous world. 

#StandWithUkraine

ABOVE: Over 40,000 troops, along with significant air and naval assets, are now under direct NATO command in the eastern part of the Alliance, supported by hundreds of 
thousands more troops from Allies' national deployments. Furthermore, NATO rapidly established four new multinational battlegroups in Bulgaria, Hungary, Romania and Slovakia, 
in addition to the existing battlegroups in Estonia, Latvia, Lithuania and Poland. The eight battlegroups extend all along NATO's eastern flank, from the Baltic Sea in the north to the 
Black Sea in the south. BELOW: Press point with NATO Secretary General Jens Stoltenberg in response to Russia's illegal annexation of four regions of Ukraine, September 30, 2022. 
"This is the largest attempted annexation of European territory by force since the Second World War."- NATO Secretary General Jens Stoltenberg

"Donetsk is Ukraine.
Luhansk is Ukraine.
Kherson is Ukraine.
Zaporizhzhia is Ukraine.
Just like Crimea is Ukraine."

NATO Secretary General  
Jens Stoltenberg

INFORMATION ENVIRONMENT
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►►►

by Jay Paxton
Chief Public Affairs 

NATO Headquarters Supreme Allied Commander Transformation

Shaping the Information Environment and  
Galvanizing Western Action Against Russia

OPERATIONALIZING
INTELLIGENCE

ON THE COVER
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►►►

INFORMATION ENVIRONMENT

O
N JANUARY 25, 2022, former 
British Prime Mi nister Boris 
Johnson addressed the UK House 
of Commons. He revealed "com-
pelling intelligence exposing 
Russian intent to install a pup-

pet regime in Ukraine" and, not incidentally, 
predicted that Ukrainian resistance "would be 
dogged and tenacious". 

During a White House address on Feb-
ruary 15, U.S. President Joe Biden directly 
contradicted a Russian assertion that it had 
withdrawn forces from the border. "We have 
not yet verified that Russian military units are 
returning to their home bases," Biden said. 
"Indeed, our analysts indicate that they remain 
very much in a threatening position."

Both nations, at the most strategic le vels, 
began releasing intelligence assessments to in-
form domestic and international audiences of 
Moscow's mobilization on Ukraine's borders 
and the makings of an eventual full-scale as-

sault. UK and U.S. intelligence communities 
predicted the February 24 assault almost to the 
hour. Even before the start of the war, the UK 
Ministry of Defence began to release a daily 
battlefield intelligence update on Twitter that 
became must-read material for anyone follow-
ing the conflict. They lowered the classification 
of other intelligence to share not just with Allies, 
but with partners and friends around the world. 

The declassification of intelligence, of 
late dubbed "radical transparency", is directly 
tied to numerous subsequent actions. First, it 
positioned the United States and the United 
Kingdom as legitimate and trusted sources of 
information for Allies, Western news media 
and international organizations. The informa-
tion was accurate and the information fusion 
between intelligence and public affairs created 
trusting relationships between leading mili-
tary and political leaders and members of the 
news media. Second, as a corollary to the first 
point, it galvanized Western sentiment about 
Russia's actions leading to the strongest pos-
sible set of sanctions against Russia. Third, it 
united the West in various international fora 
and contributed to one of the most successful 
summits in NATO's history. A summit where 
Ukraine's President Zelenskyy was present, 
where Sweden and Finland were set on a firm 
path to join the Alliance — thus doubling the 
border between Russia and the rest of Europe 

— and where 30 unified Allies stated: "We will 
continue to counter Russia's lies and reject its 
irresponsible rhetoric. Russia must immediate-
ly stop this war and withdraw from Ukraine."

All in all, a success for the intelligence 
communities. How was it achieved?

IN EARLY 2022, the U.S. intelligence commu-
nity was emerging from two decades of mixed 
results. On the one hand, weapons of mass 
destruction were not found in Iraq, the high 
likelihood of an illegal Russian annexation of 
Crimea was not countered in a meaningful 
military posture, the speed with which Kabul 
fell was unforeseen. Syria and cyberspace ac-
tivities compounded a general view of a stag-
gering inter-agency colossus. On the other 
hand, terrorist leaders Abu Musab al-Zarqawi, 
Osama bin Laden and Ayman al-Zawahiri 
were killed and near real-time intelligence 
sharing with Ukraine was delivering strategic 
and tactical assistance in the country's self-
defence and confounding Russia. 

Throughout those successes and fail-
ures, there was one common thread: They all 
featured highly selective releases and control of 
information rather than open disclosure.

This changed in 2022 with Ukraine. In 
the Ukrainian context, the strategic and calcu-
lated disclosure of information to Allies and 
the public painted a more complete and more 

By now we know the first chapters of the Russian war on 

Ukraine. The story, however, would have been vastly different 

had the operationalization of intelligence not been matched to 

strategic public affairs. This article explores portions of how 

the West got that process and narrative right.

PREVIOUS: (From left) NATO Secretary General Jens 
Stoltenberg, October 11, 2022. President Zelenskyy 
participating in NATO's Madrid Summit, June 29, 
2022 (Photos by NATO). Peace sign on Ukrainian 
Flag (Photo by Denis Kuvaev/Shutterstock). Refugees 
on the Ukrainian-Slovak border, February 26, 2022 
(Photo by Yanosh Nemesh/Shutterstock)  
ABOVE: Twitter account of Volodymyr Zelenskyy, the 
President of Ukraine. Photo by Koshiro K/Shutterstock
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ABOVE: Avril D. Haines, Director of National 
Intelligence, speaking to the U.S. Senate 
Armed Services Committee on May 10, 
2022: "The interconnected global security 
environment is marked by the growing 
specter of great power competition and 
conflict, while transnational threats to all 
nations and actors compete not only for 
our attention, but also for finite resources."

Excerpt from  
Executive Order 13526  

December 29, 2009 
(The U.S. Government Publishing Office) 

 

SEC. 3.1.  AUTHORITY FOR 
DECLASSIFICATION 

(c)  The Director of National Intelligence 
(or, if delegated by the Director of National 
Intelligence, the Principal Deputy Director 

of National Intelligence) may, with 
respect to the Intelligence Community, 
after consultation with the head of the 

originating Intelligence Community element 
or department, declassify, downgrade, or 
direct the declassification or downgrading 
of information or intelligence relating to 

intelligence sources, methods, or activities.

complex picture of Moscow's intent. The deci-
sion to share intelligence with Allies was made 
at the highest government levels. The Biden 
administration was trying to warn and rally 
Allies, friends, and partners, but was having 
difficulty communicating the gravity of the 
situation even to the Ukrainian government 
itself. U.S. Director of National Intelligence 
Avril D. Haines drove the idea forward; Biden 
saw the advantage immediately and endorsed 
Haines' strategy. "The President came back to 
us and said, 'You need to go out and share as 
much as you possibly can,'" Haines told CNN.

THERE IS SOME PRECEDENT for strategic 
transparency that dates back to the Cold War. 
Du ring the Cuban Missile Crisis, the Kennedy 
administration publicly released classified re-
connaissance photography that clearly illus-
trated assembly areas for Soviet-made ballistic 
missiles in Cuba as well as missile and aircraft 
shipments bound for the island. President 
John F. Kennedy capitalized on his advantage 
by outing the Soviet leadership as "liars" whose 
covert deployment threatened not just the 
United States, but half the hemisphere. Ken-
nedy then went on an aggressive political cam-
paign to rally the United Nations, European al-
lies, and the Organization of American States. 
They were first with truth. 

In communications terms, the Soviet 
disadvantage was plain for the world to see. 
The United States was on the offensive; the 
Soviet Union was reactive and defensive. This 
was illustrated most dramatically when the 
U.S. Ambassador to the UN, Adlai Stevenson, 
confronted his nearly speechless Soviet coun-
terpart, Ambassador Valerian Zorin, in the 
Security Council. "Do you (...) deny that the 
USSR has placed and is placing medium- and 
intermediate-range missiles and sites in Cuba? 
Yes, or no?" Stevenson charged. "You will re-
ceive the answer in due course," Zorin splut-
tered. "Do not worry."

Transparency and accurate intelligence 
reinforced the Kennedy administration's cred-
ibility, just as correct forecasting of Russian 
moves in Ukraine raises American credibility 
now. Faced with a clear and imminent threat, 
it is much more difficult for undecided coun-
tries to ignore entreaties to join the coalition. 
Moreover, the dichotomy could not be more 
clearly etched: The Americans and Brits were 
consistently outing the Russians as liars.

The strategic advantage was obvious and 
noticed well before the outbreak of hostilities. 
"To mobilize allies, U.S. officials have shared 
sensitive intelligence about Russia's moves; 
when they've detected Russian plots, they've 
disclosed them," David Ignatius wrote in the 
Washington Post. "These aggressive tactics 
have checked Russia's usual advantages of sur-
prise and stealth."1 Former Director of Nation-
al Intelligence James Clapper noticed the shift 
as well. "The new doctrine is the potential to 
use intelligence as an information operations 
weapon," he said.

The website War on the Rocks wrote on 
May 11, 2022: "[D]ecades of growing public 
transparency about intelligence, paired with 
unprecedented transformation in the capabili-
ties and availability of open-source intelligence, 
made it possible for politicians, diplomats, and 
defence communities to reveal, challenge and 
warn of Russia's warlike preparations and in-
tentions." War on the Rocks went on to note 
that "this made it possible to seize the initiative 
from Russian attempts at denial, deception, 
and prevarication, refuting and discrediting 
such efforts before they could happen through 
a policy of pre-emptive 'prebuttals'".2

The Biden administration was able to 
generate a coalition well before the war started, 
which enabled them to impose sanctions, de-

liver weapons, and close borders and airspace 
immediately once hostilities broke out. The 
New York Times reported: "William J. Burns, 
the CIA director, confronted the Russian gov-
ernment with its own war plans. Haines (...) 
shared secret intelligence with allied govern-
ments to build support for the American as-
sessment. And the White House and State 
Department shared some declassified intelli-
gence publicly to expose Mr. Putin's plans for 
'false flag' operations and deny him the pretext 
he wanted to invade (...) But as the informa-
tion provided grew and the Russian war plan 
played out as Ms. Haines had predicted, Eu-
ropean officials shifted their view. The intelli-
gence-sharing campaign ultimately succeeded 
in uniting Europe and America against Mr. 
Putin on a series of tough sanctions."3

The political advantages also delivered 
strategic communications benefits that were 
plain to see. "[The policy has] thrown Putin's 
plans slightly off," noted U.S. Senator Mark 
Warner.4 There was certainly a risk in predict-
ing Putin's intent to invade, as the Biden ad-

https://www.youtube.com/deptofdefense
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ABOVE: Screenshot of a Twitter post with the first "intelligence update"7 issued by the UK Ministry of Defence 
on February 17, 2022 - seven days before Russian's unprovoked assault. RIGHT: February 24, 2022, New York 
newspapers report on the invasion of Ukraine by Russian military forces. Photo by rblfmr/Shutterstock

ministration would soon find out. But this was 
a high-risk, high-yield proposition. If correct, 
it would dramatically reinforce credibility in 
U.S. intelligence assessments and galvanize the 
coalition. This could mobilize Western nations 
if there were to be an invasion and perhaps 
even prevent a war.  

Russia was unprepared and unequipped 
to fight a rearguard following information 
dominance in Georgia, Syria and Crimea. De-
classifying and strategically releasing truthful, 
timely and accurate information not only put 
Moscow at a tactical disadvantage in being 
able to shape the information environment, it 
was also a strategic disadvantage because the 
simple act of responding to Allied informa-
tion releases dug a deeper hole of Russian lies. 
Further still, crowd-sourced data, open-source 
and commercial intelligence, news media, 
citizen reporting, and civilian satellite photog-
raphy give the public more information than 
ever before. All of this reinforced the accuracy 
and credibility of Western intelligence. 

One example is a CNN story asserting: 
"Officials have also been remarkably detailed 
in public about the number of Russian troops 
they see amassed on the border — intelligence 
that has been backed up by commercial satel-
lite imagery released by private companies."5 

Another example is the American and Ukrai-
nian claim that a Russian parachute regiment 
sustained heavy losses while failing to capture 
an airport near Kyiv in the early days of the 
war. Using publicly available information and 
social media, the BBC was able to name the 
regiment and many of its casualties, thereby 
confirming the Western intelligence report.6 

ON THE OTHER side of the Atlantic, the 
United Kingdom held a similar tack. The UK 
intelligence community, with an abundance of 
resources and expertise in the region, began 
to issue daily intelligence summaries on social 
media a full week before the invasion. These 
summaries, too, have proved largely accurate, 
reinforcing credibility and dominating the in-
formation space. For example, the same day 
the UK Ministry of Defence correctly asserted 
that Russia had failed in its primary war aim 
to capture Kyiv, Maxar Technologies published 
satellite photography showing the dispersal 
and withdrawal of the massive Russian spear-
head that had threatened the capital.

This is unusual in British intelligence 
practice, which traditionally has been much 
more guarded than its American counterpart. 
"It's a very different approach from the past, 
when intelligence and information was more 
closely guarded," observed Malcolm Chalm-
ers of the UK defence and security think tank 
RUSI (Royal United Services Institute). More-
over, the previous British experience with pub-
lic intelligence estimates, on the situation in 
Iraq, had proven disastrous. 

But with the novel release of reliable 
analysis and precise forecasting, public confi-
dence in UK capability has grown and the in-
telligence community have learned how to use 
their tools more effectively. "What Britain and 
the West have learned from the last Ukraine 
crisis in 2014 is that if you don't actively use 
your intelligence to shape the narrative, then 
you will lose ground to Russia," Karla Adam 
wrote in the Washington Post in April 2022.8 

The new strategy includes a significant 
change in culture, but it has full buy-in from 
intelligence community leadership. Speaking 
publicly in March 2022, Government Com-
munications Headquarters Director Jeremy 

Fleming noted how quickly his agency moved 
to declassify information specifically to stay 
ahead of Moscow. "In my view, intelligence is 
only worth collecting if we use it," he said. "So I 
unreservedly welcome this development."9 

Inevitably, we must consider Russia's 
strategy and response. Russia's reputation for 
prowess in hybrid warfare as well as malicious 
misinformation and disinformation campaigns 
has been badly damaged along with percep-
tions of other land capabilities. Although that 
could easily change, the fact remains that Rus-
sian disinformation has been completely over-
whelmed by the West, in the West. As the war 
grinds on, this increasingly looks true from a 
global perspective. 

The West's information environment 
favours transparency and openness, two traits 
not associated with Putin's Russia. By control-
ling all media in Russia, including social me-
dia, and pumping his propaganda directly into 
Russian homes, Putin has preserved his popu-
larity and thus his political control. From this 
perspective, we should consider the possibility 
that this was a primary war aim when he in-
vaded his neighbour in February. 

INFORMATION ENVIRONMENT
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“The  
pre-emptive 
release of  
relevant 
intelligence 
effectively 
neutralizes 
disinformation 
and deception, 
the cynical  
Janus of  
hybrid warfare.” 

►►►

Following Russia's seizure of Crimea 
in 2014, the Russian disinformation model 
appeared to ascend. It posed a considerable 
threat to Western political culture and society. 
For them, our model of democratic govern-
ment, free expression, and popular commu-
nication were not strengths, but seemed to be 
weaknesses to be exploited. Since the objec-
tive of the disinformation model is not control 
but confusion, the Western model could easily 
drown in a torrent of untruth.

Fortunately, the advantages to the West-
ern approach are now clear. Radical transpar-
ency raises political credibility. That credibility 
accelerates collective decision-making, which 
is crucial in a crisis, and the aggressive, pre-
emptive release of relevant intelligence effec-
tively neutralizes disinformation and decep-
tion, the cynical Janus of hybrid warfare. A 
strategy of radical transparency capitalizes on 
our natural advantages, while exploiting the 
weaknesses of the adversary. We are once again 
fighting on our home field. The result of radical 
transparency was and is a galvanized, united, 
active West that has delivered the most robust 
suite of sanctions against Russia possible. 

AS A COROLLARY, it also gave space and 
breath to bring forward the central character 
of this war, alongside the efforts of the Ukrai-
nian defence and people, Ukrainian President 
Volodymyr Zelenskyy. Zelenskyy now appears 
to be the indispensable leader: the right person 
in the right place at the right time. He was ini-
tially dismissed by Russia as a comedian and 
actor, a political novice thoroughly out of his 

depth in office. But his extraordinary abilities 
were hiding in plain sight: Zelenskyy is a savvy 
political operator and an innovative communi-
cator — a good skill set to have in a crisis. 

Zelenskyy was elected president in 2019 
on a broad anti-corruption platform. He had 
rocketed to fame portraying a schoolteacher 
unexpectedly hoisted to Ukraine's presidency. 
His satirical TV show, "Servant of the People", 
was a hit. Zelenskyy honed his communication 
technique during the campaign. Often called 
the first "virtual" or "crowdsourced" campaign, 
he held no rallies, bought no advertisements, 
conducted no interviews, skipped every de-
bate, and issued no platform. The Ukrainian 
media complained that he was ignoring their 
requests for transparency. But Zelenskyy, using 
social media, especially Instagram, was com-
municating to his people without intermedia-
tion. This gave him several advantages as well: 
He controlled the message and, therefore, the 
campaign's narrative, he reached his audiences 
immediately, he solicited direct feedback from 
which he could effectively poll his followers in 
real time, and he maintained authenticity by 
using his own voice.10 

 Zelenskyy's campaign then evolved into 
a cutting-edge communications operation that 
could beat Russia at its own game. Ukraine's 
internet network is highly dispersed domesti-
cally. Ukraine has the same number of inter-
national junctions as Russia (seven), with a 
fraction of Russia's population and land mass. 
Four of the Ukrainian junctions are located in 
the western part of the country, making it im-
possible for Russia to cut off Ukraine from the 
rest of the world. This has proved a communi-
cations lifeline as Ukrainian citizens, soldiers 
and leaders have poured out content to the 
world in real time.

Notwithstanding pre-crisis missteps, 
Ukraine pivoted sharply to a very effective 
campaign message developed by Banda, a 
Kyiv-based advertising firm. Creative Direc-
tor Egor Petrov and General Manager Dima 
Adabir pitched a campaign called "Bravery" 
(Сміливість) to Mykhailo Fedorov, Ukraine's 
Vice Prime Minister and Minister for Digital 
Transformation. Federov in turn got Zelen-
skyy's immediate approval. The simple brand-
ing soon went viral, covering billboards, bank 
cards, juice bottles and online shopping sites. 
It even made the leap to London and then to 
New York.11

INFORMATION ENVIRONMENT

Ukrainian 
President 

Volodymyr 
Zelenskyy.
Photo by 

Dmytro Larin/
Shutterstock

The "Bravery" campaign 
website, run by the Office of 

the President of Ukraine, can be 
visited at https://brave.ua/en/ 
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The campaign found an abundance of 
source material: small acts of individual re-
sistance by average Ukrainians. These stories 
could be easily captured and dispersed via 
social media. The message was simple but 
comprehensive: Ukrainians demonstrating to 
themselves, to the world, and to Russia, their 
will to resist. Sometimes these stories over-
lapped with combat successes, as Ukrainians 
used a smart phone app called Diia to share 
geotagged photographs of Russian formations 
directly with the military.12

Ukraine's strategy also includes infor-
mation control, an echo of Zelenskyy's election 
campaign strategy. The president continues to 
communicate directly with the public by social 
media. He has hosted most Western leaders, 
whose visits are highly publicized, but con-
ducted under tight security. He has addressed 
foreign parliaments from the President's of-
fice, allowing him to reach powerful audiences 
while demonstrating he remains in Ukraine 
with his people. Ukraine has used the release 
of casualty figures strategically: a total news 
blackout early in the war, followed by releases 
of combat deaths more recently to stoke inter-
national support.13

TO SUM UP, strategic openness and transpar-
ency as well as truthful, timely, accurate infor-
mation has embarrassed Moscow's "question 

ABOVE: (Left) Examples of Bravery campaign shared by Mykhailo Fedorov on his Twitter account. CENTRE: A popular aggregator on Twitter publishes battlefield videos and still 
shots daily. HIMARS stands for High Mobility Artillery Rocket Systems. RIGHT: The Ukrainian capital Kyiv. Photo by Drop of Light/Shutterstock
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everything" communications mantra as well 
as its disinformation efforts regarding its inva-
sion of Ukraine. The operationalization of in-
telligence has galvanized the West and resulted 
in sweeping — and increasingly damaging 
— sanctions against Russia. President Zelen-
skyy has capitalized on radical transparency to 
shape a brand and campaign that ties the war 
to the ideals of sovereignty and rule of law.

The lessons of this success must be har-
nessed and amplified if the West, NATO in 
particular, is to operate and help shape the in-
formation environment. 

At NATO, multiple staffs are now work-
ing to frame efforts through work regarding 
cognitive resilience and defence, multi-domain 
operations and information sharing. That work 
needs to recognize the importance of radical 
transparency, the urgency of operationalizing 
intelligence and the vitality of public affairs.  
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N
ATO'S CONCEPT for Deter-
rence and Defence of the Eu-
ro-Atlantic Area ("Deter and 
Defend") is one of the most sig-
nificant advancements in strate-
gic thinking for the Alliance in 

a generation. It seeks to deter adversaries and 
terrorist groups from spreading destabiliza-
tion, widening disorder, or accruing decisive 
military advantage that would impact our se-
curity. Implementing such a concept involves 
a myriad of important factors including inte-
grated plans, effective command and control, 
advanced capabilities, high-readiness forces, 
and a robust military posture. 

NATO's approach to deterrence rests 
upon the comprehensive nature of its capa-
bilities and a collective commitment to mutual 
defence. The three core elements of deterrence 
include cohesion reflected in Alliance unity 
and resolve; capability evident in demonstra-
tions of readiness; and communication to 
contextualize and amplify these elements with 
intended audiences. 

This article will focus on the communi-
cations aspects of deterrence, including outlin-

►►►

ing the Allied Command Operations (ACO) 
approach to advancing "Deter and Defend" 
objectives in the cognitive dimension. Percep-
tions regarding NATO's cohesion, capabilities 
and resolve are essential to strategic success. 
For this reason, ACO has adopted a cogni-
tive campaign designed to directly support 
the "Deter and Defend" strategy. The aim is to 
combine powerful demonstrations of military 
activities, together with focused and compel-
ling communications, in order to reinforce 
perceptions that will advance overall "Deter 
and Defend" strategic objectives.   

Military StratCom  
Objectives and Effects

At the strategic level, simplicity and clarity of 
intent are paramount. Shaping perceptions 
around NATO military activity across the Eu-
ro-Atlantic area, with a collective audience of 
more than a billion people, requires sustained 
and focused effort. As a result, ACO has iden-
tified four military strategic communications 
objectives as the core of its cognitive cam-
paign in support of "Deter and Defend" during 
peacetime operations:

1)  Alliance cohesion maintained
2) Alliance publics assured
3) Alliance legitimacy maintained
4) Adversaries deterred

These objectives directly address the funda-
mentals required to deliver strategic success 
in the cognitive dimension during peacetime. 
Success is almost certain if Alliance unity is 
perceived as unshakable, populations feel pro-
tected, NATO's legitimacy is unquestioned, 
and adversaries fully understand our capabil-
ity and resolve to defend ourselves.  

By establishing these simple and funda-
mental StratCom objectives, it is hoped that 
every headquarters, every mission element, 
and every person across ACO can easily visu-
alize how they might contribute to the overall 
cognitive campaign. 

In order to further delineate and opera-
tionalize ACO's military StratCom objectives, 
thirteen supporting military StratCom effects 
have been defined, among them "Allies per-
ceived as unified and committed to collective 
defence", "Perceptions of transatlantic link re-
inforced" and "Adversarial narratives impact-
ing NATO countered". 

StratCom objectives are designed to be 
long-term and aspirational, and are thus in 
need of constant, coordinated efforts in order 
to progress towards their attainment. Strat-
Com effects, on the other hand, are viewed as 
short-term desirable outcomes that might re-
sult from a potential effort or activity. 

For example, enhancing perceptions of 
Alliance cohesion will entail a constant effort 
over time, and will need to be supported by an 

PREVIOUS: NATO Secretary General Jens Stoltenberg 
aboard USS George H.W. Bush during NATO Exercise 
NEPTUNE STRIKE 2022, October 25, 2022. Photo by 
NATO ABOVE: The George H.W. Bush carrier strike 
group. Photo by Petty Officer Justin Wolpert.

"Deterrence is the art of producing in the mind of the enemy the fear to attack."

– Dr. Strangelove, in the 1964 film  
"Dr. Strangelove or: How I Learned to Stop Worrying and Love the Bomb"

INFORMATION ENVIRONMENT



20   The Three Swords   38/2022

►►►

ABOVE: NATO Secretary General Jens Stoltenberg briefs the media representatives present on board USS George H.W. Bush, October 25, 2022. Photo by NATO

array of actions, outcomes, activities, and com-
munications. However, generating an effect 
where perceptions of the transatlantic link are 
reinforced can occur in the short term, for in-
stance during the deployment of a U.S. carrier 
strike group or by highlighting the Canadian-
led battlegroup in Latvia. 

Such temporary effects need to be com-
bined with many other complimentary effects 
over time, in a coordinated way, designed to 
engender progress among the overall Strat-
Com objectives.

Combining Military Activity 
with Communications —  
Recent Examples

In October 2022, ACO leveraged several high-
profile military activities and exercises taking 
place in the Euro-Atlantic area in order to gen-
erate cognitive effects. In Exercise NEPTUNE 
STRIKE 2022, the USS George H.W. Bush car-
rier strike group was placed under Supreme 
Allied Commander Europe's (SACEUR) com-
mand and control. This two-week-long vigi-
lance activity included more than 70 aircraft, 
20 ships, and 5,000 personnel from 26 NATO 
Allies and partners. 

ACO deliberately focused on the "ad-
versaries deterred" StratCom objective for 
the month. To support this, a supporting 
StratCom effect was selected for NEPTUNE 
STRIKE: "Awareness of NATO's advanced 
capabilities". To achieve this cognitive effect, 
ACO needed to bring media and influencers 
close to the action, which was unfolding far 
offshore in the Aegean Sea. Two media days 
were conducted aboard the USS Bush; one 
early in the activity to raise interest and aware-
ness, and one near the end that included a visit 
of the NATO Secretary General to the carrier. 
Groups of media representatives were flown 
to the carrier, briefed on the operations of Al-
lied components of the strike group, and given 
opportunities to interact with multinational 
sailors, aircrew, and senior commanders. Jour-
nalists were also given demonstrations of the 
advanced air and maritime capabilities that are 
integral to the group. 

To further underscore NATO's ad-
vanced capabilities, a third media opportunity 
was planned at a military range in Slovakia. At 
this event, many more journalists were able to 
witness first-hand the extended strike capabili-
ties of the carrier group, thus painting a clear 
picture of decisive military firepower.

The resulting multinational media cov-
erage reached audiences across Europe and 
indicators suggest this included Russian offi-
cials and influencers. NATO digital teams also 
produced compelling content on NEPTUNE 
STRIKE, and select components were trans-
lated into the Russian language.  

NATO's reach into Russian audiences 
is limited, and our communications during 
peacetime are always attributable, factual, 
and transparent. They are also designed not 
to be inflammatory. Communications from 
the military level of the Alliance almost never 
mention or comment on Russia. In exposing a 
wide range of Russian citizens and influencers 
to factual content that demonstrates NATO's 
capability and resolve, it is hoped that such ef-
forts will enhance deterrence efforts and help 
preserve peace.

ACO also aimed to expand its reach to 
non-traditional Allied audiences during NEP-
TUNE STRIKE. A "digital influencers day" 
was planned aboard the carrier strike group. 
Influencers representing a wide range of digi-
tal communities were invited to participate in 
a dynamic visit to the USS George H.W. Bush, 
and five individuals were selected to partici-
pate. With this audience, the desired cogni-
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tive outcome was not deterrence-related, but 
rather focused on assurance. The specific ef-
fect sought by ACO was "Alliance publics feel 
NATO posture/activities are appropriate."  

The aim was to attract influencers from 
several Allied nations who engage audiences 
outside of NATO's usual reach. As an example, 
one of the influencers who visited the carrier 
strike group was a woman from the United 
States who engages digital audiences on alpine 
sports, healthy living, and environmental is-
sues. She has a following that numbers in the 
hundreds of thousands, from demographic 
groups largely uninterested in purely military 
content. ACO hopes that such influencers can 
connect their interests with global security is-
sues, in order to demonstrate the necessity and 
legitimacy of defensive military activities. At 
the time of writing, ACO had not completed 
an assessment of outcomes regarding the influ-
encer day aboard the USS George H.W. Bush, 
but initial feedback has been encouraging.

Operationalizing StratCom  
for NATO

StratCom efforts such as those conducted dur-
ing Exercise NEPTUNE STRIKE 2022 do not 
represent a radical shift in doctrine or think-
ing within ACO. Instead, the focus is on em-
bracing the advances made in the StratCom 
community over the past decade and bringing 
these elements together in a strategic and sys-
tematic approach to the regular activities and 
communications of the Alliance. 

The ideas are not new, but the processes 
and architecture that ensure unity of effort 
across the entire Euro-Atlantic area mark a 
significant step forward. The aim is to opera-
tionalize StratCom thinking and connect it 
with military strategy and operational activity 
across SACEUR's area of responsibility. 

The "Deter and Defend" concept em-
braces multi-domain operations, and Strat-
Com plays an essential role in such efforts. As 
such, ACO's cognitive campaign was deliber-
ately designed to integrate with efforts in all 
domains and all dimensions. Activities in all 
domains have impacts on the cognitive di-
mension, and vice-versa. There is widespread 
recognition in ACO that strategic success is 
closely linked to achieving outcomes in the 
cognitive dimension. This in turn has led to the 
embracing of an audience-centric approach to 

operations. The remainder of this article will 
explore ACO's StratCom architecture in more 
detail, in the hope that it will benefit StratCom 
practitioners and Alliance leaders who seek to 
integrate the cognitive dimension into multi-
domain strategy and operations.

Annual StratCom  
Campaign Guidance

  
ACO has developed specific processes to en-
sure that the coordination of StratCom objec-
tives and effects are adequately considered for 
all significant military activities and associated 
communications. The process begins each year 
with the publication of a Strategic Coordina-
tion Order for Area of Responsibility Manage-
ment and Peacetime Vigilance. This document 
provides a framework to align NATO's peace-
time vigilance activities, exercises, training, 
and communications with SACEUR's overall 
"Deter and Defend" objectives. Hundreds of 
such activities are conducted each year across 
the area of responsibility (AOR).  

In order to provide a focus of effort, the 
Strategic Coordination Order identifies a few 
dozen activities that are considered priorities 
for ACO. Care is taken to select an array of 
priority activities that adequately reflect each 
domain, region and capability. 

These priority activities are sequenced 
in a way that accounts for anticipated adver-
sarial actions and the normal rhythm of Allied 
military activity. This ensures NATO sends the 
right signals at the right times, in line with the 
overall deterrence strategy. 

To further align ACO's efforts, a Strat-
Com annex to the Strategic Coordination Or-
der provides additional guidance, including 
monthly priority StratCom objectives, as well 
as a compendium of desired StratCom effects 
for each priority military activity occurring in 
the AOR. 

The Strategic Coordination Order is 
published in October for the following year, 
thus providing ample time for subordinate 
commands to conduct deliberate StratCom 
planning and coordination. This guidance is 
intended to foster a manoeuvrist approach, 
whereby Supreme Headquarters Allied Powers 
Europe (SHAPE) articulates overall objectives 
and desired effects, and subordinate headquar-

►►►

“The aim is to 
operationalize 

StratCom thinking 
and connect 
it with military 
strategy and 
operational 

activity across 
SACEUR's area of 

responsibility.” 

A Nuclear Alliance  
"The fundamental purpose of 
NATO's nuclear capability is to 

preserve peace, prevent coercion 
and deter aggression. As long 

as nuclear weapons exist, NATO 
will remain a nuclear alliance. 

NATO's goal is a safer world for 
all; we seek to create the security 
environment for a world without 

nuclear weapons."
 

Extract from the  
NATO 2022 Strategic Concept

Royal Norwegian Air Force F-35.  
Photo by NATO
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ters decide how best to achieve these outcomes 
within their respective areas and means.   

Dynamic Campaign  
Management

Today's evolving strategic environment de-
mands constant and dynamic campaign man-
agement to ensure StratCom efforts remain 
relevant and effective. ACO has developed an 
integrated battle rhythm to ensure that military 
activities and associated communications re-
main aligned with strategic intent and shifting 
geopolitical realities. 

At the centre of these coordination 
mechanisms are the Strategic Effects Board and 
the StratCom Coordination Board (see Figure 
above). The StratCom Coordination Board fo-
cuses exclusively on generating effects in the 
cognitive dimension in support of SACEUR's 
military strategic objectives. It is informed by 
the efforts of working groups from across ACO 

►►►

and from all information disciplines. StratCom 
chiefs from all ACO headquarters are invited to 
the StratCom Coordination Board, as are rep-
resentatives from all other multi-domain func-
tions. The focus of this board is not on com-
munications per se, but rather on how ACO's 
priority military activities for the coming pe-
riod can be leveraged to send the right mes-
sages to key audiences, thus generating desired 
effects in the cognitive dimension. 

This approach recognizes that military 
activity itself creates effects in the cognitive 
dimension and that these impacts can be cali-
brated in intensity and directed at selected au-
diences using relevant communications chan-
nels. For example, the deployment of a carrier 
strike group can be relatively low-key if ships 
remain far from shore, conduct few commu-
nications activities, and do not conduct opera-
tions near adversarial areas of interest. 

On the other hand, the same carrier 
strike group might host media representa-

tives and influencers aboard while conduct-
ing training missions together with maritime 
and air platforms from several Allied nations. 
Additional media members and influencers 
might be invited to a ground location thou-
sands of kilometres away in order to witness 
the resultant range and combat power that 
such platforms can project. 

The role of the StratCom Coordination 
Board is to consider the potential cognitive ef-
fects of ACO's military activities and commu-
nications (based on information environment 
assessment, including audience analysis) and 
to coordinate resulting efforts across ACO in 
alignment with the overall StratCom campaign 
(based on "Deter and Defend" objectives). 

On at least a monthly basis, the ACO 
StratCom Coordination Board convenes to 
perform this cognitive campaign management 
function, with a specific focus on the upcom-
ing 60-day period. The monthly StratCom 
objectives are confirmed, as are the priority 

Figure 1 Abbreviations: Chief of Staff (COS); public affairs office (PAO); information environment assessment (IEA); joint force commands (JFCs);  
theatre component commands (TCCs); NATO Force Structure Headquarters (NFS HQs); psychological operations (PsyOps)
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activities and the desired StratCom effects for 
each activity. The board considers whether the 
net effects of activities and communications 
across the AOR are aligned with current direc-
tion and are appropriate (given wider factors 
in the geopolitical environment).  

The board devotes time to deconfliction, 
and members are invited to identify potential 
opportunities and risks prior to finalizing the 
cognitive campaign approach for the period. 
Immediately following the ACO StratCom Co-
ordination Board, a national StratCom Board 
is held where StratCom chiefs from all Allied 
nations are invited to provide input on the 
ACO plan and to discuss areas of alignment 
and synchronization. The ultimate aim is the 
harmonization of all significant national and 
NATO activity across SACEUR's AOR, in or-
der to send strong and unified signals regard-
ing our collective deterrence and defence.

Following the StratCom coordination 
boards, key recommendations are passed to the 
ACO Strategic Effects Board, which is respon-
sible for integrating effects in all domains and 
dimensions across SACEUR's AOR. The Stra-
tegic Effects Board considers effects in the cog-
nitive dimension, together with multi-domain 
force posture, vigilance activities, intelligence 
collection, indicators and warnings, and other 
relevant operational factors. This ensures that 
ACO's approach to deterrence and defence ac-
counts for all domains and dimensions, and 
remains synchronized with higher guidance as 
well as the current operating environment. 

The emphasis throughout this process is 
on a manoeuvrist approach that provides stra-
tegic guidance, while simultaneously encour-
aging regional creativity and initiative in how 
military and StratCom effects are delivered 
across the AOR. 

ACO StratCom Process  
and Functions

Cognitive campaign guidance and StratCom 
coordination are two key parts of the overall 
StratCom functions that ACO conducts on an 
ongoing basis. An overview of how ACO visu-
alizes its StratCom process and functions can 
be found at Figure 2. 

The process is visualized as a wheel, as 
it is continuously ongoing, and all elements are 
equally critical to overall success. The "under-
stand" function is often regarded as the starting 

point in the process, but in reality, this function 
is constantly conducted and needs to dynami-
cally inform every subsequent component in 
the process. Planning is also dynamic within 
ACO. Long term planning, such as the devel-
opment of campaigns or strategic coordination 
orders, can extend several years into the future. 

Other plans consider limited periods of 
time or are specific to a particular issue, activ-
ity, or contingency. All such plans are revisited 
and updated regularly, and often make follow-
on planning necessary to manage the fine de-
tails required for effective execution. Assess-
ment is the culmination of the process, but this 
also requires ongoing activity and attention at 
every step in the functional process.

Assessing Campaign  
Effectiveness 

Assessing campaign outcomes related to in-
tangible concepts such as "deterrence" and "le-
gitimacy" is extremely challenging. As NATO's 
information environment assessment capabil-
ity matures, enhanced use of data science and 
artificial intelligence should improve the Al-
liance's ability to collect, analyse, assess, and 
visualize information linked to "Deter and De-
fend" outcomes. 

In the interim, ACO recognizes the im-
portance of creating campaign assessment 

Figure 2  
ACO StratCom process  
and functions, 
abbreviations and 
descriptions: information 
environment assessment 
(IEA); political advisor 
(POLAD); civil-military 
cooperation (CIMIC); 
future operations (J35); 
intelligence and  
open-source intelligence 
(J2/OSINT);  
legal advisor (LEGAD);  
key leader engagement 
(KLE); plans (J5);  
exercises (J7); Direction 
and Guidance (D&G)  

►►►

mindsets and processes, even if tools and tech-
niques are imperfect. A focus on assessment 
causes ACO to engage in robust discussions 
regarding our strengths and weaknesses in the 
cognitive dimension. In order to assess effects, 
ACO needs to be crystal clear, well in advance, 
on what it intends to achieve around each prior-
ity military activity. This clarity of intent leads to 
more effective planning, tighter coordination, 
and the purposeful execution of activities and 
associated communications. Once efforts are 
complete, assessment illuminates where ACO 
information activities succeeded, and where ef-
forts fell short of intended outcomes. Ultimate-
ly, assessment results in frank conversations on 
how ACO can refine, adapt and enhance our 
strategic communications efforts.

Visualizing Campaign  
Outcomes   

Assessment of cognitive campaigns is a com-
plex endeavour and results in reports that are 
nuanced and multifaceted. Such reporting 
is vital for analysts and practitioners, but se-
nior military leaders seldom have the time to 
ingest long and detailed assessments. For this 
reason, ACO endeavours to distil assessment 
outcomes into succinct dashboards that high-
light relevant shifts and trends in the cognitive 
dimension from a macro-perspective, as well 

INFORMATION ENVIRONMENT
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as key recommendations for ACO action. 
ACO currently produces two cognitive 

campaign assessment dashboards each month. 
The first dashboard considers the entirety of 
the information environment, while the sec-
ond dashboard focuses specifically on ACO's 
priority military activities. This approach recog-
nizes that ACO could deliver significant effects 
around its own military activities for the month, 
but due to circumstances beyond its control, the 
Alliance could lose ground on StratCom objec-
tives such as "assurance" or "deterrence". 

For example, the deployment of a U.S. 
bomber task force in conjunction with Allied 
air-shielding activities could generate success-
ful effects in reassuring populations regarding 
NATO's commitments to collective defence, 
while sending clear deterrence signals to ad-
versaries. However, adversaries remain un-
predictable and could, at the same moment, 
conduct other destabilizing actions, such as 

ABOVE: The 2022 NATO Communicators Conference, Skopje, North Macedonia. (Clockwise) General Christopher 
Cavoli, SACEUR, participating in the conference via video link; Eleonora Russell, Public Affairs and Strategic 
Communications Advisor to the NATO Military Committee and International Military Staff; the author, ACO Director 
of Communications Jay H. Janzen, leading a panel discussion. Photos by SHAPE PAO

a nuclear test, which would create simultane-
ous effects that may far outweigh those gener-
ated by ACO activity. This does not mean that 
ACO's efforts did not generate the desired ef-
fects; it simply means that they were overshad-
owed by other factors in the information en-
vironment. In order to appreciate the current 
status of the cognitive campaign and to enable 
broad adjustments, ACO needs to track prog-
ress of its StratCom objectives in the context of 
the global information environment.  

ACO also needs to look more specifical-
ly at the localized delivery of effects related to 
its monthly priority military activities, in order 
ascertain specific outcomes and fine-tune the 
planning, coordination and execution of fu-
ture efforts. ACO's efforts regarding the assess-
ment of its cognitive campaign are in the early 
stages of development, but they are already 
delivering insights that enhance communica-
tions efforts. As additional expertise, tools and 

data sets are added to ACO's information en-
vironment assessment capability, it is expected 
that these efforts will become more robust and 
comprehensive over time.   

Conclusion

Designing and implementing a StratCom 
campaign for ACO in support of "Deter and 
Defend" required 12 months of experimenta-
tion, education and reinforcement in order to 
reach a stage where all aspects of the system 
performed as intended. It also demanded a 
whole-of-headquarters approach, with joint 
functions collaborating in order to generate 
needed processes and synchronized outcomes. 

ACO's planning cycles are long, and 
the array of military activity across SACEUR's 
AOR is vast. It is not surprising, therefore, that 
introducing an ACO-wide cognitive campaign 
required time and effort. The results have been 
worth the investment. ACO now has a delib-
erate approach to harnessing the messaging 
power of military activity and associated com-
munications, which generates effects in the 
cognitive dimension. 

All elements of ACO have clarity on SA-
CEUR's StratCom objectives and desired ef-
fects. This improves ACO's ability to effectively 
allocate resources and prioritize efforts. It also 
enhances the unity and agility of our infor-
mation activities. ACO's StratCom efforts are 
assessed and visualized monthly using dash-
boards. This activity provides benchmarks and 
lessons that will help us improve our campaign 
over time. ACO's cognitive campaign remains 
in the early stages of development and will re-
quire ongoing engagement and innovation in 
order to remain relevant. 

The Communications Division at 
SHAPE is eager to engage with practitioners 
and academics who have an interest in com-
bining powerful demonstrations of multi-
domain military action, together with focused 
and compelling communications, in order to 
support the objectives of NATO's "Deter and 
Defend" strategy.  
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MULTI-DOMAIN 
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"In order to maintain warfighting 
advantage, we must have ironclad 
processes in place across all five 
military warfighting domains. NATO 
is developing and aligning concepts 
like multi-domain operations so 
that Allied nations can operate 
seamlessly together to defend our 
nations and people."

I
N 2021, NATO's Military Committee 
tasked the two Strategic Commands to de-
velop an initial concept for multi-domain 
operations (MDO) that integrates Allied 
thinking about how forces work together at 
the speed and scale of modern operations. 

Staff officers at Headquarters Supreme Allied 
Commander Transformation (HQ SACT) and 
Supreme Headquarters Allied Powers Europe 
(SHAPE) worked with Allies and partners to 
consider the meaning of MDO for NATO and 
their implications for Alliance forces.  

Allies have travelled this path before. In 
the 1980s and 90s, NATO militaries concep-
tualized "joint" doctrine, which enabled the 
military branches of army, navy, marines and 
air force to work together as a coherent force. 
NATO further built on this feat by enabling 
interoperability amongst Allies as a multina-
tional joint force. This joint collaboration was 
refined in the crucible of operations in Af-
ghanistan, Libya, Iraq, and elsewhere over the 
past two decades. At the time, joint operations 
was controversial; some could argue that it re-
mains so to this day, especially when issues of 
culture and history enter the discussion.

"Born from the need to work together seamlessly in the most demanding 
circumstances, 'jointness' remains an important part of military doctrine.  

It is the basis upon which MDO-related thought is based. But the complexities 
we face today show that joint doctrine alone is insufficient for the  

military challenges of our era."

MULTI-DOMAIN COMMAND AND CONTROL

►►►

PREVIOUS: (Clockwise) Mountain operations soldiers 
and NATO Air Policing Mission (photos by NATO); 
illustrations on cyberspace and space domains 
(Shutterstock); the amphibious command ship USS 
Mount Whitney (photo by Mass Communication 
Specialist 3rd Class Jessica Kibena, U.S. Navy).

A Portuguese Ogassa 
OGS 42 drone prepares 
for takeoff during NATO 
Exercise REPMUS 2022.  
Photo by NATO
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General Philippe Lavigne 
Supreme Allied Commander Transformation, 
at the first-ever NATO Multi-Domain 
Operations Conference, March 17, 2022
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LEFT: Thousands of residents of Irpin fled as Russian troops bombed the city. Photo by Drop of Light/Shutterstock CENTRE: Russia tests the nuclear-capable 
intercontinental ballistic missile RS-28 Sarmat on April 20, 2022. © Reuters RIGHT: Online conversation with NATO Secretary General Jens Stoltenberg and  
Deutsche Welle journalist Sarah Kelly, October 19, 2022. Photo by NATO

Born from the need to work together 
seamlessly in the most demanding circum-
stances, "jointness" remains an important part 
of military doctrine. It is the basis upon which 
MDO-related thought is based. But the com-
plexities we face today show that joint doctrine 
alone is insufficient for the military challenges 
of our era. To wit, the operational domains of 
space and cyberspace each have unique char-
acteristics that cannot simply be incorporated 
into existing joint doctrine; many critical ca-
pabilities within them are not owned by mili-
taries. The proliferation of non-military actors 
that contribute to military success, including 
commercial entities, has intensified over the 
past several years. These actors must be con-
sidered during the planning and execution of 
military operations. 

Indeed, there are other considerations, 
such as changes in military culture, that re-
flect broad social evolution. Social media is 
among the factors that need to be weighed in 
military operations of the 21st century. Simply 
put, even joint doctrine executed flawlessly is 
insufficient for the context in which forces of 
the Alliance are expected to operate, both to-
day and in the future.

An Inflection Point for  
Transatlantic Security

Without effective NATO MDO, credible deter-
rence and warfighting advantage are at risk in 
the modern battlespace. NATO must provide 
a conceptual bridge between the fundament of 
human conflict with the modern additions that 
change the character of war in profound ways.

Russia's war of aggression against 
Ukraine is a harsh lens to witness how criti-
cal MDO is for NATO. On one hand, Russia's 
failed invasion demonstrates the timeless les-
son that the fog of war and grim realities of hu-
man conflict remain persistent features of the 
battlefield. Moscow's reliance on large mass 
fires, the levelling of cities and the terroriz-
ing of civilians through siege warfare serve as 
a potent reminder of the brutality at the base 
of human conflict. This war, as with all others, 
remains a contest of wills in which the victory 
often goes to the belligerent that makes the 
fewest mistakes on the battlefield. 

On the other hand, the Russo-Ukraine 
War shows the criticality of operating in the 
cyberspace and space domains, the utility of 
drones and autonomous systems, and the im-

portance of adaptive leaders who can deliver 
effects across multiple domains at speed and 
scale. It reinforces the importance of effective 
mission command, planning, and sustain-
ment. The conflict emphasizes the wisdom of 
civilized nations to demand that their armed 
services conduct operations in accordance 
with national and international laws. The need 
to get MDO right for NATO to navigate a 
broad spectrum of challenges is apparent from 
other recent experiences beyond Ukraine. NA-
TO's two decades of operations in Afghanistan 
raise questions about lessons learned and the 
perpetual challenge of fighting terrorism. The 
increased presence of China's military in the 
Greater Middle East and North Africa presents 
new implications for the capabilities required 
to defend the North Atlantic area. Further-
more, long-simmering conflict zones, from 
Syria and Iraq to the South China Sea and the 
Arabian Gulf, offer further insights into the 
increasing need to orchestrate military activ-
ity and synchronize non-military activity in all 
operational domains at the speed of relevance. 

"Moscow's reliance on large 
mass fires, the levelling of cities 

and the terrorizing of civilians 
through siege warfare serve as a 
potent reminder of the brutality 
at the base of human conflict."
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Beyond geopolitical challenges, the 
proliferation of disruptive technology across 
almost every part of society presents a double-
edged sword. For example, the (yet unrealized) 
rise of artificial intelligence presents immense 
opportunities for free societies, but its intro-
duction on the battlefield renders obsolete the 
assumption that warfare is a primarily human 
endeavour. From materials science to biologi-
cal enhancement, disruptive technology creates 
both challenges and opportunities for militar-
ies to adopt and counter novel combinations of 
technology better and faster than adversaries.

These factors compel forces of the Al-
liance to expand the manoeuvre space and 
maximize choice for political and military 
decision-making beyond the limits of joint 
doctrine. They indicate that military capabili-
ties must operate in all five domains and de-
liver targeted effects in the three dimensions 
— physical, virtual and cognitive. Military 
commanders must conduct operations in an 
increasingly complex, hyperactive, urbanized 
and connected battlespace that has no geo-
graphical boundaries and where adversaries 
contest Alliance forces throughout all domains 
and across all levels of command.

Working Definition, Vision,  
and Principles 

NATO's working definition of MDO is "the 
orchestration of military activities, across all 
domains and environments, synchronized with 
non-military activities, to enable the Alliance 
to create converging effects at the speed of rele-
vance". This definition recognizes the complex-
ity of the modern operating landscape and the 
increased presence of non-military entities at all 
stages of conflict, while retaining the centrality 
of force as a response to military problems. 

The Alliance's agreed vision is that its 
approach to MDO will enable NATO's mili-
tary instrument of power to prepare, plan, or-
chestrate, and execute synchronized activities 
across all domains and environments, at scale 
and speed, in collaboration with other instru-
ments of power, partners and stakeholders. 
The realization of this vision will deliver tai-
lored options at the right time and place that 
build advantage in shaping, contesting, and 
fighting, and that present dilemmas which de-
cisively influence the attitudes and behaviours 
of adversaries and relevant audiences.

To achieve the vision of NATO MDO, 
four guiding principles focus effort: unity, agil-
ity, interconnectivity and creativity. NATO’s 
digital transformation effort underpins these 
principles. It fuses military assets and con-
nects non-military actors that, through col-
laboration, can contribute to successful MDO.  
 Agility focuses on improving speed, from 
tactical resupply to strategic understanding. It 
enables agility in decision-making and in de-
fensive and/or offensive actions. Interconnec-
tivity enables the exchange of data and infor-
mation to build understanding, whether or not 
the tactical units are interoperable. Unity is as 
important for MDO as it has been for joint 
or coalition warfighting, and for delivering a 
comprehensive approach, while emphasizing 

BELOW: (From left) COLD RESPONSE 2022 (photo 
by Torbjørn Kjosvold). NATO Cyber Security Centre 
(Photo by NCI Agency). Short-range air defence anti-
aircraft missile and artillery system (photo by NATO). 
Artificial intelligence concept. 

NATO MDO GUIDING PRINCIPLES

Agility • Interconnectivity • Unity • Creativity
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the criticality of information sharing. Creativ-
ity is what staff and commanders will need in 
order to build blended multi-domain warfight-
ing options and to appreciate what data may be 
available to support military activity.  

The essence of MDO is to orchestrate 
what the military controls and, through collab-
oration with an ever-broadening range of stake-
holders, synchronize the activities and capabili-
ties of other actors that can help the military 
achieve its objectives — mindful that military 
objectives in turn support NATO's political ob-
jectives. NATO needs to exploit opportunities 
across all phases of conflict — shaping, contest-
ing, and fighting — and from the tactical to the 
strategic levels, as well as with partners.

Rooted in Joint Operations 
and Forward-Leaning 

MDO are a necessary progression from joint 
operations, or in casual parlance: "MDO goes 

beyond joint-done-right". The concept of 
MDO extends joint concepts and emphasizes 
the importance of domains rather than the 
military force operating in them. For example, 
the army, navy, marines and air force of some 
nations can all operate in the air domain. The 
delivery of effects in the air domain is the criti-
cal factor, rather than what brand of force car-
ries out the activity. New structures for com-
mand and control help amplify this focus on 
domains and provide increased options for 
warfighting commanders. 

The MDO concept also considers the 
broader operational picture to include non-
military stakeholders, who all play critical 
roles as well. It will provide the conceptual 
space and capabilities required for forces of the 
Alliance to operate decisively in crises of the 
future and, ultimately, to gain relative advan-
tage against adversaries, not necessarily across 
all domains, but sufficient to win.

NATO's working assumptions for MDO 
can be distilled into complementary parts. 
There are five operational domains: maritime, 
air, land, space, and cyberspace. Commanders 
orchestrate military activities across all five do-
mains and synchronize them in collaboration 
with other stakeholders. Together, stakehold-
ers create tailored options that deliver effects 
in three dimensions: virtual, cognitive, and 
physical. MDO focus on the military domain. 
Non-military stakeholders own capabilities 
that may be extremely useful in the pursuit 
of military objectives. NATO needs access to 
these non-military capabilities to reduce op-
erational risk and increase probability of mis-
sion success.  

Enabled by Digital  
Transformation

Given the sophistication of modern capabili-
ties, it is self-evident to note that digital trans-
formation is the key to unlocking the full po-
tential of MDO. If the Alliance is to achieve its 
vision of MDO, then it will have to digitalize; 
there is no way to conduct MDO at the speed 
of relevance with analogue approaches. 

Put simply: We need to connect with 
one another via systems with sufficient capac-
ity to enable persistent interaction. Digital 
transformation efforts vis-à-vis MDO tend to 
gravitate towards technical specifications and 
the substantial investment in NATO's digital 

backbone. This is a welcome effort; however, 
for NATO to achieve the highest aspirations 
of MDO, it must widen the aperture regarding 
digital transformation beyond technology to 
include culture, processes, and people.

A common refrain in military circles is 
that joint culture took two generations to form 
within forces of the Alliance. Yet, advocates of 
MDO maintain that NATO forces lack the lux-
ury of two generations to adapt a MDO culture. 
NATO must be proactive and incentivize the 
cultural precepts that underpin a MDO mind-
set. Importantly, a digitalized NATO needs 
people who are proficient in the world of data, 
which has its own set of mores — how forces 
of the Alliance reconciles military culture with 
that of data science within a MDO framework 
is a significant undertaking with potentially 
percussive benefits across the enterprise. 

NATO's military leaders should con-
sider the footprint of staff members in key 
strategic locations to enhance understanding 
and awareness as part of a broader meshed 
network that enables MDO. This includes data 
factories with data pipelines, algorithm gen-
erators, workflows, and storage that constitute 
the core infrastructures of data-driven MDO. 

NATO will need to consider how arti-
ficial intelligence and machine learning can 
help harness large data sets to enable elegant 
and exhaustive operational pictures that un-
derpin effective MDO. Moreover, NATO's pro-
cesses need to be refined to automate and move 
human labor beyond the critical path of routine 
administration in order to achieve the requisite 
gains in speed and scale that MDO demands.

Building on Good Practices  

MDO present both challenges and opportuni-
ties in other areas as well: escalation manage-
ment, Alliance culture change, command and 
control, networking, wargaming, education, 
and training, to name a few. How Allies adapt 
national approaches to NATO MDO will have 
a direct impact on the concept's success and 
the collective operational success of multi-
domain warfare, which exists beyond the sim-
plicity of the physical effects dimension. 

MDO expand the options available to a 
commander to apply operational art. Thus, we 
will need to ensure that NATO's supporting 
concepts and doctrine can use MDO princi-
ples in the long term. Allies expect no less. 

“The essence 
of MDO is to 
orchestrate 
what the 
military controls 
and, through 
collaboration 
with an ever-
broadening range 
of stakeholders, 
synchronize the 
activities and 
capabilities of 
other actors.” 
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“If the band played a piece first with the piccolo, then with the brass horn, then with  
the clarinet, and then with the trumpet, there would be a hell of a lot of noise but  

no music. To get harmony in music, each instrument must support the others. To get 
harmony in battle, each weapon must support the other. You musicians of Mars must not 
wait for the bandleader to signal you... You must each, of your own volition, see to it that  

you come into this concert at the proper place and at the proper time.” 1

– General George S. Patton, Jr.                                                                                                                                   
Address to the U.S. 2nd Armored Division, July 8, 1941

MULTI-DOMAIN COMMAND AND CONTROL

Introduction

NATO is increasingly using supported/sup-
porting interrelationships (SSI) throughout 
Allied Command Operations (ACO) head-
quarters to leverage capabilities across the 
Alliance and national headquarters. Supreme 
Headquarters Allied Powers Europe (SHAPE) 
utilizes SSI to establish ACO-wide coherence 
of planning and execution, and the prioriti-
zation of resources over time and geography, 
across the competition continuum (peace –cri-
sis – conflict). Using SSI in command and con-
trol (C2) structures provides the Supreme Al-
lied Commander Europe (SACEUR) flexibility 
to create tailorable strategic options and con-
duct joint effects and actions at the speed of 
relevance. However, recent NATO documents 
and observations identify the need to clarify 
the purpose and role of SSI during military 
operations. Misapplying SSI leads to delays in 
planning and execution and could present C2 
structure inaccuracies and misunderstandings 
to senior leaders within ACO. 

THIS ARTICLE LOOKS to define SSI, ex-
plains the purpose of SSI, and makes recom-
mendations when to use SSI, and when SSI are 

not appropriate during a military operation. 
Ultimately, this article argues that SSI should 
be used as a means to reinforce mission com-
mand during NATO operations and enhance 
unity of effort across military echelons to 
achieve effects and objectives.

Seamless Utilization of SSI

At this moment, although there is no NATO-
approved definition of SSI, Allied joint publi-
cations (AJPs) and NATO documents provide 
an adequate amount of guidance to implement 
SSI.2 However, SSI are difficult to comprehend 
if a staff officer does not understand the mean-
ing of an "interrelationship" and mission com-
mand. An interrelationship is two or more 
things having an equal relationship. In a mili-
tary context, an interrelationship means two or 
more headquarters that have the same or equal 
amount of influence and hold no authority 
over one another. SSI are reciprocal relation-
ships, traditionally directed by SACEUR, for a 
specific contingency or mission and should be 
limited in scope, time, and space during one or 
more phases of an operation. 

ACO headquarters, organized by joint 
force commands (JFC), single service (SSC), 
functional, and theatre component commands 
(TCC), have an interrelationship and receive 
their direction and guidance from SACEUR. 

Each ACO headquarters is responsible 
for a specific domain, function, or assigned 
geographic region. They provide SACEUR 
with planning and advice for their assigned role 
within ACO, and in the event of a crisis or con-
flict, can command combat forces. These exist-
ing interrelationships within ACO commands 
achieve desired effects through unity of effort. 

Correctly utilizing SSI begins with a 
headquarters having shared understanding of 
four terms: 1) establishing authority, 2) sup-
ported command, 3) supporting command, 
and 4) mission command. Without this under-
standing, NATO commands will likely misap-
ply SSI within their C2 structures. 

At a minimum, there are three leaders 
responsible for the seamless utilization of SSI: 
the establishing authority, the supported com-
mander, and the supporting commander(s). 
Each leader has distinct roles and responsibili-
ties to enable successful SSI.
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the higher commander's intent and the desired 
effects rather than specifying to subordinates 
how the intent and effects are to be achieved. 
This requires mutual trust between superiors, 
subordinates, and peers — and trust that each 
command will accomplish its task. 

There are four requirements that guide the ef-
fective application of mission command:

 
1)  Commanders ensure that subordinate 

and supporting commands understand 
the intent, and each command's 
expected contributions towards task 
accomplishment.

2)  Commanders exercise minimum 
control over subordinate and 
supporting commands, while retaining 
responsibility for their actions.

3)  Subordinate and supporting commands 
are told what outcome they are 
contributing to, the effect they are  
to create, and why.

4)  Subordinate and supporting commands 
are allocated the resources they need 
to carry out their assigned tasks, with 
subordinate and supporting commands 
deciding for themselves how best to 
achieve their superior's intent.

A commander's responsibility for mission 
accomplishment is total. However, mission 
command promotes a decentralized style of 
command where subordinates are delegated 
needed decision-making authority in an ef-
fort to increase initiative and operational 
tempo. Mission command gives subordinate 
commanders freedom of action to execute op-
erations according to the commander's intent, 
while also remaining responsive to additional 
superior direction. A mission command lead-
ership style is not unbounded. Commanders 
remain in control and prevent misunderstand-
ings by subordinates by clearly directing pri-
orities, intentions, and restrictions, and iden-
tifying which decisions remain at their level.

Benefits of SSI

• In a resource-constrained environment, the 
establishing authority is able to efficiently use 
and prioritize available means across time and 
space to have the greatest effect, while mini-
mizing risk across the strategic environment. 

►►►

Supreme Allied Commander Europe,  
General Christopher G. Cavoli  
Photo by NATO
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Establishing Authority

The establishing authority is the military offi-
cer with the greatest level of command author-
ity over all other assigned NATO commands. 
In NATO military operations, the establishing 
authority will likely remain SACEUR, who is 
traditionally granted operational command 
(OPCOM) by NATO during a military opera-
tion. The OPCOM authority enables a com-
mander to deploy units, assign or reassign mis-
sions and forces, and delegate operational or 
tactical control to subordinate commanders. 
Only under OPCOM can a commander task 
organize the force structure to accomplish a 
mission.3 A commander with OPCOM has the 
authority, and is the establishing authority, to 
direct SSI amongst the subordinate headquar-
ters they command.

The establishing authority directs pri-
orities, outlines in sequence the desired effects 
and objectives to be achieved, assigns forces 
and resources, and delegates authorities and 
responsibilities to subordinate commanders. 
The establishing authority assigns a supported 
command based on which command is best 
suited (with the appropriate level of exper-
tise) to plan, coordinate, and synchronize the 

designated activities to achieve one or more 
effects. The establishing authority will next as-
sign one or more commands as a supporting 
command to the supported commander based 
on the joint or multi-domain requirements to 
achieve the effect. The establishing authority 
should ensure that each supporting command 
is resourced appropriately to achieve the effect 
and mitigate risk.

Supported Command

The supported commander is the commander 
who maintains primary responsibility for ac-
complishing the effect(s) assigned by the es-
tablishing authority. Supported commanders 
have no command authority over designated 
supporting commands due to the nature of 
interrelationships. Therefore, it is the responsi-
bility of the supported commander to provide 
intent and general direction to all supporting 
commands. The supported command is the 
lead headquarters to plan, coordinate, and 
synchronize all the joint and multi-domain ac-
tivities to achieve the effect.

Supporting Command

Supporting command(s) accomplish the ac-
tions needed to achieve the desired effect for 
the supported commander. In this role, the 
supporting command assists the supported 
command with planning by determining the 
capability requirements and employment con-
cept, based on the supported commander's 
intent. The supporting commander uses their 
command authority through the orders pro-
cess to task their assigned forces to achieve 
the effect for the supported command. If the 
supporting command does not have adequate 
capabilities to achieve the desired effect or mit-
igate risk, it is the obligation of the supporting 
commander to inform the establishing author-
ity and request additional resources.

The Importance of Mission 
Command in SSI

Mission command is NATO's command phi-
losophy.4 Embracing this philosophy begins 
with the understanding of why mission com-
mand enables optimal command and control in 
NATO military operations. Mission command 
emphasizes the importance of understanding 
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“Using SSI in 
C2 structures 
provides SACEUR 
flexibility to 
create tailorable 
strategic options 
and conduct 
joint effects 
and actions at 
the speed of 
relevance.” 

• SHAPE and SACEUR, as the establishing au-
thority, are able to remain at the strategic level, 
while detailed operational-level staff work 
and tactical application is completed and ex-
ecuted between ACO subordinate commands.  

• To accomplish the intent of the supported 
command, the supporting commander deter-
mines the best use of their assigned combat 
power to conduct the required tactical actions 
to achieve the desired effect.
 
• When applied correctly, SSI enhance unity 
of effort and synergy across SACEUR's area of 
responsibility by applying the principles and 
philosophy of mission command.

SSI embrace the emphasis placed in AJP-5 on 
parallel and collaborative planning activities to 
harmonize plans across all levels.5 Collabora-
tion, across all ACO commands, enables mu-
tually supportive, compatible, and whenever 
possible, concerted planning. To maximize the 
benefits of SSI, each leader must complete their 
roles and responsibilities in a timely manner. 
Once the establishing authority nominates and 
provides the purpose for each support rela-
tionship, the desired effect, and priorities, the 
supported and supporting commands work 

together to achieve the desired effect. 
Supported and supporting commands 

accomplish the desired effect through direct 
interaction in accordance with the SSI terms 
and conditions determined by the establish-
ing authority. With no direct authorities over 
supporting commanders, both parties (sup-
ported command and supporting command) 
should develop technical arrangements prior 
to execution that state requirements by each 
participant, coordinating instructions, and 
contingency considerations. When SSI dis-
agreements occur, the establishing authority 
resolves or arbitrates issues, oftentimes via pri-
oritization of assets and additional direction 
and guidance.

Deciding to Use SSI

Throughout the competition continuum, 
NATO will decide on the most appropriate C2 
structure that embraces the fundamentals of 
C2 and mission command, and optimizes flex-
ibility of NATO resources. C2 structures are 
determined based on various things such as 
the nature of the conflict, mission, geography, 
and force composition requirements. 

Command at the strategic level is com-
plex and challenging, particularly when oper-
ating in an alliance or multinational coalition. 
To mitigate these challenges SSI can be used as 
a means to promote mission command and in-
stil unity of effort. SSI are particularly benefi-
cial when mission or geographic requirements, 
or limited resources, prevent a commander 
from task organizing one or more all-domain 
joint task force(s) (JTF). When a single all-
domain JTF is an appropriate C2 structure for 
the mission, SSI are not required and should 
not be used.

When deciding to use SSI, various sup-
ported and supporting commands will likely 
be assigned throughout a NATO operation. 
It is possible that multiple NATO commands 
will be both a supported and supporting com-
mand during distinct portions of an operation 
and across geographic regions, due to the size 
of SACEUR's area of responsibility (AOR). In 
other words, it is possible that one ACO com-
mand could be a supporting command  in one 
geographic area, but also be the supported 
command for a separate strategic effect. When 
this occurs, SSI roles and responsibilities do 
not change. 

It is incorrect to assume that command-
ers, who own battlespace, will always be the 
supported command in their assigned joint op-
erations area (JOA). Although this may be ap-
propriate at times, supported commanders are 
assigned based on the best-suited headquarters 
to plan, coordinate, and synchronize all the ac-
tivities required to achieve the desired effect(s). 

Below are some fictitious examples that il-
lustrate different ways an establishing authority 
could direct SSI during a military operation.

Example 1: To accomplish military strategic 
effect (MSE) — freedom of navigation across 
the AOR ensured, SACEUR, as the establishing 
authority, determines that the Allied Maritime 
Command (MARCOM) is the best-suited sup-
ported command due to their expertise in the 
maritime domain. In this particular example, 
JTF-South is assigned as a supporting com-
mand because one of the geographic priorities 
regarding freedom of navigation for SACEUR 
is located in JTF-South's JOA. SACEUR thus 
assigns Commander JTF-South operational 
control (OPCON) of the anticipated force ca-
pability requirements to accomplish their por-
tion of the MSE (see Figure 1, p: 34). 

Example 2: To accomplish MSE — adversary 
anti-access/area denial (A2/AD) systems de-
graded, SACEUR, as the establishing authority, 
determines that JTF-North is the best-suited 
supported command due to the limited scope 
of the conflict and location of adversary A2/AD 
systems in JTF-North's assigned JOA. SACEUR 
assigns Allied Air Command (AIRCOM) as a 
supporting command because many actions 
required to achieve the MSE take place in the 
air domain. SACEUR assigns Commander 
AIRCOM OPCON of the anticipated force ca-
pability requirements to accomplish their por-
tion of the MSE (see Figure 2, p: 34).

In both examples, the established SSI remains 
in place until the MSE is accomplished or the 
establishing authority provides new direction 
and guidance. The next examples illustrate two 
C2 structures that provide feasible SSI options 
to SACEUR (see p: 35).

MULTI-DOMAIN COMMAND AND CONTROL
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Exercise DYNAMIC MARINER.  
Photo by MARCOM
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Example 3 - Regional Model: In this fictious 
training scenario, NATO is confronted with a 
state of crisis. To combat the crisis, SACEUR 
establishes one JTF with a regionally focused 
JOA. The JTF requires an all-domain joint 
force to achieve their directed mission; how-
ever, SACEUR wants to retain a centralized 
approach in the air domain due to other pri-
orities within the AOR. SACEUR, as the es-
tablishing authority, designates the JTF HQ as 
the supported command with AIRCOM as a 
supporting command. AIRCOM establishes a 
component command to best support the JTF 
HQ but retains command authority over its 
assigned forces. The SSI succeeds because the 
establishing authority provides clear purpose 
and priorities, the supported commander pro-
vides intent and direction and guidance to the 
supporting commander, who in turn clearly 
states the force capability requirements they 
need to achieve the desired effect and mitigate 
risk (see Figure 3, p: 35).

Example 4 - Mission-Specific Model: A limit-
ed-duration contingency operation is occurring 
in SACEUR's AOR. A JTF is assigned to com-
mand and control the operation and is granted 
command authorities in the land domain over 
ground and sustainment forces. However, the 
JTF still requires operational effects in all do-
mains to achieve the mission. SACEUR, as 

the establishing authority, assigns the JTF HQ 
as the supported command and directs MAR-
COM, AIRCOM, and NATO Special Opera-
tions HQ as supporting commands. Assigned 
TCCs establish a component command to best 
support the JTF HQ but retain command au-
thorities over their assigned capabilities. The 
SSI roles and responsibilities do not change due 
to the nature of this mission; all headquarters 
assigned to support this contingency mission 
must work together to achieve unity of effort. 
For the JTF HQ, liaison officers from each sup-
porting command are pivotal to ensure the sup-
ported command can properly plan, coordinate 
and synchronize all the activities needed to ac-
complish the mission (see Figure 4, p: 35).

SSI Key Conclusions

• SSI are not a command relationship. Sup-
ported and supporting commanders have 
no authority over each other. SSI are mutual 
interrelationships, directed by an establish-
ing authority, for a specific contingency or 
mission and designed to be limited in scope, 
time, space, and purpose. Conflicts of interest 
should be resolved through joint mechanisms 
at the supported commander's level or by the 
establishing authority.  

• SSI should not be confused with the desig-
nation of a main effort, although this is often 
the case. SSI establishes the interrelationships 
between SHAPE, JFCs, TCCs, and functional 
commands, while the "main effort" provides a 
focus for activity that a supported commander 
considers crucial to the success of their mission.6 

• NATO established SSI to flatten traditional 
C2 structures. SSI headquarters must work 
together. All commands participate in the 
preparation of the plan and coordinate with 
each other across geographic and functional 
boundaries to achieve synergy. Liaison officers 
play a pivotal role during planning, coordina-
tion and synchronization activities.

Supporting 
Command

SACEUR

MARCOM

Establishing 
Authority

Supported 
Command

JTF-South

Supporting 
Command

SACEUR

AIRCOM

Establishing 
Authority

Supported 
Command

JTF-North

• States desired effects (Why) 
• Assigns forces and resources 
• Directs priorities 
• Delegates authorities 

• States desired effects (Why) 
• Assigns forces and resources 
• Directs priorities 
• Delegates authorities 

• Provides intent 
• Provides general direction (When and Where) 
• Designates and prioritizes missions, targets and actions 
• Directs coordination and synchronization

• Provides intent 
• Provides general direction (When and Where) 
• Designates and prioritizes missions, targets and actions 
• Directs coordination and synchronization

• Based on the intent and desired effect 
• Determines capability requirements 
• Determines employment concept 
• Determines How and with What assigned capability

• Based on the intent and desired effect 
• Determines capability requirements 
• Determines employment concept 
• Determines How and with What assigned capability

Figure 1  
MSE: Freedom of navigation across AOR ensured

Figure 2  
MSE: Adversary A2/AD systems degraded



      The Three Swords   38/2022   35   

ENDNOTES 

1 Charles Q. Brown Jr., "Developing Doctrine for the 

Future Joint Force: Creating Synergy and Minimiz-

ing Seams" (The Walker Papers No. 3, Air University 

Press, September 2005), 11.

2 See e.g. Allied Joint Doctrine (AJP-1), Edition E Ver-

sion 1 (February 2017); Allied Joint Doctrine for the 

Conduct of Operations (AJP-3), Edition C Version 1 

(February 2019); Allied Joint Doctrine for the Planning 

of Operations (AJP-5) Edition A Version 2 (May 2019). 

3 AJP-3 Allied Joint Doctrine for the Conduct of Opera-

tions (AJP-3) Edition C Version 1; February 2019, 1-40.

4 Allied Joint Doctrine (AJP-1) Edition E Version 1; 

(February 2017, 5-1).

5 Allied Joint Doctrine for the Planning of Operations 

(AJP-5) Edition A Version 2; May 2019, 2-5.

6 Comment derived from consultation with General 

James Everard (Retired), Lead Senior Mentor (NATO 

Senior Mentor Programme), August 11, 2022.

MULTI-DOMAIN COMMAND AND CONTROL

• The supporting command must clearly under-
stand the supported command's mission, the 
desired effect, and the supported commander's 
intent. It is incumbent on the supported com-
mand to provide this information to ensure 
task accomplishment. Likewise, the supported 
command requires knowledge of the support-
ing command's capabilities and limitations.

• SSI are recommended when mission require-
ments, the size and scope of the AOR, and 
scarce resources prevent SACEUR from task 
organizing a single all-domain JTF. When this 
occurs, assigning supported and supporting 
commands provides the establishing authority 
with the greatest flexibility and likelihood of 
achieving strategic effects.

• SSI are not recommended when a JTF com-
mander maintains sufficient command au-
thorities and assigned joint and multi-domain 
forces to accomplish a mission. In this situa-
tion, commanders should use the orders pro-
cess, and their authorities, to task subordinate 
forces and use "main effort" and "supporting 
efforts" to distribute combat power and pro-
vide clarity across the JTF they command. 

Summary

Complexity throughout SACEUR's AOR will 
continue to grow in the future. To meet this 
challenge, it is crucial for NATO to consider 
how to best train ACO commands to operate 
across the AOR, and in multiple JOAs, with the 
optimal C2 structure. One option is to grow 
NATO exercises in scope and scale to increase 
Alliance and national military HQs' ability to 
handle anticipated complexities. 

Another less demanding option is to cre-
ate key leader and staff training events to foster 
C2 proficiency across a headquarters. The value 
of staff officers who know the fundamentals of 
C2 and understand how to create flexible C2 
structures cannot be overstated. SACEUR will 
likely continue to use SSI as a means to rein-
force mission command and develop tailorable 
C2 solutions and strategic options to achieve 
strategic effects. However, observations indicate 
that JTF HQs may benefit from further clarify-
ing the purpose and role of SSI in commanding 
and controlling operations.    Therefore, greater 
clarity and attention must be a focus in doctrine 
and strategic directives to SSI. 

In the lead-up to STEADFAST JUPITER 
2023, an ambitious NATO exercise that will 
challenge all training audiences, participants 

must mitigate C2 challenges and misunder-
standings through professional development 
to create a proficient understanding on C2 re-
lationships, authorities, and how NATO estab-
lishes unity of effort across the Alliance. 

Figure 3: Regional Model
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MULTI-DOMAIN  
OPERATIONS IN AN  
URBAN ENVIRONMENT
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The most likely and most dangerous environment for future NATO operations 
will be the urban environment. It includes three layers — the physical, 
information, and human system — and heavily influences the emerging 
principles of multi-domain operations. The multi-domain NATO forces of the 
future must understand the urban environment, adapt quickly to the conflict, 
and continuously coordinate cross-domain fires to gain an advantage over 
the adversary. This article summarizes some of the key ideas of the Multi-
Domain Operations in an Urban Environment concept.

IN

PREVIOUS PAGE: (Clockwise) Cybersecurity 
photo by Tudor Jelescu; a multimedia display of 
news; tsunami at Fukushima, photo by Fly_Dive/
Shutterstock; Norwegian CBRN exercise, photo by 
Norwegian Armed Forces; torched vehicle during a 
demonstration; a special operations exercise, photo 
by Norwegian Armed Forces

THE NEAR FUTURE, one of NATO's biggest 
challenges will be to comply with the prin-
ciples of multi-domain operations (MDO). 
The emerging concept seeks to respond to in-
tensified hybrid, asymmetric, and grey-zone 
challenges by taking joint force cooperation to 
a higher level and expanding it with two new 
operational domains: cyberspace and space. In 
this concept, the use of military force is much 
more rigorously coordinated, using diplomat-
ic, information and economic instruments of 
power. The purpose of the MDO in an Urban 
Environment concept development is to ex-
plore the application of the still-developing 
MDO principles for a highly specialized (ur-
ban) operational environment.

Out of the possible special environ-
ments (urban, desert, low mountains, high 
mountains, jungle, arctic), operations in popu-
lated settlements are of outstanding political, 

strategic, informational, and infrastructural 
importance. Half of the world's population 
lives in urban environments. Because cities 
have mostly grown near valuable natural re-
sources and/or transport hubs, their economic 
importance is huge. In addition, they often 
hold symbolic value.

In megacities in developing countries, 
competition for scarce resources is intensify-
ing due to climate change, and the daily dis-
ruption of already overladen public services 
and infrastructure in a congested urban envi-
ronment keeps the population in turmoil. The 
cultural, religious and linguistic frictions of the 
diverse populations of the densely populated 
cities cause constant tension, which manifests 
in riots at times. Dysfunctional municipalities 
engage in a hopeless bureaucratic fight against 
corruption, while the military, militia, police 
and volunteer police forces (often using illegal 
means) fight against organized crime. Amid 
the chaos, terrorists, cybercriminals and crim-
inal organizations easily hide their activities. 

One need only recall near-past opera-
tions in an urban environment to understand 
the importance of military operations in popu-
lated areas, and their complexity due to their 
different sizes and nature. Such operations 
include peacetime military engagement (e.g. 
nuclear emergency response in Fukushima in 
2011; natural disaster relief in New Orleans af-
ter Hurricane Katrina in 2005), peace support 
(Mogadishu in 1993) and security (Kabul from 
August 2001 to 2021) as well as high-intensity 
warfighting (Baghdad in 2003). In such a wide 

range of military operations, personnel from 
NATO and partner countries have evacuated 
military personnel as well as non-combatants; 
assisted in stabilization and reconstruction; 
provided humanitarian aid; contributed to 
peace support; fought against criminals, ter-
rorists and insurgents; and faced natural and 
industrial disasters.

Headquarters Supreme Allied Com-
mander Transformation (HQ SACT) has been 
developing urbanization concepts and their 
military implications since 2014, with the 
overall aim of developing a comprehensive 
(strategic, operational and tactical) theoretical 
framework both for the use of military forces 
in peacetime and for high-intensity warfare. 
The overarching capstone concept "Joint Mili-
tary Operations in an Urban Environment",1 
delivered at the end of 2018, was developed 
in close cooperation with a large community 
of interest, including national experts, NATO 
centres of excellence, academia, and interna-
tional organizations. These recent efforts pro-
vide operational concepts to bridge any gap 
between the evolving urbanization capstone 
concept and doctrine.

The Urban Environment

The concept development team, of which I was 
a member, began by exploring the terminology 
and concepts of inhabited settlements. Our re-
search did not produce many results, as there is 
no NATO accepted terminology on the urban 
environment, and the definitions used by other 

►►►
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NATO MADRID SUMMIT DECLARATION  
 
(12) Climate change is a defining challenge of our 
time with a profound impact on Allied security. It is 
a threat multiplier. We have decided on a goal to 
significantly cut greenhouse gas emissions by the 
NATO political and military structures and facilities, 
while maintaining operational, military and cost 
effectiveness. We will integrate climate change 
considerations across all of NATO's core tasks.

https://www.nato.int/cps/en/natohq/official_texts_196951.htm
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sciences (e.g. geographical, civil public law, pub-
lic administration, architecture) are of little rel-
evance from a military point of view. Instead of 
making a new definition, we therefore restricted 
ourselves to circumscribing the concept of the 
urban environment (UE). For the purposes of 
the study, a UE is a "system of systems", a net-
work of interconnected complex systems com-
posed of four layers: physical system, informa-
tion system, human system, and resilience.

I. Physical System

The physical system of UE is made up of the 
geographical environment and the system of 
three-dimensional buildings. The geographi-
cal environment is the topography, the soil, the 
climate and the hydrography of the city, fun-
damentally determining the structure, archi-
tecture and vulnerability of the UE as well as 
the likelihood of natural disasters. The artificial 
environment of the urban area greatly over-
rules the geographical environment: It changes 
its climate and terrain, eliminates the original 
flora and fauna, and transforms the threat of 
disaster, though it cannot eliminate basic geo-
graphical features. For instance, an extensive 
dam system may provide sufficient protection 
against annual floods, but is of no use against 
a rarer and more severe tsunami or tide (e.g. 
New Orleans, Fukushima). Mexico City is an 
urban environment built on human alterations 
to the geography: The Aztec city Tenochtitlan 
originally occupied a prominent island in a 

shallow lake, which was later drained and the 
megalopolis Mexico City built in its place. Due 
to the solidification of underground clay lay-
ers, the city sinks 50 centimetres every year, 
increasing its vulnerability to earthquakes.

Three-dimensional human-made struc-
tures are the underground (basements, tun-
nels, canals), the surface (single-storey houses, 
streets, roads, parks, dams, embankments, 
monuments) and above-ground (multi-sto-
rey houses, power lines, overpasses, bridges) 
build-ups, which together form the material 
structure of the urban environment. This en-
vironment, with a visibility and range between 
five metres and five kilometres, poses a fun-
damental challenge to intelligence, surveil-
lance, target acquisition, and reconnaissance 
systems: Walls and roofs make it difficult to 
acquire visual or technological information, 
and allow large-scale formations and extensive 
manoeuvres to remain hidden.

Districts are usually distinguished by 
the purpose and structure of the characteris-
tic buildings there: historic district, business 
and financial centre, heavy and light indus-
trial district, high and low population density, 
slum, underground district, etc. In the planning 
phase of operations, the structure of the urban 
environment must be taken into account: How 
dense are the buildings; of what material do they 
consist? How penetrable are the walls? Are roofs 
suitable for helicopter landing? Which type of 
road network is in place; how wide are the roads 
and are they negotiable by military vehicles?

The visual representation of information 
is also a challenge, as the traditional two-di-
mensional representation of the built-up envi-
ronment does not reflect the typically three-di-
mensional operations of urban combat. The 
interiors of tall and large buildings cannot be 
displayed either, so command and control at the 
operational and tactical levels require alterna-
tive visual assistance such as aerial and ground 
photographs, videos, three-dimensional mod-
els, Google Street View, or augmented and vir-
tual reality. Command and control in an urban 
environment is further complicated by the high 
operational tempo in the air, cyberspace and 
space domains, which leaves limited options for 
obtaining, processing and visualizing real-time 
information about activities and capabilities.

The most significant and populous cities 
were built primarily on the banks of rivers or 
seas, or at the confluence of the two, at huge 

estuaries. The ports of such cities are of para-
mount importance as hubs between sea and 
land transport routes. Ports generally connect 
important industrial areas with global trade 
sea routes, so countries prioritize their protec-
tion and cyber security. Port infrastructure is 
also extremely vulnerable, and important for 
the sustainment of urban operations.

Attacks on civilian infrastructure are ad-
missible under international humanitarian law 
and the law of armed conflict only if its purpose, 
nature, or location is of military significance 
and their acquisition, destruction or neutraliza-
tion has a tangible military advantage. Even this 
is tempered by the principle of proportionality, 
which establishes that any collateral damage 
must not be excessive in relation to the concrete, 
direct military advantage anticipated from the 
attack. Certain buildings of religious or cultural 
value, or critical infrastructure essential for 
the supply of the civil population, enjoy spe-
cial protection status. The layers of transport, 
information, education, health, law enforce-
ment, drinking water supply, sewage and waste 
management, finance and economics, etc. and 
their infrastructural systems also belong to the 
physical system. Their continuous operation 
has a great impact on the human population 
of the city.

II. Information System

The information system of urban environments 
refers to the information infrastructure and the 
mass of information users, their interactions, 
their behaviours, and changes in their behav-
iour. Due to cities' well-developed information 
systems, the NATO forces are monitored and 
recorded at every step. Even the slightest mis-
take or misinterpreted activity might be pub-
lished online in real time and draw thousands of 
social media comments from the international 
public. This possibility must be taken into ac-
count in all operations, from peacetime military 
engagement to warfighting. Cyberspace is the 
"high ground" to achieve direct effects in the 
cognitive domain; therefore, it should be never 
left without control. If an adversary builds up a 
"bridgehead" in this domain, they may achieve 
initiative to influence the local population. 
Their arsenal in cyberspace ranges from criti-
cal comments on real news portals to website 
defacement, deepfake videos and entirely fake 
news websites or news streaming.

EXTRACT FROM
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traditional military approach (enemy-centric 
and area-dominant) to urban operations has 
ignored how operations generally exacerbate 
the situation of the human system and cause a 
number of problems that cannot be addressed 
using traditional military thinking. In order to 
enhance the city's security, its resilience must 
be enhanced and protected. Ignoring urban 
resilience will result in further conflicts and 
problems to address, and ultimately in failure 
of the operation. 

An experiment previously led by HQ 
SACT3 has found 12 aspects that must be con-
sidered in resilience assessment: government 
legitimacy; government capacity; rule of law; 
effective security system; civil society organi-
zation; provision of essential services; liveli-
hood and economic security; quality of labour 
force; social cohesion; ability to reconcile; per-
ceived safety and security, and quality ecosys-
tem services.

To evaluate the urban environment and its 
different parts according to the criteria above, 
a separate core element of appropriate ex-
perts must be developed; this element is called 
"green cell" in the capstone concept. The green 
cell obtains the necessary information through 

►►►
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The development of digital technology 
will increasingly result in "smart cities", within 
which the infrastructure listed in the previous 
section is interconnected to ensure a sustain-
able, prosperous, and inclusive future for the 
populace. Cities around the world will have fi-
nancial, commercial, and thousands of other in-
formation and cultural connections. However, 
this results in a serious exposure to cyberattacks 
as well as failure or destruction of the network 
infrastructure. The impact of such breakdowns 
in cities' information systems may not only be 
local but also global. Examples of cyberattacks 
include data leaks, distributed denial-of-service 
(amplification) attacks, blocking news sites and 
attacks on logistics systems.

III. Human System

The UN estimates that more than half of the 
world's population already lives in cities, and 
this percentage will continue to increase in the 
future. The human system is what fundamen-
tally distinguishes the urban environment from 
other operating environments (desert, moun-
tain, jungle, arctic). The human system includes 
the population, the social, political-adminis-
trative and other institutional (economic and 
cultural) subsystems. Furthermore, the human 
system includes the continuous interactions of 
humans and the flow of people, services, goods, 
and vehicles within the city, between suburbs 
and other closely related conurbation.

In the urban environment, inequali-
ties impacting minorities and women often 
worsen during times of crisis and conflict. 
Such grievances preserve the conflict and form 
a basis for further violence for a long time. In 
order to understand the human rights aspect 
of the human system, the gender and minority 
situation of the society must be analysed and 
assessed in detail with particular attention to 
the situation of the most vulnerable disabled 
or sick patients, the injured, the elderly, refu-
gees, women, adolescents, children, lesbians, 
and gay, bisexual and transgender people. The 
majority of the urban population is non-com-
batant. Every effort must be made to minimize 
the operations' impact on their daily lives and 
to keep the inevitable harm to a minimum. 

An urban environment densely equipped 
with security cameras, various sensors, and 
communication systems such as internet and 
mobile phone networks can provide a huge 

amount of information. This wealth of data 
may currently seem impossible to monitor, 
evaluate and turn into intelligence, but future 
disruptive technologies will utilize artificial 
intelligence and machine learning to process, 
store and analyse patterns of population move-
ment, detect unusual changes, identify faces and 
compare them across databases, identify trends, 
criminals, terrorists, extremists and other dan-
gerous individuals. Following the same logic in 
the cyberspace domain, monitoring and analy-
sis of social media content will allow operations 
commanders to detect changes in public per-
ceptions and sentiments, and to launch a timely, 
effective information operation to communi-
cate the NATO narrative.

IV. Resilience

Understanding, assessing and using the city's 
resilience is of paramount importance to 
NATO operations. The resilience2 of a city 
means the ability of individuals, communities, 
institutions, infrastructure, and economic and 
financial enterprises to survive, adapt and fur-
ther develop in the event of chronic stress or an 
acute shock. The resilience concept is valid in 
the event of a natural disaster or military con-
flict and can be applied to both the human and 
physical layers of the urban environment. The 
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“NATO MDO  
forces will be 

capable of high-
intensity combat, 
law enforcement, 

humanitarian 
operations and 

military advisory 
operations.”              

ABOVE: Chemical, biological, radiological and nuclear 
(CBRN) hazard technicians. Photo by NATO

its network of contacts and keeps it up to date. 
The purpose of the cell is to identify civilian 
factors of operational significance.4 They li-
aise with NATO civil-military cooperation 
(CIMIC) units; leaders of the local armed forc-
es and law enforcement agencies; influential 
economic, financial and political leaders; rep-
resentatives of local society and refugees; lead-
ers of governmental, non-governmental and 
international organizations; and journalists.

The urban environment is particularly 
attractive to the adversary seeking to neutral-
ize NATO's technological superiority, to create 
uncertainty about their own role, to hide their 
own involvement and interests, and to remain 
on the brink of war. Such adversaries finance 
proxy forces, mercenaries, criminals, terror-
ists, insurgents, extremists, religious fanatics 
and dissidents who can set up their political 
and/or armed struggle below the threshold of 
what would constitute civil war, thus blocking 
international military aid. Consequently, the 
urban environment is a great terrain for actors 
pursuing asymmetric and hybrid warfare.

Enemy forces moving within the flow of 
the human system cannot be attacked as they are 
difficult to identify. The city provides inexhaust-
ible opportunities for them to hide, to disguise 
their activities. During their manoeuvres, they 

wear no distinctive signs or uniforms, conceal 
their weapons, use public transport to relocate, 
and and set up bases in protected buildings, 
hospitals, schools and residential buildings, 
attacks on which are prohibited both by inter-
national law and NATO rules of engagement. 
Their weapons and explosives (e.g. improvised 
explosive devices from chemical fertilizers) and 
other (dual-use) technical devices (e.g. UAVs) 
can be obtained directly from civilian trade. 

Irregular forces in the urban environ-
ment form a flexible, modular organization, 
and their command and control is organized 
along a decentralized, so-called herd intelli-
gence, also known as swarming. Such forces 
adapt quickly to changing circumstances, are 
highly resilient (able to perform tasks even if 
one or more members fail), self-organizing 
(the units need no supervision or command 
and control centre), and self-coordinating.

Future NATO Operations  
in an Urban Environment

 
NATO's operations must adapt to the chal-
lenges of the urban environment even at the 
planning phase. In urban environments, the 
borders between the strategic, operational 
and tactical levels are almost blurred because 
military operations must be coordinated with 
other instruments of power (diplomatic, eco-

nomic, informational, etc.) that are not at 
operational commanders' disposal. This chal-
lenge to the planning process requires coor-
dination between the different levels, unity of 
command through a common understanding 
of strategic objectives, and realization of a new, 
higher level of mission command philosophy.

Multi-domain operations (MDO) in an 
urban environment will naturally be land op-
erations, but both adversarial parties will also 
seek to acquire the other domains. NATO op-
erations should therefore be extended to all five 
domains of operation (land, sea/riverine, air, 
space and cyberspace). Cyberspace is the high 
ground, so it is critical to dominate this domain 
and, through it, the information layer of the ur-
ban environment. This results in decisive influ-
ence on the human system. 

NATO must prepare for and accept that 
MDO will be a long-standing ongoing rivalry, 
a constant cycle of competition and struggle 
throughout the full spectrum of the conflict, 
from peacetime engagement to warfighting. 
The nature of the conflict may vary over time 
and through space, from one urban district to 
another, from peaceful coexistence, through 
irregular warfare, to traditional wars between 
states. The conflict may escalate to a higher level 
without transition and then return to a lower 
level. The level of competition will be difficult 
to predict and will vary in different areas, so 
NATO will have every reason to use military 
forces whose action can be fine-tuned to the 
level of violence in the crisis. The key to MDO 
command and control is automated connec-
tivity and information sharing at the highest 
possible speed, in real time, connecting every 
sensor and weapon system available in the five 
domains and enabling the synchronization of 
cross-domain effects. 

MDO require effective decision-mak-
ing, for which NATO forces need an accurate 
understanding of all three layers of the urban 
environment, as well as the adversary and the 
conflict itself. NATO MDO forces will be ca-
pable of high-intensity combat, law enforce-
ment, humanitarian operations and military 
advisory operations alike. They must be able 
to operate independently for a prolonged time, 
secure their own supplies, disaggregate if they 
find themselves overwhelmed by enemy forces, 
aggregate independently, reorganize, and per-
form manoeuvres and fires in three physical 
dimensions. They will be capable of cross-do-
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main (joint) cooperation and coordination with 
other MDO units in the absence of command 
and control, but they will also be suitable for 
civil-military interaction and cooperation with 
the host nation's armed forces, law enforcement 
agencies, and local supporting militias.

The support of the urban population and 
the influence of the human system are essen-
tial for the success of MDO. In order to secure 
influence, NATO troops must be in constant 
contact with the actors, audiences and organi-
zations that are vital to the administration and 
management of the city. In summary, the NATO 
multi-domain forces will be able to understand 
the urban environment and adapt quickly to the 
conflict, and they will be able to continuously 
coordinate cross-domain fires and thus gain an 
advantage over the adversary.

Multi-Domain Operations 
Command and Control  

The most important factor in the command 
and control (C2) of MDO in the UE is the 
speed of the forces. Shortening the decision 
cycle and sharing the information at the high-
est possible speed is crucial in securing NATO 
forces' superiority of information and leader-
ship. The key to future leadership in an urban 
environment is the integration of intelligence, 
surveillance, and C2 systems: the fully auto-
mated, computerized C4ISTAR5 system. This 
network system ensures that command has 
direct access to all intelligence provided by 
the unified systems through a computer net-
work, and can use this intelligence in plan-
ning and execution, which will pave the way 
for the next-generation C5ISR6 system. In the 
course of the C2 cycle, it is also necessary to 
cope with the processing of huge amounts of 
data and the cognitive overload experienced 
by staff. Revolutionary technological develop-
ments will eventually provide the solution: Ar-
tificial intelligence and machine learning will 
facilitate the analysis and extraction of the vast 
amount of incoming data, interpret it, and sup-
port decision-making processes with analysis, 
pattern recognition and predictions.

• Decentralized C2: The command posts of 
the future is a series of tiny, decentralized cells 
in constant motion, always connected to each 
other, but with as little physical and electro-
magnetic radiation as possible.

• Communication and Information Systems: 
The communication required to control and 
coordinate the activities of NATO MDO forces 
must not rely on traditional CIS, but on alter-
native procedures and tools. These may include 
existing civilian systems and infrastructure 
(landlines and mobile phones), or secondary 
use of police, rescue or fire department systems. 
When using civilian systems, their reliability, 
security and the protection of information must 
obviously be ensured. In addition to the satellite 
communications available to NATO members, 
cheaper ground and airborne communications 
relays may facilitate communication in a con-
gested environment (such as autonomous, ro-
botic, stratospheric balloons and airships).

• Manoeuvre: Multi-domain forces trained 
and specially equipped for urban combat7 carry 
out their activities in a dispersed, independent 
manner, within the framework set by the opera-
tion commander, knowing the strategic objec-
tives and the desired end state. 

• Planning: Operational plans should be rigor-
ously reviewed and tested through red-team-
ing, wargames, and modelling and simulation. 
Wargames will be supported by artificial in-
telligence in the future. Several experiments 
within a short timespan will help staff under-
stand the secondary and tertiary effects of the 
operation in all three dimensions (cognitive, 
virtual, physical) and in all four layers of the 
urban environment (physical, information, 
human, and resilience).

Conclusion

In this article, I have sought to summarize the 
key features of future MDO in one of the most 
challenging environments in modern warfare. 
The most important requirement for these 
operations to succeed, however, will be the 
change in command culture. Commanders of 
the future must move beyond service-focused 
activity, and predetermined timelines and 
deliberate, sequenced activities if they are to 
adapt to the uniqueness of the urban environ-
ment. This cultural shift will be required at all 
levels of command and will demand an adop-
tion of "extreme mission command". NATO 
forces must be prepared for constant compe-
tition and adapt to rapidly changing conflicts, 
synchronizing cross-domain fires to gain an 
advantage over the adversary. 

"The urban 
environment is a 
great terrain for 
actors pursuing 
asymmetric and 
hybrid warfare."
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STRATEGIC INSIGHTS

I
T IS SAID THAT the pen is mightier than 
the sword.1 Whether one agrees with the 
old adage or not, language is undeniably 
crucial to our work as warriors. In an Al-
liance of 30 nations, three of which use 
English as an official language, a common 

frame of reference is necessary for Allied mem-
bers to understand concepts and fight together 
as a cohesive whole. A proper understanding 
of important warfighting terms in the Alliance 
facilitates the use of processes, whether they be 
doctrinal or experimental.

By practicing processes in military ex-
ercises directed by the Joint Warfare Centre 
(JWC), a NATO military headquarters gains 
the experience and understanding necessary 
to prepare and conduct an operation or fight 
a war. A NATO headquarters' ability to adapt 
the sequencing of joint force manoeuvres at a 
multi-corps and equivalent scale and, where 
necessary, apply sufficient lethal force in the 
form of joint fires, is among the processes that 
make up the core of military force-on-force 
warfighting with a near-peer competitor. 

Since the North Atlantic Council 
(NAC)-directed NATO Command Structure-

Adaptation (NCS-A), which occurred in 2018, 
the function of joint fires and joint specialty of 
joint targeting in NATO have been theoretical-
ly practiced across the Alliance headquarters 
under the umbrella term "joint effects".2 

This article will describe how joint ef-
fects and associated key operational terms relate 
within the Alliance. This includes the following 
terms: military response options, flexible deter-
rent options, operational effects, multi-domain 
operations, campaign synchronization, and 
joint synchronization. We will explore these 
select terms to better understand them in their 
NATO usage and see that a common under-
standing of terms benefits the Alliance. 

Joint Effects Versus  
Operational Effects

The term "joint effects" should not be confused 
with "operational effects". Joint effects is a con-
cept that was introduced into NATO through 
NCS-A in 2018. The resulting policy of joint 
effects theoretically consolidated the fields of 
joint targeting, joint fires, cyber, lawfare, stra-
tegic communications (StratCom), and elec-

tronic warfare.3 Some NATO headquarters, 
including Supreme Headquarters Allied Pow-
ers Europe (SHAPE), reorganized their staffs 
to incorporate personnel in those fields into a 
joint effects branch.   

"Operational effects" are different. These 
are effects that are determined and defined as 
part of the NATO comprehensive operations 
planning process (COPP) and described in 
Allied Joint Publication 5 (AJP-5) on Allied 
operations planning and in Allied Command 
Operations' Comprehensive Operations Plan-
ning Directive (COPD), currently version 3. 

Now let us look at a term used in Exer-
cise STEADFAST JUPITER 2021: flexible de-
terrent options (FDO).

Military Response Options 
Versus Flexible Response 
Options/Flexible Deterrent 
Options  

The term "response options" is mentioned 
once in AJP-5, at which point the reader is re-
ferred to the COPD.4 At the time of publication 
of the latest AJP-5 (2019), the COPD in use by 
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headquarters under Allied Command Opera-
tions was version 2. Version 3 of the COPD, 
the latest version, was published in 2021. Both 
versions describe "military response options" 
(MRO). The term MRO was also found in the 
Allied Administrative Publication 15 (AAP-
15), the NATO glossary of abbreviations, 
which was recently integrated into the NATO 
terminology database NATOTerm. 

MRO are part of the NATO crisis re-
sponse planning Phase III process, and they 
are tasked by the NAC.5 The term "flexible 
deterrent options" (FDO) is different; it is a 
national term from U.S. joint doctrine. The 
latest U.S. doctrine on joint planning, the U.S. 
Joint Chiefs of Staff 's Joint Publication 5 (JP-
5), describes FDO and a related and similar 
term, "flexible response option" (FRO). An 
FDO is preventative, while an FRO is puni-
tive.6 Though the terms come from U.S. na-
tional military doctrine, the information in 
JP-5 is certainly useful to NATO planners in 
stimulating planning ideas for NATO military 
response options. However, the context for 
FDO/FRO examples relies heavily on U.S. gov-
ernment terms with which not all NATO staff 
officers will be familiar. 

Campaign Synchronization 
Versus Joint Synchronization

"Campaign synchronization" is not found in 
any current NATO doctrinal documents.7  The 
term "campaign" was found in AAP-6 and is in 

AAP-39; it is a NATO Agreed term.8 "Joint syn-
chronization" is not found in NATOTerm, but 
the terms "joint" and "synchronization" are both 
found in NATOTerm as standalone term en-
tries. The former is referenced as an AAP-6 and 
AAP-39 entry. "Joint" is a NATO Agreed term, 
while "synchronization" is a NATO adopted 
term. The latter is defined in NATO publica-
tions in intelligence or science and technology 
contexts, but not in the context of joint opera-
tions at large. However, both synchronization 
concepts are used colloquially by NATO head-
quarters' staff officers. In the past, they have 
been used interchangeably in different contexts. 

Discussions resulting from the publica-
tion of the Joint Analysis and Lessons Learned 
Centre (JALLC) Joint Fires Study in May 2021, 
as well as increasing appreciation of the value 
of exercising operational planning within 
NATO's various commands and headquarters 
since 2017, prompted SHAPE staff to analyse 
what the term "campaign synchronization" 
should mean. Given the NATO definition of 
the term "campaign" as including "several op-
erations", SHAPE staff have leaned towards 
considering and eventually obtaining Alliance 
agreement of "campaign synchronization" as 
the synchronization of joint actions across 
multiple joint operations areas (JOAs). 

This is to be distinct from the idea that 
joint synchronization would then be under-
stood as synchronization of joint actions at the 
operational level by a joint headquarters within 
its own JOA. In both cases, the commander, 

whether SACEUR or a joint force commander, 
will need to be "told the story" by his or her staff 
about how "the fight is going". The fight, wheth-
er a "campaign" or an "operation", will be de-
veloping better than planned, as expected, or 
behind the planned timeline. This "campaign 
assessment" or "operational assessment" will 
be based (or at least should be) on "measures 
of performance" (MOPs) and "measures of ef-
fectiveness" (MOEs) linked to "operational ef-
fects" drafted by a staff operations planning 
team during their mission analysis, based on 
higher-echelon direction and guidance. 

Solutions and the Importance 
of NATO Interoperability 

A solution facilitating a better understanding of 
terminology is the use of NATO standardization 
agreements (STANAGs). In NATO, a STANAG 
is a document containing administrative infor-
mation regarding common usage of terminol-
ogy as agreed by member nations. These as well 
as the current AJPs are archived in the NATO 
Standardization Document Database.9 

One good example of the introduction 
of important terminology into NATO is Head-
quarters Allied Commander Transformation's 
(HQ SACT) current effort to define the con-
cept of "multi-domain operations" (MDO) in 
NATO. The efforts by HQ SACT staff to devel-
op an MDO concept for the Alliance is a step 
in the right direction. Critically, the first draft 
of the MDO concept describes the importance 
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conducted to achieve a strategic objective." From the 

NATOTerm database at https://nso.nato.int/natoterm/

Web.mvc, accessed 15 June 2022.

9 https://nso.nato.int. 
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of human capital, in addition to technology 
and processes, as an enabler for better think-
ing and execution of operations. 

When we think about NATO interoper-
ability, the discussion should be a holistic one, 
incorporating personnel as a component of 
interoperability, in addition to best practices 
and technological compatibility. The military 
personnel who fill the NATO duty positions 
come from 30 different nations, multiplied 
by the different national armed force services, 
however many they may be. Each country has 
different levels of experience and capabilities 
in joint operations. 

A common terminological reference is 
therefore important for the Alliance staff mem-
bers to be able to be interoperable. The NATO 
joint staff officer at a NATO Force Structure 
or NATO Command Structure headquarters 
should be able to understand what we mean by 
specific NATO-defined terms, even if they are 
not NATO Agreed terminology. Ultimately, 
common understanding of terms helps NATO 
interoperability, as does practicing operational 

planning from scratch (as opposed to merely 
refining or validating existing plans) and con-
ducting simulated warfare in a JWC-directed 
exercise "Phase IIIB" (execution) with a joint 
commander facing operational dilemmas. 

IS THE PEN truly mightier than the sword? 
As the world enters a new geopolitical era, we 
are bound to see that their might is inextrica-
bly linked. Our shared terminology, our pre-
cise and careful communication across borders 
and military services, is the sharpening steel 
that hones the Alliance's sword. Should we face 
direct threats on NATO soil, the decades of 
agreeing on terms and warfighting processes, 
as is currently happening with HQ SACT lead-
ing the way in defining multi-domain opera-
tions, as well as SHAPE with joint effects, will 
undoubtedly serve the Alliance well. 

Terms such as "flexible deterrence op-
tion", "multi-domain operations", "campaign 
synchronization", and "joint synchronization" 
need to continue to be defined (or simply 
defined in NATO in the case of "FDO") and 
incorporated into the NATO Terminology 
Programme. The individuals from our 30 Al-
lied nations must appreciate the might of the 
pen and write in the same language in order to 
fight and win. 

"When we think 
about NATO 
interoperability, the 
discussion should 
be a holistic one, 
incorporating 
personnel as a 
component of 
interoperability, in 
addition to best 
practices and 
technological 
compatibility."

BELOW: The JWC exercise planners supporting the  
vignette-based exercise portion of STEADFAST 
JUPITER 2022 for Supreme Headquarters Allied 
Powers Europe (SHAPE). Photo by SHAPE PAO
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I
N NATO, WARGAMING is in fashion. 
Almost every month, a NATO head-
quarters or nation announces either an 
initiative to set up a wargaming centre or 
expresses its requirements in this domain 
to other organizations. This increasing 

interest in wargaming is largely a good thing. 
It is a realization of the need to find pragmatic 
solutions to increasingly complex operational 
issues, and a corollary of the fact that the threat 
of large-scale wars against peer or near-peer 
adversaries is back and require serious analy-
sis. However, the very fact that "wargaming" is 
becoming shorthand for almost every kind of 
training exercise or brainstorming gives rise to 
some serious issues that could potentially over-
take the (many) benefits of wargaming as a staff 
tool. This article outlines the pitfalls of misus-
ing wargaming (the Ugly), the contrasting good 
steps to initiate a wargaming effort (the Good) 
and, finally, the best ways to achieve actionable 
output from a given wargame (the Better).

The Ugly: How to Ensure a 
Wargaming Project Will Fail

Wargames are very diverse in nature, depend-
ing primarily on the context, method and ex-
pected results. One of the worst first steps for 
any organization is to make an unspecified 
request for wargaming a problem or a poten-
tial solution, usually under unreasonable time 
constraints. Most of the time, this request 
stems from the need to check that a potential 

solution is workable. In that case, more often 
than not, wargaming is understood as a kind 
of elaborate brainstorming, or to use a phrase 
coined by wargame designers: a BOGSAT.1 In 
that case, there is little commitment from the 
headquarters on the topic that is to become a 
wargame and, as can be expected, the result 
will usually be underwhelming in terms of the 
apparent effort to create a reasonable product.

The opposite is even worse: There are 
many cases where a request for a wargame 
comes from a very committed organization, 
who mostly wants to use a wargaming step to 
vindicate a decision already made or course 
of action already chosen, but which needs the 
official "polish" of a wargame as a seal of ap-
proval. This, of course, can lead to catastrophic 
operational results by stifling critical thinking 
— a key element of the dialectic approach that 
is integral to wargaming.

There are other variants or aggravating 
factors. One variant is to expect valid results 
to a complex problem by utilizing a "wargame 
in a box".2 For the sake of saving time and fi-
nancial resources in design and development, 
an organization may take the easier route of 
using a pre-existing wargame. While this can 
work for general educational purposes, it rare-
ly works for a specific problem set requiring a 
specific wargame design. This risk often stems 
from a lack of interest, wargaming culture, or 
sponsorship in a given organization, leading to 
wargaming being seen as a "nice-to-have", or a 
ticket-punching step in a larger process. 

To avoid the worst pitfalls of wargam-
ing, as mentioned above, an organization or 
commander must decide 1) why they need a 
wargame, 2) what their expectations for the out-
put are, and 3) whether they are ready to accept 
the conclusion and sponsor a given effort — or, 
in other words, they must decide when not to 
use wargames to support decision-making.

The Good:  
Ways to Set Things Right

"As a general rule, a successful wargame 
requires two conditions. First, we and 
our client must be able to identify a 
clear objective or, in military parlance, a 
concept of operations. Second, it is crucial 
that there be key groups with different 
equities — interests that are at real or 
imagined odds with one another, based on 
arguments over strategic or tactical plans, 
or institutional culture."3

There are many good ways to start a wargam-
ing project on footing that, while it will not en-
sure the validity of the wargaming conclusions, 
will at least prevent the main risks. The first 
step is to work on a broad problem statement 
internally. This will clarify whether wargaming 
is the right tool, which type of wargame is to 
be adapted, and if the time and resources avail-
able support this option. Taking the time to 
consider all this will certainly help to prevent 
the "ugly" pitfalls defined above. For instance, 

►►►

WARGAMING IS NOT NEW. ITS RESURGENCE  
IN NATO IS A RESULT OF MANY FACTORS,  
BUT THE PRIMARY FACTOR IS PERHAPS  
THE INCREASING COMPLEXITY OF WAR  
IN A MULTI-DOMAIN ENVIRONMENT, WHICH 
REQUIRES MORE COGNITIVE EFFORT FROM 
STAFF AND COMMANDERS TO ANTICIPATE  
THE CONSEQUENCES OF DECISION-MAKING. 

STRATEGIC INSIGHTS
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based on the working definition of wargaming, 
if the problem statement does not really define 
a dialectic dimension ("Who are the adversar-
ies involved?"), wargaming techniques may not 
be applicable. This internal exercise in problem 
statement will go a long way in supporting the 
dialogue with the wargame designer and the 
wargame development. 

The next step is to structure a wargam-
ing support team, led by the wargaming spon-
sor. As underlined above, one cannot com-
pletely outsource a wargame; one does so 
under the penalty of mediocre results. Most 
probably, a given organization will have to 
outsource the design of a wargame and/or its 
development and analysis. This might cre-
ate tensions (hopefully creative), especially if 
the results of a given wargame do not support 
planned options. This is where the leadership 
of an internal sponsor comes into play, and this 
sponsor needs to be supported internally by a 
team so that the development and output of 
the wargame is not perceived as foreign to the 
headquarters or organization.

Much of the value of a wargame resides 
in the process, sometimes more so than in the 
output itself. In the design dialogue, the spon-
sor and the associated team develop a deeper 
understanding of the problem at hand, in or-
der to help the designer, create game mechan-
ics (type of game, rules, and so on) that will 

set conditions for getting the best output of the 
game. Further development will help clarify 
the critical elements and their interactions that 
need to be analysed.

Finally, the issue of adjudication/umpir-
ing of the wargame and its analysis should be 
addressed at an early stage and not as an after-
thought. Using a "trusted agent", an accepted 
authority with experience as an adjudicator, 
will go a long way to save the wargame from 
being disrupted by unsavory results, espe-
cially if the trusted agent is involved early in 
the process. Taken collectively, these pieces of 
advice support the development of an internal 
"wargaming culture" that is conducive to the 
best results.

The Better: Getting the  
Most Out of a Wargame

Wargaming is a tool in the toolbox of cogni-
tive development and decision-making in 
complex environments. As mentioned above, 
it may or may not the right tool in specific situ-
ations or under certain constraints. However, 
using wargames on a regular basis in an orga-
nization also has transformative effects that 
go beyond the uses of the tool itself. To get the 
most out of wargaming, and short of creating 
an internal wargaming branch, a given organi-
zation or headquarters must train a "wargame-

aware" team, or cadre. While there may not be 
"wargame experts" in all headquarters, there 
is a growing number of officers, non-commis-
sioned officers and civilians who play commer-
cial wargames or who have been exposed to 
wargaming at some point of their career. These 
staff members may represent, with the support 
of external wargaming resources and training, 
the core of this wargame-savvy team. 

The experience of training this cadre 
at the Joint Warfare Centre (JWC) was very 
rewarding for those individuals who like be-
ing involved in high-level decision wargames. 
Furthermore, practicing wargames develops 
organizational qualities that are key elements 
of cognitive superiority in the current environ-
ment. Supporting a wargame design develops 
creative thinking and critical thinking as well 
as analytical skills in creating dialectic chal-
lenges (recreating duels with a thinking en-
emy) in a complex environment.

Being involved in the analytical part of 
wargaming also helps in developing an accep-
tance of failure as a potential result, forcing or-
ganizations to understand the reasons for fail-
ure in order to improve. Presenting the analysis 
of a failing party in each phase of a wargame 
supports a creative dialogue and generates ex-
perience in decision-making — something that 
can only be learned through practice.

Wargaming is not new. Its resurgence 
in NATO is a result of many factors, but the 
primary factor is perhaps the increasing com-
plexity of war in a multi-domain environment, 
which requires more cognitive effort from staff 
and commanders to anticipate the consequenc-
es of decision-making. By creating a culture of 
creative and critical thinking, wargaming holds 
the potential to reinforce fundamental factors 
of the Alliance's superiority. 

ENDNOTES 

1 BOGSAT is a derisive acronym of wargame  

designers for "Bunch of Guys (and Gals) Sitting 

Around a Table" and code for a pseudo-wargame, 

with no rules and usually very poor output.

2 That is a "generic" wargame with mechanics  

and objectives previously designed to tackle  

a different operational problem.

3 Mark Herman, Wargaming for Leaders, p.12,  

New York, McGraw Hill, 2008

"Much of the value of a wargame resides in the 
process, sometimes more so than in the output itself."

BELOW: The JWC's first large-scale wargaming event, JETS 3.0, conducted at NATO Joint Support and Enabling 
Command, November 17, 2022. Photo by JWC PAO
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DON'T MISS OUT!

New Command Senior 
Enlisted Leader

TO PROMOTE the Joint Warfare Centre's (JWC) training and warfare develop-
ment mission and increase awareness of the organization within NATO, the 
Centre published a book in August 2022. The book highlights the unique 

mission and capabilities of our organization, which will celebrate its 20th anniver-
sary next year. As the JWC Public Affairs team, we thank each and every contribu-
tor to the book, especially H.E. Bjørn Arild Gram, Norwegian Minister of Defence; 
General Philippe Lavigne, Supreme Allied Commander Transformation; and General 
Eirik Kristoffersen, Norwegian Chief of Defence. From scenario development, me-
dia simulation and warfare development to real life support, we have rounded up 
the Centre’s unique capabilities essential for making NATO better. 

To learn more about the JWC, check the link: 
https://www.jwc.nato.int/newsroom/jwc-book-2022

On September 12, 2022, Polish Army Senior Chief Warrant Officer 
(SCWO) Andrzej Woltmann assumed the position of Command Sen-
ior Enlisted Leader (CSEL) for the JWC. SCWO Woltmann comes 
to the JWC from the Chief of the General Staff of the Polish Armed 
Forces where he served as the CSEL from 2020 to 2022.

The CSEL is at the pinnacle of the non-commissioned officer 
(NCO) ranks and serves as a senior advisor to the Commander, 
the Command Group, and other senior officers in every level of the 
JWC. The CSEL makes recommendations to the Commander on all 
matters pertaining to the NCO ranks, and simultaneously ensures 
NCO development, utilization, and engagement. 

"I am both honoured and excited about the opportunity to 
serve at the JWC and represent my fellow non-commissioned offic-
ers," Woltmann said, adding: "My priority is to learn more about the 
JWC's vision and understand how I can support our enlisted person-
nel better. The JWC has a very motivated, professional workforce, 
and everyone is doing a great job. So we will keep doing what we 
are doing and focus on our teambuilding. I am fully committed to the 
well-being and success of the JWC's enlisted personnel."

The JWC News Archive 
Visit http://www.jwc.nato.int/newsroom to learn more!

Major General Piotr Malinowski, Commander JWC. 
Photo by Yrjan Johansen
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EXERCISE
REPORT

►►►

I ARRIVED at the Joint Warfare Centre  
(JWC) in summer 2021 together with 
several other new members of the Con-
tent Branch. We were warmly welcomed, 
but we were also warned to expect a par-
ticularly busy end of the year with the 

two major JWC-directed exercises of 2021, 
STEADFAST JUPITER 2021 (STJU21) and 
STEADFAST JACKAL 2021 (STJA21), execut-
ed between October 14 and December 9. 

Developing and running exercises of 
this magnitude is a complex enterprise requir-
ing significant input from all areas of the JWC, 
together with external support. This article 
focuses on the work of the Content Branch in 

preparing and executing these two exercises — 
from the perspective of a JWC newcomer. 

I came to the JWC with previous experi-
ence of NATO, including participation in mul-
tiple JUPITER-series exercises; however, this 
had been at the tactical level and not the op-
erational and strategic levels, where the JWC's 
focus lies. It was clear that I had much to learn. 
I believe that regular staff rotation is one of 
the JWC's strengths. Every year the organiza-
tion is renewed with an influx of motivated 
and skilled individuals from a wide range of 
backgrounds and currently representing 17 
nations. Every year the Centre's leadership 
has to ensure that newly arrived personnel are 

equipped with the skills and knowledge they 
need to play their part during the particularly 
busy autumn/winter period. The JWC induc-
tion process starts with One Team training. 

Having experienced a wide range of 
teambuilding activities in my career, some 
more effective than others, I entered the meet-
ing room with the rest of my fellow newcom-
ers, unsure what to expect. My scepticism 
turned out to be unwarranted: The session was 
interesting, did not feel forced and allowed us 
to meet some of our future colleagues, while 
gaining insight into the ethos of the JWC. 

The One Team training was followed by 
a series of introductory briefs on the JWC's di-

“To truly test the training audience, the 
impact of the totality of a script over the 
execution period must be the focus.” 

by Squadron Leader Matthew Whitfield
British Air Force
Staff Officer, Content Branch
NATO Joint Warfare Centre

Exercise STEADFAST JUPITER 2021 
Photo by Rapid Reaction Corps-France PAO
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“Deterrence 
presents a very 

different problem 
set to the  

often-practiced 
kinetic operations 

scenarios.” 

visions and branches. After that, responsibility 
for in-depth staff training fell to the individual 
branches. The principal tool for managing 
the development and delivery of JWC exer-
cise content is the Joint Exercise Management 
Module (JEMM). Training on this software 
was the first focus for Content Branch new-
comers. The NATO Communications and In-
formation (NCI) Agency delivered an online 
training course that provided us with sufficient 
knowledge to play an active part in the new-
comer cohort's first major event, the STJA21 
Scripting Workshop. We further developed 
our JEMM skills informally by observing the 
Content Branch's JEMM experts in action. 

Rising to the Challenge

Both STJU21 and STJA21 were Supreme 
Headquarters Allied Powers Europe (SHAPE)-
sponsored computer-assisted/command post 
(CAX/CPX) exercises. STJU21 was designed to 
train and evaluate the NATO Response Force 
2022 (NRF22) headquarters, Multinational 
Corps North-East and theatre advisors in plan-
ning and conducting a pre-Article 5 small joint 
operation (SJO) against a fictional peer adver-
sary contesting NATO in all domains. 

With 15 training audiences, STJU21 was 
the largest and most complex CPX that NATO 
carried out in 2021. During the 10-day execu-
tion period, Content Branch personnel over-

saw the delivery of more than 1,700 injects to 
the training audiences. This was the first time 
that this particular exercise series focused on 
deterrence, with Chief Content noting during 
the exercise control (EXCON) training plenary 
session: "Deterrence presents a very different 
problem set to the often-practiced kinetic op-
erations scenarios, requiring a more nuanced 
approach and a greater understanding of the 
political domain." 

STJU21 created a buzz around the JWC. 
Following a long period of pandemic-related 
restrictions on the scale of 2020 and 2021 
events, the JWC seemed particularly busy with 

Headquarters Rapid Reaction Corps–France 
(RRC-FR), one of the secondary training audi-
ences, operating from here. 

STJA21 was a smaller exercise than 
STJU21, but nonetheless a significant under-
taking. The exercise was designed to train and 
test the planning and conduct of an SJO of lim-
ited complexity at the operational and tactical 
levels against insurgents, with a focus on the 
land and cyberspace domains. Key objectives 
of the exercise were the training of NATO Rap-
id Deployable Corps – Italy (NRDC-ITA) as a 
joint headquarters and evaluating the French 
Joint Force Air Component (JFAC) prior to 
them assuming their NRF 2022 commitment. 
Over the 10-day execution period, approxi-
mately 850 injects were delivered to the train-
ing audiences — more on these numbers later.

Content Branch  
Exercise Configuration 

The JWC Content Branch is made up of a di-
verse staff from eight nations. Newcomers 
usually begin as deputy event managers before 
progressing to be event managers. The most 
experienced OF-4s (NATO grade coding for 
navy commander, or army/air force lieutenant 
colonel/wing commander) may then go on to 
become chief content.

Chief content, as the name suggests, is 
the focal point for all content-related activity 

Major General Piotr Malinowski, Commander JWC (right); 
Commander Peter Williams, the lead planner for Exercise 
STEADFAST JUPITER 2021 (middle), and Lieutenant Colonel 
David Tarifa Ramirez, exercise planner. Photo by JWC PAO

►►►

The former Commander of Allied Joint Force 
Command Brunssum, General Jörg Vollmer (Retired), 

at a simulated press conference during Exercise 
STEADFAST JUPITER 2021. Photo by JWC PAO

TRAINING AND EXERCISES
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►►►

Clockwise: Content brief during Exercise STEADFAST 
JUPITER 2021; the Chief Content, Lieutenant Colonel Dominik 

Schmitz (right) and his deputy, Commander Nick Meredith. 
JEMM manager Lieutenant Commander Ian Fraser; the JWC 

Advisory Team in Italy during STEADFAST JACKAL 2021; the 
exercise situation centre. Photos by JWC PAO 
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►►►

ABOVE: Laura Loflin DuBois, STEADFAST JUPITER 2021 
media environment manager. Photo by JWC PAO

throughout exercise development and execution. 
Event managers and their deputies sit below chief 
content in the hierarchy and are responsible for 
an allocated portion of storylines. Considering 
the number of injects that have to be developed 
and executed, breaking them into manageable 
groups is essential. 

Both STJU21 and STJA21 followed the 
classic breakdown of injects across four events: 
Threat, Sustainment, Engagement and Higher 
Control (HICON). This worked well during 
the execution phase and, despite some inevi-
table crossover between events, response cell 
leads and liaison officers tended to engage with 
the same event managers, forging strong work-
ing relations. 

The unsung but nonetheless critical role 
of JEMM manager deserves a special mention. 
During the development phase it is vital that 
the injector/receiver architecture within JEMM 
is carefully constructed so that exercise injects 
are sent to the correct recipient. During execu-
tion, the JEMM manager leads tailored training 
sessions for EXCON, ensures that injects are 
scheduled and carried out correctly, and acts 
as a focal point for all EXCON JEMM queries. 

A small (but perfectly formed) element 
of the Content Branch is dedicated to manag-
ing the grey cell, which replicates entities that 
training audiences could expect to encounter 
as part of NATO's comprehensive approach. 
Generally, the cell is composed of subject 
matter experts or role-players representing 
agencies, organizations, institutions and in-
dividuals outside NATO and opposing forces 
structures. The grey cell personnel add signifi-
cant breadth, depth and realism to both devel-
opment and execution. 

I was assigned to Event 3 (Engagement) 
for STJU21, which afforded me the opportu-
nity to see the grey cell in action daily. It was 
quickly clear to me how much value this team's 
wealth of knowledge and experience add to 
the JWC's exercise output. The principal dif-
ference between the two exercises from a grey 
cell perspective was that for STJU21, the team 
was located at the JWC, but for STJA21 it was 
co-located with the primary training audience 
at NRDC-ITA to facilitate key leader engage-
ment activity.

EXCON for the major JWC-directed 
events is typically made up of 80 percent exter-
nal participants. During STJU21, Norwegian 
Joint Headquarters personnel augmented each 

event and staffed Event 5, which was dedicated 
to supporting the Norwegian national com-
mand post exercise POLARIS GRAM, which 
took place in parallel. In addition, during 
STJA21, Event 2 (Sustainment) was ably sup-
plemented by the Multinational Joint Warfare 
Centre (MJWC) in Istanbul, Türkiye. 

The Final Piece of the Puzzle: 
Execution

While the execution phase of each exercise 
may be the most visible, most of the JWC's 
heavy lifting has already been completed be-
fore this phase. From a Content Branch per-
spective, the execution phase is not the most 
challenging part of the exercise. For each ex-
ercise, three major JWC-led content develop-
ment events are held prior to execution: 

• Strategy Workshop. The aim is to plan the 
major themes of the exercise with exercise 
stakeholders. The key output of the Strategy 
Workshop is a set of agreed operational dilem-
mas/challenges and themes that are to form 
the basis of all exercise content.

• Incident Development Workshop. The aim 
during this workshop is to use the verified 
output from the Strategy Workshop and the 
concept of operations from the crisis response 
planning to develop storylines and incidents 

that are relevant to the training audience, sup-
port all primary training objectives and are in 
line with the exercise design.

• Scripting Workshop: The aim of this work-
shop is to create realistic exercise content by 
scripting injects within the already identified 
storylines, incidents and CPX design, which 
are linked to support all training objectives 
under a logical and manageable event struc-
ture. The output is a synchronized exercise 
script, which will enable the training audience 
to meet their training objectives within agreed 
start of exercise (STARTEX) conditions.

Execution Battle Rhythm

The tried-and-tested execution battle rhythm 
we followed was almost identical for both ex-
ercises: five days of EXCON training followed 
by a 10-day execution phase. Five days for 
EXCON training seemed generous when we 
were first briefed, but those days proved to be 
critical. Exercise injects are mainly injected by 
response cell personnel. The response cells are 
almost exclusively composed of external par-
ticipants and provide a vital link to the training 
audiences. EXCON training ensured that all 
team members, particularly those in response 
cells, were comfortable and confident enough 
with relevant exercise elements and proce-
dures to hit the ground running on Day One 
of execution. 

One of the key parts of EXCON train-
ing for the content team was the mini-exercise 
led by the JEMM manager. This training event 
saw each response cell process increasingly 
complex injects. It provided a completely safe 
environment for them to practice their inter-
nal procedures and trial their interactions with 
event managers before the training audience 
was in place. The daily execution phase sched-
ule of the branch started with a team huddle 
and concluded with the EXCON closedown 
brief. Between these events, branch mem-
bers participated in a host of other meetings 
to coordinate and refine responses to how the 
exercise was playing out. Each event team co-
ordinated their participation in all required 
meetings while also keeping each event posi-
tion within the EXCON continually staffed to 
ensure the smooth and timely flow of injects in 
line with the script, and to deal with any que-
ries from the response cells.

TRAINING AND EXERCISES
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Key Terminology Table 

Operational  
Dilemma

A situation where a commander would be required to make a choice between 
equally undesirable alternatives; i.e. difficult or perplexing situations or problems 
that will require the training audience to demonstrate all the skills outlined in 
their training objectives. 

Event
A collection of content sharing a broad theme. This could be a major  
occurrence or a sequence of related stories. Events are primarily tools to  
assist in the management of content development and delivery by breaking 
down content into manageable sections.

Storylines/ 
Incidents

A context/situation in which exercise activity will take place. A group of 
injects sharing the same context. The terms "storyline" and "incident" 
are interchangeable.

Inject

A relevant, appropriate piece of information sent from EXCON to the training 
audience to elicit activity that will assist them in achieving the required  
training or to meet exercise objectives. Injects will be in the form and  
method most consistent with doctrine and standard operating procedure  
with real-world entities so as to simulate the source of information to the 
maximum extent possible.

Content
Coherent, timely, relevant, useful and appropriate exercise material presented 
to the training audiences during exercise execution. Content goes beyond 
simply executing a script; wider non-scripted elements must also be dynamically 
managed and incorporated as appropriate to maximize training benefit.

TRAINING AND EXERCISES

ABOVE: The JWC Content Branch key terminology table. 

Five Key Takeaways

1. Content Development is Vital
No matter how good exercise execution pro-
cesses are, the exercise will not be a success 
without the appropriate level of buy-in and 
effort from both the JWC and external staff 
during the content development phase. This 
was observed to be particularly important for 
STJU21, as the Deputy Chief Content com-
mented: "The move away from kinetic-based 
conflict required a different approach to script-
ing and delivery than we were used to, and a 
closer engagement with the training audience 
at senior level in order to shape the exercise 
to their requirements. The presence and level 
of engagement of the Deputy Commander of 
Allied Joint Force Command Brunssum as 
Senior Trusted Agent during scripting was 
unprecedented and vital to the success of the 
execution phase."

2. Focus on Timing and Balance
To truly test the training audience, the impact 
of the totality of a script over the execution pe-
riod must be the focus of attention. Through-

out the content development process, Chief 
Content keeps the team focused on ensuring 
that the quantity and severity of injects would 
appropriately test the training audiences with-
out overwhelming them on the first day of ex-
ecution. I previously mentioned the number 
of injects for both exercises. These numbers 
should not be interpreted in isolation, as they 
do not necessarily paint the whole picture: A 
single inject could result in significant work 
for multiple training audiences, while another 
may simply add to situational awareness.

3. Dynamic Scripting Is Not as Exciting  
as It Sounds
During the STJA21 Scripting Workshop, some 
scripters suggested they could just dynami-
cally script as required during execution. The 
JWC staff discouraged this approach, and the 
reasons for this became very apparent during 
execution. The exercise scripts were carefully 
coordinated and tailored to meet training ob-
jectives and to appropriately test and certify 

participants. An "on the fly" change to the ex-
ercise script may make sense to one element 
of EXCON, but it is vital to proceed with great 
caution to avoid unintended consequences. 
Over the course of the two exercises, only a 
small number of script changes were made, 
and these were carefully coordinated by event 
managers, trusted agents and Chief Content.

4. Effective Use of JEMM Is Critical
JEMM is central to the JWC's exercise develop-
ment and delivery because it permits multiple 
EXCON elements (which may not necessarily 
be co-located) to coordinate and synchronize 
injections to the training audience. JEMM it-
self remains invisible to the training audience, 
as injections are designed to be received as 
they would be in reality. Without such a tool, 
injection management on this scale would be 
impossible. While face-to-face interaction is 
undoubtedly valuable, it is not always practical 
due to time and geographical constraints. The 
JEMM Battle Log is a particularly powerful 
feature that enables timely inject coordination 
and additionally provides an audit trail that 
can be used to monitor inject development. 
Time spent improving EXCON JEMM skills is 
time well spent!

5. The JWC's "Classic Approach"  
Remains Optimal
Due to limitations imposed by the pandemic, 
the Strategy Workshop and Incident Develop-
ment Workshop for both exercises were held 
remotely. The JWC's cross-division efforts en-
sured that these workshops achieved their aims 
and laid a solid foundation for the scripting 
workshops and execution. Thankfully, the ex-
ercise scripting and execution windows fell be-
tween peak periods of pandemic restrictions. 
All these events took place almost normally, 
with some familiar precautionary measures in 
place. Importantly, the consensus among the 
Content Branch is that the remote running of 
content development workshops, while now 
proven as a viable option, should be viewed 
only as a "break-glass" fallback procedure. It is 
the traditional face-to-face interaction during 
these key content building events that leads to 
the best results. 
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STEADFAST 
JUPITER2022

EXERCISE
REPORT

“STEADFAST JUPITER 
2022 provided a 

very challenging 
training environment 

for 1 German-
Netherlands Corps 

and helped it 
become an even 

more effective NATO 
high readiness force 

headquarters.”

– Major General Piotr Malinowski
Commander JWC

T
HE COMPUTER-ASSISTED com-
mand post exercise (CAX/CPX) 
portion of the three-layer NATO 
Exercise STEADFAST JUPITER 
2022 (STJU22) concluded on Oc-

tober 20, 2022. Sponsored by Supreme Head-
quarters Allied Powers Europe (SHAPE) and 
directed by the Joint Warfare Centre (JWC), 
the tactical-level CAX/CPX was designed to 
train and evaluate 1 German-Netherlands 
Corps (1GNC) for NATO Response Force 
2023 (NRF23), under the lead of Allied Joint 
Force Command Naples (JFC Naples).

Twenty-seven NATO and partner na-
tions, as well as a large number of NATO 
commands and organizations, including four 
NATO centres of excellence and two non-
governmental organizations, participated in 
the exercise control (EXCON) organization 
during STJU22. Based on a fictitious Article 5 
scenario, the tactical-level exercise focused on 
strengthening 1GNC's readiness and interop-
erability across a range of multi-domain warf-
ighting challenges, including those related to 

human security, which includes the protection 
of civilians as part of NATO's overall approach 
to crisis prevention and management. Major 
General Piotr Malinowski, the JWC's Com-
mander, who also served as the Exercise Di-
rector (EXDIR) said: "STEADFAST JUPITER 
2022 provided a very challenging training en-
vironment for 1 German-Netherlands Corps 
and helped it become an even more effective 
NATO high-readiness force headquarters."

BELOW: Major General Piotr Malinowski ABOVE: The 
EXCON staff during STJU22. Photos by JWC PAO
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The Commander added: "For almost 
two decades, the JWC has mastered the art of 
delivering operational-level exercises. Exercise 
STEADFAST JUPITER 2022 is the JWC's foray 
into the tactical level. And my team delivered 
most efficiently, providing 1 German-Neth-
erlands Corps the opportunity to refine their 
collective capabilities and consequently make 
NATO better."

The EXCON response cells included 
personnel from multiple NATO commands 
and entities, including the JWC, Allied Air 
Command, the German 37th Panzergrenadier 
Brigade, United Kingdom Strike Force, the 
Joint Logistics Support Group Headquarters 
Brunssum, as well as trusted agents and role-
players from 1GNC and Joint Force Command 
Brunssum and a combat readiness evaluation 
team from Allied Land Command. 

Three centres of excellence — the NATO 
Human Intelligence Centre of Excellence, the 

NATO Cooperative Cyber Defence Centre of 
Excellence, and the Counter Improvised Ex-
plosive Devices Centre of Excellence — sup-
ported the exercise. Additionally the Nordic 
Centre for Gender in Military Operations in 
Sweden participated in the EXCON.

The JWC's lead planner for the exercise, 
Navy Commander Peter Williams, noted that 
the exercise played a key role in strengthen-
ing 1GNC's ability to command and control a 
land-heavy small joint operation.

He said: "To bring this exercise to its 
start line took 18 months of planning and 
design work to meet the aim of preparing 1 
German-Netherlands Corps for their role in 
the NATO Response Force from January 2023. 
It was really pleasing to see how quickly the 
EXCON came together and ran the execution 
phase. The success of this exercise is the culmi-
nation of a great deal of hard work and adapt-
ability from a wide range of the JWC staff."

About 700 civilian and military person-
nel supported the tactical-level CAX/CPX.

Lieutenant General Nico Tak, the 1GNC 
Commander, said: "We conducted a very suc-
cessful exercise and are now ready to com-
mand the land troops of the NATO Response 
Force. We are fighting fit, ready for the mis-
sion. We are strong together."

The exercise focused on modern com-
mand and control, joint effects and enable-
ment for high-intensity warfighting against 
a peer/near-peer adversary, interaction with 
non-military actors, and the intelligence cycle, 
amongst others. 

In addition to the 1GNC element, the 
multi-level Exercise STEADFAST JUPITER 
2022 also involved a separate vignette-based 
exercise for SHAPE at the strategic level (Lay-
er 1), and battle staff training for Joint Force 
Command Naples at the operational level 
(Layer 2). 

The JWC-led Exercise Control (EXCON) during STEADFAST JUPITER 2022. Photo by JWC PAO

TRAINING AND EXERCISES

By Inci Kucukaksoy  
JWC Public Affairs Office
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Clockwise: Exercise Situation Centre; members of the training audience; Major 
General Piotr Malinowski with the exercise media environment manager, Laura 
Loflin DuBois; the JWC's lead planner for the exercise, Commander Peter Williams 
(right) and his deputy, Wing Commander John Watson; Lieutenant General 
Nico Tak, 1GNC's Commander; a simulated grey cell meeting exercising NATO's 
comprehensive approach; simulated press conference with 1GNC's Commander, 
Lieutenant General Nico Tak (left). Photos by JWC PAO 
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Lessons Learned Branch
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JWC Training Analysts and  
the Training Objectives  
The Three Swords, Issue No. 30

FURTHER READING

I
N THE JULY 2016 edition of the Joint 
Warfare Centre's (JWC) The Three Swords 
magazine, my colleague and I published 
an article entitled "JWC Training Analysts 
and the Training Objectives". While the in-

formation provided in that article is mostly still 
extant (I encourage all to read it by scanning the 
QR code given below), the intent of this article 
is to provide an update and to discuss some 
previously unaddressed issues and frequently 
asked questions about the training objectives. 

The current version of the Bi-Strategic 
Command (Bi-SC) 075-003 Collective Train-
ing and Exercise Directive (which is a working 
draft, dated January 28, 2020) provides the di-
rection for the NATO military collective train-
ing and exercise process, as well as processes 

for developing exercise objectives and training 
objectives for major joint exercises. The direc-
tive also includes sample exercise objectives 
based on main capability areas that can be 
modified for each specific exercise, depending 
on factors such as mission and scenario. 

In effect, each exercise begins before the 
exercise process starts, as each training audi-
ence should develop a set of roadmaps to plot 
their training requirements over a series of 
exercises in a multi-year period. The develop-
ment of exercise objectives, therefore, starts 
with Stage 1 (concept and specification devel-
opment) before the exercise process, with an 
exercise objectives workshop conducted as the 
draft exercise specification document is being 
produced. The generic exercise objectives from 
Bi-SC 75-003 are then modified to produce ex-
ercise objectives tailored to each phase or sub-
phase of Stage 3 (operational conduct) of the 
exercise process, such as crisis response plan-
ning (Phase IIB) and execution (Phase IIIB).

Development of training objectives is a 
time-consuming process, especially in exercises 
involving multiple training audiences. It often 

also depends on how the training objective 
manager representing the training headquarters 
decides to structure the training objective de-
velopment timeline. For example, the training 
objectives workshop could be at (or near) the 
start of the exercise process, or it could be later 
in the process (more collation/confirmation), 
or it could be split into two at different stages 
of the process. Bi-SC 75-003 suggests allotting 
at least six weeks to develop the training objec-
tives, but from my experience, the process can 
take considerably longer. 

Think of a complex exercise such as 
STEADFAST JUPITER 2021. It was approxi-
mately seven to eight months from the train-
ing objectives workshop to final training ob-
jectives approval. Certainly, time to develop 
training objectives for a less complex, single–
training audience exercise could be limited to 
six weeks or less, but multiple levels and large 
numbers of participating headquarters will 
add time and complexity. I believe that this is 
one area where there is room for improvement 
by developing training objectives for more 
complex exercises. 

TRAINING AND EXERCISES

THE JOINT WARFARE CENTRE 
TRAINING EVENT DEVELOPMENT ANALYSIS

TRAINING OBJECTIVESTRAINING OBJECTIVES
REVISITEDREVISITED
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ABOVE: The In-Rock Facility Combined Joint Operations Centre during NATO Exercise STEADFAST JACKAL 2022 
Distinguished Visitors' Day. Photo by NRDC-ITA PAO

What is New:  
Standing Training Objectives

Although training objectives are complex 
in themselves, a recent initiative, led by Su-
preme Headquarters Allied Powers Europe 
(SHAPE), has begun to simplify their de-
velopment process for NATO's major joint 
exercises. Standing training objectives (note 
that I did not write standardized training ob-
jectives!) provide a starting point for specific 
levels of headquarters. Indeed, they provide an 
approximately 70-percent solution that can be 
modified to suit specific exercises (for example 
Article 5 vs. non-Article 5), exercise objectives, 
and other unique requirements. The standing 
training objectives are still owned by the com-
manders of the training headquarters, but they 
no longer have to be developed from scratch 
for each exercise. They also benefit from both 
lessons identified and learned in previous ex-
ercises, as each standing training objective can 
be considered part of a living document that 
can and should be updated based on experi-
ence and evolving doctrine. 

As an example, the strategic- and oper-
ational-level standing training objectives were 
developed six months before the execution of 
the JWC-directed Exercise STEADFAST JUPI-
TER 2022 (STJU22), tailored for Article 5 op-
erations. Development of tactical-level stand-
ing training objectives began right after, with 
component training objectives from STJU22 
as possible baselines. 

The JACKAL series of exercises also 
employs a set of standing training objectives 
tailored for non-Article 5 operations for the 
joint task force (JTF), joint logistics support 
group (JLSG), and NATO Response Force 
(NRF) joint force air component (JFAC) head-
quarters. To ensure the training objectives of 
each training audience were complementary, 
the JTF headquarters' training objectives were 
modified from the standing training objec-
tives first, with the other headquarters follow-
ing them. Use of standing training objectives 
has shortened the process of developing final-
ized training objectives, increased consistency 
across exercises, and removed some of the 
complexity from developing exercises.

Some Tips

Bi-SC 75-003 contains detailed information 
about the components of training objectives 
(such as task statement, supporting tasks, condi-
tions, and standards); however, it does not focus 
on the development phase of training objectives 
(or the modification of existing ones). If a train-
ing headquarters begins the development of 
their training objectives by requesting that each 
branch and section propose their own training 
objectives, the headquarters then may attempt 

to select the most relevant of these. From my 
experience there is a better way. I believe that 
starting training objectives development from 
the bottom tends to lead to branch-specific, 
stovepiped tasks and supporting tasks. The 2016 
article I mentioned in the beginning describes a 
process based on establishing a cross-function-
al team (such as a joint operational planning 
group or operational planning team) to ensure 
training objectives reflect functions from the 
whole headquarters; that process is still valid. I 
highly encourage all training audiences to adopt 
that approach and avoid the development of 
bottom-up, stovepiped training objectives. 

Another important consideration is to 
facilitate the command group's involvement 
at all stages to ensure that projects (in this 
case, training objective development) meet the 
commander's intent or requirements. As such, 
it is essential to have a strong training objec-
tive manager to lead the scripters through the 
process. This individual should have ready ac-
cess to the command group and should update 
them regularly on progress. 

The training objective manager must 
enforce timelines and standards and should be 
entitled to make or request editing to ensure 
consistency among training objectives, as well 
as to prevent redundancy. Robert Scheider, the author, during 

Exercise STEADFAST JUPITER 2022. 
Photo by JWC PAO

In a well-designed exercise, training, evaluation 
and experimentation objectives are all derived 
from exercise objectives and each objective is 

complementary to the others. 
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ABOVE: The JWC's Lessons Learned Branch. Photo by JWC PAO

A typical example of redundancy is the 
overlap between training objectives (for ex-
ample when two or more training objectives are 
used to describe the same key process) or when 
supporting tasks are the same in multiple train-
ing objectives. Keep in mind that each training 
objective should focus on a key process (such 
as "conduct operational planning") and the sup-
porting tasks should all be observable, within a 
specific exercise phase (for example "conduct 
mission analysis and deliver mission analysis 
briefing" during Phase IIB, crisis response plan-
ning). Training audiences commonly put a great 
deal of effort into developing task statements 
and supporting tasks (and they should certainly 
continue to do so!), but it is recommended that 
they also put sufficient time into crafting the fi-
nal two elements of a training objective: condi-
tions and standards. 

Conditions are often very specific to a 
given headquarters or exercise and will require 
some tailoring, even if using standing training 
objectives. They represent what must be in place 
to ensure the training audience can accomplish 
its training objectives. Think of them as a wish 
list. If there is an officer directing the exercise 
(ODE) appointed, such as the Joint Warfare 
Centre, they can assist training audiences in de-
fining conditions and can provide feedback on 

whether they can deliver on what the training 
audience requests. Each condition is important 
and can help participating headquarters and the 
ODE in preparing for the exercise. Conditions 
can only be useful, however, if they are defined 
early in the process. 

For example, the conditions relating to 
response cells and augmentation will require 
the training headquarters to request person-
nel with specific skills and expertise from ap-
propriate sources (such as the commands that 
will provide response cells or centres of excel-
lence for specific augmentation requirements). 
When developing conditions, the training 
headquarters must refer to the list of support-
ing tasks to be sure it will have the right people 
in the response cells to develop main events 
list/main incident list (MEL/MIL) injects and 
inject them, as well as the proper augmentees 
to accomplish the supporting tasks. 

If, for example, a training audience 
wants to exercise space domain functions, 
there must be a response cell to develop and 
deliver space products and there must be some 
space expertise within the headquarters to in-
terpret and apply them. The space subject mat-
ter experts (SMEs) would need to be actively 
involved in MEL/MIL development and be 
available for all phases of the exercise. 

Each training objective should have 
defined standards. However, experience has 
shown that there is a need to invest more effort 
into developing this element. Standards con-
sist of reference documents and criteria of per-
formance. The reference documents, including 
doctrine and headquarters-specific standing 
operating procedures and standing operating 
instructions, should explain the processes re-
lated to the training objectives and supporting 
tasks. Headquarters' permanent staff (espe-
cially newcomers), external augmentees, and 
advisory team members will be able to refer to 
these documents to learn the specifics of each 
process as performed in a given headquarters. 

In the past, we have sometimes observed 
training audiences leaving criteria of perfor-
mance blank or simply listing another refer-
ence document. This is not adequate. Criteria 
of performance should be statements of "what 
right looks like". Those are relatively easy to 
define for certain types of training, such as 
passing scores on rifle ranges or tank gun-
nery tables. For command post exercises, they 
normally require qualitative statements based 
on expected products produced or processes 
employed by the training audience, such as 
"operational concept of operations (CONOPS) 
delivered and approved by SHAPE". 
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“Each training 
objective should 
focus on a  
key process and 
the supporting 
tasks should all  
be observable.” 

Setting the Conditions  
for Training Objectives' 
Achievement Through  
Exercise Content

The conditions that must be in place to enable 
training audiences to achieve their training 
objectives are well-defined in Bi-SC 75-003.  
However, training audiences must also fa-
miliarize themselves with suitable MEL/MIL 
conditions. Because training objectives are 
composed of many supporting tasks, it is dif-
ficult to determine if the MEL/MIL will enable 
achievement at the supporting task level. 

The Joint Exercise Management Mod-
ule (JEMM), the primary tool used to develop, 
manage, and deliver content during Phase IIIB, 
only allows users to track incidents against 
training objectives; there is no fidelity at the 
supporting task level. At the JWC, training 
objectives and specific supporting tasks are 
assigned to each incident/storyline during 
the incident development workshop and are 
applied at the scripting workshop. Training 
analysts (supported by the Centre's Advisory 
Team) develop spreadsheets and code each 
supporting task according to whether it would 
need triggers from MEL/MIL injects or oppos-
ing forces (OPFOR) actions or is likely to be 
triggered based upon procedures and battle 
rhythm events. 

In a typical command post exercise, 
only about 25 to 30 percent of supporting tasks 
require triggers from MEL/MIL. The training 
analysts look for any potential gaps, i.e. sup-
porting tasks that are missing expected MEL/

MIL triggers. When all supporting tasks have 
some type of potential trigger, then the MEL/
MIL is adequate to enable achievement of the 
training objectives.

Assessment Is Not Evaluation

One thing is crucial to get straight from the 
start: Assessment of the training objectives is 
not the same as evaluation. The JWC has ad-
visory teams that contribute to training objec-
tives' assessment, while evaluators are provid-
ed by other headquarters (such as SHAPE for 
most joint evaluation, Allied Maritime Com-
mand for maritime evaluation, etc.). So what 
is the difference?  

There are two primary reasons why 
the JWC conducts training objectives assess-
ment: 1) Bi-SC 75-003 requires that we report 
on exercise objectives and training objectives' 
achievement in our first impression reports 
(FIRs), and even more importantly, 2) the 
ODE needs to determine if training audiences 
are achieving their training objectives in order 
to steer the exercise. As training audiences 
achieve some training objectives, we can focus 
efforts on those that are yet to be achieved. 

If there is a risk that a training objective 
will not be achieved, the ODE will determine 

if there is a possible mitigation measure. For 
example, if a training objective related to joint 
targeting is "at risk", there could be opportu-
nities to provide focused on-the-spot training 
or advice, additional MEL/MIL play related to 
certain aspects of targeting, or a combination. 
During Phase IIIB, the chief analyst updates the 
exercise director on training objectives' achieve-
ment daily, with an emphasis on training objec-
tives that may not be on track to be achieved 
and recommended mitigation measures.

There are three main requirements that 
must be in place prior to start of exercise 
(STARTEX) to ensure we can assess training 
objectives' achievement: 1) a team of trained 
observers, 2) a plan to conduct observations 
and reporting, and 3) assignments of observ-
ers to specific training objectives and sup-
porting tasks. While Bi-SC 75-003 refers to 
"training teams", the JWC employs advisory 
teams. These consist of subject matter experts 
representing each of the joint functions, as well 
as specialized functions such as operations as-
sessment and cyber defence. 

When training objectives or supporting 
tasks are related to functions not found within 
the JWC's organic Advisory Team, the Centre 
may request subject matter experts from other 
sources, such as NATO centres of excellence 
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or other organizations. For example, the JWC 
routinely requests support from the NATO 
Command and Control Centre of Excellence, 
NATO Stability Policing Centre of Excellence, 
and NATO Security Force Assistance Centre 
of Excellence for the STEADFAST JACKAL 
series of exercises. The chief analyst develops 
a plan for how to observe and report on train-
ing objectives achievement and training audi-
ence performance. At the JWC, we call this 
the director's observation guidance (since it is 
signed and issued by the exercise director). 

Simply put, this guidance includes the 
criteria for assessing achievement for sup-
porting tasks and training objectives, how and 
when to report, and other guidance. This is re-
inforced in training conducted before deploy-
ing to exercise locations for Phases II and III. 
The chief analyst and the advisory team lead 
develop a plan to assign supporting tasks and 
training objectives to advisory team members, 
who are responsible for providing written ob-
servations related to their supporting tasks 
and training objectives, as well as providing 
achievement assessments based on the criteria 
in the director's observation guidance.

Supporting task assessment is based on 
a colour system. At the JWC, we use white to 
indicate that a supporting task has not yet been 
observed (and most supporting tasks on Day 1 
of a command post exercise will naturally be 
white). Yellow means that a supporting task 
has been partially achieved or the training au-
dience has been partially effective. Green is for 
supporting tasks that have been fully achieved 
and dark green is used when training audiences 
have surpassed expectations or demonstrated a 
potential best practice. Red is used to indicate a 
risk. Overall, training objective assessment uses 
a similar colour-based approach and employs 
an aggregation of each supporting task status. 
For example, if a training objective has 10 sup-
porting tasks and three are white, five are yel-
low, and two are green, the training objective 
will likely be considered yellow. 

However, not all supporting tasks are 
necessarily of equal importance in achieving 
the overall training objective. A good example 
is a training objective for operations assess-
ment: Most of the supporting tasks could be 
green, but if the most significant supporting 
task (related to conducting an assessment 
board) is white and has not yet been accom-
plished due to the placement of the activity 

in the battle rhythm, it will still probably be 
considered yellow overall until the assessment 
board is complete. 

Training objective assessment is still a 
subjective/qualitative process based on the 
combination of observations and best profes-
sional judgement of the advisory team and 
analysts. The colour rubric and definitions are 
the tool to bound this subjectivity for common 
understanding and representation purposes. 
For example, it allows for quick visualization 
tools for the ODE and chief exercise control 
(EXCON) to understand the trends of train-
ing objectives achievement and concern areas 
that may require EXCON actions. It does not 
result in a "score" or "report card" as such. The 
JWC's SOI 800-11 (available within NATO 
upon request from the author) provides more 
information and includes criteria for support-
ing tasks and training objectives assessment.

Ultimately, it is the training audience, 
under the officer coordinating the exercise 
(OCE) overall, that is responsible for assessing 
its own training objectives achievement, and 
the ODE representatives assist by providing 
their own observations and recommendations 
in this regard through first impression reports. 
Since the JWC provides ODE support to the 
STEADFAST series of exercises conducted 
within NATO each year, every headquarters 
should have the ability to conduct its own 
self-assessment of training objective achieve-
ment. The JWC's Advisory Team and analysts 
provide full support across all functions to the 
joint task force headquarters, including a full 
training objectives assessment. 

In addition, the JWC can to some ex-
tent support the component commands. Bi-
SC 75-003 requires every exercise participant 
to report their views on exercise objectives 
and training objectives achievement in their 
first impression reports. From our experience, 
some headquarters and commands have devel-
oped this capability exceptionally well, while 
some others conduct their own assessment in 
an ad hoc fashion.

Headquarters without external ODE sup-
port, therefore, should begin organizing their 
own teams early in the exercise process. This 
includes appointing team chiefs or leads for ob-
server and analyst roles. Whether the headquar-
ters refers to this team as a training, advisory, or 
observer team, it must be able to observe and 
report on supporting tasks and training objec-
tives achievement. One approach is to request 
subject matter experts from each branch that 
are dedicated to this team and are not part of the 
training audience. They can observe the pro-
cesses and provide training or assistance, if nec-
essary. Appropriate expertise and experience is 
a prerequisite and it may be necessary to request 
subject matter experts from other headquarters 
for certain specialized functions, such as cyber 
defence. Referring to the JWC SOIs will provide 
useful information on roles and responsibilities 
of advisory team chiefs, subject matter experts 
and analysts.

While end of exercise (ENDEX) and the 
after-action review mark the end of the most 
visible phase of an exercise, Phase IIIB, the ex-
ercise process is not truly complete until the 
completion of Stage 4. Besides reporting on 
key observations and providing assessments 
of exercise objectives and training objec-
tives achievement in first impression reports, 
headquarters' staffs should review their per-
formance to update their procedural training 
roadmaps and incorporate key lessons into 
their training programmes in advance of their 
next exercises, including an update to training 
objectives, if necessary. 

Finally, to paraphrase former German 
national football trainer Sepp Herberger: "After 
the exercise is before the exercise!" Most likely 
the exercise process for the next exercise will 
be well underway already. Fortunately, since 
each headquarters is required to develop a total 
of three first impression reports after specified 
stages and phases, there is a chance for early ad-
justment from one exercise to the next.  

TRAINING AND EXERCISES

The JWC's Head of 
the Lessons Learned 
Branch, Lieutenant 
Colonel Satir, during 
STEADFAST JACKAL 
2022. Photo by 
NRDC-ITA
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THE ESSENCE OF

RISK
What You Need to Know About Risk  
While Serving at a Joint Operational Headquarters

Lieutenant Colonel Bjørn-Erik Solli
Norwegian Special Operations Command

Advisor on Special Operations
NATO Joint Warfare Centre
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T
HE VAST MAJORITY of those 
who serve at a joint operational-
level headquarters work within a 
functional area that differs from 
that of most of their colleagues 
there. What these staff members 

nevertheless have in common is the need to 
understand and communicate risk, be it peace-
time finance-related risk, health and safety-re-
lated risk, understanding risk at the strategic 
level, analysing risk for the operational level, 
articulating risk, or accepting risk. Having a 
cross-functionally applicable understanding of 

risk is not just beneficial, it can prove crucial 
given the severe nature of wielding military 
power. A common understanding of concep-
tual ideas has been the bedrock of human co-
operation, innovation and development since 
the cognitive revolution some 70,000 years 
ago.1 Risk is one such conceptual idea.

This article will first describe how risk 
extends beyond the measurements of the natu-
ral sciences. After a brief look at the origins of 
the concept of risk, I will present a generally 
applicable foundational understanding of the 
term. The relationship between risk and resil-

ience is also addressed, followed by a look at 
the differences between "risk amateurs" and 
"risk professionals". 

Finally, an example from a simple card 
game and a thought-provoking idea are pre-
sented in hopes of sparking critical reflection 
on the question how the concept of risk should 
be applied facing the uncertainties of the future. 
All in all, this article is a humble attempt at con-
tributing to two out of the five warfare develop-
ment imperatives within NATO's Warfighting 
Capstone Concept: cognitive superiority and 
layered resilience. 

"The mark of true professionalism is when the findings from the risk analysis feed into and add value to 
planning and decision-making processes." 
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also make valuable contributions to the under-
standing of risk. All of this makes risk an um-
brella term that encompasses many different 
fields and disciplines.

However, in addition to the spectrum 
of these academic perspectives, we need a key 
human quality to comprehend risk beyond 
the theoretical. One needs a lively imagina-
tion to think of several potential futures of 
varying likelihood. For risk to be managed at 
a higher level of ambition than merely being 
able to describe risk naturalistically, one must 
aspire to multi-disciplinary artistry. One must 
balance the complexity of risk factors, appreci-
ate uncertainties, and make rational decisions. 
While anyone can learn to play an instrument 
or analyse risk, only the dedicated and talented 
can become artists.

The Genesis of  
Risk Comprehension
 
The variety of conceptual understandings of 
risk is not limited to different scientific perspec-
tives. Risk is defined and conceptualized differ-
ently across professional disciplines, cultures 
and human minds. Even risk professionals have 
not managed to agree on a precise definition or 
understanding for more than three decades.2 

According to one of the world's most 
renowned risk scientists, Professor Terje Aven, 
the original understanding of risk comes from 
ancient Italy, but is applicable across the world. 
The term was used in reference to merchant 
sailors and fishers who, while trying to sell 
their goods or catch fish, had to face the pos-
sibility of their ships' hulls tearing open on 
jagged rocks hidden beneath the water's sur-
face. In this context risk was understood as 
"to dare".3 The sailors and fishers took risk, or 
dared, in order to reach their objectives. If we 
lose this core understanding, risk is reduced 
to something uncomfortable and irrational. 
In common parlance, the term "risk" is often 

used with purely negative connotations, even 
though risk-taking is a prerequisite for cre-
ating opportunities. This common parlance 
indicates a limited imagination and a lack of 
holistic thinking about risk amongst laypeople.

Just as the rest of the world embraced the 
Italian pizza and many cultures started to make 
their own, the concept of risk has also been 
exported and adapted. Most Italians will read-
ily concede that they can get something that 
looks, smells and tastes like pizza all around 
the world. However, they are also quite likely to 
emphasize the original variant from Naples or 
politely explain when something no longer ful-
fils their definition of pizza. Mirroring the Ital-
ians' benevolence, risk professionals will largely 
acknowledge that different definitions and con-
cepts that look, smell and taste like risk - even 
if it is not their preferred flavour. This is partly 
why the Society for Risk Analysis' Risk Glossary 
contains seven definitions of "risk".4,5   

A Modern Understanding  
of Risk 

NATO doctrinally defines risk as "the effect 
[that] uncertainty has on ... objectives".6 NA-
TO's definition is built on a modern, risk sci-
ence-based view that is in accordance with the 
international standard for risk management 
ISO 31000:2009, which defines risk as the "ef-
fect of uncertainty on objectives".7 Professor 
Terje Aven has his own twist on the definition 
of risk, stating that it is "the combination of 
possible future events/consequences and asso-
ciated uncertainty (C, U)".8  

These science-based definitions of risk 
indicate that risk relates to the uncertainty of 
potential future events and their possible out-
comes. However, such a baseline understand-
ing has to be built upon to be practically appli-
cable. Professor Aven does this by explaining 
that the equation (C, U) is a simplification of 
the full equation (C, C*, U, P, K). In this ana-
lytical model, C signifies the "full potential of 
consequences", C* stands for "expected conse-
quence", U for "uncertainty", P for "calculated 
probability", and K for "quality of knowledge".9 

In a military context, this model can be 
applied to an enemy attack, for instance: The 
attack will have a limited range of possible 
consequences (C). Given the knowledge of the 
enemy, terrain and own forces (K), there are 
some consequences within C that are most rea-

Scientists and Artists

If a tree falls in the forest and no one is there 
to hear it, does it make a sound? This is a clas-
sic thought experiment that scientists are more 
than happy to answer. According to the natu-
ral sciences, sound is variations of pressures 
that create soundwaves. Humans can register 
soundwaves ranging from 20 to 20,000 oscil-
lation cycles per second. Additionally, there is 
scientific proof of soundwaves outside the lim-
its of human perception. Using their scientific 
methods of measurement, natural scientists 
have developed knowledge in the form of a 
proven scientific theory that allows us to answer 
the "falling tree" question with certainty: Yes, it 
does make a sound. At the same time, sound is 
not just sound, but something more: Musicians 
create music, but the natural sciences tend to be 
insufficient when we try to describe the artistic 
expressions these artists create. 

The concept of risk is subject to a similar 
limitation with regard to scientific knowledge 
produced by the natural sciences. Researchers, 
statisticians and other risk scientists working 
within the natural sciences have provided us 
with many tools to analyse and process risk. 
The natural sciences provide a sturdy founda-
tion on which to build our understanding of 
risk. However, in the same way that music is 
more than soundwaves, risk is a lot more than 
precise measurements or methods of predic-
tion. To truly understand risk, we must look 
beyond the limits of the natural sciences. Psy-
chologists, social scientists and philosophers 

BELOW: Understanding of risk is essential for many 
different fields and disciplines. Effective risk analysis 
requires leadership: both practical understanding of 
risk management and multi-disciplinary artistry. 
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Risk Terminology

Risk Source Element that, alone or in combination with other elements, has the potential  
to give rise to some specified consequences.

Consequence Something that follows an action, or a set of conditions; outcome/result.

Probability The degree to which something is likely - often presented numerically  
as it is based on calculations.

Likelihood An assumption of the extent to which it is reasonable to expect.

Hazard Something likely to cause damage.

Threat An expression of an intention to hurt/punish/cause pain, etc.

Vulnerability The degree to which a system is able to withstand specific loads.

Resilience The ability of a system to sustain or restore its basic functionality following  
a risk source or an event.

“The term 'risk' is 
often used with 
purely negative 

connotations, even 
though risk-taking 
is a prerequisite 

for creating 
opportunities.”              

►►►

THE RISK CONCEPT

sonable to expect (C*). The extent to which the 
various consequences are likely to occur can be 
calculated (P). The perpetual limits of K pre-
vent us from eliminating uncertainty (U) and 
force us to make necessary assumptions.10,11,12    

This modern science-based thinking 
about risk leads us to analyse both the poten-
tial adverse consequences of an attack and the 
associated potential gains, as the definitions are 
not exclusively focused on the negative. Where 
there is risk, there is always the possibility of 
opportunities to exploit. But such exploitation 
requires an imagination that is able to discover 
these opportunities, and a willingness to take or 
accept risk. Managing risk, therefore, requires 
intentional engagement with uncertainty re-
lated to potential loss in the pursuit of gains. 
The importance of articulating the uncertainty 
aspect of risk is emphasized by Hans Liwång, 
associate professor at the Swedish Defence Uni-
versity: "Not including uncertainty in the pre-
sentation of risk will obfuscate the actual level 
of risk and increase the possibility of flawed de-
cisions as a consequence of being misguided."13 

Risk and Resilience

Many find it hard to pin down the relationship 
between the concepts of risk and resilience. A 
general understanding of resilience is "the abil-
ity a system has to restore its functions after 
having been exposed to strain".14

Firstly, one needs to understand and be 
able to analyse risk in order to build a resilient 
organization. Without risk analysis, managing 
one's resources in a way that ensures the opti-
mal level of resilience is borderline impossible. 
Resilience is therefore developed using what 
risk professionals refer to as consequence-re-
ducing barriers or risk mitigation. In develop-
ing resilience, the results of risk analysis point 
to areas in which to prioritize resources. 

Let us consider two findings from a 
risk analysis in a fictitious situation where one 
only has the resources to build resiliency for 
one of the events. Event A has mostly adverse 
outcomes of a medium severity but of high 
probability, based on substantial knowledge. 
An example of this could be a financially ben-
eficial supply chain that often creates critical 
shortages of spare parts for the maintenance 
and repair of combat aircraft. Event B has only 
adverse outcomes of a potentially very high se-
verity, but with very low probability, based on 

equally substantial knowledge. An example of 
this could be unforeseen and arbitrary techni-
cal issues infrequently creating gaps in the air 
defence of an operationally significant air base. 
Out of these two, the rational choice to further 
develop resilience would be to prioritize re-
sources to mitigate the effect of Event A. Risk 
analysis enables a higher-quality foundation 
for such resilience-related decisions.

Second, resilience is considered part of 
the broad discipline of risk science. Engineer-
ing resilience focuses on creating the ability 
to regain full functionality of a system when 
it is strained. The desire to become resilient 
is, therefore, in reference to future events with 

all their uncertainties, which at its core is risk 
science. Additionally, risk management is gen-
erally defined as "all efforts and activities con-
ducted with the intent to control risk".15,16   This 
illustrates how risk and resilience are inter-
twined and share the same "ingredients", just 
as Italian pizza with a thin crust and American 
pizza with a thick crust share most, or even all, 
of the same ingredients. Resilience engineer-
ing is a proactive part of risk management.

The Differences Between  
"Risk Amateurs" and  
"Risk Professionals"

As a "risk professional", one must be able to 
distinguish between risk as it is articulated in 
common parlance and risk as a concept with 
its inherent risk factors. 

The sign of a "risk amateur" is when the 
person uses the word "risk" as a synonym for 
terms such as "consequence" or "likelihood". 
Risk is, as mentioned above, more than just 
one such risk factor. A risk professional will go 
to great lengths to articulate and distinguish 
between different factors of risk. 

As an example, the inherently hostile 
threat of an opponent's submarines necessitates 
a different type of mitigation than the non-
discriminatory hazards posed by a particularly 
challenging sea state. Additionally, a risk analy-
sis based on calculated probability should pro-
vide a decision-maker with different confidence 
than an analysis based on assumed likelihood. 

"Without risk analysis, managing one's resources in a way that 
ensures the optimal level of resilience is borderline impossible."
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The Poker Game and Associated Statistic Probability

Player One

Probability of
Win  30.62 %
Tie  3.84 %

Probability of
Win  60.66 %
Tie  6.87 %

Probability of
Win  70.24 %
Tie  1.43 %

Probability of
Win  91.61 %
Tie  0.08 %

Probability of
Win  100 %

Tie  0 %

Player Two Player Three Player Four Player Five

Shared Cards Known to All Players

? ?

Generally, risk professionals should be 
expected to display profound humility in their 
description of risk. This is particularly true for 
those who work with military-related risk, as 
"war is not a chess game, but a vast social phe-
nomenon with an infinitely greater and ever-
expanding number of variables, some of which 
elude analysis".17 Meanwhile risk amateurs are 
more likely to present the results of their analy-
sis with unjustified certainty, and are more often 
than professionals prone to be affected by cogni-
tive biases such as the Dunning-Kruger effect. 

The mark of true professionalism is 
when the findings from the risk analysis feed 
into and add value to planning and decision-
making processes. Lieutenant Colonel Mikael 
Andersen, currently serving at NATO's Mul-
tinational Corps Northeast, has written a Risk 
Management Handbook for NATO, based on 
ISO 31000:2009 and NATO doctrine. In this 
handbook he presents tools that help to ensure 
risk management is more than just a mandato-
ry "tick the box" exercise. Among other things, 
Andersen lays out how risk identification and 
analysis can aid the "critical information re-
quirements process" of a headquarters.18 The 
handbook is currently in the process of being 
accepted as an official NATO publication.

Perception of Risk  
in a Game of Cards 

In the card game Texas hold 'em poker, the 
dealer starts every hand by dealing each player 
two face-down cards. Subsequently, the dealer 
deals three cards, one card, and finally another 
card face up to the centre of the table. These five 
face-up cards are the cards that are known to 
all players. To win, a player must have the best 
five-card combination based on their own cards 
and the cards on the table. Following each deal 
of cards, the players can place bets. The players 
may forfeit the hand at any time by handing in 
their two cards to the dealer. The hand contin-
ues until five cards are shared on the table and 
five rounds of betting have been completed, or 
until all but one player has forfeited. 

Texas hold 'em is a game of risk, encom-
passing statistical probability and psychology. 
It is possible to know that you have been dealt 
an unbeatable hand by the time the dealer has 
dealt the first three face-up cards. Having a 
queen and nine of diamonds on hand, while 
sharing the eight, ten and jack of diamonds 
gives you a high-valued straight flush that can-
not be beaten, regardless of the other players' 
hands or the two subsequent cards.

In the example below, we have two dis-
tinct situations of risk: the risk for the players 

who, unbeknown to them, will not be able to 
gain a winning hand, and the risk for the player 
whose hand cannot be beaten. The only way the 
players with losing hands can win is if the player 
with the winning hand does not understand the 
strength of their hand and forfeits after being 
intimidated by bets placed by one or more of the 
other players. This is, however, something the 
losing-hand players do not know at this time. 
From their perspective, there is a large number 
of potential outcomes based on their knowledge 
of the two cards they hold and the three shared 
face-up cards. The unbeatable hand is just one 
of these potential outcomes. 

The rational thing to do as a losing-hand 
player with a statistically good hand such as a 
flush, or a pair of aces with a potential flush, 
would be to place bets that do not intimidate 
other players from betting on their own hand 
and at the same time allow for the player to get 
a sense of the other players' confidence in their 
hands. However, every bet for the losing-hand 
players is a net loss, given that the winning-
hand player knows the strength of their hand. 
For the winning-hand player, the rational 
thing to do is to bet in a way that emboldens 
the other players and encourages them to bet 
as much money as possible in the remaining 
three rounds of betting, increasing the size of 
the winning pot as much as possible.
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For the losing-hand players, the risk con-
tains a spectrum of potential outcomes, from 
the highly unlikely event of the winning-hand 
player forfeiting their hand to the potential loss 
of all their money to an unbeatable opponent. 
The losing hands' risk lies in the uncertainty of 
other players' potential hands and the fact that 
the losing-hand players can only be certain of 
one combination of cards that the other players 
cannot have, namely their own combination. 
For the winning hand, the risk is in the potential 
sum of money won from the other players, i.e. 
in the uncertainty of potential gain.

Philosophical and Moral  
Challenges Regarding Risk  
at the Operational Level

Risk can be analysed and managed in a purely 
naturalistic manner, but as indicated, there are 
limits to the value of a strictly technical ap-
proach to risk. From a military perspective, one 
important and often undervalued aspect of risk 
management is the ethical evaluation of risk. 
Military forces are morally and legally obligated 
to defend the general public from aggressors. In 
many ways, one could argue that military per-
sonnel take risk on behalf of the population. Ei-
ther by expeditionary warfare taking the fight 
to the enemy, or by defensively preventing an 
aggressor from inflicting harm or seizing parts 
of one's own or an ally's country. 

In the excellent book "Risk: Philosophical 
Perspectives", seven questions of ethics are sug-
gested for use in an ethical evaluation of risk.19   

1)  To what extent do the risk-exposed   
 benefit from the risk exposure?

2)  Is the distribution of risk and  
benefits fair?

3)  Can the distribution of risk and  
benefits be made less unfair by 
redistributing or by compensation?

4)  To what extent is the risk exposure  
decided by those who run the risk?

5)  Do the risk-exposed have access to  
all relevant information about the risk?

6)  Are there risk-exposed persons who  
cannot be informed or included in  
the decision process?

7)  Does the decision-maker benefit from  
other people's risk exposure?

The first question raises an interesting dilem-

ma: To what extent must military personnel 
themselves benefit from the risk to which they 
are exposed when they take risk on behalf of 
someone else? How does one justify the risk to 
the forces conducting the fighting? 

The second and third questions can be 
seen as a natural follow-up to the first: Is the 
risk distributed fairly amongst the forces? To 
what extent can one compensate for the poten-
tial adverse consequences of the risk exposure? 

The fourth question makes an interesting 
delineation between potential decision-makers 
and people exposed to the potential adverse 
consequences of risk. The former are the ones 
to initiate the activities and to a large extent dic-
tate the level of risk exposure. Simplistically, we 
can make a risk tripartite, differentiating firstly 
between the civilian populations who ideally 
only benefit from military activities, secondly 
the tactical units facing the threats and haz-
ards, and thirdly the military higher-level staff 
and decision-makers managing risk at the op-
erational and strategic levels. One could argue 
that the tactical units take risk, while the higher 
levels accept risk on behalf of the tactical units. 

Questions five and six additionally chal-
lenge the "risk accepters" at the operational and 
strategic levels in how they inform or conduct 
collaborative planning with subordinates. 

Furthermore, question seven challenges 
the "risk accepters" to critically reflect upon 
the question to what extent they themselves 
benefit from the "risk takers'" exposure to the 
risk-related hazards and threats of military op-
erations. "Risk accepters" do not have the same 
consequence-based incentive for thorough risk 
analysis as the "risk takers", but it is the "risk 
accepters" who have the best analytical capacity 
of the two.

Conclusion

Risk is more than that which can be measured 
and described by numbers. It is a conceptual 
idea of daring to engage with uncertainties in 
the pursuit of gains, while at the same time 
accepting the possibility of loss. During the 
analytical parts of the process, imagination is 
required to identify risk potential, meaning 
both the negative potential and the potential 
opportunities and associated gains that can be 
achieved. Dealing with risk professionally re-
quires humility in the analysis and articulation 
of risk, while being cognizant of how under-

standing risk depends on one's perception. 
Additionally, one could say that for 

decision-makers and staff at operational-level 
headquarters and above, imagination must, 
for moral reasons, be combined with an ability 
to empathize with the units that take the risk 
the decision-makers accept. At the operational 
level all staff members should aspire to become 
risk professionals, while those serving in po-
sitions of leadership, particularly in the com-
mand group, should aspire to be risk artists 
and lead through the fog of uncertainty.  
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N
ATO SENIOR LEADERS must 
work with supporting staff to 
identify, assess and manage op-
erational risks1 in all domains, 
which increasingly include risks 
in cyberspace, through risk re-

duction and mitigation measures. Although 
many military organizations advocate risk 
management and have institutionalized risk 
management approaches and frameworks to 
inform and support strategic, operational, and 
tactical decision-making, such frameworks are 
not necessarily adapted to accommodate the 
unique operational dimensions of cyberspace. 

The intention of this article is not to sub-
sume or replace existing risk constructs, but 
to describe one proposed multinational cyber 
risk to mission approach and process,2 poten-

tially applicable to NATO missions, based on an 
adapted common risk management and inter-
national standard ISO 31000 (versions 2009 and 
2018). The Alliance may further tailor this, or 
other similar approaches, to address the unique 
aspects of its specific missions and operations. 
The aim of such a proposed cyber risk to mis-
sion approach and process is to structure an ap-
proach that helps to more systematically answer 
key questions related to operational risk and the 
cyberspace domain. These questions include:

1) How and where does the operation 
 and mission interact with cyberspace?
2) How, where, and to what degree does  

this present risk (both threats3 and 
opportunities4) to mission objectives?

3) How can this risk be managed or  
exploited in the case of opportunity  
to enhance the mission?

4) How are response options planned  
and implemented? 

►►►

MANAGING  
CYBER RISK TO MISSION  
AT THE  
OPERATIONAL  
LEVEL

by Peter M. Hutson
NATO International Civilian 
Capability Integration and  
Experimentation Analyst
NATO Joint Warfare Centre

ABOVE: Cyber defence exercise LOCKED 
SHIELDS. Photo by NATO Cooperative 
Cyber Defence Centre of Excellence



      The Three Swords   38/2022   69   

►►►

“Recognize that 
cyber risks can 
quickly emerge, 

change or 
disappear as 
external and 

internal context 
and missions 

evolve.”              

NATO's senior leadership may choose 
to adapt this proposed generic cyber risk man-
agement approach as appropriate, adjusting or 
incorporating relevant aspects into any existing 
framework, or further customizing it to meet 
the needs and nature of the organization, mis-
sion, and the mission environment.

Risk Principles in the  
Cyberspace Domain 

 
Risk management should be applied continu-
ously in military operations with supporting 
information made available when critical deci-
sions are being made. In doing so, best practice 
within the risk management discipline shows 
that the risk process is used for maximum ef-
fect when underpinned and guided by key and 
time-tested principles.

Such recognized risk management principles5 
and guidance adapted to reflect applicability 
with the cyberspace domain include: 

Identification of cyber risks aligned to mis-
sion objectives. Focus on prioritizing cyber 
risks with greatest impact on mission objec-
tives. Seek to mitigate threats and impact, 
whilst also maximizing opportunities. Recog-
nize that risks may include not just technology, 
but also people and organizational elements 
(including processes).

Consideration of mission context in iden-
tifying risks. Consider the context and full 
spectrum of the mission environment to iden-
tify all potential sources of risk. These may 
include internal and external factors, security 
environment, relevant governance (e.g. policy 
and doctrine), organizational structure, and 
stakeholder relationships.

Recognition of the dynamic nature of cy-
berspace. Timing is everything. Especially in 
the cyberspace domain, recognize that cyber 
risks can quickly emerge, change or disap-
pear as external and internal context and mis-
sions evolve. Anticipate, detect, and respond 
to changes and events in an appropriate and 
timely manner.  

Inclusive engagement with stakeholders.  
Recognize the importance of cooperation and 
sharing information in what is often a federated 

risk environment. Seek to gain and understand 
perspectives and equities from multinational 
stakeholders, government, industry and the 
private sector. Proactively involve and engage 
stakeholders to ensure that their knowledge, 
views and risk perceptions are included in the 
process. Use common cyber and risk language 
and processes to exchange information and 
build a shared understanding.

Clear guidance. Provide a clear and coherent 
approach to stakeholders for how cyber risks 
tied to mission objectives are identified, as-
sessed and controlled across the operation.

Support to decision-makers. Support military 
commanders in understanding the relative 
risks and merits associated with cyber-related 
threats, and opportunities related to proposed 
courses of action. Systematically apply risk tol-
erance thresholds for each mission objective.

Human and cultural factors. Recognize that 
human factors including behaviour and cul-
ture influence all aspects of risk management. 

Approach
 

Fundamental to a systematic and holistic cy-
ber risk management approach is the creation 
and adoption of cyber risk management pol-
icy, strategy, plans, processes and reports that 
describe how, and in what sequence, related 

activities are to be undertaken and that assign 
roles and responsibilities necessary for ex-
ecution. A table outlining instrumental docu-
ments6 that can serve to underpin and guide 
the cyber risk management process can be 
requested via email to the address provided at 
the end of this article. 

Process
 
Central to a cyber risk management approach 
is the creation and adoption of a cyber risk 
management process, which can be sub-di-
vided into four primary steps: identify, assess, 
plan, and implement. These four steps form a 
logical sequence for robust implementation of 
a cyber risk management process underpinned 
by the risk management principles — with an 
additional "communicate" activity that per-
meates all the steps, reflecting the need for 
constant and effective communication and 
engagement throughout the process. (See the 
graphic on page 71.)

For operational missions, these process-
es should be augmented by a preceding "mis-
sion analysis" step to create a more broadly 
encompassing cyber risk to mission manage-
ment process that is responsive to the needs of 
the operational commander. This additional 
step purposefully constrains follow-on activi-
ties and tasks to mission-focused elements of 
cyberspace, with identification and assessment 
of cyber risks also within the context of the 
mission environment. 

It is emphasized that cyber risk manage-
ment in support of mission assurance requires 
specialized knowledge and cross-disciplinary 
competencies. This involves prioritizing mis-
sion-essential functions, mapping mission 
dependence on cyberspace and identifying 
threats and vulnerabilities. The cyber risk to 
mission management process also requires 
adaptation and inclusion of related tools and 
techniques to address the three following ad-
ditional requirements:

• Mission Architecture: Understanding of the 
cyber risks to mission first requires under-
standing of mission architecture and depen-
dencies on data, communication links, and 
systems. For prioritization of resources, it is 
also necessary to understand which systems, 
data and communications are most critical and 
pose the highest risk to mission objectives and 

OPERATIONALIZING CYBERSPACE



70   The Three Swords   38/2022

threads. It is recommended that cyber practi-
tioners review, select, and leverage from exist-
ing and modelling techniques methodologies 
to map and model the mission architecture.

• Cyber Mission Assurance Measures and Cy-
ber "Resilience-by-Design": When cyber risk 
thresholds are exceeded, response plans may 
include selection of appropriate resilience op-
tions and cyber mission assurance measures. 
Though cyber resilience goals are linked to risk 
management goals in that they help to inform 
risk response planning,7 the cyber resilience 
process and framework focus is on continuity 
of operations given an attack or system degra-
dation. Special consideration must be given to 
the relationship between these two related but 
different frameworks. 

• Cyber Situational Awareness: The sharing, 
collection, fusion and analysis of threats, vul-
nerabilities and related risk information across 
the enterprise leads to a more comprehensive 
situational awareness and understanding of ev-
erything associated with the global cyberspace 
domain that could impact our complex mission 
environment. Understanding the cyber risk and 
opportunity profile across the force dramatical-
ly improves an operational commander's deci-
sion-making process. Though operational-level 
cyber situational awareness remains an evolving 
concept and is not illustrated in this process, it 
is necessary to fully integrate the flow of infor-
mation and related inputs and outputs of each 
step in the process to support cyber situational 
awareness, and for development of a common 
recognized cyberspace picture. 

►►►

BELOW: The JWC hosted its inaugural Cyber 
Seminar from September 20 to 22, 2022. The theme 
of the seminar was "Operationalizing Cyberspace: 
Lessons and Experiences from Operations and 
Exercises" with a focus on NATO, national, and 
multinational operationalization of cyberspace as an 
operational domain. Photos by JWC PAO LEFT: One 
particular focus of Exercise STEADFAST JACKAL 2022 
was the cyberspace domain. Photo by NRDC-ITA 

“Understanding 
the cyber risk 

across the force 
dramatically 
improves an 
operational 

commander's 
decision-making 

process.”              
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1 Risk is defined as "an uncertain event or set of 

events that, should it occur, will have an effect on 

the achievement of objectives. A risk is a measure 

that combines the probability of a perceived threat or 

opportunity occurring and the magnitude of its impact 

on objectives." (Alexos Global Best Practice Manage-

ment of Risk: Guidance for Practitioners, 2010).

2 This framework was proposed to the 2021–2022 Mul-

tinational Capability Development Campaign (MCDC) 

Multinational Integrated Cyber Fusion Project; an 

unclassified project that aims to develop a risk-based 

approach.

It is recommended that a separate cyber 
risk to mission management process guide be 
created to describe how each step of the pro-
cess is carried out to include 1) goals for each 
process step; 2) task descriptions and instruc-
tions that describe the actions needed for 
each step to transform inputs into outputs; 3) 
description of inputs, outputs and techniques 
(and templates) needed to complete each pro-
cess step; 4) specifying roles and associated 
responsibilities for the whole process and for 
each step.  

Cyberspace is indeed a new battle-
ground for NATO, and cyber risk management 
will be integral to NATO's three core tasks of 
collective defence, crisis management and co-
operative security, and will ultimately improve 
mission assurance at the operational level. In 
conclusion, as cyberspace as a domain of op-
erations continues to evolve, more research is 
required to fully understand the implications 
of cyber risk management and cyber resilience 

in support of Alliance operations and mis-
sions, not only with regard to organizational 
processes, but also to the role, functions, and 
competencies of cyber practitioners. 

ENDNOTES
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3 "Threat" is used to describe an uncertain event that would 

have a negative impact on objectives if it occurred.

4 "Opportunity" is used to describe an uncertain event that 

would have a positive impact on objectives if it occurred.

5 Management of risk principles are adapted from ISO 

31000: 2009 and ISO 31000: 2018 and from Alexos 

Global Best Practice Management of Risk: Guidance for 

Practitioners, 2010.

6 Adapted for the cyberspace domain from Alexos Global 

Best Practice Management of Risk: Guidance for Practi-

tioners, 2010.

7 Generic risk response options may include avoiding a 

threat (or exploiting an opportunity), reducing a threat 

(or enhancing an opportunity), transferring risk, sharing 

risk, or accepting risk.

8 Cyber resilience-by-design refers to systems that are 

purposefully designed with properties to enhance recov-

erability or adaptability in support of mission assurance.

9 The graphic is author's own design, adapted and 

enhanced for cyber risk to mission purposes from the 

Management of Risk basic cycle in Alexos Global Best 

Practice for Risk: Guidance for Practitioners, 2010.
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Why Cyber Matters 

There are hundreds, if not thousands of arti-
cles, policy documents and concept papers dis-
cussing the adoption of cyberspace as a NATO 
domain of operations. Most begin by quoting 
the NATO Secretary General Jens Stoltenberg, 
who said in 2016 that "NATO has declared cy-
berspace as an operating domain alongside the 
traditional domains of maritime, land, air, and 
space".1 However, these articles rarely men-
tion the rest of this declaration. Mr Stoltenberg 
went on to cover how NATO needs to embed 
and integrate cyberspace into NATO opera-
tions, ensuring we regard it as relevant across 
the board, rather than viewing it as a domain 
in isolation. 

Cyberspace is often only thought of as 
physical information networks, and as a result, 
the distinction between cyber and information 
technology (IT) is not always conceptually un-
derstood. The intent of cyber threat actors is not 
just to compromise IT systems, but to use this as 
a means of targeting the process or the mission. 

Today, advanced cyber threats include 
both state-sponsored espionage and criminal 
activity seeking to understand, disrupt or de-
grade the mission by attacking the mission-
critical cyberspace. There is, therefore, an 
argument for making cyberspace even more 
relevant and enhancing the understanding and 
applicability of cyber risk to mission, rather 
than just thinking of this as an IT problem. 

Simply put, operationalizing cyberspace 
means that the cyber domain requires a "seat at 

the table" in each joint and component head-
quarters,2 embedded in operations, and not as 
an adjunct discipline separate from the other 
domains. In other words, operational com-
manders of joint and single-service domains 
should "own" the relevant portion of their cy-
ber environment and take the domain into ac-
count when making decisions. 

As the cyberspace domain goes from be-
ing of concern only to the cyber specialist to 
becoming more relevant to the mission com-
mander, bolstering the relevance of cyberspace 
is within our grasp. 

This article offers an alternative from a 
mission assurance perspective on cyberspace, 

►►►

ABOVE: A Royal Norwegian Air Force F-35 during 
NATO Air Policing Mission to Iceland. Photo by NATO

by Wing Commander James Cummins
British Air Force  
Cyber Operations Branch Head
NATO Allied Air Command 
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“Making 
cyberspace even 

more relevant  
to the mission  

requires a more 
complete analysis 

of people, 
processes and 
technology.”              

through the example of NATO Air Policing — 
a standing mission conducted by Allied Air 
Command (AIRCOM). This can serve as a 
starting point to consider the cyberspace do-
main as a whole-of-mission problem and not 
just an IT one, prompting further discussion 
on increasing the domain's relevance to NATO 
military commanders and thus informing how 
they might address this problem. 

A New Approach to Air-Cyber 
Situational Awareness

NATO Air Policing is a peacetime mission 
that aims to preserve the security of Alliance 
airspace. It is a collective task and involves the 
continuous presence — 24 hours a day, 365 
days a year — of fighter aircraft and crews. The 
crews are ready to react quickly to possible air-
space violations or support civilian aircraft in 
distress, for example when they have lost com-
munication with air traffic control.3

AIRCOM, headquartered at Ramstein, 
Germany, oversees the NATO Air Policing mis-
sion, supported by round-the-clock command 
and control from two combined air opera-
tions centres (CAOCs): one in Torrejon, Spain, 
which covers European NATO airspace south 
of the Alps, and one in Uedem, Germany, cov-
ering the north. However, the mission is also 
dependant on national forces, as NATO mem-
ber countries provide the necessary aircraft, 
air bases, and national tactical command and 
control sites. All of these other elements are op-
erated nationally, but under the direction of Su-
preme Allied Commander Europe (SACEUR).4 

The interaction within the Air Policing 
mission is complex, because each part of the 
mission has a complex relationship with mul-
tiple parts of cyberspace. Air Policing activities 
include monitoring the NATO airspace, mak-
ing decisions on any anomalies and intrusions 
to NATO airspace, launching aircraft and con-
trolling them throughout. 

At the operational level, the overall mis-
sion must also be continuously monitored, 
analysed and reported. Cyberspace is the glue 
that allows each of these operational pro-
cesses to take place — it allows access to and 
dissemination of information, on the basis of 
which decisions are made and executed, and 
it enables the coordination of a large multina-
tional operation spanning all NATO territories 
simultaneously.

Cyberspace for the Air Policing mission is 
more than just IT networks, for two reasons:

1) The mission itself is complex, involving 
multi-domain operators, systems, 
organizations, processes, information 
sources, and interactions during planning 
and execution. This involves human-to-
human interaction, data links and the 
electromagnetic spectrum, and touches the 
information environment for deterrence 
effect. The process being conducted by 
people should be the focal point, and not 
just the physical IT networks that support 
and enable this activity. 
 
2) The Air Policing mission's cyberspace 
crosses outside the boundaries of NATO-
owned cyberspace, including national 
networks, civilian infrastructure and  
non-traditional information systems, 
such as aircraft platforms and base 
infrastructure. Much of the critical 
activities interact with cyberspace outside 
of traditional NATO-owned networks.

Making cyberspace even more relevant to the 
mission thus requires a more complete analysis 
of people, processes and technology writ large. 

Therefore, it follows that ownership of the 
risk of mission disruption from cyberspace 
sits firmly with the organization performing 
that process, rather than with a separate cy-
ber component. Having a cyber component, 
however, also remains crucial for the holistic 
deconfliction of all operations in the cyber do-
main, and thus also for the planning and ex-
ecution of cyber operations. 

Making cyberspace mission-focused provides 
many benefits:

• The understanding of the mission 
dependency on cyberspace and the 
limitations, constraints and freedoms this 
provides, allows for a mission decision-
making process with a fuller understanding 
of the operating environment. 

• The understanding of how cyber threats  
and vulnerabilities can place the mission 
at risk enables an even more effective and 
efficient application of cyber effects.  

• The interaction between the mission 
and cyberspace introduces a requirement 
for cyber operations that support NATO 
mission outputs. This means we have 
gained true collaboration between the 
mission and cyber component. 

For Air Policing, these benefits have resulted in 
an adjustment of how cyber situational aware-
ness has been integrated to deliver a better 
air-cyber picture. This integration is based on 
models for building situational awareness that 
NATO has already adopted, such as the Ends-
ley model.5 Dr Mica Endsley, an engineer and 
a former chief scientist of the U.S. Air Force, 
provides the following definition: 

"Situational awareness is the perception of the 
elements in the environment within a volume 
of time and space, the comprehension of their 
meaning and a projection of their status in the 
near future."

Within the Endsley model, the first level of 
maturity is gaining a perception of the environ-
ment, gathering relevant information to under-
stand what is happening at the time. Compre-
hending this information is crucial in order to 
make it meaningful to the entire mission. 

OPERATIONALIZING CYBERSPACE
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Projection, the final step to situational 
awareness maturity, is probably the most im-
portant at the operational level. It provides un-
derstanding of not just what is happening right 
now, but what is likely to happen in the future.
This is crucial in order to allow the operational 
commander to make timely decisions on the 
mission, based on understanding how cyber-
space may place his mission at risk. 

In the case of air-cyber situational 
awareness, projection to possible future cy-
ber states allows the mission commander to 
shape the execution of the mission proactively. 
Within the Air Policing example, this proac-
tive management is delivered through the Air 
Operations Directive planning, the Air Task-
ing Order planning the day before the mission 
is executed, or in real time as the Air Policing 
mission is conducted daily. Cyber situational 
awareness is a crucial addition at all stages to 
enable decision-making based on a full aware-
ness of the operational environment. The 
information needed to provide situational 
awareness for the air domain is relatively easy 
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ABOVE: Endsley situational awareness model, drawn by 
Dr Peter Lankton, May 2007

to comprehend: Air situational awareness re-
quires an understanding of the environment 
and all actors operating within it. This ap-
proach is equally applicable to the cyberspace 
domain; however, as this domain is virtual, the 
environment is far more difficult to conceptu-
alize. This might be one reason why there is a 
tendency to place the focus back on the net-
work components that exist in physical space.

Comprehension of Mission-
Focused Cyber Situational 
Awareness

The U.S.-led Multinational Information Cy-
ber Fusion Program (MNICF)6, in collabora-
tion with Headquarters Supreme Allied Com-
mander Transformation (HQ SACT), suggests 
four categories of information that, if collated, 
would provide the required understanding of 
the cyber environment and the actors within it: 

1) Mission Information: The information to 
build mission-focused situational awareness 

must start with understanding the mission, 
and then the cyberspace that the mission re-
quires. This then defines the cyberspace that 
the other parts of situational awareness will 
need to focus on.  

2) Network Information: This means the 
state of the underlying cyber infrastructure, 
its availability, and its resilience. This infor-
mation category only considers the cyber-
space used by the mission.

3) Vulnerability Information: This informa-
tion deals with weaknesses in people, pro-
cesses and technology that could be exploited 
by a threat to disrupt this mission cyberspace. 
This includes anything from weak processes 
to people clicking malicious links in email.

4) Threat Information: This category of 
information deals with the capability of the 
threat to exploit these vulnerabilities, and 
the intent to do so. Threat activity taking 
place outside the cyber domain is important 
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since it provides information on this capa-
bility and intent. However, the threat infor-
mation collected still needs to be analysed 
in the context of the mission, realizing that 
there is no risk where there is no capability 
or intent.7

This categorization of information provides a 
fuller, mission-focused view of air-cyber situ-
ational awareness. This view constitutes the 
perception and comprehension baseline in 
the Endsley model, which can then progress 
through the next stages of maturity.

Turning Cyber Situational 
Awareness Into Mission Risk

Comprehension allows us to build a mean-
ingful situational awareness picture based on 
the currently available information. The key 
question that mission commanders must an-
swer is not just what is happening now, but 
what changes in cyberspace might disrupt the 
mission in the future. Risk can be taken as the 
product of the likelihood of disruption and its 
impact, which can be defined as follows:

Likelihood: This includes an assessment of the 
capability and intent of the threat actor to dis-
rupt the mission, and the opportunities they 
have to do this. The assessment is based on the 
threat and vulnerability information gathered 
during situational awareness.8

Impact: This relates directly to the mission 
impact and should focus on the activity per-
formed. It is the impact of a particular process 
being disrupted that feeds an assessment of the 
mission in total being disrupted. This is also 
not exact: Some processes are survivable and 
have baseline resilience already built in, allow-
ing the mission to succeed in an alternate way 
if one particular process is disrupted.

Air Policing has validated this theoretical ap-
proach, with some supporting processes to 
allow the approach to be applied. Application 
of the Endsley model is supported by two ad-
ditional processes that provide AIRCOM with 
air-cyber mission situ ational awareness:

• Architectural approaches9 that show the 
linkage between mission people, processes 
and cyberspace. The main focus is on 
understanding the mission processes first; 
the interaction with cyberspace in totality 
will come from lower levels of the model, 
focusing any information collection 
requirements to generate situational 
awareness perception.

• Threat modelling that considers the 
cyberspace vulnerabilities that a threat 
actor may exploit, how they may disrupt 
the process, and which route the threat 
would take (threat vector).

In the Air Policing example, the mission itself 
is at the very top level of the architecture. The 
tasks performed to monitor the airspace, take 
decisions on aircraft launches and execute any 
intercept are then analysed in detail to provide 
the next level of the architecture. 

Once these operational activities are 
known, key information elements and their 
flow through cyberspace can also be deduced 
and the Air Policing cyberspace vulnerabilities 
better understood. This results in a highly tar-
geted, mission-focused cyber situational aware-
ness for Air Policing. 

Taking this into projection means incor-
porating the planned air activity delivered in 
the high-level orders such as the quarterly Air 
Operations Directive (AOD). This AOD can 
then act as the coordinating document to state 
the level of cyber risk to the execution of the 
Air Policing mission over the period the AOD 
covers. This allows timely decisions to be made 
on cyber effects to manage this risk.

The application of a mission focus 
through the Endsley model has allowed AIR-
COM to deliver Air Policing from a better-
informed, fuller understanding of cyberspace. 
This has led to commanders considering cyber 
at all levels and giving it a seat at the table with-
in the air-operational decision meetings.

Conclusion
 

With the ever-increasing importance of cyber-
space, the 2016 NATO declaration of cyber-
space as a separate domain presented the op-
portunity to operationalize this space and fully 
integrate cyber defence into NATO missions. 
However, the tendency for the cyberspace 

domain to be considered as no more than an 
extension of IT networks has the potential to 
shift focus away from mission assurance. This 
can be addressed by making the cyber domain 
relevant to the entire mission. Explicitly defin-
ing mission dependencies and opportunities 
in the cyberspace domain will help to maxi-
mize mission effects.

While AIRCOM is integrating some of 
these approaches into the Air Policing mission, 
there are significant opportunities for NATO to 
collaborate even more broadly on developing 
mission-focused integration of the cyber do-
main. All that is required is a change in mindset 
to make cyber a true mission problem, with IT 
as a supporting factor. The approaches summa-
rized in this article present one way of starting 
this collaborative work, allowing us to achieve 
the full benefits articulated in the NATO Secre-
tary General's statement. 
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ALLIED JOINT PUBLICATION FOR STRATCOM

The Complex Process  
of Developing the  
Allied Joint Publication for  
Strategic Communications
by Commander Cornelis van der Klaauw
Royal Netherlands Navy
Subject Matter Expert, Strategic Communications 
and Information Operations
NATO Joint Warfare Centre

and Major Lars Flink
Royal Netherlands Army
Subject Matter Expert, Strategic Communications,  
Information Operations and Psychological Operations
NATO Strategic Communications Centre of Excellence

Introduction

Some of us are given the opportunity to contribute to the review of an 
Allied joint publication (AJP) during our time in NATO. This time pro-
vides an excellent opportunity to share our experiences with the wider 
community of interest. As the custodian and as a member of the writing 
team, respectively, the authors of this article were in the rare position to 
draft and contribute to the development of a completely new AJP, the 
AJP-10 on Strategic Communications (StratCom). In this co-written ar-
ticle, we would like to explain why this AJP is important, as well as to 
elaborate on the process of drafting such a document, the impact that the 
pandemic had on the writing process, and, most importantly, the aspect 
of lessons identified during the document drafting. 

Before elaborating on the importance of the AJP-10 for StratCom, 
it is necessary to give insight into the rapidly changing global security 
environment, the role of information activities,1 the information envi-
ronment,2 and the need for NATO to communicate and act in a coherent 
and consistent manner. Apart from the obvious need to be able to react 
to any hostile activity by kinetic means, NATO also needs to be able to 
react to hostile activities below the so-called threshold of armed conflict. 
One of these activities concerns hostile information activities, which 
range from propaganda and disinformation to fake news. In these situa-
tions, it is crucial for NATO to communicate decisions and conduct ac-
tions at the right moment, to the right audiences, and in the correct and 
coherent manner. This is obtained when one manages to deter potential 
adversaries, while gaining and maintaining credibility among audiences.  

The NATO standing 
maritime group with  

UK carrier strike group 
during STEADFAST 

DEFENDER 2021. Photo 
by UK Defence CSG21

Every action has
communicative effect.

What you protect sends a message
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In 2009, soon after establishing a require-
ment for a strategic communications capability, 
the first NATO policy on strategic communi-
cations was approved. In 2017, two more im-
portant documents were drafted, namely the 
NATO Military Policy on Strategic Communi-
cations (MC-0628) and the Strategic Commu-
nications Handbook. The latest version of the 
ACO Directive 95-2 for Strategic Communica-
tions was approved in July 2021. Nevertheless, 
one key document was still missing: an Allied 
joint publication for strategic communications. 

On its way to approval, a NATO doctrine 
undergoes different stages where it is drafted, 
staffed, harmonized, validated, revised or can-
celled by following the rules for the develop-
ment process. The three phases of the process 
are the review, development and management 
phases. A review phase is initiated when Al-
lied Command Transformation (ACT) issues 
a request for feedback (RFF) in accordance 
with the Allied Joint Doctrine Campaign Plan 
(AJDCP). The issuing of a doctrine task by 
the Military Committee Joint Standardization 
Board (MCJSB) marks the end of this phase. 
Any doctrine is reviewed on a recurring basis 
to ensure that it reflects best practice, lessons 
learned and up-to-date policy.

The development phase, which is the 
next phase, is initiated when a doctrine task is 
approved. The phase ends when the letter to 
enter promulgation is issued. The MCJSB sec-

retary provides the custodian with the approved 
doctrine task and a data fusion summary re-
port. The custodian then develops the doctrine 
with the support of a writing team. The writing 
team should always endeavour to support the 
custodian during the development phase. 

The final phase is the management 
phase. It is initiated with the issuing of the let-
ter for approval to promulgate, and ends with 
the issuing of an RFF, which indicates the be-
ginning of a new review phase. The manage-
ment phase includes education, training, exer-
cise, validation, evaluation and feedback. 

The Development Process

In 2016, during the 78th MCJSB meeting, a 
broad consensus was reached to focus on filling 
a void identified in the StratCom Doctrine. In 
addition, it was agreed that there was a lack of a 
common definition of StratCom at the military 
level, as well as a need for better structures for 
information and communication activities and 
processes to achieve more effective StratCom. 

The following year, the MCJSB tasked 
ACT with developing an informed doctrine 
proposal for StratCom. In the same tasking 
document, the NATO Strategic Communica-
tions Centre of Excellence (NATO StratCom 
COE) was requested to investigate the possibil-
ity of developing a StratCom doctrine in paral-
lel with the development of the new military 

policy on StratCom. The rationale for develop-
ing the StratCom doctrine was the need to pro-
vide a common understanding of the function 
of StratCom to commanders and their staffs, 
and to provide them with detailed instructions 
for coordinating and integrating communi-
cation capabilities and the information staff 
function into other military activities.

Furthermore, the roles and responsibili-
ties of StratCom staff officers were not always 
clear, including which boards and working 
groups to participate in and contribute to. 

Finally, there was also a need to better 
synchronize effects in the information envi-
ronment with the effects of actions and activi-
ties by other military capabilities in order to 
create a holistic approach to operations.

The overall purpose of developing the 
new AJP-10 was to implement policy and inte-
grate a common understanding of StratCom, as 
well as to highlight the role that the information 
staff function and the communication capabili-
ties play in achieving successful results. There-
fore, AJP-10 needed to directly link with the 
reviewed AJP on Information Operations (Info 
Ops), on Psychological Operations (PsyOps), 
and on the new AJP on Military Public Affairs 
(Mil PA), which is currently being developed. 

It was not until the final approval of the 
new military policy on StratCom in 2017 that 
the NATO StratCom COE could start explor-
ing the possibility of developing a doctrine for 
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JACKAL 2022 photo 

by NRDC-ITA PAO 
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StratCom. At the end of November 2018, the 
NATO StratCom COE was appointed the of-
ficial custodian of AJP-10. As such, the NATO 
StratCom COE could finally start the develop-
ment of a framework for the document. The 
first step was a workshop conducted in Riga 
with the aim of discussing the current state 
of NATO StratCom processes based on the 
everyday experience of the practitioners. The 
conclusion from the workshop was that the 
development of the document would be chal-
lenging due to the many different opinions and 
established ways of working. There were differ-
ent national understandings of the functions 
and capabilities of StratCom, Info Ops, PsyOps 
and Mil PA, and consequently, there were dif-
ferences in terminology as well. 

According to AAP-47, the custodian 
should hold a writing team meeting within 
60 days of the doctrine task approval. The first 
task of AJP-10 writing team was to decide how 
best to work within the timelines of the task-
ing. In this context, it is important to know 
that although the custodian may designate an 
author to write the doctrine, they retain own-

ership and are responsible for meeting all mile-
stones and timelines for the tasking. 

Therefore, soon after the workshop that 
developed the framework for the new AJP-10, 
the first writing team meeting was held. In Feb-
ruary 2019, representatives from nations and 
NATO headquarters and agencies convened 
in Riga with the primary aim of drafting the 
first two chapters of the four-chapter doctrine. 
At the second writing team meeting in Riga in 
March 2019, the main objective was to write the 
outlines for the third and fourth chapters, and 
to align these with the previous chapters of the 
document. The third writing team meeting was 
held a few months later in combination with the 
Riga StratCom Dialogue and focused on draft-
ing the second half of the doctrine. By the end 
of the third meeting, all four chapters of the 
AJP-10 had been drafted. Subsequently, all four 
draft chapters of the document were checked by 
an editor with subject expertise in order to cre-
ate a more coherent and legible first draft. 

The fourth and final writing team meet-
ing took place in November 2019 in Riga. The 
primary aim of this meeting was to review and 
discuss the first draft, with the aim of finalizing 
the draft by January 2020. The main objectives 
for this fourth meeting were to:

• Deliver coordinated content and 
amendments to allow the custodian  
to create the first study draft.

• Agree on whether graphs, vignettes,  
or other inserts were necessary, and  
agree on their content, to allow the 
custodian to hire an expert to design  
or draft such inserts.

• Agree on and standardize all definitions 
used in the AJP-10.

It is important to note that the AJP-10 takes on a 
governing role in all StratCom matters. In other 
words, other AJPs, handbooks, etc. should use 
AJP-10 for verification of facts and information 
relating to StratCom. Following the fourth writ-
ing team meeting, the release date for the first 
study draft was set to April 3, 2020, with the cir-
culation period ending on July 31, 2020 due to 
the impact of the pandemic on staffing. 

The circulation period is the time al-
located to nations and organizations to com-
ment on the first study draft via the Allied Joint 
Operations Doctrine Working Group (AJOD 
WG) forum on the NATO Standardization Of-

fice (NSO) website. The main responsibility of 
the NSO AJOD WG is to develop, manage, and 
standardize Allied joint doctrine with contri-
butions from other working groups and with 
the support of doctrine custodians, in order 
to enhance interoperability and improve the 
effectiveness of NATO forces in planning and 
conducting joint operations. 

After the end of the circulation period, 
the team processed all the comments made 
on the first study draft of AJP-10 and held the 
first adjudication meeting. An adjudicated 
comments matrix was created and used by the 
NATO StratCom COE to produce the second 
study draft. 

The nations and organizations were then 
given a new period for commenting on the 
second draft. Following the second adjudica-
tion meeting and incorporation of more com-
ments, a harmonization draft was published 
in the AJOD WG forum on the NSO website. 
Nations and organizations were then given one 
month to provide their comments on this har-
monization draft via the forum.

According to AAP-47, the harmoniza-
tion step was introduced so that nations and 
organizations could comment on a draft before 
submitting the ratification draft for approval. 
During this stage, the NATO StratCom COE, 
as the custodian, posts the harmonization draft 
on the AJOD WG forum to initiate the formal 
harmonization review. This is an important 
step towards assuring that the new doctrine 
is harmonized as much as possible with other 
key doctrine and military policies. 

Once the review period was finished, 
the AJOD WG secretary reviewed the harmo-
nization draft and forwarded it to the MCJSB 
for approval before it entered the ratification 
phase. A publication is ratified when the re-
quired number of NATO member states, as 
determined by the promulgation criteria, have 
provided their national ratification responses.

After the ratification draft was issued as 
a final draft, the nations were given 180 days to 
ratify the new AJP. The draft must be approved 
by three quarters of the nations in order to pass 
the ratification stage. For the AJP-10, this is 
scheduled to take place before the end of 2022. 

Key Points

The development process of AJP-10 highlight-
ed the importance of standardized methods 

►►►

BELOW: Commander Cornelis van der Klaauw (left) and 
Major Lars Flink, the co-authors, at the NATO Strategic 
Communications Centre of Excellence (NATO StratCom 

COE), Riga, Latvia. Photo by NATO StratCom COE 
Communications Officer
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and approaches. The following is a summa-
rized list of some of the best practices we iden-
tified during our AJP work, which could serve 
to help our successors.

• Early involvement of the potential custo-
dian in the formulation of the doctrine task-
ing would be useful, as it would help prepare 
the custodian for what is to come. Moreover, 
it would help the custodian prepare for the 
tasking within their overall programme of 
work. Since this work involves a long-term 
tasking that could last for years, this needs 
to be reflected also in the custodian's pro-
gramme of work.

• Within a nation, there should be one point 
of contact who receives and distributes a 
draft during the process.

• AAP-47 is helpful in describing the pro-
cess; however, it does not answer all the 
questions a custodian might have. For ex-
ample, there are higher-level documents 
that have an impact on AAP-47 that are not 
generally known. The NSO plays a key role 
in collecting and sharing lessons identified, 
lessons learned and proven best practices. 
In the future, this could be further bolstered 
through a database or a handbook.

• The collaborative drafting of four sepa-
rate chapters by the writing team is not an 
easy feat due to a high number of inputs and 
feedback. To speed up the initial phase of the 
process, it is recommended that the custo-
dian develops a first working draft before the 
meeting of the first writing team. 

• Creating a coherent document is only one 
of many aspects to consider when developing 
a new AJP. The wording and structure of the 
document should be clear and understand-
able, using a NATO writing style. This re-
quires an experienced editor. In this context, 
the UK Development, Concepts and Doc-
trine Centre (DCDC) played an important 
role in editing the text and aligning it with 
other doctrine developments. This helped en-
sure we were not writing a document for our-
selves, but for the wide range of non-subject 
matter expert readers.

• It is recommended to better highlight the 
role of the sponsor3 in the doctrine tasking. 
Thus everyone involved in the process would 
know what is expected of them, and also 
what they can expect from others.

• AAP-47 is the key document for doctrine 
development and review. All those involved 
in the development or review process of an 
AJP - not only custodian and sponsor - 
should familiarize themselves with it.

• New doctrine needs to be aligned with 
existing doctrine, and also it needs to be 
future-oriented. This means aligning the de-
velopment process with other key doctrine 
publications under review is a must. Close 
cooperation between custodians is therefore 
crucial for the review of these publications 
and the documents they are guiding, such as 
handbooks and directives.

• Doctrine is a codification of theory and 
proven best practices and principles; how-
ever, it should provide enough room for ma-
noeuvre without hampering interoperability 
and the inclusion of future developments.

• By the time the doctrine is promulgated, 
most of the people involved in the develop-
ment of the document will have moved on to 
other positions. A corporate memory should 
be developed and made available, prevent-
ing a need to "reinvent the wheel" in years 
to come.

• It is vital to spread awareness of the docu-
ment beyond the StratCom community of 
interest. As AJP-10 concerns all NATO per-
sonnel and is not limited to the communica-
tion capabilities and information function, 
everybody working for NATO should gain a 
clear StratCom mindset!

THE KEY IMPORTANCE of the AJP-10 for 
StratCom remains clear: It prevents stovepipes 
and establishes an inclusive approach through 
better alignment of processes and structures. 
In achieving this, NATO will be able to counter 
hostile information activities and at the same 
time promote its own narrative, using all ca-
pabilities within its structures and employing a 
behaviour-centric approach to achieve its goals. 

ENDNOTES 

1 Activities performed by any capability or means, 

focused on creating cognitive effects.

2 An environment comprised of the information 

itself, the individuals, organizations and systems 

that receive, process and convey the information, 

and the cognitive, virtual and physical space in 

which this occurs.

3 Each AJP is assigned a sponsor who provides 

custodial access to relevant knowledge available 

through NATO Headquarters and NATO Command 

Structure. The International Military Staff  

appoints a doctrine sponsor for each AJP, to 

include emergent doctrine for which there is an 

approved doctrine proposal. 

Although the need for an AJP on Strat-
Com was identified almost a decade ago, it took 
years before the development of the document 
could begin. It was hampered by several un-
foreseen aspects, such as the COVID-19 pan-
demic. Nevertheless, the work was completed, 
and many lessons learned: Although the pro-
cess of developing a new AJP is well sequenced 
and described in AAP-47, we observed that 
there is a need for more detailed guidelines. 
Moreover, the several rounds of feedback from 
the nations will benefit from more structure 
and better routines. 

Finally, it became clear that developing 
a new AJP requires both patience and excel-
lent diplomatic skills. The NATO StratCom 
COE has shown that they master these skills 
extremely well, and the resulting document 
will reflect that.  

BELOW: "StratCom" as a primary training objective —  
Lieutenant General Lorenzo D’Addario,  

Commander NATO Rapid Deployable Corps – Italy,  
during STEADFAST JACKAL 2022.  

Photo by NRDC-ITA PAO
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THE POLISH MISSION NETWORK 
in the Coalition Service

Colonel Marcin Marek 
Polish Air Force
CIS Branch
Polish Armed Forces  
General Command

and Lieutenant Colonel Zbigniew Ćwik
Polish Army
CIS Branch
Polish Armed Forces  
General Command

F
ROM AN EARLY stage in the NATO 
stabilization operation in Afghani-
stan, it became apparent how impor-
tant it was to achieve interoperability 
of communication and information 

systems (CIS) as well as command and con-
trol (C2) support systems. Initially, troops de-
ployed to Afghanistan to conduct a multina-
tional mission in the theatre tried to find a way 
to distribute a common operational picture to 
ensure the situational awareness of all nations. 
As lessons learned came from the implemen-
tation of the Afghanistan Mission Network, 
NATO saw the necessity for standardization of 
operational procedures and technical require-
ments that would guide Allied nations in the 
preparation of common CIS networks sup-
porting future multinational operations. This 
created a need to establish a project coordina-
tion structure in the upper echelons of NATO. 
The resulting project initiative has been named 
Federated Mission Networking (FMN).

Poland, as a NATO member country, 
has actively supported the initiative and orga-
nized its own implementation, which has been 
named Polish Mission Network (PMN). 

PMN now covers all needs concerning 
national operations and exercises as well as 
participation of the Polish Armed Forces in in-
ternational missions and training events. Ad-
ditionally, PMN is successfully used by coali-
tion command structures in the Baltic region, 
which will be the focus of this article. 

The FMN Initiative

The FMN initiative was launched by the North 
Atlantic Council in 2015 with the main task to 
consolidate an effort of NATO institutions and 
nations in defining operational procedures 
and technical organization rules to manage 
the connections of CIS and C2 support sys-
tems in international combat conditions. The 
initiative was the outcome of the NATO FMN 
Implementation Plan (NFIP), which Allied 
Command Transformation (ACT) submitted 
in 2014 in coordination with Allied Command 
Operations (ACO) and the NATO Communi-
cations and Information (NCI) Agency. 

Subsequently, a governance and man-
agement body for this NATO-wide project was 
nominated in order to implement a fundamen-
tal idea of FMN. Federated Mission Networking 
has been introduced to coordinate the interac-
tion of people, processes and technology in ex-
changing information and services among fed-
erated mission participants, including the use 
of interconnected autonomous computer net-
works for the conduct of coalition operations 
and exercises. FMN governance is a dedicated 
responsibility assigned to the NATO Military 
Committee, which sets the vision for the FMN 
and provides guidance as well as an environ-
ment for effective management of the FMN.

To facilitate a continuous increase in 
the level of maturity of FMN solutions, FMN 
requirements follow a spiral approach. FMN 

requirements for "Spiral 5" have recently been 
worked out, mostly focusing on directives 
implementing NATO functional area services 
(FAS) in the mission networks. Moreover, FMN 
governance routinely verifies compliance with 
a spiral requirement in particular mission net-
works that are established by organizations or 
nations during NATO exercises, such as the 
Coalition Warrior Interoperability Exercise 
(CWIX) and STEADFAST COBALT.

PMN Development

Poland has been an active participant in the 
FMN initiative since the beginning. The first 
mature version of the PMN solution to fulfil 
FMN requirements, version 1.0, was vali-
dated during CWIX 2016. Later that year, the 
management and participating troops of the 
Polish international military exercise ANA-
KONDA 2016 were supported with PMN 1.0.  
The next development stage was version 2.0 of 
the PMN, which was used during two of the 
largest Polish international military exercises, 
ANAKONDA 2018 and DRAGON 2019. 

In 2020, PMN 2.0 was properly feder-
ated with the Mission Partnership Environ-
ment (MPE), the U.S. mission network. The 
functionality of this system connection was 
validated during Exercise ASTRAL KNIGHT 
2020, which was conducted by the U.S. Air 

►►►
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Force in Europe and significantly improved 
common situational awareness.

Currently PMN 2.0 fulfils "Spiral 2" of 
the FMN requirements, which mostly concern 
the implementation of core system IT services 
for various NATO-specific communications 
technologies. This system solution covers 
current national needs in three functionally 
separated areas: operational planning, crisis 
management and reconnaissance activities. 
Furthermore, expectations regarding interna-
tional missions and training events are essen-
tial for the development of PMN 2.0.

In the near future, the next spiral re-
quirements of FMN will be considered for im-
plementation in PMN 2.0. The improvement 
of the system mobility and federation range 
will be developed, prioritizing aspects such as 
radio remote access and remote access and dis-
tribution of EU-classified data.

The PMN in Coalition Service

The enhanced Force Presence (eFP) was one of 
the initiatives launched after NATO's Warsaw 
Summit in 2016. The NATO deterrent pres-
ence in the Baltic region was a response to mil-
itary activities of Russian troops and proxies in 

eastern Ukraine, which had begun two years 
earlier in Crimea. Multinational Corps North-
East (MNC NE), based in Poland, was tasked 
with coordinating the eFP initiative. Addition-
ally, the next multinational command at divi-
sion level was formed in Poland at that time. 

According to the framework arrange-
ments for these units, Poland was obligated to 
provide, among others, CIS and combat sup-
port for command posts created both for MNC 
NE and for the new Multinational Division 
North-East (MND NE). 

In line with urgent formal obligations to 
extend the CIS capabilities of the eFP, Polish 
military authorities proposed using the PMN 
solution to federate mission networks of affili-
ated troops to MNC NE and MND NE. Due to 
this proposal, the Polish system management 
authority for the PMN created two new sub-
networks, eFP MN and POL eFP, which were 
respectively dedicated to MNC NE and MND 
NE with Polish affiliated units.

To support the eFP initiative in the Baltic 
region, eFP MN was temporarily federated with 
the U.S. MPE during preparations for Exercise 
DEFENDER EUROPE 2020. Furthermore, eFP 
MN has been activated to support Allied Joint 
Force Command Brunssum remote access to 

ABOVE: Polish CIS specialists at NATO Joint Force Training Centre (JFTC) and an illustration of PMN development break points. Photo by JFTC PAO

the mission network of MNC NE. Such a CIS 
solution shortens decision-making and plan-
ning processes on both the operational and 
tactical levels in case of combat or training ac-
tivities of MNC NE in its area of responsibil-
ity. The eFP MN was also used during Exercise 
STEADFAST JUPITER 2021, directed by the 
Joint Warfare Centre (JWC), which was a certi-
fication exercise for MNC NE.

Conclusion

It is important to underline that there is an 
additional effort for Polish national CIS struc-
tures to support coalition command structures 
in the Baltic region. These additional responsi-
bilities simultaneously accelerate the develop-
ment of PMN for national needs, which means 
that the technical and operational benefits are 
mutual. On the other hand, both MNC NE and 
MND NE have strong ambitions to provide 
their own CIS solutions that will meet FMN 
requirements. Until then, Polish CIS special-
ists from the unit acting as system manage-
ment authority for PMN will be proud that 
their efforts are strengthening coalition CIS 
capabilities during the eFP mission in the Bal-
tic region. 
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N
ATO DECLARED SPACE an op-
erational domain in 2019. As part of 
this shift, the North Atlantic Council 
authorized the establishment of the 

NATO Space Centre at Allied Air Command 
in Ramstein, Germany. The NATO Space Cen-
tre opened its doors in 2021 and, although it is 
still early days in the Centre's development, we 
have started to expand in terms of number of 
personnel and our capabilities.

The main role of the NATO Space 
Centre is to provide space domain awareness 
across the Alliance and identify any potential 
threats in this domain. Space systems are es-
sential to our daily lives, enabling everything 
from mobile calls to banking services and 
weather forecasts. However, potential adver-
saries are developing, testing and operational-
izing sophisticated counter-space technologies 
that could threaten Allies' access to space and 

their freedom to operate in this domain. Cur-
rent international events have brought into 
sharp focus how important it is to maintain ac-
cess to the space domain and have highlighted 
the benefits of having a NATO Space Centre. 
The team have supported NATO operations 
across the other domains, providing them with 
the space-related products and services that 
are essential to execute their missions. 

As NATO does not own any of its own 
satellites, the NATO Space Centre is also sup-
ported by Allies. We have started building 
strong relationships with a number of the 
space operations centres across the Alliance in 
order to supplement our own capabilities with 
their data, products and services. It has also 
been crucial to inform personnel about the im-
portance of space and educate them as to what 
the NATO Space Centre can provide. Since its 
establishment, the NATO Space Centre has 

briefed numerous senior commanders, includ-
ing representatives from the NATO Military 
Committee, Canada, NATO Rapid Deployable 
Corps – Italy, and the German Ministry of De-
fence. The NATO Space Centre team has also 
visited space colleagues in Germany, France, 
Spain, Poland, the U.S. and the United King-
dom to strengthen ties with nations.

With the establishment of the domain, 
space has been increasingly integrated into 
NATO exercises at all levels. The NATO Space 
Centre has supported air, land and maritime 
exercises, as well as the STEADFAST JUPITER 
joint NATO exercises, run through the Joint 
Warfare Centre (JWC). This exercise series 
has been an excellent opportunity to upskill 
NATO Space Centre personnel, not just dur-
ing the execution phase, but also throughout 
the exercise planning process. For example, a 
number of NATO Space Centre personnel can 
be found supporting the wider NATO space 
team during Main Events List/Main Incidents 
List (MEL/MIL) scripting at the JWC. 

So what is next for the NATO Space 
Centre? Throughout winter 2022, we will re-
fine our operational requirements to support 
the procurement and acquisition process. This 
will help ensure that the NATO Space Centre is 
suitably equipped as a modern-day 24/7 oper-
ations facility. We will also continue to support 
NATO operations and increase our involve-
ment with a multitude of NATO exercises as 
the importance of the space domain continues 
to be recognized. And, once again, our person-
nel will support the JWC exercise preparation 
and execution. 

NATO 
SPACE 
CENTRE by Wing Commander Dave Allen

British Air Force
Enablement Branch Head
NATO Space Centre

NATO Space Centre.  
Photo by the author
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Mr Draper, thank you very much for taking 
the time to speak with us. We talked about 
the Joint Warfare Centre's (JWC) simulation 
technologies in an interview in 2018. From a 
training standpoint, what is new in the JWC's 
virtual battlespace?    
- Four years have certainly flown by; it seems 
like only yesterday that we last spoke. We have 
recently tested and accepted version 6.5 of our 
core simulation, the Joint Theater Level Simu-
lation–Global Operations (JTLS-GO). This 
version of the model continues to enhance the 
JWC's CAX ability to represent very large-scale, 
multiple joint operations area (JOA) scenarios. 

One of the key features of NATO's vi-
sion for future exercises is the representation 
of operations at very large scales with multiple 
corps, thousands of air platforms and dozens 
of maritime vessels. It is crucial for us that our 

simulation systems are able to address this re-
quirement. However, we also need to prepare 
the complex databases that reflect these forces. 
Members of my branch have been working hard 
to realize the vision for a NATO order of battle 
(ORBAT) data inventory. This system is de-
signed to simplify the reuse of data and ensure 
that the creation of accurate force structures 
and unit capabilities is as efficient as possible.

How does the multi-domain operations ap-
proach affect CAX?    
- Multi-domain operations are extremely 
challenging to execute in both the real world 
and the exercise environment. Much of that 
challenge comes from the requirement for our 
training audiences to execute complex plan-
ning, communication and execution process-
es. To practice these activities in a synthetic 

environment, it is essential that we have a 
comprehensive, truly joint simulation capabil-
ity. This ensures that we capture and portray 
the roles of all the contributing domains in a 
realistic representation of the interactions of 
capabilities required to deliver operational ef-
fect. JTLS-GO is actually uniquely suited to the 
representation of these kinds of operations. If 
we prepare the appropriate exercise environ-
ment and provide the required human exper-
tise, we can support this area of operational art 
very effectively.

How do you make sure you adapt to the 
changing operational requirements and sim-
ulate today's battlefield?  
- We are critically dependent on the relation-
ships with our training audiences and the com-
ponent commands. We work collaboratively 

We have been working hard to realize the vision for a NATO ORBAT data inventory. 
This system is designed to simplify the reuse of data and ensure that the creation of 

accurate force structures and unit capabilities is as efficient as possible."
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Phil Draper, the Joint 
Warfare Centre's  
Head of the Computer-
Assisted Exercise 
(CAX) Support Branch, 
discusses the modelling 
and simulation systems 
in use at the Centre.  

►►►

By Inci Kucukaksoy 
NATO International Civilian 
Public Affairs Office 
NATO Joint Warfare Centre
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Phil Draper briefing the Jordanian officers. 
Photo by Yrjan Johansen

CAX SUPPORT TO EXERCISES

with these organizations to ensure that our data 
regarding operational capability is as accurate 
as possible. Within the JWC, we also rely on 
the Opposing Forces (OPFOR) Branch to con-
firm that the capabilities required to challenge 
the exercise participants are reflected in the 
orders of battle we build, the capabilities of the 
equipment the simulated adversary deploys, 
and the doctrine under which they operate. 

The JWC CAX Branch is also deeply in-
volved in the evolution of JTLS. We chair the 
Operational Authority Board for the system 
on behalf of Allied Command Transformation. 
This board assists the international user com-
munity in defining and prioritizing changes to 
the model. These modifications are essential in 
ensuring that our simulation toolset meets the 
requirements of representing a continuously 
evolving battlespace.

The JWC collaborated with Jordan this year 
as part of the Mediterranean Dialogue. Can 
you tell us a little more about that?    
- The JWC CAX Support Branch responded 
to a request from the NATO Defence Capacity 
Building (DCB) community at NATO Head-
quarters for assistance in assessing a project 
in Jordan. The Jordanian Defence Force is 
undertaking a modernization programme as-
sociated with its simulation and training capa-
bilities. Jordanian officers visited the JWC and 

received extensive briefings regarding NATO's 
approach to computer-assisted command post 
exercises and how we employ simulation and 
media to support these endeavours. The JWC 
CAX staff then travelled to Jordan to review 
the current simulation technologies available 
to the country, and subsequently made recom-
mendations to the DCB programme officers 
regarding the most useful areas for investment. 

We were all extremely impressed with 
the professionalism and commitment of the 
Jordanian personnel we worked with, and the 

event proved to be a truly collaborative un-
dertaking. The JWC personnel learned much 
from the Jordanian approach. Their focus on 
real-world challenges and realistic scenarios 
was particularly interesting.

Is there anything you would like to add?   
- Thank you for the opportunity to contribute 
to the JWC's wider communication initiative. I 
am extremely proud of my branch's small-but-
important contribution to fulfilling the JWC's 
role in Alliance security.  

The CAX Support team during Exercise STEADFAST JUPITER 2022. 
Photo by JWC PAO
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TIMETIME& 
OPERATIONAL ART

Colonel Jean-Michel Millet
French Army
Former Head, Transformation Delivery Division 
NATO Joint Warfare Centre

"One classic  
time mistake is  

to consider 
duration in 

isolation, and  
as a series of  
fixed points."

ADMITTEDLY, TIME MISTAKES are some 
of the most common errors in the history of 
battles and operations. Yet we usually take the 
notion of time for granted. So much so that we 
seldom even think about it. Saint Augustine, a 
father of the Christian church and a philoso-
pher of the fourth and fifth century, was fasci-
nated by the issue of time, and the difficulty to 
grasp time as a concept. In "Confessions Book 
XI", he wrote: "What is time? If I'm not asked, I 
know; If I'm asked, I don't know." 

We are so immersed in time that we 
barely pay attention to its different dimen-
sions. But beyond philosophical consider-
ations, time dimensions indeed have a critical 
impact on operational art. This article aims to 
merely scratch the surface of the numerous 
operational benefits to be gained through a 
deeper understanding of time dimensions, and 
of our human limitations in integrating those 
dimensions into our operational decisions. 

It is fitting to start by identifying what 
we mean by "time", as a single word covers, 

in fact, many different notions. The first no-
tion of time is the "time of the universe", or 
nature time. Since Einstein and the advent of 
quantum physics, we have learned that time 
is a relative notion. There is no such thing as 
"universal time", no clock of the universe. This 
time does not care about us humans. It passes 
without any possibility for us to influence it.

For most of human history, the time of 
nature has been the only kind that mattered, 
with humans adapting to the rhythm of day 
and night and the passing of seasons. Con-
sequently, we humans of the 21st century are 
still influenced by this "nature time", which is 
integral to our physiological condition. We are 
influenced by daylight, by seasons, by lack of 
sleep — whether we want it or not.

A more familiar notion of time is "clock 
time". Of course, this is first and foremost 
a social norm that exists to enable the syn-
chronization of social activities. It is a human 
construct that has evolved over the ages. For 
instance, ancient civilizations had a different 
notion of time, and even in the not-so-distant 
past, the pressure of "social time" was very 
different from that of the modern, globalized 
world with its regulated time zones.

This notion of "normative time" is in 
contrast with another perception of time: psy-
chological time or "emotional time", that is how 
we as individuals perceive the passing of time. 
This perception is not linear. As individuals, we 
are influenced in our perception of time by our 
emotions and senses: We do not perceive time 
in the same way when we do something we like 
("time flies") or when we rest, as opposed to 
when we are in danger (situations such as com-
bat, creating a sense of "slow motion"). In fact, 
the relationship between the "normative time" 
and "psychological time" is a source of discom-
fort that is generally mild but can be severe in 
case of stress (being late, feeling overwhelmed 
by emotions in a time-stressed environment). 
Because of these tensions, because of our hu-
man nature, we have human limitations when it 
comes to our relationship with time. Unless we 
understand those limitations, mitigate them for 
us and exploit them against adversaries, we are 
prone to "time mistakes" in campaign planning 
and execution.

In addition to the three different defini-
tions of time, a deeper analysis of time leads us 
to further refine time in different dimensions 
with critical operational consequences.

STRATEGIC INSIGHTS
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Duration

Duration is the most obvious dimension of 
time. In operational planning, duration is the 
assessment of the time available, based on the 
understanding of the time required to achieve 
a given task. However, one needs to be re-
minded that there are multiple durations al-
ways interacting. One classic time mistake is to 
consider duration in isolation, and as a series 
of fixed points. This was illustrated 2,500 years 
ago by the Greek philosopher Zeno of Elea and 
used more recently at the end of the 19th cen-
tury by French philosopher Henri Bergson, 
who attempted to solve Zeno's Arrow Para-
dox. The paradox states that an arrow flying 
from one point to another should technically 
never reach its target, because when its flight 
is viewed in the form of isolated snapshots in 
time, it is never actually in motion. The human 
brain focuses on fixed points in time, regard-
ing the current state at that instant as somehow 
"static"; it has to use abstraction to think about 
continuous movement. At the operational and 
strategic levels, the notion of duration should 
be linked to the notion of "available time" to 
achieve military objectives, before other di-
mensions of power, diplomacy, economy or 
information change the conditions again.

Relative Time

The human brain is hard-pressed to under-
stand and intuitively compute the notions of 
relative speed, acceleration and deceleration. 
Meeting engagements and counterattacks are 
classic potential sources of mistakes: Actors 
are prone to miscalculating the relative speed 
of opposing forces and the impact of tactical or 
operational acceleration or deceleration. This 
can be used to deceive an adversary. But that 
is not all. Due to these limitations, the human 
brain has even more difficulty conceiving of 
relative time when multiple mobiles (as in a 
meeting engagement) are moving.

Accepting that the human brain wrongly 
conceives of time in a linear way and in fixed 
points, but that time is in fact not linear, is a ma-
jor step in mitigating our cognitive limitations. 
It is also a useful reminder that linear thinking 
has serious limitations in planning techniques: 
Backward planning is the foundation of opera-
tional planning and is based on defining a fu-
ture desired end state and assuming a backward 
linearity to the current situation.

Frequency

Acceleration and deceleration are linked to an-
other, mostly overlooked, dimension of time: 
frequency, simply defined as the "tempo" of 
events. The usual perception in Western mili-
tary doctrine is that a high frequency, that is 
a high operational tempo, is to be sought in 
order to overwhelm an adversary with events 
and "break into their decision cycle". While 
highly desirable, it does pose serious challeng-
es. First, while the manoeuver at the technical 
or tactical levels of war can be accelerated, this 
is much more difficult at the operational and 
strategic levels due to multiple interactions oc-
curring in different time frames. 

Second, as exemplified in hybrid warfare 
and counterinsurgency, adversaries operating 
on "low" operational frequencies (a bomb at-
tack or cyberattacks at irregular intervals) or on 
variable frequencies (very few events in a given 
period, followed by rapid offensive) can be very 
disruptive and unsettling for defence organiza-
tions fixated on the primacy of "high tempo". 
One of the key factors for success lies in mas-
tering the transition between "high tempo" and 
"lower tempo" in operations and imposing this 
transition in frequency on a given adversary.

Sequencing

Time is about events, and events have interac-
tive relations; thus, the order in which events 
happen is critical. Much of the operational 
planning effort is focused on determining the 
events (the desired effects and their correlative 
actions) and their sequence to achieve the de-
sired end state. Much of a campaign's execution 
consists of adapting the sequence of events to 
the dialectic reality of pitting our plan against 
the adversary's. It means a deliberate effort 
to break the adversary's planned sequence of 
events: disrupting its operational preparation, 
creating deception, achieving surprise, exploit-
ing gained initiative, playing on transitions be-
tween acceleration and deceleration of actions 
and shifting axes of advance and domains of ef-
fort, while preventing the adversary from doing 
so and protecting our centre of gravity. 

The right sequencing needs to anticipate 
the possibility of multiple outcomes to this 
dialectic reality. Thus, the right sequencing in 
planning an execution is about mastering the 
order of events that we can control and impos-
ing this order of events on the adversary. As Na-

poleon once famously remarked: "A general-
in-chief should ask himself frequently in the 
day, 'What should I do if the enemy's army ap-
peared now in my front, or on my right, or my 
left?' If he has any difficulty in answering these 
questions, his position is bad, and he should 
seek to remedy it." This is, in fact, the definition 
of seizing and maintaining the initiative.

Kairos (Seizing the Moment)

One key element in the relationship between 
sequencing and initiative is that any force ex-
pends energy and cannot maintain itself at 
its maximum level of potential performance 
indefinitely, without risking going beyond its 
"culminating point". In writing on the "dy-
namic law in war", Clausewitz remarked that a 
force is, at any given time, in one of three mu-
tually incompatible states: resting, in tension 
or in movement. Because a force cannot stay 
in tension indefinitely, it is vulnerable at times. 
Detecting those windows of vulnerability and 
protecting one's force from the detection of 
one's own weaknesses is critical and introduces 
the notion of "kairos", from the Greek term for 
a specific, fleeting point in time that needs to be 
seized to change the overall balance of forces. 

In turn, determining the nature, ways to 
create it and timing of this decisive event is a 
major part of operational art. In the most fa-
vourable circumstances, it can take the form 
of an "operational surprise". Surprise includes 
different dimensions of time. It can, in the best 
case, be a "psychological surprise", unhinging 
the enemy's entire plan by preventing them 
from controlling required actions and their se-
quence in a way that efficiently counters our ac-
tions. In less favourable circumstances, seizing 
the initiative may be limited to creating a physi-
cal surprise, where the enemy, while aware of 
our own course of action, does not have the 
physical capacity to react to it in due time.

Time is ultimately a shared abstract con-
struct. It has many dimensions, and, in many 
ways, all organizations struggle to accommo-
date the human cognitive limitations in think-
ing those different dimensions simultaneously. 
As demonstrated, there is no linearity or unity 
of time. As the Alliance is decisively engaged 
in developing cross-domain operations, un-
derstanding the value of time analysis is more 
critical than ever.  

STRATEGIC INSIGHTS
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T
HE JOINT WARFARE CENTRE 
(JWC) Advisory Branch is one of 
three branches in the Transforma-
tion Delivery Division (TDD). Lo-
cated on the top floor of F-Block, the 

three TDD branches of Doctrine; Concepts, 
Capability Integration and Experimentation; 
and the Advisory Team work alongside one an-
other in an open office space. In this area, the 
operations planning advisors, who are part of 
the Advisory Branch, work in a medium-sized 
room, simply known as the "planning bay". 

The planning bay, formerly an auxil-
iary meeting room, was redesigned in 2020 to 
act as a collaborative work area with multiple 
whiteboards, an overhead projector, confer-
ence table, and several maps of important re-
gions across NATO's area of interest. 

Since its redesign, the planning bay has 
been used to brief distinguished visitors, facili-
tate planning team activities such as the Pan-
demic Response Working Group and NATO 
Design Thinking Working Group, and develop 
the curriculum for both the Joint Operations 
Planning Group (JOPG) Leaders' Workshop 
and Enabling Decision-Making Workshop.

Rather than concentrating on a single 
joint function or domain, operations planning 
advisors are generalists who are proficient in 
planning and in the execution of NATO op-
erations at the joint task force and operational 
level of war. 

These advisors require a big-picture per-
spective on the joint and all-domain activities 
that a joint task force will organize and manage 
to achieve operational objectives. Their experi-
ence and education enable them to advise lead-
ers and staff officers who work in the J5 (plans), 
J35 (future operations), and J33 (current opera-
tions) during the JWC-directed exercises. 

During crisis response planning, opera-
tions planning advisors advise the training au-
diences' JOPG on the NATO operations plan-
ning process and provide techniques to manage 
and lead diverse planning teams. During exer-
cise execution, they focus on advising a training 
audience on joint synchronization activities that 
enable the commander's decision-making cycle 
and create unity of effort across the joint force.      

To be successful in their role, operations 
planning advisors interact early with a training 
audience to build continuity and credibility. 
Through remote over-the-shoulder and live in-
person continuous collaboration, advisors aim 
to foster trust with a training audience. Trust 
is a key ingredient needed to advise and men-
tor training audiences, especially as the JWC's 
training audiences navigate very complex ex-
ercise scenarios. With their collective wealth 
of experience, operations planning advisors of-
fer best practices to a training audience as they 
transition through each stage of a JWC-directed 
exercise to mitigate recurring challenges. 

When not advising training audiences, 

operations planning advisors often facilitate 
the Strategic Operations Planning Course and 
Comprehensive Operations Planning Course 
at the NATO School Oberammergau (NSO). 
Facilitating these courses enables students 
from within the NATO Alliance to become fa-
miliar with the mission of the JWC and receive 
an early introduction to the value of the JWC's 
Advisory Branch. In the future, many of these 
students will participate in a JWC-directed ex-
ercise; early introduction to the branch helps 
build continuity, legitimacy, and trust between 
a training audience and the Advisory Branch. 

To conclude, operations planning advi-
sors help a training audience through the dif-
ficult process of planning and executing opera-
tions at the operational level of warfare. This 
takes experience, knowledge of doctrine, and 
understanding of operational art. With their 
big-picture perspective on all domains and 
joint functions, the advisors have a crucial 
role in mentoring a training audience to ac-
complish many of their organizational training 
objectives during a JWC-directed exercise. 

OPERATIONS PLANNING ADVISORS
THE JOINT WARFARE CENTRE'S

by Lieutenant Colonel Wycliffe Nieboer 
Royal Netherlands Army 

Transformation Delivery Division
NATO Joint Warfare Centre

BELOW: The JWC's operations planning advisors (from left) Lieutenant Colonel Wycliffe Nieboer,  
Lieutenant Colonel Matthew Prescott and Commander Sveinung Wersland. Photo by JWC PAO
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THE STOIC LEGAL ADVISOR 
A Mindset for Principled Counsel

by Lieutenant Colonel Michael Lipkin
United States Army

Legal Advisor
NATO Joint Warfare Centre

►►►
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L
AST FALL, after the conclusion of a 
legal conference in the beautiful city 
of Bruges, I sat on the train to Brussels 
thinking about a lecture presented by 
Dr Craig Jones, a political geographer. 

During the conference, Dr Jones conveyed the 
story of a U.S. Army Judge Advocate having 
difficulty reconciling his role in lethal targeting 
operations. I struck up a conversation with a se-
nior legal advisor (LEGAD) who happened to 
be sitting near me on the train, also returning 
home from the conference. For him, Dr Jones' 
lecture brought to mind the teachings of stoic 
philosophy, which he commended to me. This 
would send me down a path of learning and 
self-improvement for which I will always be 
grateful. The philosophy would teach me both 
how to be a better person and a better LEGAD.       

Under NATO doctrine, a LEGAD must 
demonstrate "candour" and provide an "inde-
pendent perspective on issues of concern" to 
the commander and the command.1 This is 
a corollary to the U.S. Army Judge Advocate 
General's Corps' (JAGC) refrain that legal 
advisors must deliver "principled counsel" to 
command and staff.2 Principled counsel is de-
fined as "professional advice on law and policy 
grounded in the Army Ethic and enduring re-
spect for the Rule of Law, effectively commu-
nicated with appropriate candour and moral 
courage, that influences informed decisions".

Principled counsel and candour are thus 
key tenets of NATO LEGAD doctrine. Any at-
torney that has practiced military law has had 
to deliver advice they know will be perceived 

"If you do the job in a principled way, with diligence, energy and patience,  
if you keep yourself free of distractions, and keep the spirit inside you undamaged, as if 
you might have to give it back at any moment, if you can embrace this without fear or 

expectation - can find fulfillment in what you are doing now, as Nature intended, and in 
superhuman truthfulness (every word, every utterance) -  

then your life will be happy. No one can prevent that." 

– Marcus Aurelius, "Meditations", 3.12

as unhelpful, or perhaps even as obstruction-
ist. While the advisor may often identify solu-
tions that can enable the commander's intent 
within the confines of law and policy, deliver-
ing "bad news" is sometimes unavoidable. At 
times, this advice may pertain to questions of 
minimal consequence: May the official vehicle 
be used for a particular purpose? May the re-
cipient keep a gift from a dignitary? 

At other times, the LEGAD's advice may 
involve life-or-death, time-sensitive targeting 
decisions. LEGADs must be able to objectively 
apply the facts to produce unvarnished legal 
advice in times of significant pressure. As LE-
GADs, that is our mission, but it is sometimes 
easier said than done.

This article analyses the pressure facing 
LEGADs seeking to help the team succeed, 
while remaining free to raise concerns. As I 
learned from my new mentor on the train, an-
cient stoic philosophy can provide a powerful 
tool for the legal advisor. It teaches the LEGAD 
how to muster the necessary courage to be ef-
fective, while achieving professional fulfilment 
by focusing on the process of analysing and 
conveying interpretation of the law, and not on 
the extant pressure or the decisions made af-
ter conveying the advice. In this way, stoicism 
provides a helpful mindset to enable the prin-
cipled counsellor's success.

The Courageous Advisor

According to stoic philosophy, happiness is 
achieved through living a virtuous life. The 
stoics divide virtue into four main types: wis-
dom, justice, courage, and temperance. Cour-
age has long been considered a key virtue for 
a lawyer. This principle is exemplified by the 
fictional character Atticus Finch in Harper 
Lee's "To Kill a Mockingbird", long considered 
a folk hero among the legal community. In the 
novel, Finch represents a black man named 
Tom Robinson unjustly accused of rape in 
mid-1930s Alabama. Finch repeatedly takes 
a stand against racism, and fights with cour-
age and grace against the racist judicial system 
in Alabama. Finch's courage is perhaps at its 
peak when he spends the night guarding Tom 
Robinson's prison cell because he knows it is 
highly likely a lynch mob will try to take Tom.

Marcus Aurelius, Roman Emperor (161–180 CE),  
stoic thinker and author of "Meditations",  

written towards the end of his life.

ETHICS 
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"There will be adversity over 
which we have no control, 
and while there is virtue in 
overcoming this adversity, 
the greater truth is that the 
adversity itself becomes the 
factor that opens up our path 
to fulfilment."

►►►

Courage is our ability to overcome feel-
ings that threaten to cause cowardice, and as a 
result prevent us from acting in the correct way. 
It means doing the right thing even if we are 
afraid to do so. It means not letting fear cloud 
our focus.

TWO OF THE MOST celebrated musical per-
formers of our time, Beyoncé and Adele, have 
conveyed that they suffered from performance 
anxiety, commonly called stage fright. Both 
artists have gone so far as to create alter egos to 
cope with the anxiety. Adopting an alter ego is 
a form of self-distancing, allowing us to take a 
step back and see a situation in a more serene 
way. Self-distancing gives us a little bit of extra 
space to think rationally about the situation.

While I am not suggesting LEGADs 
create alter egos, it is important to realize that 
even the best have strong feelings of anxiety 
and inadequacy in the performance of their 
duties, and controlling those feelings is critical 
to success. Understanding that one can control 
their own emotions is a key tenet of stoicism, 
which emphasizes the insignificance of any 
one person's existence in the grand scheme of 
things. Because life is short, we should live it 
to the fullest by enjoying the present and seek 
fulfilment by striving to be a good person and 
doing good work. 

As "the Philosopher King", Marcus Au-
relius states in "Meditations", 8.5: "The first 

step: Don't be anxious. Nature controls it all. 
And before long you will be no one. The second 
step: Concentrate on what you have to do. Fix 
your eyes on it. Remind yourself that your task 
is to be a good human being; remind yourself 
what nature demands of people. Then do it, 
without hesitation, and speak the truth as you 
see it. But with kindness. With humility. With-
out hypocrisy."

It is important to point out that one can com-
mit injustice by doing nothing. It is LEGADs' 
professional obligation to speak up when the 
circumstances call for it. This simple truth calls 
into mind the famous, unattributed maxim: 
"The only thing necessary for the triumph of 
evil is for good men to do nothing." 

While courage is a critical characteristic 
of a good legal advisor, one should also seek to 
develop other key stoic traits in an effort to be 
a virtuous LEGAD.

The Path of the  
Virtuous Advisor

In "Meditations", 5.20, Marcus Aurelius wrote: 
"The impediment to action advances action. 
What stands in the way becomes the way." 

It is through the process of practicing 
law, grappling with the rules, the facts, and 
applying them, that an advisor becomes pro-
ficient at the practice. It is through the pro-
cess of providing advice that leadership may 
not want to hear that LEGADs become more 
comfortable doing so in the most critical of 
circumstances. They simply become better ad-
visors by living through the challenges of the 
profession. Perhaps this is one reason LEGADs 
are commonly encouraged to "take the hard 
jobs". Many aspects of the job are outside of the 
LEGAD's control. The principled counsellor 
knows that they are an advisor, and the final say 
on command decisions is not theirs. 

One anecdote comes to mind. A retired 
senior officer was asked what he hought the job 
of the legal advisor was. The retired officer re-
sponded that the LEGAD's job was to apply the 
emergency brake. His former legal advisor, who 
was present, stated: "Sir, you applied the brake. I 
just suggested you use it." 

That the decision is not the LEGAD's 
should be liberating, freeing them to go through 
the virtuous process of dispassionately and ob-
jectively applying the law to the facts without 

being overcome by the weight of the decision 
being made. For this reason (in addition to the 
importance of maintaining proper command 
authority), the LEGAD should regularly remind 
the command that they are not the decision-
maker, and most all advice should start with 
"My advice is", or "I recommend".

There will be times when the LEGADs 
disagree with the judge's or commander's de-
cision or are disappointed to find their well-
researched position is the minority, rejected 
view. They may be congratulated on their per-
formance, receive an unanticipated award, or 
their email may go completely ignored. There 
are many factors outside of our control. LE-
GADs usually do not get to pick whom they 
work with or work for. As with other military 
professions, they do not get to write their evalu-
ation, and they do not have final say on their as-
signment. Fulfilment is in the process and not 
the result. You cannot control how your work is 
received, but you can take great satisfaction in 
knowing you put together the best product you 
could. You may receive what you perceive to be 
an unfair evaluation, work for a tough boss, or 
even have unfair accusations levied against you. 
There have been LEGADs significantly affected 
by "the invisible wounds of combat", as dis-
cussed in Dr Jones' lecture in Bruges.3 When we 
are down, the key is in how we respond.

AT THE AGE of 16, the American-Hungarian 
tennis player Monica Seles became the young-
est winner in French Open history. For three 
years, she dominated the tennis circuit, win-
ning eight Grand Slam titles, including three 
back-to-back French Open titles. In January 
1993, Seles defeated Steffi Graf in the Austra-
lian Women's Open and in April of that year, 
when a 19-year-old Seles was playing a quar-
ter-final in Hamburg, a Graf fan plunged a 
boning knife between her shoulder blades. For 
two years, Seles suffered from PTSD, repeat-
edly hearing her own scream ringing in her 
ears and enduring persistent nightmares and 
depression. After committing to therapy and 
focusing on living in the present, in 1995, Seles 
triumphantly returned to win the Australian 
Open, her final Grand Slam victory. She stated 
in her memoir that in the end, returning to 
the court was not about proving anything, but 
instead "it was about going onto a court and 
playing great tennis".4 It was about the virtue 
of doing what she loved to do. 
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“Fulfilment is in 
the process and 
not the result. You 

cannot control 
how your work is 
received, but you 

can take great 
satisfaction in 

knowing you put 
together the  
best product  
you could.” 

►►►

Monica Seles. Photo 
by Phil Anthony/
Shutterstock

Following her return to tennis, Seles was 
contacted repeatedly by fans and their loved 
ones seeking her help in overcoming major 
challenges in their lives. Seles would go on to 
become a Hall of Famer and goodwill ambas-
sador for the UN's Global Sports for Peace and 
Development Initiative. One lesson from her 
story is that we have ownership over our minds 
to recover from any situation or experience. As 
the psychologist Victor Frankl, a Holocaust sur-
vivor, said: "Everything can be taken from a hu-
man but one thing: the last of the human free-
doms — to choose one's attitude in any given 
set of circumstances, to choose one's own way."

At the age of 30, Canadian American ac-
tor Michael J. Fox was told that he had early-
onset Parkinson's disease, and that he had 10 
years before the disease would prevent him 
from acting. After years of working tirelessly 
in TV and film, Fox was forced to accept that 
he had a terminal illness. Fox began drinking 
heavily and suffered from depression. He even-
tually sought help and stopped drinking alto-
gether. In 1998, seven years after his diagnosis, 
Fox went public with his disease, ultimately 
testifying before the U.S. Congress about Par-
kinson's and becoming the much-needed face 
for chronically underfunded disease research. 

Despite his tremendous success at a 
young age, Fox would call the years following 
his diagnosis the best of his life - not despite 
having Parkinson's, but because of it. In his 
memoir, "Lucky Man", he describes the dis-
ease as a gift that "directed him towards what 
is right or good".

The stories of Seles and Fox serve to re-
mind us that there will be adversity over which 
we have no control, and while there is virtue 

in overcoming this adversity, the greater truth 
is that the adversity itself becomes the factor 
that opens up our path to fulfilment. The keen 
reader will observe that it took Seles two years 
to get back onto the court, and Fox struggled 
for years with the anxiety of being "found out", 
taking seven years to go public with his di-
agnosis. The path to fulfilment, to coming to 
terms with one's circumstances, can be long 
and arduous. But it is this difficult journey that 
ultimately becomes the virtue itself. 

Stoicism is not about turning a switch. 
It is not simply about embracing suffering and 
hardship. On the contrary, one must keenly 
observe one's feelings — not to push them 
down and pretend there is no problem, but to 
understand where to go next. 

In Disney's animated film "Inside Out", 
a young girl named Riley is uprooted from her 
small-town life and moves to busy, chaotic San 
Francisco. Her emotions Anger, Sadness, Dis-
gust, Fear, and Joy, brought to life as characters 
controlling Riley inside her head, disagree on 
how to deal with this dramatic change. Joy at-
tempts to keep Riley feeling happy and positive 

about the move, but other emotions try to steer 
her away from positivity. As Riley acts out and 
things start falling apart inside her head, Joy 
ultimately allows Sadness to take control when 
she realizes the only thing that is able to shake 
the girl out of her numb, nihilistic state is al-
lowing herself to feel sad, and sharing that sad-
ness with her parents.5 

Our emotions are not an enemy to be 
pushed down and ignored. They are a natural 
part of us to be understood, acknowledged, 
and managed. Seles and Fox found the path to 
virtue by seeking help and developing an un-
derstanding of their circumstances. The more 
we understand ourselves, the easier our path 
to virtue — to helping others and being hon-
est, kind, appreciative, and humble. Of course, 
there will be times when we create our own ad-
versity by acting against our own better knowl-
edge. Perhaps we could have prepared just a 
little more, or we have to circle back to amend 
incorrect advice or explain a rash comment or 
apologize for some infraction. This humility, 
too, makes us better lawyers and better leaders. 
Humbly admitting one is wrong is as virtuous, 
if not more so, than sending a perfect memo 
analysing a complicated legal issue. 

A FORMER CHAIRMAN of the Joint Chiefs 
of Staff, U.S. Army General Martin Dempsey 
(Retired), said that we understate the impor-
tance of humility in leadership; those leaders 
he admired the most exhibited a sense of hu-
mility about the position.6 Dempsey also said 
that a leader cannot be other than who he or 
she is. The stoic advisor humbly strives to be 
the best officer and lawyer they can be, taking 
into account all the relevant facts and disparate 
viewpoints, and then humbly (but confidently) 
delivering their interpretation to the com-
mand. There will be times when you doubt 
yourself or feel embarrassed about something 
you said or did. There may be times where you 
fail to raise your hand, acquiesce without ex-
pressing your reservations, or are too tired and 
pressed to think through a problem quickly 
enough to slow down a process that could have 
used more deliberation. 

As an ensign, future five-star Admiral Ches-
ter Nimitz (1885–1966) ran the USS Decatur 
aground in 1907 and was convicted at court 
martial for hazarding a ship.7 Nimitz had failed 
to check the harbour's tide tables and tried 
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Batangas harbour when the water level was 
low. This left the Decatur stuck until the tide 
rose the next morning and she was pulled free 
by a small steamer.8 Nimitz was found guilty of 
neglect of duty, but due to his otherwise excel-
lent record and willingness to admit his own 
fault, he was only issued a letter of reprimand.9 
Nimitz would go on to be Fleet Admiral of the 
Pacific during World War Two. 

Your career will not be executed perfectly. 
Understand this, own your shortcomings, and 
then return to being the most virtuous advisor 
you can be. Seneca wrote, "The spirit ought to 
be brought up for examination daily... I pass the 
whole day in review before myself, and repeat 
all that I have said and done: I conceal nothing 
from myself, and omit nothing: for why should 
I be afraid of any of my shortcomings, when it is 
in my power to say, I pardon you this time: see 
that you never do that anymore." Forgive your-
self, see the good in every "bad" situation, and 
understand that you can only control your own 
actions, without being distracted or concerned 
about what cannot be controlled.

The Stoic Leader

Many of the qualities that the great stoics es-
pouse translate not only to being a good legal 
advisor, but also to being a good leader. The 
stoic lawyer and leader should aspire to make 
decisions based on two basic criteria, which 
Marcus terms "the two kinds of readiness". 
The effect is the development of a sort of "deci-
sion tree": 1) Make a decision based solely on 
the application of the law and guidance from 
higher authority with the good of human be-
ings in mind, and 2) be willing to reconsider 

Ryan Holiday's 
"The Obstacle 

is the Way: The 
Timeless Art of 

Turning Trials into 
Triumph", a book 
recommended by 

the author

your decision, but only on conviction that it is 
right, or benefits others, and not because it is 
more appealing or popular. 

Proper execution of this "decision tree" 
requires one to keep their ego in check, be ap-
proachable, and actively listen to subordinates. 
A truly wise leader must be tolerant of and 
open to legitimate criticism, selflessly seeking 
to improve and empower the team without 
concern for personal recognition. As Marcus 
writes: When we make others better, "we per-
form our function".10

Application of the "decision tree" will 
also invariably result in speaking uncomfort-
able truths to power and may also prompt 
unfair criticism from some. In their works, 
various stoic philosophers, including Marcus 
and Epictetus, refer to an ancient saying: "It is 
kingly to do good and yet be spoken of ill."11  
Doing the right thing is all the more virtuous 
when done in the face of unfair criticism.

Conclusion

Being a LEGAD is not always easy, but one can 
take solace, pleasure even, in the virtue of do-
ing the work, and realizing that, if things do 
not go as one would have liked, it is a learning 
opportunity to grow and improve. You cannot 
control the decisions that are made after your 
advice is given, but you can ensure that the 
work is done well.12 If you have a tendency to 
be overly self-critical, or are subjected to unfair 
criticism, you control your own reactions, in-
cluding self-forgiveness.

In the end, our lives are short, and all 
too quickly our careers will be in the past. The 
greatest virtue is in being a good human be-
ing, speaking the truth, and generally doing the 
right thing. If we focus on doing our best to do 
our jobs well, giving principled, candid coun-
sel, and supporting our teammates wherever 
we can, the rest should not matter.  
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Ribbon-Cutting Ceremony Marks the Re-Opening 
of the Joint Warfare Centre’s In-Rock Facility

T
HE JOINT WARFARE CENTRE 
(JWC) and the Norwegian Defence 
Estates Agency (NDEA) held a rib-
bon-cutting ceremony on September 
28, 2022, to celebrate the re-opening 

of the JWC's In-Rock Facility, following a two-
year modernization project. The ceremony 
was jointly hosted by Major General Piotr Ma-
linowski, Commander JWC, and Mr Thorbjørn 
Thoresen, Director General of the NDEA. It was 
presided over by Norwegian State Secretary and 
Deputy Minister of Defence, Mr Bent-Joacim 
Bentzen, who also delivered the keynote speech.

The modernization project of the In-
Rock Facility, funded by NATO and carried 
out by the NDEA, involves extensive upgrades 
of infrastructure and communications and in-
formation systems (CIS), enhancing the JWC's 
capability in delivering high-quality exercises 
to address the defence and security needs of 
the Alliance. Distinguished guests attend-
ing the ceremony included Ms Lone Merethe 
Solheim, Deputy County Governor of Roga-
land; Colonel Morten Anderssen, representing 
the Norwegian Joint Headquarters; Colonel 
Waldemar Torbicki, the Polish Defence Atta-

►►►

Exercises are 
about to get  
even better!
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Clockwise: Major General Piotr Malinowski receives a 
plaque from Mr Bent-Joacim Bentzen; Major Arne Olsen 
and Mr David Keane from the Protocol Office; members  
of the press at the Combined Joint Operations Centre;  
Wing Commander John Rees addressing the guests.  
Photos by JWC PAO
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ché, local military commanders and members 
of the media.

Following the ribbon-cutting ceremony, 
the event moved on to the situation centre in-
side the facility. As the first speaker here, Mr 
Thoresen, the Director General of the NDEA, 
said that his team was proud to be a part of the 
modernization project, which started in Octo-
ber 2020. 

"We are an administrative agency sub-
ordinate to the Ministry of Defence. Our 
primary tasks relate to the planning, con-
struction, administration, leasing and sale of 
defence estates and properties," Thoresen said, 
adding: "This can be a high-tech training fa-
cility for our special forces, a regular barracks 
where our soldiers live and sleep, office build-
ings where missions and daily operations are 
planned, bases for our fighting aircrafts and 
rescue helicopters, weapons, and training ar-
eas. Or it can be what we reopen today, a state-
of-the-art educational and training facility that 
you, our good friends and allies, use to prepare 
for your mission: Defend freedom. Defend 
NATO. Defend Norway." 

Speaking next, Major General Piotr 
Malinowski underlined that the new facil-
ity made an ideal setting for future command 
post exercises. The Commander said: "NATO's 
investment in this facility highlights the confi-
dence in the Joint Warfare Centre's important 
collective training mission to ensure sustained 
readiness of our forces in the face of all chal-
lenges. This project is also a true testament to 
the strong bonds of cooperation and partner-
ship between the Kingdom of Norway and the 
NATO Alliance."

The Commander added: "I see this mod-
ernized In-Rock Facility as an added value to 
our delivery of quality training, demonstrating 
our determination to make NATO better."

Following the Commander's remarks, 
Wing Commander John Rees MBE, the JWC's 
Resources, Analysis and Planning Branch Head, 
briefed on the Centre's mission as NATO's foot-
print in the North. He said: "The Joint Warfare 
Centre is purpose-built and holds the entire 
communications infrastructure to run exercise 
control and support a training audience who 
may wish to deploy to Stavanger for an exercise. 
There is sufficient IT to furnish exercise control 
as well as establish a warfighting headquarters. 
The training audience sits at the heart of every 
exercise we conduct, and the Centre provides 

the wrapping around it to ensure that it is a tru-
ly immersive environment. We provide highly 
realistic and demanding training. If during the 
execution of an exercise the training audience 
feels the presence of an exercise control, then we 
failed in our task."

The In-Rock Facility provides the JWC's 
second combined joint operations centre and 
additional training space, including multi-
functional office spaces accommodating up 
to 600 people, meeting rooms, a real-life sup-
port office, and a CIS service desk to facilitate 
delivery of NATO's most complex computer-
assisted command post exercises (CAX/CPX), 
directed by the JWC. NATO Communications 
and Information (NCI) Agency's CIS Support 
Unit in Stavanger played a major role in the 
CIS upgrades in the In-Rock Facility. In close 
conjunction with several of the Agency's busi-
ness areas, the CSU supported the NDEA in 

design, planning and implementation of cut-
ting-edge CIS technology to provide the JWC 
a state-of-the-art training facility that is in line 
with the Centre's current and future demands.

In his keynote speech, Mr Bent-Joacim 
Bentzen, Norwegian State Secretary and Dep-
uty Minister of Defence, thanked everyone in-
volved in the project. 

"Many projects funded through the 
NATO Security Investment Programme have 
been implemented by Norway acting as host 
nation since the establishment of the Joint 
Warfare Centre in 2003," Mr Bentzen said. 
"One major milestone was reached when the 
new facility for both permanent and training 
staff was opened in 2011. However, the train-
ing activity has increased over time, and a new 
major milestone is reached today when a fully 
refurbished In-Rock Facility is made available 
for NATO use."

Mr Bent-Joacim Bentzen highlighted 
the cooperation between the JWC and the 
Norwegian Armed Forces, saying: "We are 
deeply appreciative of your important work 
for planning and running big exercises. This is 
important for NATO, as well as for Norwegian 
fighting capabilities. Norway deeply values 
NATO's presence in our country. We will con-
tinue to actively support this presence."

The Deputy Minister then presented 
Major General Malinowski with a plaque to 
mark this special day. 

By Inci Kucukaksoy 
NATO International Civilian 
Public Affairs Office 
NATO Joint Warfare Centre
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The Joint Warfare Centre Welcomes its New  
Deputy Commander and Chief of Staff

THE JOINT WARFARE CENTRE (JWC) 
welcomed its new Deputy Commander and 
Chief of Staff, Brigadier General Mark A. Cun-
ningham, on August 29, 2022. Brigadier Gen-
eral Cunningham most recently served as the 
Deputy Commander of the U.S. Marine Corps' 
Force Headquarters Group. 

After participating in the JWC's com-
prehensive Newcomers Programme (an in-
depth introduction to the organization as part 
of the initial onboarding process) and a variety 
of introductory and staff meetings, Brigadier 
General Cunnigham hosted his first all-hands 
call in September. 

During the event, Brigadier General 
Cunningham introduced himself and spoke 
about his family and the values and principles 
that guide him in life. Brigadier General Cun-
ningham noted that his first observation about 
the JWC was its "great mission and even better 
people" saying that he was very excited about 
joining such a professional and competent 
team. "I know that I am going to enjoy be-
ing here and serving with you in the next two 
years," he said. "But please remember that, 
more than anything else, I am here to enable 
your continuing success."

A native of Lancaster, Ohio, with a 
residence in Dayton, Ohio, Brigadier General 
Cunningham enlisted in the Marine Corps in 
1992 and was commissioned as an officer in 
1996. He is a graduate of The Ohio State Uni-
versity, University of Dayton, and the U.S. Air 
War College. Brigadier General Cunnigham 
has a broad and extensive experience in coun-
terterrorism and intelligence analysis, includ-
ing the senior intelligence analyst position for 
a joint task force in support of Operation EN-
DURING FREEDOM in Afghanistan in 2011, 
where he provided intelligence for more than 
110 combat operations. 

As for his expectations of the JWC's 
One Team and his personal organizational 
culture philosophy, Brigadier General Cun-
ningham shared his three principles: 1) Treat 
everyone with dignity and respect; 2) take care 
of each other; and 3) do your job, but even 
more importantly, do your duty. The latter, 
he explained, must be based on a clear sense 

Brigadier General  
Mark A. Cunningham

of purpose: "NATO readiness is crucial and 
that's why the JWC exists. What I like to have 
everybody do is: Wake up in the morning and 
feel energized, because you are contributing to 
something great and have a clear purpose be-
hind what you are doing every day."

The Deputy Commander said he also 
valued hard work, warrior ethos, resiliency 
and honest feedback. 

Steven 
Pressfield's 

"The Warrior 
Ethos", a book 
recommended 

by Brigadier 
General 

Cunningham

Steven Pressfield, a former Marine, writes 
in "The Warrior Ethos": "Directed inward, 
the Warrior Ethos grounds us, fortifies us 
and focuses our resolve (...) Let us be, then, 
warriors of the heart, and enlist in our inner 
cause the virtues we have acquired through 
blood and sweat in the sphere of conflict 
— courage, patience, selflessness, loyalty, 
fidelity, self-command, respect for elders, 
love of our comrades (and of the enemy), 
perseverance, cheerfulness in adversity and  
a sense of humor..."
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Royal Norwegian Navy Commodore Armo, whose awards include the National Service Medal, 
Defence Service Medal, Defence Operation Medal (Afghanistan) and NATO Non-Article 5 Medal 
(Afghanistan), assumed his position at NATO's Joint Warfare Centre on February 3, 2020. 
After 40 years in service, he will retire in 2023.

Q&A 
Interview with the JWC Commander's Special Advisor,  
Commodore Knut Rief Armo 

Commodore Knut Rief Armo 
Royal Norwegian Navy

Special Advisor to the Commander
Joint Warfare Centre

Sir, thank you very much for this interview. 
You joined the JWC in February 2020. As your 
time here draws to a close, how do you feel 
about your assignment at the Centre? What 
will you remember most?  
- I have had three really interesting and ex-
citing years at the Joint Warfare Centre. The 
membership in the Alliance is a cornerstone in 
Norway's security policy and therefore NATO 
vocabulary, techniques, tactics and procedures 
also saturate all processes in the Norwegian 

Armed Forces. I've always felt that I have been 
a part of NATO throughout my career. When I 
started at the Naval Academy, our first classes 
were about NATO maritime and air tacti-
cal codes. The NATO tactics, techniques and 
procedures, as well as the NATO lingo, were a 
natural part of the way we conducted our warf-
ighting business at sea. 

Later I served at Headquarters Supreme 
Allied Commander Transformation and in 
International Security Assistance Force, and 
I studied at the NATO Defence College in 
Rome. It has been a privilege to have had this 
new opportunity to work for a NATO entity 
here at the Joint Warfare Centre. 

The Centre is a highly professional or-
ganization filled with extremely dedicated, ex-
perienced and knowledgeable personnel from 
all the contributing nations. The pandemic in 
particular showed how agile and flexible this 
organization is, as our personnel smoothly 
adapted to the situation and delivered exercis-
es throughout that period despite the hurdles 
created by COVID-19 restrictions. So it has 
been a true pleasure to work with all these fine 
people, both military and civilian. That is also 
what I will think back on most fondly and what 
I will miss when I leave.

What unique role do you feel that the JWC 
plays for NATO and our host nation Norway?  
- To my knowledge NATO is the only politi-
cal security alliance that has a military core in 
the form of an established command structure 
and a force structure. To be the intended de-
terrence tool for its members, this military or-
ganization always has to be vigilant and well 
prepared, and therefore it has to exercise its 
role regularly. The Joint Warfare Centre is the 

primary deliverer of the exercises for NATO's 
strategic-, operational- and upper tactical-lev-
el headquarters, so it plays a vital role in pro-
ducing the Alliance's deterrence. 

Norway takes pride in being the host 
nation for the Centre, as this affords our small 
nation the opportunity to contribute to the Al-
liance and take our share of the burden. At the 
same time, there is a political aspect to hosting 
the JWC that shows both our Allies and our 
adversaries that Norway is a part of NATO and 
that we take our membership very seriously.

Can you please explain why is diversity valu-
able and important to you?   
- NATO today consists of 30 member nations, 
probably soon to be 32, and their military or-
ganizations. Each of these member nations 
come with their own language and culture. 
This diversity can be a challenge, but it is also 
a strength. In NATO's military joint opera-
tions, complex as they are, these nations have 
to work together in all dimensions, not only 
through coordination, but elevated to a higher 
level of collaboration. Thus, we need interoper-
ability in all aspects of our business. In dealing 
with these challenges, NATO has developed a 
common vocabulary, a shared set of doctrines, 
and tactics, techniques and procedures. All of 
these efforts serve to smooth out our differ-
ences and facilitate our work. Simultaneously 
we should never forget to further develop our 
ways of conducting warfare to better meet the 
challenges of tomorrow. Through diversity, we 
all bring to the table new ways of thinking and 
solving the challenges of tomorrow. In that re-
spect, we capitalize on diversity in warfare de-
velopment. Diversity makes us more creative 
together, and it makes us stronger together. 
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In each issue of The Three Swords, we ask a JWC staff member about their views  
on service, culture and leadership. This time we speak with Colonel Bente Sleppen,  
the Centre's Director of Management.

Colonel Sleppen, thank you very much for  
this interview. Before being assigned to the 
JWC in March 2022 as the Director of Man-
agement, you had various key assignments 
in the Norwegian Armed Forces. Can you tell 
us about some of them and about your most 
important takeaways from these positions?  
- I started handover/takeover on March 28, 
2022 and took over the position as the JWC's 
Director of Management on April 1. My pre-
vious assignments to highlight include: I was 
Head of Department for the Senior Executive 

Course at the Norwegian Defence University 
College, and at the same time held the position 
of Principal Aide to His Majesty the King of 
Norway. I served as Assistant General Director 
at the Norwegian Ministry of Defence, work-
ing with personnel and competency policies in 
the defence sector. I also spent four years in the 
Norwegian Military Mission at NATO Head-
quarters in Brussels.

Before I came to the JWC, I was the head 
of the Senior Executive Course at the Norwe-
gian Defence University College. The 12-week 
course is the top tier of the national education 
for officers and also for personnel in the civil-
ian and private sector. The course provides key 
high-ranking personnel with comprehensive 
knowledge and insights on Norwegian foreign, 
security, and defence policies as well as impor-
tant factors and external forces driving these 
policies. The participants are also introduced 
to the structure, systems and actors in the con-
cept of Total Defence of the country. I have 
learned how the mobilization of the Total De-
fence and civilian cooperation systems for crisis 
management and public security is linked with 
Norway's "whole of government" approach for 
maintaining security and order in times of cri-
sis, conflict and war. It has been a great learning 
experience to be part of creating networks that 
are important and beneficial to our country and 
to contribute to enabling our society's resources 
to be used in concert in times of crisis.

How do you feel about serving at the JWC?
- To work at the JWC and with NATO is espe-
cially interesting now in light of NATO's new 
Strategic Concept and everything we need to 
strengthen, change and adapt to make NATO 
better. The role of Director of Management at 

the JWC is very interesting in many ways. I feel 
it is more challenging to work in an interna-
tional setting than in a national setting. Chal-
lenges inspire me and motivate me to learn 
more and expand my horizon. 

An international environment demands 
more of my leadership because leadership, di-
rection and guidance must take into consider-
ation that we communicate in a language that 
is not everyone's primary language, which can 
create more misunderstandings and uncer-
tainties. Communication is already challeng-
ing as it is, so here you have extra layers to 
consider and understand. Things can get lost 
in translation, a nation's honour codes can un-
intentionally be overstepped, there are culture 
differences between the nations' armed forces, 
differences between military and civilians, 
between superiors and subordinates — all of 
these aspects can be challenging, but also very 
interesting to learn from.

I like working with a diversity of people. 
I also find it very interesting to work with peo-
ple's professional development and the JWC's 
organizational improvement. Hopefully, I will 
be able to make a difference. As Director of 
Management, I have the privilege to work with 
many very talented and experienced colleagues. 
In that sense, I find the working environment 
both challenging and very rewarding.

How would you define your leadership style?
- My leadership adapts to context, but the 
core of my leadership is based on my values, 
my strong personal integrity, my basic trust 
in people and their ability to collectively find 
good solutions through involvement, inclu-
sion, direction and guidance. I consult and 
listen actively to my colleagues, even more so 

Colonel Bente Sleppen 
Royal Norwegian Air Force
Director of Management

Joint Warfare Centre

Building a Diverse, Innovative Team  
at the Joint Warfare Centre
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when I lead organizations with very high and 
broad competence and experience. I strive to 
be clear and concise, as visible as possible de-
spite very busy days, and able to act efficiently. 
I always want to find the core of a problem, in-
stead of merely identifying the symptoms of a 
problem. I believe I have an open, positive and 
genuine, intention-based leadership style and 
the ability to influence and create movement.

Why do you think diverse organizations have  
better performance?
- People often think about diversity along 
the lines of gender, sexual orientation, back-
ground, culture and ethnicity. I find that it is 
the sum of all of our personal traits and expres-
sions, competency and skills — the variety and 
composition of people. Different people have 
different qualities, and it is this dynamic that 
creates a workplace, creates an organization 
and creates development and smart solutions. 
It is a strength we must embrace. To recruit a 
workforce in our own image, or only acknowl-
edging education and backgrounds that re-
semble our own, does not get us far. 

What diversity at JWC boils down to is 
the ability to create and produce exercises and 
training for the future, in the framework of an 
increasingly complex and unpredictable world. 
The JWC needs to stay ahead, offer new ideas 
and continue to be proactive. If we do not un-
derstand the value of embracing diversity, you 
could say we are standing in the way of staying 
relevant. At the JWC we state that we are the 
bridge between Headquarters Supreme Allied 
Commander Transformation (HQ SACT) and 

Supreme Headquarters Allied Powers Europe 
(SHAPE), and we firmly believe in that state-
ment. But more precisely it is the exercises we 
produce here at the JWC that constitute the 
bridge. The exercises create the venues in which 
the warfighters in Allied Command Operations 
are exposed to HQ SACT's warfare develop-
ment efforts, and this fuels both the processes of 
further development and the implementation of 
new concepts. We need to aggregate profession-
alism, curiosity, creativity, thoughts, designs 
and smart solutions from all of our excellent 
colleagues to enable innovation and develop-
ment of NATO's capabilities. That is how we 
make NATO better.

How do you as a leader seek out diverse per-
spectives and what value do they bring?
- I am impressed with the JWC's ongoing 
work with the Insights programme. Personal 
insight helps us understand diversity and how 
it affects communication, cooperation, toler-
ance and efficiency. I think we are on the right 
track here. As I have already mentioned, I 
believe that recruiting a workforce that is dif-
ferent from you in any of the aspects we have 

talked about is of value to an organization. The 
same goes for always being conscious of how 
you put together teams such as core teams and 
working groups. I think that it is important 
to keep building a safe working environment 
where it is accepted and appreciated that new 
ideas are brought forward and discussed. That 
yesterday's truth can be challenged, not for the 
sake of just protesting without any new con-
crete suggestions, but for broadening mindsets 
in a constructive way and giving our leader-
ship the best basis for decisions. Most of all, I 
think the most important diversity perspective 
is how we work on ourselves to allow differ-
ent opinions and suggestions to be brought 
forward. It is easier said than done sometimes.

How do you see the cooperation between 
the JWC and the Norwegian Armed Forces?
- I believe there is a good cooperation be-
tween the JWC and the Norwegian Armed 
Forces, and I see a growing demand for use 
of our facilities, and for military groups visit-
ing us for professional development purposes. 
There is good cooperation with the Norwegian 
Defence University College, and we have a co-
operation agreement with the Norwegian Joint 
Headquarters. Maybe there is potential for the 
Norwegian Armed Forces to be more curious 
about learning from the JWC's excellent staff 
in planning and executing exercises.

Is there anything else you would like to add?
- I would like to learn more about what people 
in Stavanger and in Norway know about the 
JWC. NATO stands in very high regard in Nor-
way. I still get the feeling that knowledge about 
the JWC could be broader, both within the 
Norwegian Armed Forces and the civilian com-
munity in Norway. I would like to learn more 
about this through a survey, so we can under-
stand how to promote ourselves even better and 
benefit from this insight. Stavanger is a great 
place to live. The JWC is a great place to work. 
Our production of exercises and training is es-
sential to NATO and essential to our security. It 
is important that our mission is widely known 
in order to strengthen knowledge, reputation, 
recruitment and cooperation.  

The Three Swords Diversity Series Interviews by  
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Developing Teams  
Outside the Battle Rhythm

by Paul Sewell
NATO International Civilian 
Organizational Development and Culture
NATO Joint Warfare Centre

ONE TEAM PROGRAMME

"Time out of our schedules to develop our teams is never wasted. Outside of 
our battle rhythm bubble is where the real development occurs."

R
EGARDLESS OF how educated 
or experienced we are, much of 
our working days run on habit 
and routine. Our daily commute, 
the weekly battle rhythm, and 
even our lunchtimes with col-

leagues can become mindless and repetitive. 
We shuffle from meeting to meeting, from task 
to task. 

With routines and habits shaping our 
"habitual" lives, we barely find time to stop and 
reflect. We are constantly moving from dif-
ferent bubbles of reality throughout our days: 
meeting mode, focus mode, planning mode, 
and so on. This habitual structure of our minds 

also affects our perception of time, allowing it 
to pass more quickly than we wish: It is Mon-
day, Friday, then suddenly Monday again. We 
are in December but swear that we were just in 
October. Many of us are also at an age where 
we wonder where the decades have gone! Re-
search supports this, revealing that our percep-
tion of time quickens as we age. 

As we run on autopilot through our 
everyday routines, we hardly stop and notice 
what is new or different. Our busy tunnel vi-
sion, filtering out the novel around us, leaves 
us at the mercy of our minds' biases and blind 
spots. Who we are also shapes what we see. All 
of our attributes and roles in life add extra fil-

ABOVE: Staff members participating in the  
Insights programme at the JWC. 
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ters affecting our view of reality. These include 
our national culture, gender, military service, 
age, and personality preferences, and all of 
them can obscure our effectiveness in working 
with others, particularly considering the diver-
sity within NATO.

Reflection Is the Answer

The antidote is reflection. Reflection helps us 
stop and lift our heads above these blind spots 
that blur our perceptions. It gives us the mental 
space for new ideas and perspectives to arise. 
To reflect on something is much like waiting 
for ripples on the surface of the water to sub-
side so that we can see deeper. In most cases, 
reflection is a solitary pursuit. However, we are 
never fully self-aware from our own reflection; 
we need feedback from those around us. This 
is why it is vital for teams to take time out of 
the battle rhythm to grow and develop.

Reflection in Teams

In any up-and-running organization, team de-
velopment is rarely a priority. Within NATO, 
teams may work together for years and not 
know much about each other beyond names, 
ranks or nations. But when we look beyond 
these simple labels, we uncover the rich diver-
sity and experience in our teams, something 
that benefits NATO greatly.

Unlike many other industries and orga-
nizations, NATO does not always get to choose 
its teams. Team members are not selected by 
one group of superiors, but by many different 
nations. Often this works seamlessly, but there 
can be team constellations where more work is 
required. Teams full of experience and poten-
tial may be rendered less productive by misun-
derstandings or differing perspectives between 
the team members. When left unaddressed, a 
simple misunderstanding can often evolve to 
threaten the team dynamics, bringing produc-
tivity down.

It is understandable that these frictions 
can occur, particularly when working with 
diverse, multicultural teams: Your own team 
likely comprises colleagues from different na-
tions, services, genders, and/or generations. If 
teams take time out to get to know each other, 
they often operate far more effectively and at a 
more efficient tempo.

Organizational Osmosis

What is required is more of an "organizational 
osmosis" within our teams. That is, the ability 
for our teams to step out of their "routine real-
ity" bubbles to better absorb perspectives, prac-
tices, and ways of working from those around 
them. This ultimately leads to an expansion of 
our own worldviews, making us more flexible 
and adaptable to the world around us.

This, however, rarely happens by chance 
and we remain caught in the work routines 
that carry us through the days, weeks and years 
of our working lives. Instead, these opportuni-
ties must be cultivated. The solution is to make 
the conscious decision to take time out of the 
battle rhythm to focus on your teams' ongoing 
development. When a team is able to do so, the 

ONE TEAM PROGRAMME

Different 
Culture

World-View
The more similar we are, the smaller our world-view

The more different we are, the broader  
our world-view can be

World-View

Culture RankGender Age

World-View

TAKING ADVANTAGE OF DIVERSITY

How can you take advantage of the diversity that NATO provides?

The One Team programme comprises various 
modules and activities. Photo JWC PAO
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ABOVE: Paul Sewell at the two-day workshop for the NATO Science and Technology Organization Collaboration 
Support Office. The workshop's aim was to build a solid foundation for their teams, but also to support the 
organization's future vision. Photo by Marc Durand

time is rarely wasted; in fact, the benefits can 
be astonishing. 

Below are some considerations and real-world 
examples facilitated by the author within both 
the Joint Warfare Centre (JWC) and other 
headquarters over more than a decade.

The ability to get to know each other better. 
Conducting events out of the battle rhythm al-
lows people to drop their normal work roles. It 
also gives them license to show their other roles 
and sides. The JWC's One Team programme for 
our newcomers has been specifically designed 
for this purpose. Throughout the day's modules 
and activities, the new staff uncover together 
how they are similar and different, while build-
ing connections for later benefit. 

The value of being in another environment/
context. Bringing teams together in other en-
vironments also has great value. Experience 
shows that when people are together in a dif-
ferent location, they can be less restricted in 
their thoughts and actions. In other contexts, 
people can see themselves, their teammates, 
and/or the task or challenge more broadly. 

Instead of the normal labels we use with 
each other in the work context (boss, subor-
dinate, colleague, etc.), we can discover more 
about each other and the various roles that 
we inhabit. You may discover that the col-
league you have been working with is also a 
father to two teenagers, a coach for the local 

football team and a motorcyclist who likes the 
idea of riding 200 kilometres just to buy an 
ice cream. Which facts we learn in these mo-
ments is relatively unimportant compared to 
the added benefit of seeing beyond the normal 
two-dimensional view of our colleagues. Our 
interactions often become easier and quicker, 
and we are able to talk about things that we 
may have avoided in the past.

Creating a strong collective experience. 
When a large team or a whole organization 
participates in a team event, it becomes a bond-
ing experience in and of itself and a strong col-
lective memory for the team. A recent example 
was outreach work with NATO's Science and 
Technology Collaboration Support Office in 
Paris. The two-day workshop for this small, dy-
namic organization integrated a short cultural 
trip to Les Invalides, which includes Napoleon's 
tomb. The event provided a strong positive col-
lective memory as the participants toured this 
awe-inspiring location together.

Another example was a strategy plan-
ning meeting for an exercise team conducted 
some years ago. They had recently finished a 
major stage of the exercise planning and were 
poised to begin the next stage. This workshop 
was conducted in the mountains of Sirdal, west 
of Stavanger. Before beginning the day's work-
shop, the team took a short hike up a nearby 
mountain, which offered a glorious panoramic 
view of the region. Beyond the obvious social 
and physical benefits of the hike, the view pro-
vided the strong metaphor of scanning the ho-
rizon for what lay ahead and carried into their 
discussions throughout the workshop as they 
planned the future strategy.

Similarly, with any team development, 
the foundations developed in these external 
events inevitably serve us when we return to 
the normal work context. The robust charac-
teristics of a strong team such as trust, shared 
understanding and alignment around a com-
mon goal become so much easier to achieve. 
It is when we have the space to stop and reflect 
beyond our labels that we allow our teams to 
bond over our shared humanity. 

All successful team development and 
reflection events have a common denomina-
tor that should be underlined: They provide 
the mental and psychological space for fresh 
thoughts to arise that can be difficult to see in 
our normal habitual patterns of work.

We must take team reflection seriously 
if we are to remain effective in our support to 
NATO. It should not be left to chance, and it 
belongs in our calendars as we plan the year 
ahead. This time out of our schedules to devel-
op our teams is never wasted and the benefits 
can exceed what we are able to imagine. Out-
side of our battle rhythm bubble is where the 
real development occurs. It is only here that we 
finally realize what sets the best team apart: It 
is the team that takes time to talk. 

BELOW: (Top) The author leading the Insights 
programme at Allied Joint Force Command Brunssum. 

Photo by Leo Roos (Below) Kaire Hallik, instructor, 
during a workshop. Photo by JWC PAO

ONE TEAM PROGRAMME
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A tour of duty at the Joint Warfare Centre (JWC) 
is not all about preparing and delivering large-
scale command post exercises and everything 
this entails. For me, moving to Norway was also 
a chance to explore the great outdoors. My two 
previous visits to northern Norway for Arctic warfare 
training in the late 1990s had already assured me 
that the Norwegian outdoors are indeed great.

►►►

Bike, check. Kayak, check. Skis, check. Critical 
information requirement: Am I going to need a 
mountain or road bike? A river or sea kayak? 
Downhill or cross-country skis? 
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Photo on previous page 
by Johannes Bluemel/
Shutterstock. All other 
photos by the author.

A
RRIVING IN STAVANGER in 
summer 2020 was a welcome 
relief. Norway's internal infec-
tion control measures were 
somewhat less stringent than 
those in most of Europe, the 

days were long, and the sun was remarkably 
warm. In addition to my wife and our cat, I had 
brought along with me two friends who were 
going to take two weeks to cycle back home to 
the French Alps. 

After unpacking for a day, we headed 
out for a two-day bike ride to the south coast 
city of Kristiansand with one of my new col-
leagues leading the way. Immediately south 
of Stavanger, we were met by lush fields and 
healthy-looking cows busily chewing their 
cud. The many cycle paths, gentle slopes and 
warm weather made for very pleasant riding. 

On the route were a few World War 
Two fortifications, and as we approached the 
Magma UNESCO Global Geopark, the terrain 
changed to short and steep rolling hills, many 
lakes, and rounded boulders. On the outskirts 
of Egersund, our guide turned to head back to 
Stavanger, some 70 kilometres north of us. My 
friends and I headed further south on our own. 
The hills from here became steeper, slowing 
down our progress. With the steeper descents 
to sea level and the many river crossings, this 
stretch was harder work. However, the beauti-
ful landscape and the picturesque villages we 
passed made it worthwhile. 

Early on the second day, our route took 
us to Jøssingfjord, which included a descent 
through an old tunnel with large windows 
cut into the rock wall giving great views over 

the fjord. As I cycled along, catching the view 
where I could, I had to stop sharply to avoid 
running into a hammock slung across the tun-
nel. Unbeknown to me, hikers and travelers 
regularly camp in the tunnel. Unfortunately, 
there were no signs to make early-morning cy-
clists aware of the practice!  

Seven months later, I found myself skiing up-
hill, wondering why I could not get enough grip, 
even with the herringbone technique. My des-
tination was a cabin at Taumevatn lake owned 
by the Norwegian Trekking Association DNT. 
The association operates hundreds of cabins 
throughout the country and marks and main-
tains thousands of kilometres of footpaths. 
During the winter, this includes the "kvistekart", 
literally "twig-map", which shows where ski 
trails across the fells and frozen lakes have been 
marked with twigs and branches.

My route to Taumevatn involved a steady 
climb of about 500 metres, largely on a closed 
road and paths. My skis were a pair of old and 
well-used touring skis with metal edges but re-
quiring grip wax on the area directly under the 
foot. Despite my best efforts with a variety of 
grip waxes, the well-polished icy surface was as 

smooth and hard as glass and easily defied both 
my wax and metal edges. As I reached a peak 
on the route, I spotted a danger sign in Nor-
wegian, warning of avalanches. Moving quickly 
through the area, I followed the twigs across 
the first of several frozen lakes before climbing 
a small summit with a cairn marking the trail. 
Despite being a handy Telemark skier, snow-
ploughing turned out to be quite a challenge. 

Across the next lake there were multiple 
tracks leading to various cabins. Checking my 
map, I opted for one of the most prominent 
tracks. But when I had arrived at the cabin, 
I soon realized it was the wrong one. Back-
tracking a few hundred metres, I then broke 
my own trail through soft snow to the edge of 
the lake. As I did so, I realized that one of the 
smaller trails did, in fact, lead here. A few kilo-
metres further on, as I came over a rise, I had 
a snowy vista of frozen lakes and high ground 
in the distance. Clearly silhouetted against the 
white features was the dark shape of the Tau-
mevatn cabin, close to the lakeshore.  

As the light started to dim, I was glad to 
meet up with my neighbours, Ben and Jo. Luck-
ily, we had the whole cabin to ourselves; it was 
a "self-service" type of cabin with a pantry full 
of long-lasting provisions. As with many things 
in Norway, it is operated entirely on a trust 
basis. You can leave cash in a lockbox in the 
cabin or wait until you have access to the DNT 
website to pay online for what you use. As well 
as having bunk rooms for up to 30 people, the 
cabin had a spacious kitchen and lounge with 
a dining area, equipped with a wood burner, 
gas stoves, solar panels, and a well-maintained 
bathroom cabin about 30 metres away from 

OUTDOOR LIFE IN NORWAY

►►►
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the main cabin. Although too polite to say so, I 
think Ben and Jo were secretly pleased that the 
cabin guitar was missing a few strings so that 
they didn't have to endure my small repertoire 
of sing-along songs!

The following morning, Ben and Jo 
decided that they would return via the same 
route on which we had arrived. I opted for a 
round-about route going further to the north 
and west before heading south to pick up the 
original track. The weather was overcast with 
low clouds, giving rise to the phenomenon of 
"flatlight", in which it becomes difficult to see 
shadows or focus on the surface of the snow. 
This makes it tricky to distinguish features on 
the ground immediately in front of you (as you 
inadvertently ski into piles of snow or make 
unexpected drops). Depending on your con-
stitution, it can lead to motion sickness as you 
struggle to make out your surroundings.

While the existing ski tracks were diffi-
cult to see, the twigs marking the route were 
clear. My path wound its way north for sev-
eral kilometres before I arrived at a signposted 
junction, at which I headed west. 

There is nothing quite like being alone 
in the wilderness, and although I was follow-
ing a marked trail, I could see no signs of other 
people and had no idea when the trail would 
next be traversed. On such occasions, I take 
some pleasure in playing mind games with 
myself to work out how I would deal with an 
emergency. Although I was carrying a fully 
charged mobile phone, and the DNT mapping 
app shows you GPS-derived position, I was in 
an area with no phone signal. What would I do 
if the weather changed? If I broke a ski? If I fell 
and became injured or woke up in the dark? 

Like pilots planning their diversion air-
fields, I was constantly thinking about which di-
rection I would choose to seek safety, the route 
to the previous and next cabin, and the myriad 
of factors that I would need to consider in the 
event of a problem. In addition to the phone, 
I was carrying a paper map, compass, whistle, 
food, water, a strobe light, a high-visibility air 
panel and some additional warm clothing. The 
weather was forecast to deteriorate slightly dur-
ing the day, but I was not unduly concerned.  
The map and compass were going to be useful 
in getting me home, but the "micro-terrain" of 
lumps, bumps, small rocky outcrops and corre-
sponding drops that don't appear on a map can 
make navigation difficult, particularly when 

the light is flat. I lost the path a couple of times, 
fell on some descents, and found a few unseen 
snow drifts, but eventually made it to the road 
leading south of the Storevatn reservoir dam. 
I soon found the twigs alongside the road and 
took some shortcuts across lakes. Approxi-
mately five hours after waving goodbye to Ben 
and Jo, I arrived back at the Sirdal cabins from 
where I had started the previous day.

The JWC Community Support team does a 
great job in organizing events for the staff and 
their families, to help meet each other, to settle 
in, and to experience all that this part of Nor-
way has to offer. One of the first events that I 
participated in was a day trip to the roadless 
hamlet Flørli, which lies in the spectacular 
Lysefjord and is home to the world's longest 
wooden staircase. The ferry along the Lyse-
fjord, which is the only way to reach Flørli, 
passes under the foreboding, world-famous 
cliff Preikestolen, known in English as Pulpit 
Rock. Flørli is the site of a disused hydroelec-
tric plant. The 4,444 wooden steps of the stair-
case lead from the plant up to Ternevatn lake. 
Accessible only from the fjord or by an ardu-
ous 15-kilometre hike from the nearest road-
head, Flørli is synonymous with the peace and 
natural beauty of this part of southern Norway 
and is a must for any adventurous visitors who 
have a day to spare.

Given a short period of good weather, 
my plan was to kayak to Flørli, spend a day 
exploring and then paddle back to Stavanger. 
An hour after departing from my local beach, 
I passed to the south of the island of Tinghol-
men and entered the Høgsfjord, a large body 
of water extending some 20 kilometres in a 
north-west/south-east direction. Some way 
along the Høgsfjord is the entrance to the Ly-
sefjord, which extends 45 kilometres to the east 
with Flørli just over halfway along on the south 
side. The weather was perfect, cool with no 
wind, making for easy kayaking. On the way, 
I spotted a couple of seals and a few porpoises, 
which are common in this area. During a previ-
ous kayak trip in the Høgsfjord, I had disturbed 
a pair of large sea eagles from their perch in a 
tree, but no eagles were to be seen this time. 

Despite a well-loaded boat, I made good 
time and crossed the Høgsfjord in a straight 
line to Oanes, the mouth of the Lysefjord. An-
other huge body of water and more than one 
kilometre wide for its entire length, Lysefjord 

is lined by steep terrain and cliffs on both sides, 
and the lack of exit points can be intimidating. 
Undeterred, I paddled under the bridge linking 
Oanes on the north shore with Forsand to the 
south and entered the fjord. 

Given the high ground on either side of 
the fjord, the weather in Lysefjord can be unpre-
dictable, with gusts of wind appearing from no-
where and highly localized conditions. Passing 
under the heights of Preikestolen, I could easily 
pick out the square shape of the cliff some 600 
metres above me and make out some ant-sized 
people peering over the edge. After six and a 
half hours of paddling, I arrived at Flørli.

After a chilly night, I readied myself and 
set off up the wooden steps. I'd had an idea 
that I might try to head to Kjerag, the famous 
mountain with a large chockstone that over-
looks the eastern end of the Lysefjord, but the 
deep snow near the top of the steps soon made 
me realize that this trip would have to wait un-
til warmer weather. Instead I opted for a lap 
of Troppekosknuten, the 900-metre peak that 
dominates the high ground above Flørli. It was 
a cold but clear day with bright sunshine grant-
ing fantastic views. After a brief lunch in the 
sun just below the summit, I followed the well-
marked paths back to Flørli, taking in views of 
the waterfalls and a jutting rock formation that 
looks like a smaller copy of Norway's famed 
Trolltunga ("the troll's tongue") on the way.

BELOW: The wooden staircase at Flørli

►►►

OUTDOOR LIFE IN NORWAY
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ABOVE: (Clockwise) Looking back along the Lysefjord;  
the author at Troppekosknuten; campsite in Flørli,  
halfway along the Lysefjord

Back down at the campsite, I was pleased 
to have the company of Tom, a local retired 
firefighter and a very experienced kayaker. As 
we cooked and ate our evening meal together, 
we exchanged tales of previous adventures. 
I like a good kayak trip, but I could not com-
pete with Tom who had previously kayaked the 
entire length of the Norwegian coast from the 
Russian border in the north to the Swedish bor-
der in the south. He completed the almost 3,500 
kilometres in 90 days!

The following day, Tom and I paddled 
along the Lysefjord in perfect conditions, the 
steep walls of the fjord reflected in the perfectly 
still water. Tom accompanied me as far as Heng-
janefossen, a waterfall nicknamed "Whiskey 
Falls" close to Preikestolen, before we parted 
company. As I paddled towards the entrance 
to the Lysefjord, I was conscious of the weather 
forecast and increasing wind. Approaching 
Oanes, I could feel the wind on the water and 
boat, but the sun was shining and giving me 
some warmth. Rounding the corner and enter-
ing the Høgsfjord, short clean waves were roll-
ing down the fjord towards me. I used the "ferry 
glide" technique for about three kilometres to 
cross the Høgsfjord diagonally to the island of 

Ådnøy, from where I would be able to paddle up 
the west side of the fjord and get a little shelter 
from the increasingly rough conditions. 

Rounding the top of Ådnøy, I was able 
to take a respite, but this was short-lived. I 
was soon bearing the brunt of a strong wind 
and white-capped, wind-blown waves, giving 
very choppy water. My preference to paddle 
between 50 and 100 metres from the shore for 
a sense of security became a problem. As the 
shoreline changed from beaches and low rocks 
to steep cliffs, the wind and waves were reflect-
ed, adding to the confusion of the rough water. 

Onwards I paddled, confident of my own 
experience and ability, but not without some 
concerns. My eskimo roll for righting a kayak 
was honed from many years of white-water 
river kayaking, but would I be able to do it in 
a choppy sea? If I ended up swimming to the 
shore, would I be able to get my boat in as well? I 
had sufficient safety equipment in my buoyancy 
aid, but even in my two-piece drysuit, how far 
would I be able to swim? It was early April, and 
the sea was still only five or six degrees Celsius.

I managed to get some relief by shelter-
ing in the lee of some small islands and for a 
short period taking my hands off my paddles 

and stretching a little. I had convinced myself 
that when I came Tingholmen, I would get 
some shelter from the islands and that it would 
be easy paddling back into Stavanger. How 
wrong I was! The wind continued to blow and 
if anything, despite the short reach, the sea be-
came even more confused. After another hour 
of toil, I reached the islets guarding the larger 
island of Hundvåg, the water calmed, and I 
breathed a sigh of relief.

I have highlighted three adventures among 
the many that I enjoyed just within my first 
nine months in Stavanger. The surround-
ing area is rich with fantastic geography and 
beautiful scenery and there really is something 
for everyone, irrespective of fitness or ability. 
I encourage all staff members to look beyond 
the work of delivering large-scale command 
post exercises and training; family members 
and visitors, too, should seize the opportunity 
to explore this stunning region. In this part of 
Norway, the great outdoors really are just out-
side your door and you don't have to travel to 
the far north to see amazing sights. I guaran-
tee that you will have a story to tell and fond 
memories of Norway.  

"In this part of Norway, the great outdoors really are

 just outside your door."
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"When a large team or a whole organization participates 
in a team event, it becomes a bonding experience in and 
of itself and a strong collective memory for the team."

- Paul Sewell, "Organizational Osmosis", p. 100

SPORTS SPORTS 
DAY 2022DAY 2022
Photos by Chris Hill
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The Joint Warfare Centre provides 
NATO's training focal point for full-
spectrum joint operational- and 
strategic-level warfare.

ONE 
TEAM
TOGETHER! 

WE MAKE NATO 
BETTER!

Scan the QR code with your mobile device 
to visit www.jwc.nato.int and learn more.

ABOVE: Major General Piotr Malinowski, Commander of the Joint Warfare Centre 
and Exercise Director (EXDIR), during NATO Exercise STEADFAST JUPITER 2022. 
Photo by JWC PAO TOP: NATO Exercise STEADFAST JACKAL 2022. Photos by 
NATO Rapid Deployable Corps – Italy PAO


