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W
✳ The word "Space" is capitalised in this article.

ITH THE ADVANCEMENT OF TECHNOLOGIES since the late 20th century, NATO military
forces have strongly positioned themselves to face a modern warfare environment, ranging from
Intelligence, Surveillance and Reconnaissance (ISR) to requesting Close Air Support (CAS)
from ground troops using beyond line-of-sight communication. In fact, the majority of military
operations rely heavily on Space✳ systems to ensure seamless communication between commands.
Ensuring the stability of accessing this information through nationally-owned satellites is critical
to both NATO troops and the success of the operation.
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SPACE OPERATIONAL DOMAIN

“[We must ask] ourselves what the Air and Space environment of 2030, 2040, or even,
2050 will look like. How will we operate? How will we fight? What are the attitudes? What
are the ranges? What are the altitudes? What are sunset and sunrise capabilities that we
need in the battlespace of tomorrow? What will be the role of our aircraft?”
The Rt Hon Ben Wallace MP
United Kingdom Secretary of State for Defence
(Remarks at the Air and Space Power Conference 2020)

W

HEN WE IMAGINE Space
warfare, we often think about
scenes from Star Wars and lasers shooting. Although these
are fictional scenes made in
Hollywood, such ideas of involving lasers have
already been developed. For example, laser
dazzling is used to "blind" ISR satellites from
acquiring intelligence in a specific area.1 The
use of Directed Energy Weapons (DEWs)
from adversaries (such as lasers) can prevent
Allies' satellites to perform their mission, not
only in the ISR, but across the full spectrum of
Space capabilities. Disabled ISR satellites could
potentially hinder the safety of ground troops
and prevent senior commands using the most
effective ways to execute an operation.
Various nations have already declared
Space as an operational, or warfighting domain, which means that Space is an enabler
for their forces to gain an upper hand when
conflict occurs. Military reliance upon Spacebased technologies has been increasing since
the end of the 20th century. Despite a wide
range of applications used by military forces,
few would fully understand how disruptive it
would be when access to Space-based systems
is denied or interrupted.
To understand how a Denied, Degraded
and Disrupted Space Operational Environment (D3SOE) can affect NATO troops, we
first need to understand how NATO forces
utilise Space capabilities to enhance their
operations. NATO has access to some Space
capabilities using nationally owned satellites
providing information to the command. These
include Satellite Communications (SATCOM);
Positioning, Navigation and Timing (PNT);
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Station. Photo by NASA
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Intelligence, Surveillance and Reconnaissance
(ISR); Meteorology and Oceanography (METOC); Space Situational Awareness (SSA), and
Shared Early Warning (SEW).2
Some of these capabilities, such as SATCOM, PNT, and METOC are used for both
military and civilian purposes, but they are
also widely used by the general public in the
digital age. Furthermore, capabilities such
as PNT have been expanding since the first
inauguration in the late 1970s. Other global
PNT constellations such as Galileo (Europe),
GLONASS (Russia), and Beidou (China) are
almost at their full operational capability. In the
digital age, where systems are all interconnected
and linked with each other, the reliance on PNT
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is bigger than we envision. SATCOM is heavily
used by both the military and civilian sectors.
With the innovation of using small satellites in
a mega-constellation through commercial partners, we can expect that SATCOM capabilities
will continue to enhance and strengthen.
With respect to METOC, in our daily
life we would be more interested in terrestrial
weather as it impacts our activities. While in
military mission planning, the knowledge of
both terrestrial and Space weather conditions is
required in order to predict how it could affect
the tactics as well as the outcome of the mission.
For instance, Space-based METOC capabilities
enhance the accuracy of the terrestrial weather
forecast and the impact of Space weather on
both Earth-based and Space-based systems.
For military-specific applications, usage
of Space-based ISR and SEW has increased
over the years. The advantages of using satellites to conduct ISR activities include the
prevention of violating the State Sovereignty
Airspace (SSA), as outer Space is not subject to
claims of national sovereignty under the Outer
Space Treaty.3 SEW satellites can cover a large
area, including blind spots not reachable by
land-based early warning radar. These systems
BELOW: An E-3A Airborne Warning and Control
System (AWACS) aircraft sits in a hangar at NATO
Air Base Geilenkirchen, Germany. One of the few
military assets owned and operated by NATO,
AWACS gives Allies the ability to manage airspace
and provide early warning. Photo by NATO

Need
to
know
ABOVE: NATO began using enhanced satellite services this year with a new memorandum between France,

Italy, the United Kingdom and the United States, which aims to provide Space capacity from their SATCOM
programmes to NATO. Nations began delivering the capability in January. This project is the successor to the
NATO SATCOM Post-2000 Project, which provided SATCOM services to NATO from 2005 to 2019. Photo by NATO

greatly improve the defensive posture of NATO
Nations and increase reaction time for NATO
Forces on missile attacks from adversaries.
Despite that SSA can be used by both
military and civilian entities, the major user of
SSA remains the military. SSA satellites provide
a better picture of all Space objects (satellites,
debris, meteoroid) that can jeopardise assets
in Space and forces on Earth. As some nations
have already started to develop Space-based
robotic arms for either Space debris clean-up
or sabotaging operation,4 SSA can provide vital
information on the situation in Space.

What if the Space systems
are unavailable?
Now that we have a better understanding of
the role that these capabilities play in supporting operations, as well as the planning, we can
evaluate the impact that their denial or degradation would have on our forces. Degraded and
disrupted SATCOM and PNT would indeed
create a huge direct impact on NATO Forces
in both Command and Control (C2) and targeting. NATO commands and bases are spread
across Europe and North America and ground
troops often are beyond-line-of-sight with command headquarters. Disrupted SATCOM ser-

vices could hamper decision and reaction time
for senior commands to execute the best course
of action in a time-sensitive operation. Certain
Space-faring NATO Nations are increasing the
ammunition inventory by acquiring precision
guided munition (PGM), with some of the munition being GPS aided/guided to help increase
the accurate targeting.5 Depending on the purpose of the mission, denied PNT services could
result in less accurate targeting, putting NATO
Forces in danger.
Unmanned Aerial Vehicles' (UAV) activities will also be affected as the on-board
computer require synchronisation with the
PNT satellites to provide the accurate position,
navigation, and data acquisition.6 Some other
indirect disruption such as the logistics supply chain could also be hampered by disrupted
PNT services.
In some cases, NATO contracts logistics
operations through commercial companies to
support its missions and activities. These commercial operators utilise civilian PNT signals,
which are more vulnerable to jamming. Moreover, PNT also provides the timing for advanced
applications such as Intelligence Transportation
System (ITS) and Positive Train Control (PTC).
PNT is an essential element required for both
ITS and PTC. While it is unlikely, a denied PNT
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“There isn't a single aspect of our Space
architecture that isn't at risk.”
Lieutenant General (Ret.) David Buck
Former Commander Air Force Space Command

service would cause a network-wide disruption
to vehicles and rail traffic, a certain degree of interruption can be expected.
The Art of War by Sun Tzu explored the
five fundamental factors (i.e. moral influence;
terrain; weather; command; and doctrine)7
that could gain the upper hand on the battlefield. Among those, terrain and weather are two
important factors for Space subject matter experts today. The Art of War teaches doctrine and
tactics for military operations; it highlights the
importance of environmental factors to gain the
upper hand. Space-based METOC can provide
accurate terrain and landscape to ground troops
and naval forces, which would greatly enhance
the chances of battlefield dominance.
Although terrains are unlikely to change
over a short period of time, the most up-todate information on both terrestrial weather
and underwater currents and ice coverage in
the High Arctic will increase the success rate of
the mission. Space-based early missile warning
satellites provided a regional-wide to worldwide coverage for NATO Nations from any
incoming missile warning. Without the SEW
satellites, our capabilities will only be limited
to the use of ground-based radar systems, reducing the responsive time from NATO Forces
to react against incoming missiles.
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Counterspace weapons

I. Kinetic Physical

Counterspace weapons can be roughly divided
into four different categories: kinetic physical,
non-kinetic physical, electronic, and cyber.8
Despite cyber being one of the main counterspace weapons, as it can be easily acquired and
target our satellites, this will not be discussed
in this article as it is more cyberspace focused.

Kinetic physical typically uses intercontinental
ballistic missiles (ICBM), or a "sleeper satellite",
to conduct such attacks. Depending on the altitude of the satellite, destroying it using ICBM
could result in a chain reaction of a debris field,
further colliding with other satellites. Kinetic
physical is an irreversible attack and can pro-

BELOW: U.S. Space Command officially stood up on August 29, 2019. Photo by USSPACECOM PAOACECOM PAO
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vide real-time confirmation of whether the attack is successful or not. Due to the large chain
reaction it could create, this type of attack is
not favoured by nations despite that some of
them have conducted anti-satellite (ASAT) attacks on their own satellites as a demonstration.9 Co-orbital threat uses satellite that has
already been placed in orbit and awaits further
command before initiating the attack on other
satellites. Techniques from co-orbital attacks
include robotic arm,10 or "kamikaze" style.
This type of attack is difficult to prevent since using direct ascent ASAT missiles
to shoot down the co-orbital threat could
result in collateral damage to friendly satellites. Apart from direct ascent and co-orbital
threats, ground stations for satellites' Command and Control are also vulnerable against
any ICBM or bombings.
II. Non-kinetic Physical
Non-kinetic physical primarily uses lasers and
high-powered microwave (HPM) to distort
and destroy electronics and optical payload
onboard the satellite. Laser blinding and dazzling is effective against optical ISR satellites as
they could either temporarily or permanently
disable the "eyes from above". HPM targets
satellites' electronics, thus disabling the software, and, ultimately, could cause the satellite
to be uncontrollable.
Both lasers and HPM are non-real time
confirmation attacks, meaning the attackers
cannot confirm if their attacks are successful.
Electromagnetic pulse (EMP) attack involves
the usage of high-altitude nuclear detonation
to create a large influx of radiation, which will
quickly degrade the majority of the systems onboard the satellite. Despite that it is still possible
to experience an EMP attack, the ban on testing
nuclear weapons in Space11 would likely prevent
any EMP attacks in the near future.
III. Electronic
Electronic attacks are the main form of attacks
that NATO Forces have usually experienced as
they are relatively easy and cheap to conduct
compared to the above-mentioned types of
weapons. Electronic attacks consist of jamming
as well as spoofing. Jamming against GPS and
SATCOM is common, indeed NATO Forces
have experienced such occurrences during

exercises and operations.12,13 GPS spoofing,
on the other hand, could mislead the user on
their exact location. This is especially dangerous against UAV as adversaries can use this as
an excuse for their "invasion" against sovereign
airspace. Electronic attacks are mainly used to
disrupt ground troops, which heavily rely on
GPS or SATCOM, but could also severely disrupt sustainment operations.

Preparing for D3SOE Space
operational environment
As we continue to modernise the equipment
across NATO Forces with systems such as the
Aegis Combat System and fifth- and sixthgeneration fighter jets, the reliance on Spacebased assets will continue to grow. Even though
it is very unlikely that all Space-based systems
are simultaneously taken out by adversaries at
once, since most of them have redundancy to
prevent such cases, our ground, naval, and air
forces should prepare themselves to operate in

a D3SOE. The U.S. Army has recognised the
increasing threat against Space-based assets,
and therefore, lessons and best practices have
been published to ensure their forces are ready
to operate in a degraded environment.14 Below
(Table 1) are the four phases recommended
from the handbook to ensure ground forces
are able to operate in a D3SOE.
The United States Department of Defense Test and Evaluation Office stated in February 2020 that they are looking for ways to
test Space systems in order to ensure how satellites would perform if under attack. It is of key
importance for the Office to demonstrate the
limitations and survivability of these satellites
against cyber, DEW, kinetic, electronic warfare (EW) and natural hazards. The report also
stated that the current GPS satellites require
more rigorous testing against Space threats.
Moreover, the schedule delays of upgrading all
GPS segments is slowing down the military to
integrate more advanced equipment into weapons platforms, impacting the modernisation of

TABLE I: U.S. Army D3SOE best practices and lessons for units.

Source: https://usacac.army.mil/sites/default/files/publications/18-28.pdf
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Lessons/Best Practices

Description

Prepare

The preparation phase is to allow forces to train both in a normal
and contested Space operational environment. Through this
method, units will be able to identify the difference between
having the support of Space-enabled assets and not having it.
Measures such as ensuring units to have Primary, Alternate,
Contingency, and Emergency (PACE) plans should be in place
and rehearsed thoroughly. Other preparation element includes
increasing the use of non-GPS based devices (e.g. Inertial
Navigation Systems) and laser-guided equipment.

Recognise

Forces recognising what a D3SOE will look like will allow units
to understand when Space-based assets are unavailable and
implement the PACE plan when needed. Understanding what
they can be facing in a potential D3SOE will enable them to
react accordingly in such situations.

React

This is the phase where units apply what they have been
trained under D3SOE and take appropriate steps to mitigate
the effects. Some cases such as terrestrial or Space weather
might not be possible to mitigate, while other effects, such as
jamming from adversaries, can be alleviated using the best
practices based on different scenarios.

Report

While reacting to D3SOE, mitigating can allow the operation
to proceed forward. Reporting such activities and informing
interested parties can help maintain situational awareness at
the proper levels. Documenting such activities will also better
prepare units and strategic commands to further analyse future
operations using the best practices in similar scenarios.
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