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Information warfare has shifted the
rea lity of modern conﬂict. It has forced
militaries around the world to consider
the lethality of new, un-attributable
enemies and the penetrating power of the
information environment. With that has
come a shift in the operational space.

Shutterstock.com

►►►
34 The Three Swords Magazine 32/2017

INFORMATION WARFARE

"The point of modern propaganda isn't only to misinform or push an
agenda. It is to exhaust your critical thinking and annihilate the truth."
Gary Kasparov

The views expressed in this article are those of the author and do not necessarily reflect the official policy or position of NATO or any of its agencies.

T

HE INVASION OF CRIMEA in
November 2014 changed the way
the world saw war. There was no
concrete invasion. Instead, the world
watched as unidentifiable “little
green men” supported the annexation. As
the world looked on with minute-to-minute
coverage via social media, TV, online news
and radio, Crimea was invaded. Images soon
emerged showing the takeover of government
buildings, airports, television stations and central junctions in Crimea which reinforced by
identifiable Russian armored convoys, cargo
aircraft and combat helicopters. Still, Russia
continued to hide in plain sight.
Political leaders across the globe were
left fumbling for their next steps as Russia
denied involvement. Plausible deniability was
the focus for social media trolls, governmentrun media/government-financed blogs and
research agencies in the early days of the annexation. This government-run information
machine pumped out a reality that validated
not only the annexation, but the Russian narrative that they had no part in the initial actions in Ukraine.
In Ukraine, Russia capitalized on technological advancements, the evolution of online engagement and a never-ending news
cycle that often sacrifices fact checking to fill
airtime to shift the front lines of war and conflict. War was no longer fighting between identified soldiers or insurgents on a battlefield.
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It was, instead, an intricately woven series of
un-attributable information, suggestions and
actions. Ukraine provided the perfect opportunity for Russia to push the limits and truly
test their ability to influence and shift reality in
a global context.
In 2014, people quickly called for and
expected Russia to go back or be put back in
their box. But in 2017, Crimea remains annexed despite there never being a single declaration of war. As Pavel Antonovich observed
in his 2011 article for Military Thought, “damage (whatever its nature) can actually be done
to an adversary without overstepping formally
the line between war and peace.”1
The occupation of Ukraine showed the
world that the conduct of war can now leap
on to their computer screens through tweets,
Facebook comments and neverending electronic reproductions of new realities. These realities are validated by misappropriated images
and strategically placed commentary corroborated through fake studies. Add to this political
infiltration, cyber warfare and military decep-

tion on a grand scale. It soon becomes apparent the enemy is no one and everyone in this
emerging global battlespace.
While Ukraine wasn’t the first time information warfare was used to control and
influence, it did raise the profile of this form
of conflict. Warfare in the information domain
is now being talked about on mainstream television and on every corner of the Internet.
The emergence of information warfare into
the public conscience has called into question e verything citizens read and see. As Gary
Kasparov said in one of his December 2016
Twitter feeds, “The point of modern propaganda isn’t only to misinform or push an agenda.
It is to exhaust your critical thinking and annihilate the truth.”2

History of Information Warfare
An early RAND study in 1996 identified “strategic information warfare” as a critical military
consideration for the United States and other
nations. In the paper, Roger Molander et al.
suggest a number of factors were driving the
focus to complex information battlespaces
and the increasing use of information warfare. These considerations included low entry
and sustainment costs, emerging information
technology, blurred traditional boundaries
between public versus private, warlike versus
criminal behaviour and geographic boundaries as well as the expanded role for perception
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ABOVE: "NATO does not, and will not, accept Russia's illegal and illegitimate annexation of Crimea. And we condemn
Russia's ongoing destabilization in eastern Ukraine," said NATO Deputy Secretary General Rose Gottemoeller,
during her speech at the Shevchenko National University in Kyiv, Ukraine, 6 April 2017. Photo by NATO

management and poorly understood strategic information warfare vulnerabilities.3 This
information was not news to Russia, who had
been using “active measures” (the use of intelligence forces to shape outcomes abroad), propaganda and proxies since the late 1800s. In 2005,
they added cyber warfare and the manipulation
of social media to their tactics allowing them to
expand their sphere of influence.
Bruce McClintock, a former Defence Attaché to Moscow, and Andrew Radin, a political scientist with the RAND corporation suggest Russia is by far the most successful in this
area of this type of warfare. “Today, thanks in
part to the effective coordination and more aggressive application of these newer techniques,
Russia appears to have greater success with its
measures short of war than other countries.
This means that Western countries and organizations need to work more quickly and coordinate better to offset Russia’s capabilities,
aggressiveness and success.”4

A Breakdown of
Information Warfare
This model of information warfare is based

on saturation and dominance. Matt Lauder, a
Defence Scientist with Defence Research and
Development Canada, has called the methodology “highly sophisticated, subtle, pervasive and decentralized.”5 Lauder suggests the
actions can sometimes seem disorganized or
sloppy but “the ends justify the means because
it is all about effects.”6
Critical to modern information warfare
are active measures and military deception
nested in reflexive control, which is used as a
behavioural strategy. Active measures include
direct action, psychological coercion, influence operations, propaganda, psychological
manipulation, information sabotage and subversion, disinformation and misinformation,
character assassination and smear campaigns.7
This approach uses both civilian and
military assets which include political, economic, legal, social and scientific information delivered through multiple disseminators
ranging from either official to unofficial. Information and action, covert and overt, all blur
together with minimal attribution unless it
suits a strategic intent. Most importantly, there
are no moral constraints in a strategy where
multiple activities are put in play to achieve

objectives; ensuring there is never a single
point of failure.8
As stated, information warfare can appear disorganized or prone to failure because
some initiatives fail to launch. But, its success
rate is actually grounded in the sheer saturation of active measures in play through diverse
delivery mechanisms and disseminators. No
audience is missed and the volume allows for
failures along the way without jeopardizing intended strategic effects. The approach evolves,
develops, adapts. Successes are reinforced and
failures are abandoned. The speed at which the
Russian information warfare model expands,
adapts and engages new mediums and approaches and lets go of failed measures is central to its success.
What also has to be remembered is that
information warfare is about longterm commitment to the use of the information domain as an effective operational environment
that can shape the battlespace. While various
met hods and approaches may be discarded, if
they are ineffective, the overall approach is always central to both government and military
strategy at the highest levels.
A look at various approaches and smear
campaigns by Russia shows the depth of planning, strategy and engagement that goes into
active measures. These can be directed towards
anyone or any institution that seems to be countering Russian intent.
An example is the smear campaign
against Canadian Minister of Foreign Affairs

ABOVE: Chrystia Freeland, Canadian Minister

of Foreign Affairs. Photo by Shutterstock
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“Information warfare
is about long term
commitment to the
use of the information
domain as an
effective operational
environment that
can shape the
battlespace.”
Chrystia Freeland that started in January 2017.
The campaign launched as Freeland was set
to be sworn in and Canada edged closer to its
“Enhanced Forward Presence” as part of Operation Reassurance in Latvia. The story about
Freeland’s secret desire to draw Russia into a
fight to avenge her Nazi collaborating Ukrainian grandfather who was also a war profiteer, first started on obscure Kremlin-friendly
websites before getting some traction in farright and “anti-imperialist” North American
w ebzines and then a couple of Polish magazines. The story seemed to trail off but popped
back up as Canada announced it would extend its mission in Ukraine to 2019. Propped
up by massive online retweeting and sharing,
the story managed to make its way into the
Canadian mainstream media overshadowing
the Canadian announcement about extending
their mission in support of Ukraine.9
The masterminds of the campaign were
Moscow-based freelancer, John Helmer and
far-right Luxembourg-based Polish “analyst”
Stanislas Balcerac. They have worked together
in the past on other “Kremlin Friendly” smear
campaigns. This one was extremely effective at
burying a story that showed international support for Ukraine. As Terry Glavin of the Ottawa Citizen suggests: “You see how it works?
Instead of headlines about Canada’s response
to Russia’s brutal violation of Ukraine’s sovereignty and the 10,000 lives lost to Vladimir Putin’s thuggish belligerence, we’re being entertained by salacious innuendo about Chrystia
Freeland and encouraged to question whether
it is only because of that scheming harridan’s
Russophobic impetuousness that we’re being
so beastly to the Russians in the first place.”10

Outcomes of
Information Warfare
First and foremost, information warfare and
non-linear warfare have changed the game.
Traditional military superpowers are undermined when there is no war on a traditional
battlefield. Information warfare evens the playing field and provides an advantage for nations
who control their information environments
and produce “managed democracy”11 or a false
sense of freely choosing/supporting what the
party in power wants you to choose or support.
Information warfare and non-linear
warfare also offer “geo-political raiders” a

means to expand their sphere of influence
and connect with non-traditional alliances
through information technology.12
This domain has redefined the global experience. Proximity is no longer a defining factor in linking groups, ideologies and creating
alliances. As Peter Pomerantsev, Senior Fellow
at the Legatum Institute’s Transitions Forum
suggests, information has redefined powerful
alliances in the 21st century. “If in the 20th
century the Kremlin could only lobby through
Soviet sympathizers on the left, it now uses a
contradictory kaleidoscope of messages to build
alliances with quite different groups. European
right-nationalists such as Hungary’s Jobbik or

Canadian troops from the Theatre Opening Team prepare infrastructure
at Camp Adazi, Latvia, on 13 May 2017, in advance of the arrival of
NATO's Enhanced Forward Presence multinational battlegroup in Latvia.
Photo by Canadian Armed Forces
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sian active measures, to see the full effect of
modern information warfare.

Globalization and
Information Warfare

France’s Front National are seduced by the antiEU message; the far-left are brought in by tales
of fighting U.S. hegemony; U.S. religious conservatives are convinced by the Kremlin’s stance
against homosexuality. The result is an array of
voices, all working away at Western audiences
from different angles, producing a cumulative
echo chamber of Kremlin support.”13
While Russia has never come out and
articulated their intent for the annexation of
Crimea, ongoing attempts at soft annexation in
the Baltics and the undermining of critical international structures and superpowers point
to a strategic intent. If you control the message and means to create and maintain a state
of simmering conflict you can achieve your
social, political and economic agendas with
less interference and undermine traditionally
stronger adversaries through unconventional,
non-linear means.14 Information warfare is
central to these efforts directed at NATO, the
EU, the United States, the United Kingdom
and any other nation with a significant ethnic
Russian population or in the boundaries of the
former Soviet Union.
Further, the use of information warfare
and soft annexation without apology suggest
that nations like Russia are banking on the fact
there is less of an appetite for old alliances like
the EU and NATO in the 21st century.15 One
only has to look to attacks on NATO effectiveness, the Brexit referendum lead up and the
present climates in Estonia, Latvia and Lithuania where tensions have escalated under Rus-
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The globalization of our economies, cultures and
engagements has also complicated traditional
warfare and raised the importance of information warfare. The interdependence of enemies
and allies in our shrinking global village has
made the notion of traditional declarations of
war unsustainable. This interdependence, along
with emerging information platforms, created
the perfect setting for the escalation of informational conflict. Globalization also speaks to
a shift towards a greater reliance on coalitions
which has increased the vulnerabilities of the
security postures of all partners to strategic information warfare attacks, giving opponents a
disproportionate strategic advantage.16

Working Group between the State Department
and Europe Command is a “good starting
point but it doesn’t have focus and priority.”
Two things we are going to need, if we
want to counter the rapidly evolving information warfare threat. 
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