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INTERVIEW
THE THREE SWORDS

“We need more data scientists in the military and employ 
people who know machine learning and Artificial 

Intelligence algorithms. If we don’t, we can’t really keep 
up with the new information environment.”

SÃRTS
JÃNIS
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ON THE EVE OF NATO LEADERS' meeting in London, the Director 

of the NATO Strategic Communications Centre of Excellence (NATO 

StratCom COE), Mr Jãnis Sãrts, discusses online disinformation, 

Russian bots, and ongoing influence activities targeting the Baltics. 

Mr Sãrts has an instinctive wariness of new vulnerabilities brought 

forth by emerging technologies. In this exclusive interview, he also 

explains about his “digital security” concept, and why he thinks 

traditional journalism has lost its significance. 

►►►

Interview by Inci Kucukaksoy and Peter Hutson
NATO Joint Warfare Centre

@STRATCOMCOE

Director Sārts, thank you very much for giving 
us this interview. Could you please explain 
the complex challenges that your NATO Cen-
tre of Excellence is facing in today's informa-
tion environment? 
- We are indeed facing many different chal-
lenges. What we are witnessing right now is a 
profound shift in the information consump-
tion habits in our societies. This is defined by 
the digitalization of information through so-
cial media and how, on the one hand, people 
are consuming more news while, on the other 
hand, how hostile social media manipulation 
has become easier. These platforms present the 
hostile actors with the opportunity to oper-
ate unnoticed and pretend to be local players. 
From a military perspective, I think we are in 
need of more capabilities, or, alternatively, im-
prove our existing capabilities. In other words, 
we need the right capabilities in this new envi-
ronment. The old toolsets developed for a typi-
cal traditional media-driven environment are 
no longer enough. We need to build on exist-
ing ones to be able to operate within Big Data. 
Moreover, we need Artificial Intelligence (AI) 
and in-depth analyses of datasets to work more 
efficiently. We need to start by employing data 
scientists and similar professionals who know 
machine learning and AI algorithms. If we 

don't, we can't keep up with the new informa-
tion environment.

How does dis-/misinformation on social me-
dia impact public opinion, and how does it 
contribute to the breakdown of social trust 
and cohesion?
- It is an important question. The change in 
information consumption, which I mentioned 
earlier, refers to the old "gatekeepers" of the tra-
ditional media, such as editors, who ensured 
that publications were fact/cross-checked. To-
day, people can easily seek out the information 
they want, without knowing much about its 
accuracy or source reliability. Another serious 
concern is the very short attention span of hu-
mans when they are consuming information 
online. Recent Microsoft research found that 
the average attention span is eight seconds. The 
problem is that in eight seconds, we don't con-
sume facts, we consume emotions. And that of 
course, together with the phenomenon of echo 
chambers or information bubbles, drive people 
to believe what they want to believe and ignore 
anything else. Factual realities need to take on 
a bigger role in this environment but unfortu-
nately it is the algorithms that drive what we 
read in social media or watch on YouTube and 
similar platforms. And what other material can 

engage people in eight seconds than the scan-
dalous and emotive? So, what we are seeing is 
that the social cohesion is being driven apart, 
that is, people are more active in these echo 
chambers than in an environment marked by 
different views, with more correlation, and the 
ability to listen to each other. Right now, many 
only listen to what their in-groups are telling 
them. That, of course, affects politics and dem-
ocratic processes, and makes us more vulner-
able against hostile actors.

What have these changes in the digital world 
done to journalism as we know it? 
- Traditional journalism is losing its signifi-
cance. In many cases, traditional journalism is 
trying to adapt to the new digital environment, 
which, in my opinion, is not a clever choice, 
as they don't stand a chance; online standards 
can never match those of traditional journal-
ism, which are marked by ethical standards 
and constraints. Having said this, there are a 
number of traditional platforms which are un-
beatable, such as the Economist — a traditional 
media with a steady global audience. 

The problem is obviously also the fact 
that the economic model of the traditional 
media is breaking apart. The ad revenues go to 
the big tech companies, making it increasingly 
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“We have 
to ensure 

transparency, 
accountability 

and oversight in 
our democratic 
societies. If we 
don't do that, 
it's just going 

to get worse.” 

ABOVE: Between May and July 2019, bots accounted for a staggering 55% of all Russian-language Twitter 
messages about the NATO presence in the Baltic States and Poland, a study by the NATO StratCom Centre 
of Excellence reveals. The Russian-language bots were particularly interested in NATO military exercises 
that took place in the Baltic States and Poland during this period. In fact, according to the NATO StratCom 
Centre of Excellence, which has studied robotic activity for the past three years, there is a distinct pattern: 
whenever a military exercise takes place, coverage by pro-Kremlin disinformation outlets is systematically 
amplified by inauthentic accounts. (Read more at https://euvsdisinfo.eu)

more difficult to make profits in small markets, 
such as in Latvia, but also in bigger markets. I 
find it very unfortunate, and where we used to 
say that media is the force behind any democ-
racy, this same media is no longer able to play 
this role. The effect is a disruption of a normal 
democratic process. 

From the Baltics perspective, how do the Bal-
tics counter Russia's information activities, 
such as the "discrimination against (Russian) 
minorities" narrative?
- One of the factors of a Russian information 
activity has been the Russian speaking commu-
nity in the Baltic States; in Latvia and Estonia 
in particular. But this is not necessarily the only 
factor. Russia is also playing on the narratives 
of the "failed Baltic States", for instance they are 
talking about the "worsening economic situa-
tion" here. Russia is also playing its narrative on 
the "social inequalities", such as the Baltics hav-
ing been far better off in the Soviet Union than 
they are in the European Union (EU). These are 
some of the key narratives that Russia is trying 
to drive on the public in the Baltic States. One 
of the tools they use is the common language, 
as most of the Baltic population is still able to 
speak Russian. They are using bot farms, and, 
in fact, some of our research done two years ago 
showed that the comment threads on NATO 
presence in Latvia and Estonia on Twitter was 
80% robotic, or in other words, fabricated.

The other aspect is how Russia is try-
ing to influence behaviour. Although they are 

often able to communicate in one language or 
the other, the Latvian, Estonian and Russian 
communities in the Baltics have very different 
interests, world views, and agendas. I would 
roughly divide these Russian speakers in the 
Baltics into three groups. The first one is the 
group that is fully in line with the European 
values and ideals, the second one is the group 
that is/has been under the spell or hypnosis, 
rather, of the Russian propaganda, mainly via 
the TV. The third group is what I call the "fence 
sitters", that is those who haven't bought into 

the European narrative but who do not trust 
Russia completely either. So, as you can see 
there are different views within the Russian 
speaking community as well, but Russia is ob-
viously trying to use this as one of the vectors, 
by using the common language, and historical 
and cultural narratives to bring the group clos-
er. But it is difficult to try to convince people 
of a better life in Russia, as the quality of life 
is better in the Baltic States. In fact, Russians, 
especially those from Moscow and St Peters-
burg, are emigrating to the Baltics in search for 
a better life. But I cannot generalise and place 
all Russians in the Baltics in this group.

To what degree is the "battle for the narra-
tive" carried out in cyberspace as opposed to 
other domains, and in your opinion, to what 
degree should these disciplines (Cyber and 
StratCom) interconnect?
- The narrative battle should take place where 
the people are. Today, people are online. The 
clear advantage with the online environment is 
that it allows so much more. It is for instance 
easier to study your target audience in a digital 
environment. To micro-target information on 
a person or individual on a mass scale has never 
been possible in physical environment before. 
However, we typically associate cyber security 
with the integrity of the cyber infrastructure. 
This means how malware enters software and 
hardware devices. Cyber experts don't typi-R
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cally see this micro-target information as rel-
evant, as a part of the threat, and an influence 
beyond the phishing attacks. I, therefore, think 
this is an area that requires more attention, and 
I would further claim that we actually should 
think about what falls under the term "digital 
security". Because typical communications do 
not normally focus on this piece of informa-
tion, the skill set is different. This also applies 
to cyber. I would name this new area, which 
would better help our militaries defend our so-
cieties, the area of digital security.

How has the overall influence of mass media 
changed with the influx of new information 
channels and "fake news"?
- "Fake news" is not something new. In fact, I 
believe the term itself was coined in the 16th or 
17th century. So, it has been around for quite 
a while, as has deception and information war-
fare. What is different today is the phenome-
non of digital media. The change of information 
consumption habits has made it possible to ap-
peal to the emotions of our online societies right 
now. Again, the short attention span makes 
it possible to appeal to the emotions of audi-
ences that are willing to take this information 

“Increasingly 
more analysts 
think about 

the information 
environment 
as a central 

domain in our 
future operating 
environment.” 

@STRATCOMCOE
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DIGITAL SECURITY IS A 
SERIOUS CONCERN

With the fifth-generation mobile 
networks, everything is faster and 
better connected. But how can we 

not only prevent malware and hackers 
but also malevolent microtargeting?

onboard without questioning or searching for 
factual evidence. So, how to fix this? Much of 
the responsibility lies with the tech companies. 
We have to continue to ensure transparency, 
accountability and oversight in our democratic 
societies. If we don't do that, it is just going to 
get worse.

What are your recommendations to replicate 
this complex information battlespace during 
exercises, such as those directed by the JWC, 
where no participation in the information en-
vironment is not an option?
- You said it; it is not an option. Firstly, we 
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A still image can now be turned 
into a video, and it will be 

impossible to tell if it is fake        
“In May 2019, Samsung's Moscow 

Artificial Intelligence Laboratory 
released a Generative Adversarial 

Network (GAN) that required just one 
image to create a moving image of an 
individual based off of the movements 

of a source video. (...) The algorithm 
only requires images of a face from 
a few angles to add to the realism, 
something easily acquired through 

social media or surveillance of        
the targeted individual.”

Joe Littell                                     
Don't Believe Your Eyes (or Ears): The 

Weaponization of Artificial Intelligence, 
Machine Learning and Deepfakes
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have to incorporate the complex information 
battlespace in every military training and ex-
ercise. Increasingly more analysts think about 
the information environment as the future of 
warfare and a central domain in our future 
operating environment. Through the informa-
tion environment you shape perceptions and 
behaviours. The information environment 
element in a conflict is going to be so crucial 
that if you win the information battle, the con-
nected battle might also be impacted. So, start-
ing from a rather junior level, people will have 
to know how to deal with this. Today, you can 
simulate so much of the digital environment, 
and make it very similar to the real-life events. 
But as I mentioned, we might not possess the 
capabilities needed to operate in that environ-
ment within our traditional militaries. Data sci-
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entists, coders, AI experts, etc., have an essential 
role as team members to be able to operate suc-
cessfully. The commanders of future operations 
also need to understand the interrelationships 
between the physical and online environment 
as well as the information environment, and 
how kinetic actions affect audiences. Through 
simulation, one can develop models and sce-
narios that can be used for training, and that 
simulation can use real-life examples from re-
cent world events.

NATO Secretary General Jens Stoltenberg 
once called hybrid warfare as the "the dark 
reflection of [NATO's] comprehensive ap-
proach". How do you see the challenge of 
hybrid threats?
- Exercises have to prepare the military for 
what it is likely to encounter in a conflict. We 
always have to try to make it as close as pos-
sible to real life. One key challenge when it 
comes to the information aspect is to at least 
try and foresee the future. We can see that 
in last few years technology has made many 
things possible. You have to continuously take 
this into account, and that in itself is a grow-
ing challenge in the military, where traditional 
weapons do change, but maybe not at the same 
speed. As for the information battlespace this 
is going to be really significant because of the 
fast-changing environment — you may have a 
good operation on Facebook, but if you are not 
on multiple platforms, including, for example 
Instagram, you might not see the emerging el-
ement of information, which was not really of 
any significance four years ago. Then, we think 
about Big Data and the possibilities to micro-
targeting individuals online. Think of all data 
that could be gathered from smart homes or 
wearable medical devices — a veritable trea-
sure trove. The development of AI that comes 
in leaps and bounds, the "deepfakes" — all 
these are significant shifts that we will experi-
ence in the coming two or three years.

Is there anything you would like to add?
- What is important when it comes to pre-
paring the military and the security mind-set 
is that we always understand how vulnerable 
we are as social beings while operating in this 
digital environment. The data will leave be-
hind a huge treasure trove that can be used 
for influencing behaviour. We should never 
overlook this and never allow our adversaries 

to use it against us in a conflict situation. We 
have to recognise the new vulnerabilities in the 
information and online environment and start 
doing something about them. From my per-
spective, the new challenge is that we need to 
embrace ourselves for even more vulnerabili-
ties that are likely to emerge in every few years. 
It will not be the same world as we know it. 

According to a study conducted 
by three Massachusetts 

Institute of Technology (MIT) 
scholars, false news spreads 
farther, faster, deeper, and 
more broadly than the real 

news. For instance, false news 
stories are 70% more likely to 
be retweeted than true stories 
are. It also takes true stories 

about six times as long to reach 
1,500 people as it does for 

false stories to reach the same 
number of people. When it 

comes to Twitter's "cascades", 
or unbroken retweet chains, 
falsehoods reach a cascade 
depth of 10 about 20 times 

faster than facts. 

http://news.mit.edu/2018/study-twitter-
false-news-travels-faster-true-stories-0308


