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 editor's note


Dear Reader,

Happy New Year and welcome to this first 2013 issue of The
Three Swords. As always, the Joint Warfare Centre's autumn
calendar was packed with activities. Exercise Steadfast
Juncture 12 and Unified Endeavor 13-1 / International
Security Assistance Force (ISAF) Training Event 12/02 were
the two major events, which you can read more about in the
following pages. 2012 was yet another busy and demanding
year, so the Christmas break offered a most welcomed breathing space. I hope you were able to recharge your batteries and
spend some happy and joyful time with your loved ones.
The holiday season also was the time for reflection on the
year behind us. For me, last year was exceptional and included an opportunity to see the ISAF operation from the inside,
which was a very different and memorable experience that I
am very happy to have had. As the ISAF operation has now
passed its ten-year mark, both NATO and Troop Contributing Nations are looking back in an effort to evaluate the Afghan intervention. We are asking ourselves if intervening was
the right decision, and if our actions were for the better of Afghanistan. With hindsight, it seems easy to say that we should
have done this or that differently. We did what we did and it
felt right at that time. While we cannot change the past, we
can certainly make sure that we learn from it and apply our
knowledge to change things for the better in the future. Taking this into account, a number of officers have been invited to

share their experience from ISAF/IJC in this issue. More will
follow in future issues.
This year -2013- marks the tenth anniversary of the Joint
Warfare Centre. We will use this year to look back and honour
all those who have contributed to make the Centre what it
is today, but also look forward to what the future might expect of us. Ten years is a milestone and a brilliant occasion
to showcase what the Centre is and what it does to support
NATO's cause. Details on, and coverage from, the anniversary
events will be provided on our web page and in our magazine.
I hope you will enjoy this latest issue of The Three Swords.
As always, your comments, inputs, questions, or suggestions
are welcome at pao@jwc.nato.int. If you, or if you know of
somebody who, would like to receive a printed copy of The
Three Swords, then please let us know.
Happy reading!

CDR (SG) Helene M. W. Langeland
Royal Norwegian Navy
JWC Chief PAO
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The Three Swords is the Joint Warfare
Centre’s authorized magazine published three
times a year by the Public Affairs Office. It
presents a compilation of articles, editorials,
opinions, news and general information related
to the Centre as well as a variety of key defence
and security issues. Opinions expressed in this
magazine are those of the authors and do not
necessarily represent the policies and points of
view of NATO. The Editor reserves the right to
edit or shorten submissions.

Thanks
Wing Commander Richard
"Spike" Grimshaw, Royal
Air Force, MA to ACT
Chief of Staff
Lieutenant Colonel
Kubilay Koşucu, TUR AF,
JFC Naples PAO

FOREWORD
Major General Jean Fred Berger
French Army
Commander, Joint Warfare Centre

T

his first 2013 issue of The
Three Swords presents a
rundown of the year gone
by. It also sets out some of
the key issues the JWC addresses through training and warfare
activities to support ACT in its efforts
to transform and NATO in its efforts to
build high-end capabilities and capacities. It furthermore gives me the opportunity as Commander to take stock of
what was achieved during the past year,
and what the JWC has to do and should
expect in 2013.

This new opus of The Three Swords series provides an overview of 2012, which
was quite a year not only for the JWC,
but also for ACT and NATO. Training was transferred from
ACO to ACT and both NATO Command Structure (NCS) and
NATO Force Structure (NFS) underwent structural transformation. The challenge was high for all to define a new role and
place inside the NCS and NFS and figure out how to best support NATO’s Level of Ambition.
Clearly, besides running its Programme of Work, the JWC’s
challenge was to define a new training concept to accompany
the Smart Defence and Connected Forces Initiatives in order
to support the role of NATO into the future.
I am very proud to say we successfully did both.
Everyone acknowledged the successful exercises conducted
in 2012, including two iterations of the NATO-U.S. combined
ISAF/IJC event at Grafenwoehr, Germany, which trained the
largest audience ever for Afghan deployment.
Dedicated to the NATO Response Force (NRF), the Steadfast Series of Exercises was successful in preparing the
standby period as well as supporting NATO transformation.
Steadfast Joist, the last exercise for JFC Lisbon, was a
prime opportunity to develop and experiment with the new
Joint Task Force HQ and allowed the JWC to make full use of
its new training facility.

Steadfast Juncture 12 saw JFC
Naples deploy to Estonia, which coincided rather perfectly with the implementation of the new Skolkan scenario
designed to shift the Alliance towards
its core mission - Collective Defence.
This event also was an opportunity to
better integrate emerging domains such
as Cyber Defence and Theatre Ballistic
Missile Defence. If 2012 was particularly
noteworthy for the JWC, 2013 will be
even more so, however not easier.
The transition to the new Peacetime
Establishment must be smooth enough
not to hamper the JWC’s ability to deliver exercises and support the Afghan
mission and the NRF alike. Both will be
challenging. The ISAF operation is moving towards its end,
at least in its current form. Steadfast Jazz 2013 will be a
first prototype rollout of joint multi-level, connected and combined training. Supported by the Skolkan scenario, spanning
from joint operational down to tactical level, including real
and actual deployment on the ground, Steadfast Jazz will
move a step further in connecting national forces and political
authorities of the Baltic States, as initiated in Estonia in 2012.
It will most certainly be a momentous occasion, one that will
highlight the added value brought to exercises by our Senior
Mentors along with other topics discussed in this issue such as
communication in operations and CAX support to exercises.
The JWC will continue to support NATO’s transformation
process, mainly by conducting its first Warfare Conference, to
be held 23-24 April. It will transform, too, and focus on the
triple aim of being relevant, being credible and doing better
rather than doing more.
Finally, as I am addressing you my New Year’s greetings for
the last time as Commander JWC, I take this opportunity, on
behalf of all JWC personnel, to wish Nations and the Alliance
a stable and safe world and Officers, NCOs, civilians and families all the best for 2013, the year when the JWC will celebrate
the 10th anniversary of its launch.
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 The Connected Forces Initiative will be
Alliance's central framework for the future.

Transformation.

Thinking differently, together.

R

epresentatives from 42 Nations recently met in Norfolk
at the Chiefs of Transformation Conference (Above).
They came from the NATO
Member Nations, NATO organisations,
Partner Nations and various Centres of
Excellence, bringing ideas on Transformation from across the world. Cross
fertilisation of ideas is vital but, as
the Allied Command Transformation
(ACT), it is also important for us to understand our own opinion and position.
The importance of this requirement is
that ACT is at the very start of all things
Transformational and, its outputs are
the catalyst for change; it provides the
stimulus and innovation for change and
provides the analysis in the early stages
of the planning process. Transformation is more than the dictionary definition of simply “change”. It is a deeper,
more complex notion and often a difficult concept to communicate. It implies
a change in condition, nature, or func-

Vice Admiral Tony Johnstone-Burt CB OBE
UK Royal Navy, Chief of Staff HQ SACT
tion - a conversion from one condition to
another. This implies thinking differently, thinking ahead, making informed decisions based on that thinking, and then
consciously doing something to bring
about that transformation or conversion
and turning concepts into reality.

Looking back….

ACT celebrates its 10th birthday in
2013 presenting the ideal opportunity
to take stock of what it has done whilst
charting the path for a Transformational future. At the Prague Summit in
2002, and as a result of changes and anticipated changes in the strategic operating environment, the then Secretary
General Lord Robertson and the U.S.
Secretary of Defense Donald Rumsfeld
said that NATO needed an organisation
to help Nations transform their Armed
Forces from static and garrisoned, to
flexible and more deployable, and this
organisation - a kind of military-strategic think tank - was ACT.

Looking back, those early years from
2003-2007 can best be regarded as the
time of “Techno-NATO”, a time when
Nations were principally focused on the
technological modernisation of their
Forces. NATO encouraged Nations
to look for more robust Command
and Control systems with hardware
improvements to make Allied Forces
more modern and net-enabled, more
interoperable, more capable, and in the
longer-term, more sustainable. During
that early period, the Supreme Allied
Commander Transformation was also
the Commander of the U.S. Joint Forces
Command. Much of the focus of Joint
Forces Command was on technology,
high-end capabilities and the ultimate
importance of effects. ACT did great
work during those years as it made
progress in a common mission network, counter-IED, precision weapons
and strategic lift - all capabilities that
provided the foundation for NATO’s
success in Afghanistan; in the Mediter-
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Interoperability, capabilities, partnerships top priority for General Jean-Paul Paloméros, Supreme Allied Commander Transformation (SACT):
Above (clockwise): One of the three pillars of Transformation - Training - conducted at the JWC, Stavanger, Norway; General Paloméros;
Future Soldier Exhibition, Prague, photo by natoexhibition.org; bolstering cooperation with Partners: the European Union; a roundtable
discussion between former SACT, General James Mattis (left), Vice Admiral Tony Johnstone-Burt (centre) and General Mieczyslaw Bieniek.

ranean through ACTIVE ENDEAVOUR; and in OCEAN SHIELD across
the Horn of Africa.
However, by 2007 the Nations
were beginning to see things differently.
They were uneasy about an Alliance
that was so heavily focused on the technical solutions to complex challenges;
challenges that many believed required
more than technology. NATO’s culture
of defence and security, some would say
its DNA, was greater than capability development alone. Another critical oversight of those years - at least at ACT
- was that the operational importance
of our Partners was underestimated.
When General James N. Mattis
took over that year as SACT, what had
been the dominant “techno culture” began to change, and in came a more balanced approach including, in addition
to the great work on capability development, a focus on doctrine, training
and education, and longer-term thinking. In particular, ACT started examin-

ing how it should approach thinking
in light of the 21st Century strategic
environment that had, sometime before, changed from the relatively well
understood “stability” of the Cold War
to a much more fluid, intangible and
“transformational” environment. This
was “Thinking-NATO”.
General Mattis realised that to
be successful NATO needed flexible,
adaptable forces that could integrate
and work effectively with a range of
other actors in order to deal with challenges and threats across the full spectrum of conflict. He repeatedly stated
that boundaries would be blurred, and
disputes increasingly hybrid in nature
- and some of the challenges - would
come from adversaries who adapted
western capabilities and concepts to
serve their own ends. He believed that
over time, the capability to deny access
to what we are now calling the “Global
Commons” would be pivotal in a glo-

balised world, and by extension to the
security and success of nations. And
so since 2007, as well as being better
at doing, that is, providing support to
operations in ISAF, ACT started to realise the importance of thinking; putting a premium on being smart, novel
and more effective. The importance of
human capital and creative thinking both believed to be capable of trumping
technology - was also recognised, and
ACT also made the link between thinking, and education and training.
Change, however, does not come
easy and was not helped by the continuing global economic downturn. As a result, the Secretary General called for a
smarter NATO at the Chicago Summit
in 2012, an Alliance of Nations, which
understood the importance of hard capabilities, but which was also true to its
DNA in putting a premium on ideas
like Partnerships, Smart Defence, the
Connected Forces Initiative, Comprehensive Approach, education, training

►►►
The Three Swords Magazine 23/2013 5

NATO

Vice Admiral Johnstone-Burt visited the JWC and
addressed the staff on 22 November 2012. Opposite:
Major General Berger and the Vice Admiral.

Driving NATO's efficiency: Human capital,
technology, training and creative thinking.

and exercises. The key ideas behind all
of these are linkages and sharing - and
using those linkages to drive efficiency
(Smart Defence) and effectiveness (the
Connected Forces Initiative). These will
be the stepping stone to the future and
allow the morphing into “Transformational-NATO”.

….To the future

The key pivot point in the near future
will be the withdrawal of troops from
Afghanistan and the post-2014 NATO
training and assistance mission. This
is not to say, of course, that NATO will
not remain involved in the other ongoing NATO operations, but the end of
hostilities in Afghanistan provides ACT
with the opportunity to drive the transformational process. Whatever the likely future, in the context of a long-lasting financial and economic downturn,
Afghanistan’s redeployment will be a
major political and military driver and
may have overwhelming consequences
on NATO’s military effectiveness. Furthermore, the organisational changes
being implemented, such as a smaller
NATO Command Structure, and an
increased reliance on the NATO Force
Structure will also influence the situation. As a consequence, ACT’s focus
on transformation must be based upon
a shared understanding of the current
strategic context, whilst identifying the
drivers and developing trends that will
shape the future security and operating
environment. Unfortunately, these are
not always self-evident and, although

the identification of what is happening today may seem straightforward,
the anticipated future implications for
NATO vary from one country to another, and are not necessarily fully endorsed by every Ally. This raises a critical issue for ACT. Since the coherence
of our Alliance should be global, how
can we align coherently national transformation with NATO transformation
and vice-versa?
In addition, ACT’s recent work on
the “Assured Access to the Global Commons” as well as the ongoing Strategic
Foresight Analysis, emphasises the
need for a broad and complete response
necessary to address complex and multifaceted threats. Despite NATO’s relevance being first and foremost dependent upon its military effectiveness, the
military are not the only elements involved in any conflict. To be truly successful, and if the Alliance is to take the
next step after “techno” and “thinking”
to become “transformational” to cope
with the unknown, all this must also be
done “together”.
Transforming Together
Militarily
Since the operational tempo is likely
to slow down, “working together” will
mean, “educate, train and exercise together”, and also more often. In that
respect, the Connected Force Initiative
will be the Alliance’s central framework
for the future. In the coming years, it
will enable Allies and Partners, to work
together across the whole range of po-

tential military tasks. This initiative will
be practically, but not wholly, implemented through a revitalised NATO
Response Force (NRF). The NRF will be
a key driver to develop interoperability
and connectivity with a positive impact
on both NATO’s military effectiveness
and readiness. While the purpose of
the NRF remains “to provide a rapid
demonstration of force and the early
establishment of a NATO military presence in support of an Article 5 or nonArticle 5 Crisis Response Operation”,
bolstering the NRF, as requested by the
Secretary General, can also provide a
powerful catalyst for transformation.
ACT is at the centre of Connected Forces Initiative development and direction.
Transforming Together
Politically
In this case, together refers to Alliance Nations co-operating. One of NATO’s great
advantages is its potential for a high degree of convergence, which makes it possible to consider its capabilities, not only
as a group of individual countries, but as
a sum of the individual parts. Within the
framework of the Smart Defence Initiative, it appears that there is cost-saving
potential in greater use of multinational
capability solutions, reducing duplication, aligning overall capabilities on real
priorities, and achieving economies of
scale. These can be realised at any stage
of a given capability, from research and
development to acquisition, production,
support, training and even operational
use. Joint Intelligence, Surveillance and
Reconnaissance (ISR) can be a flagship
project in this respect, as could be Cyber.
However, the key for ACT is to not only
to try and identify possible multinational projects, but also to support Nations
to make these projects becoming a reality. This will keep the Nations part of the
initiative, and their active involvement
through political support will define our
success or failure. Political togetherness
is also at the heart of the concept for
NATO-accredited Centres of Excellence.
Sharing experience and expertise across
Nations can yield benefits in the quality and interoperability of the capability
that is developed. And of course, it also
makes financial sense.

►►►
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ever deeper in the future as it is critical
in meeting the evolving, globalised nature of threats. Furthermore, the everpresent emphasis on cost-effectiveness
only reinforces this case.

Transforming Together
With Partners
Multinational solutions are not just
internal to the Alliance. Together also
means leveraging our relationship with
our strategic Partners for mutual benefit. The most obvious start for this is
with what the new Strategic Concept
describes as NATO’s “unique and essential partner”, the European Union
(EU). The EU is itself already engaged
in its own initiative to promote the
pooling and sharing of capabilities, and
this has the potential to be mutually
reinforcing with Smart Defence. With
21 Nations being members of both the
EU and NATO, transforming in one
organisation will inevitably have benefit in the other. There is no reason why
this dynamic should not be developed
actively. Indeed, a project launched under the auspices of NATO can very well
include non-NATO Nations and should
be encouraged. An example is Nordic
Defence Co-operation, which associates two non-NATO EU Scandinavian
Nations with two NATO ones, only one
of which is itself a member of the EU.
However, partnership is not just
about creating relationships with other
multinational organisations or alliances. Circumstances will often involve
dealing with individual nations at short
notice, especially on operations. For
example, there are 22 Partner Nations
in Afghanistan helping ISAF to conduct the Transition phase. In addition,
NATO has recently signed formal transit arrangements with nine countries
in order to facilitate the redeployment
phase. Being brothers-in-arms makes
a powerful case for co-operating more
fully in all areas of transformation,
from doctrine and training to capability development. The need for strong
and wide-ranging partnerships will run

Together through a
Comprehensive Approach
As previously identified, the definition
of Together must, by necessity, become
more inclusive and incorporate the vast
number of non-military and often nongovernmental partners with whom our
forces must learn to work. It is inconceivable to imagine any security crisis
being solved through a wholly military
solution. Conversely, it is difficult to
conceive of any severe crisis that would
not require military intervention. The
key message is the need to make the
Comprehensive Approach an integral
part of the way we think. NATO Nations have gained a tremendous amount
of experience from recent and current
operations, none perhaps more lasting
than the increased need to implement
a combined civil-military approach.
Transformation means ensuring that
working together is inherent in our way
of operating ahead of any operation
rather than after one.

tinuously. Transformation and
thinking must be on-going, evolving and it will be hard work.
- Thinking about a collective vision
of what NATO will look like in 2030
is at the core of ACT’s mission.
- ACT’s mission delivers outputs
for our customers.
- ACT’s customers, our Partners
and NATO Nations, recognise the
value of clustering together both
geographically and functionally to
improve NATO’s effectiveness and
interoperability in order to share and
collectively out-think the opposition.
- Transformation and thinking
will have to be smarter, more innovative, and undertaken together.
And, to do all this and Transform successfully, we need to think differently,
and together, from today. 

Delivering effect

Building upon “Techno-NATO” and
“Thinking-NATO”, ACT is now reaching the point where it can drive the
area it was designed for and become
“Transformational-NATO”. As Nations
consider how to create a new way forward in the wake of a post ISAF NATO,
ACT will help to shape the strategic debate by outlining how we can do better
by thinking differently, and promoting
and building interoperable capabilities
in a more coherent fashion. The military discussion will focus on defining
how to best co-operate, prioritise and,
in some cases, specialise as Nations
develop capabilities that provide Commanders with forces that are more agile,
effective, better trained, educated and
exercised - and all at less cost.
So, to conclude,
- Transformation involves thinking differently, and doing so con-

Vice Admiral Johnstone-Burt CB OBE joined the
Royal Navy as a Midshipman in 1977. In addition
to staff appointments in the MoD, his operational
commands at sea include: the Type 22 Frigate HMS
BRAVE, conducting counter-narcotics operations in
the Caribbean for JIATF South, Key West; HMS MONTROSE, as the Captain of the Sixth Frigate Squadron
comprising eight Type 23 Frigates and conducting
operations in support of the UK and UN forces in
Sierra Leone; and commanding the Amphibious
Helicopter Carrier HMS OCEAN. He commanded
Britannia Royal Naval College, Dartmouth, and later
became the Deputy Commander of the Joint Helicopter Command. Promoted to Two Star in 2006, he
became Flag Officer Scotland, England, Wales and
Northern Ireland and Flag Officer Reserves. He then
returned to command the Joint Helicopter Command
and was responsible for 16 Air Assault Brigade’s two
deployments as the Task Force Helmand in 2008
and 2010/11, and all UK helicopter support to operations in Iraq and Afghanistan, including support
to UK SOF. During this time he conducted a Review
of Jointery on behalf of the UK’s Strategic Defence
Review in which he recommended the formation of
a UK Joint Forces Command.
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NATO’s Training and Exercise system is overripe for transformation

THE CFI

Major General (Ret.) Kjell-Ove Skare, NOR A

 Smart Defence efforts and the CFI are not only crucial to NATO’s future, but also
offer Nations a way to remain engaged and focused on cost-effectiveness.

T

he launch of the Connected Forces Initiative (CFI)
by NATO Secretary General Anders Fogh Rasmussen did not come out of
the blue. Quite contrary, it was the logical and holistic response to a strategic assessment of post-Afghanistan NATO, a
strategy for maintaining and improving
the operational capabilities that NATO
has built up during the ISAF mission.
A few years back, the NATO Response
Force (NRF) was seen as the transformation vehicle of NATO’s military capabilities. Today, however, ISAF clearly is the
major driving force for transformation
and has been so for several years. Now
is the time for NATO to capitalize on its
investments and ensure it retains the operational edge, which it has acquired and
which will be needed in a future faced
with uncertainty. Concurrently, the strategic failure of preparing for another Afghanistan must be avoided.

A larger perspective

There is, however, a need to put flesh
on the bones of the CFI to ensure that
there is a common understanding of
what this new three-letter acronym
refers to. It is widely accepted that the

CFI is not a free lunch: indeed, it creates challenges in times of financial
austerity when nations have to make
tough decisions on where to cut in their
national capabilities. Properly understanding the CFI is imperative just for
that reason alone. Smart Defence efforts and the CFI are not only crucial
to NATO’s future, but also offer nations
a way to remain engaged and focused
on cost-effectiveness. While this article
attempts to discuss the CFI in practical terms, national leaders need to see
the CFI as part of their wider security
perspective, where the Alliance actually
brings exponential effects, compared to
going alone.
The NATO Military Committee
has tasked Allied Command Transformation (ACT) to recommend a way
forward for the CFI. By the time this
issue of The Three Swords reaches
readers, Nations will hopefully be busy
discussing the roadmap to 2015 and beyond, occupied with discussing the way
towards 2015 and the years beyond,
which is the horizon that ACT is looking at. Because of the magnitude of required actions, 2015 seems just around
the corner.

Pillars

The key tenets of the CFI are readiness
and interoperability, to be achieved
through:
- Capitalizing on NATO Training
and Education Facilities and Centres
of Excellence;
- Increasing NATO-led multinational exercises, and
- Making better use of technology.
One focus area is to reinvigorate the
NRF as a credible first responder capability as well as a driver for a renewed
training and exercise regime, where the
U.S. commitment of a Brigade Combat
Team is seen as an essential factor.

Training and exercises

It has since long been recognized that
NATO has a great potential to improve
the way it trains and exercises. The issue, which was discussed in the “NATO
Education, Training, Exercise and Evaluation Study” delivered to the Military
Committee in 2008, is a fundamental
consequence of the 2010 Strategic Concept since the Alliance will depend on
the NATO Force Structure (NFS) to
maintain its Level of Ambition once the
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Command Structure is reduced from
more than 12,000 to less than 9,000 in
2013. For example, a Corps HQ may be
tasked to command a Small Joint Operation or may be the nucleus in a Major
Joint Operation. Obviously, for credibility reasons, there is a need to ensure that
national forces and commands committed to the NFS are offered beneficial and
cost-effective ways to train and exercise
in a NATO context. Fortunately, it seems
like the old paradigm of one-unit-only as
primary exercise Training Audience is
about to fall. To provide cost-effective
exercise solutions, NATO has to create valuable output for multiple levels.

was partly CPX/CAX, partly LIVEX and
also involved vital civilian players. This
clearly is the way to go and it is crucial
to achieving the CFI goals. How nations
choose to involve themselves in the aim
of creating a multinational training and
exercise menu, visualized through the
Military Training and Exercise Plan, will
be fundamental to the quality of this seriously important initiative.
The Joint Warfare Centre in
Stavanger is for example training ISAF
with four levels involved: ISAF HQ,
ISAF Joint Command, three Regional
Commands and multiple brigades. Not

is essentially transformational in nature.
The CFI is meant to capture the successes of today’s operations as we leap forward. How well are we able to learn from
these as we swing the ship in a new direction? This may be a challenge in itself
and requires NATO to provide focused
leadership and national leaders to look
over and beyond national fences when
the NATO Standardization Agency initiates the doctrinal revision process.

Networks and software

Also important are the tools an Allied
force has available to operate effectively.
In my mind, one of the most signifi-

Below: Lieutenant General Marquis Hainse, JFC Naples Deputy Commander and COM NRF 13 with the representatives of the assigned units
during STEADFAST JUNCTURE 12, Amari Air Base, Estonia. The exercise was directed by the Joint Warfare Centre.

Photo by French Navy CPO Christian Valverde, JFC Naples PAO

One way of achieving this could be to
mix Command Post Exercises (CPXs),
Computer Assisted Exercises (CAXs)
and live exercises (LIVEXs) so as to
ensure full benefit to all, also where
commands/staffs/units remain in their
garrisons and participate in distributed
exercises through available networks.
For such a purpose, NATO Nations have
access to, and can capitalize on, for example the Coalition Forces Battle Lab
Network. In September 2012, the 1 German/Netherlands Corps showed how to
do this through the demanding scenario
of exercise Peregrine Sword, which

so, however, when it comes to Command Structure exercises, where NATO
has been very conservative for years.
NATO’s Training and Exercise system is
overripe for transformation: the window
of opportunity is indeed wide open!

Policies and doctrines

ACT has conducted a study of how NATO’s policy and doctrinal documents
support the CFI and has concluded
that a number of those documents will
require revision to move NATO in the
right direction. The CFI is not a thing;
rather, it is a mindset and that mindset

cant decisions of ISAF was the creation
of the Afghanistan Mission Network
(AMN). General Stanley A. McChrystal
had the will and power to provide one
integrated operational network, which
is exactly what all commanders need.
With the Future Mission Network in
the making, it will be paramount that
members help further the Allied agenda rather than cling to their national
agendas. Many ISAF Nations, Members
and Partners alike, have invested significantly to meet the AMN requirements,
due to which we are actually on the way
to solve an issue that is something of an

►►►
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 Norway would also like
to see NATO capitalize on the
rather popular winter LIVEXs
run on its territory. This could
be done through a distributed
CPX/CAX facilitated by the
experienced staff of the JWC.

Achilles’ heel for NATO. Of critical importance is also common funded software like TOPFAS for operations and
planning, and LOGFAS for logistics.
These tools ought to be mandatory in
all operations. Hopefully, we will also
see BICES, the intel world’s information
system, distributed to new user groups.
Another tool, recently developed by
the U.S. Joint Forces Command, with
a number of Allies involved in the testing, is the Combat Identification Server,
which provides NATO and coalition
forces with a very cost-effective capability to determine whether or not there
are friendly forces in the vicinity of targeted areas of interest. These are just a
few examples of how to view technology in the perspective of the CFI.

Norway and the CFI

Norway’s Defence Ministry (MoD) and
Chief of Defence (CHoD) have pointed
to the valuable role that can be played
by national commands not assigned to
the NFS. Some nations have national
joint HQs, some do not. The key issue
here, however, is that if NATO were to
conduct operations in, or the vicinity of
NATO territory, it would make sense
to capitalize on relevant national commands in support of the NATO effort.
In this context, the significant changes
to how the NATO Command Structure
(NCS) is organized, as well as its inherent flexibility and deployability requirements in addition to the role of the
NFS, are all factors that by themselves
would warrant a renewed assessment
of how to prepare for operating with an
Allied force.
Norway’s CHoD, therefore, initiated a project aimed at assessing the
Norwegian National Joint HQ’s operational link to the NCS. It soon became
evident that the issue at its heart is one of
national link to NATO or, put differently,
the political level’s, the MoD’s and the
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CHoD’s connections with NATO HQ, as
well as strategic and operational links to
SHAPE and the NCS and NFS. The initial broad assessment revealed some surprises, such as our lack of access to classified NATO video teleconferences and
that changes made to our national classified WAN some years back degraded our
information sharing capability with the
NATO classified WAN.
Also of significant importance
was that information that potentially
would be required to be shared with Allied forces is for the main part written in
Norwegian and provided with national
classification. Action is now being taken to rectify these issues. Regardless,
everyone wonders: how did they come
to be? The answer, most likely, lies in a
combination of focus on ongoing operations and many years of downsizing
and streamlining of the armed forces,
which has caused processes and skills
to be lost. We may not be the only nation facing this kind of challenges, so
when Norway presented its findings
to the Military Committee last spring,
other nations were encouraged to apply
the same critical external gaze to their
defence forces.
Also the NCS has gone through
major change since the time that almost
each Nation hosted a NATO command.
Serious work, therefore, is required to
ensure that NATO commands fully understand what is going on in their region. Norway’s ambition is to facilitate
effective information exchange and, if
required, contribute to NCS regional
understanding. Also to note is that,
the Norwegian National Joint HQ will
stand ready to support the NCS.
In conclusion, Norway has taken
some deliberate steps to help ensure
that it remains a valuable and trustworthy operational NATO Member Nation.
Norway would also like to see NATO
capitalize on the rather popular winter

LIVEXs run on its territory. This could
be done through a distributed CPX/
CAX facilitated by the experienced
staff of the Joint Warfare Centre. Maybe
2014, with JFC Brunssum serving as the
NRF HQ would be a good opportunity?

Summary

The CFI is all about practical steps
towards improved readiness and better interoperability. We owe our forces,
leaders and soldiers the respect of considering for future use what they have
built and developed in Afghanistan.
This will best be done by staying multinationally engaged and facilitating
the training and exercise environment
where they can continue to learn from
each other, continue to develop their
operational and tactical abilities, and
be part of something larger. For this
reason, we should push for a modernized, cost-effective Allied Education,
Training and Exercise system. NATO
policy and doctrine need to reflect the
practical way forward, and we simply
have to get in place the core of an Allied Mission Network, including operational services like TOPFAS, LOGFAS
and BICES. For these efforts to truly
pay off, we recommend all members
take a critical look at their own ability
to work seamlessly with NATO Members and Partners. Yes, this may lead to
some surprises, but now is a good time
to sort them out, and take the practical
steps required to properly support the
Connected Forces Initiative. 

Major General Kjell-Ove Skare just retired
from the Norwegian Armed Forces after 38 years
of service, most of that time in joint assignments
including several years with the USMC. From 2007
- 2011 he served as ACOS at HQ SACT, where
among many responsibilities he was NATO C-IED
TF leader. Upon his return to Norway in 2011, he
became Chairman of the NATO National Reserve
Forces Committee. He also chaired a project aimed
at improving Norway’s operational link to NATO.

NATO returns to its roots
of deterrence

STEADFAST
JUNCTURE 12

Amari military Air Base, Estonia. PHOTOS BY CHRISTIAN VALVERDE.

Lieutenant Colonel Mark McMillion, USA A
Scenario Development Section (JED), JWC

I

n August 2010, I reported to the Joint
Warfare Centre (JWC) for my NATO
assignment. After settling in, I was
given the additional duty of Deputy
Event Manager for STEADFAST JUNO
2010, or SFJO 10 (exercises are referred
to by their specific name and year). At
the time, I could not even spell NRF, but
by asking questions and reading, I soon
figured out the Steadfast Series of
Exercises were used to train and certify the NATO Response Force (NRF)
headquarters, which are carved out of
the Joint Force Commands (JFCs) in
Naples, Brunssum, or Lisbon (Lisbon is
no more). For JUNO 10, the Training
Audience (TA) came from the JFC in
Naples. My thoughts at the time? “Cool.
How many times has the NRF been
used? That would be zero... Another
one of those training exercises that has
no meaning.”
In preparation for SFJO 10, I
worked with Finnish Army Major
Nicholas von Bonsdorff, the Event 2
Manager, who cracked the whip and we
created a set of challenging incidents,
scripting them in detail. During the
Execution Phase in December 2010, I
really got into the spirit of the exercise,

even sprinting to the Response Cells to
help dynamically script an additional
time-sensitive targeting incident. It was
fun and exciting, but I was not certain
that it really mattered. In February
2011, the Gaddafi regime started targeting civilians and this quickly resulted
in a United Nations Security Council
Resolution followed up by NATO taking the lead on operations.
Curiously enough, NATO turned
to Naples and stood up a HQ to conduct Operation Unified Protector (OUP). It turned out the people
for the new HQ were mostly the same
ones the JWC just trained three months
earlier in SFJO 10! The operation went
magnificently and a light bulb in my
little peabrain was turned on: What we
do matters!
That realisation motivated me to
volunteer to be the Chief Main Events
and Main Incidents List (MEL/MIL)
for STEADFAST JUNCTURE 2012
(SFJE 12). Basically, the MEL/MIL is the
script for the exercise. Just like a script
for a play, it moves the actors around
the stage and lays out the plot. In accordance with the scenario, it defines
key actions: who does what, to whom,

when. As with a play, it takes enormous
effort and resources to put on a production. This is the Officer of Primary
Responsibility’s, or OPR’s, part of the
show. Danish Army Lieutenant Colonel
Bo Andersen brought the many, many
pieces together brilliantly to make it all
possible, deftly managing the continually shifting changes from JFC Naples.
SFJE 12 was the first full test for
the new Skolkan scenario (see The
Three Swords, Autumn/Winter 2011
- Skolkan: Scandinavia’s Alter Ego). It
worked wonderfully! The Scenario Section at the JWC, led by U.S. Navy Lieutenant Commander Ronel Reyes, prepared a terrific setting (the brand-new
world) and then a great crisis (the scenario). Set in Estonia, the new situation
provided significant challenges to the
NRF HQs, the land, air, and maritime
components, and SHAPE’s shiny new
Comprehensive Crisis and Operations
Management Centre (CCOMC). Praise
was robust across the board, from the
UK airmen in the air component, to the
sailors of the French Maritime Force.
The flag officers found the situation a
novel and cognitive challenge, stretching their brains in a constructive way.
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SFJE 12 was a special exercise
from start to finish, primarily due to
the sharp change in focus mandated by
SHAPE in the Exercise Specification.
The Steadfast Series of Exercises
were changed from a “NATO-led Crisis
Response type Smaller Joint Operation”
to a “Non-Article 5 Crisis Response
Smaller Joint Operation.” A small, but
subtle change. That small change translated into a massive shift for both Scenario and the MEL/MIL. For the past
several years, all Steadfast exercises
had been situated in Cerasia, the previous setting. Those operational level
exercises were oriented around NATO
facilitating humanitarian aid missions
in an unstable region of the world, far
from NATO sovereign territory. Skolkan brought trouble and danger right to
the door of NATO, specifically Estonia,
Latvia, and Lithuania.
SFJE 12 created a new set of training opportunities for NATO forces.
These included a wide array of challenges not previously encountered, at
least, in the last decade or more: Conducting operations in and from the

sovereign territory of a NATO Nation
(Estonia and Latvia in this case); operating in a much smaller battlespace; the
involvement of a far more belligerent
antagonist (those damn Bothnians!);
and integrating NATO units with host
nation units. All quite challenging but
perhaps the most interesting of all,
NATO was forced to operate in an environment where air superiority could
not be guaranteed.
There were other new exercise
challenges and opportunities. One of
the first to arise grew out of the development of the new scenario. To help provide guidance to the Scenario Section
building this brave new world of Skolkan, we moved the MEL/MIL Strategy
Workshop from June 2012 up to February 2012. This provided a much clearer
way ahead for the creation of critical
scenario documentation at the Strategic, Operational, and Tactical levels. In
another first, we were able to use the
Joint Theatre Level Simulation (JTLS, or
“CAX”, as we often refer to it) to simulate cyber attacks on NATO Command
and Control for the first time. We had

to create Opposing Force (OPFOR)
units and populated the battlespace with
them, manoeuvring them throughout
the exercise to challenge the TA. Accommodating the large amount of requested
coordination with the host nations was
a tremendous challenge and required
us to reorganise those Response Cells
within the Exercise Control White Cell.
These were manned by representatives
from the various Ministries and Defence
Forces of Estonia, Latvia, Lithuania, and
Poland, graciously loaned to the JWC for
the exercise.
These last two challenges will be
much of the focus going forward. The
JWC gained a great deal of clarity in understanding how the OPFOR can/will
be used to help the TA achieve its training objectives. While it may be difficult
to resist the sirens’ call of wargaming
(playing to win), I am confident the
JWC will strike the right balance in continuing to provide world-class training
opportunities. We learned about also
the huge demand for host nation coordination. The role-players from Estonia, Latvia, Lithuania, and Poland all
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took home lessons identified and the
JWC has begun to tackle the issue of
how to structure these Response Cells
to best facilitate future training. There
is no question that with SFJE 12, NATO
has returned to its roots of deterrence
and mutual defence. This fundamental

shift in emphasis does not mean NATO
has walked away from all other types of
missions; but the focus for the Skolkanbased exercises is clearly more kinetic.
Expect this trend to continue with NAPLES VISION 2013 and STEADFAST
JAZZ 2013. 

Main exercise locations Tallinn, Estonia
(Amari Air Base) and Stavanger, Norway
(Joint Warfare Centre): Photos by Lieutenant Colonel Matthias Ebert, JWC, and CPO
Christian Valverde, JFC Naples PAO.

WHAT HAPPENED?

A Bothnian dissident group called Pharos relocated to the Estonian island of
Hiiumaa. There they set up shop and began using social media to encourage
rebellion against the sitting government of Bothnia (often called the regime).
With riots breaking out throughout Bothnia and with an eye to recent events
in the Middle East, the regime clearly felt threatened. Repeatedly and vigorously, Bothnia demanded that Estonia arrest and send the Pharos members
to Bothnia; banish them from Estonia; or else. Of course Estonia was not about
to tolerate this abridgement of their sovereignty. They asked NATO to conduct a
Visible Assurance mission to demonstrate NATO’s commitment and backing. NATO
agreed to send the NRF. The NRF deployed the air and maritime forces to Estonia
quickly and the land component to Latvia for Combined Joint Integration Training. The
situation escalated until finally, Bothnia cut loose a clandestine special operations force, which
had been smuggled into a salvage operation for a wrecked cargo ship. On a dark and stormy night,
they emerged to fan out across Hiiumaa, searching for and capturing or killing members of the Pharos
group. Unfortunately, their extraction plan failed. What was planned to be a three-hour tour extended
to over a week. The NRF, demonstrating enormous tactical patience, moved forces to and around Estonia. The maritime and air forces conducted a series of tactical engagements to demonstrate NATO's
resolve while avoiding escalation of the situation. Even though Bothnia continued to act in a highly
provocative manner, which included test-firings of SCUDs and repeated territorial air and water incursions into Estonia, the NRF maintained positive control and a level head, turning back two amphibious
attempts to retrieve the stranded special operations forces on Hiiumaa. The exercise culminated when the
land component stormed the island to free the remaining hostages. Many members of the Bothnian special
forces died in battle while the rest surrendered. NATO emerged intact and stronger.
The Three Swords Magazine 23/2013 13

JWC Training Audience
for NRF 13

Captain Ike Skelton
USA N
JFC Naples PA Advisor

Right: Amari Military
Air Base, Estonia

Left: JFC NAPLES
LAGO PATRIA HQ, Italy

JFC NAPLES
The New Model for a warfighting
centre of excellence
Getting by with a little help from your
friends, as the popular song suggests, are
indispensable modern-day lyrics. And,
likewise, the related concept of collective
security is absolutely essential in today’s
ever-changing security environment. As
most personnel at NATO’s operationallevel are aware, Allied Joint Force Command Naples, also known as JFC Naples,
recently certified as the NATO Response
Force (NRF) 2013. This means that JFC
Naples’ highly motivated civilian workforce and contributing Nations’ uniformed personnel, located in southern
Italy, are a technologically advanced
multinational force, ready to deploy
quickly to wherever is needed. In years
passed, perhaps the Italian seaside headquarters may have been a very nice place
to serve. Today, JFC Naples, as the now
certified NRF, is the new model for warfighting excellence.

the NATO Command Structure; the
Immediate Response Force, a joint
force of about 13,000 high-readiness
troops provided by the Allies; and a Response Forces Pool, which can supplement the Immediate Response Force
when necessary.
Prior to this hard-earned NRF
certification, approximately 300 members of JFC Naples deployed to Estonia
for exercise Steadfast Juncture
2012 (SFJE 12). The November 1-8 exercise provided the realistic opportunity to train, exercise, evaluate and certify

JFC Naples’ Command and Control interoperability as the operational command of the NATO Response Force in
2013. “We arrived in Estonia to train,”
said JFC Naples Senior Enlisted Advisor, German Sergeant Major Manfred
Jerabek. “The new training scenario
notwithstanding, more than anything
else, our peoples’ efforts here made
clear the commitment we all have to the
unwavering unity of our great Alliance
and the defence of its values.” Jerabek
summed up his positive outlook by saying, “mission first and people always.”

Robust, deployable capabilities

Comprised of land, air, maritime and
Special Forces components, the NRF
involves several elements, including a
Command and Control element from
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Joint press conference in Estonia with Admiral Bruce W. Clingan (left), Commander JFC
Naples, and Brigadier General Riho Terras, Chief of Defence for the Republic of Estonia, 5
November 2012. Photo by French Navy CPO Christian Valverde, JFC Naples.

EXERCISES AND TRAINING
Left: Civilian and military guests got a behind-the-scenes view of SFJE 12 during the
DV Day on 5 November 2012. Admiral Clingan (left) escorts H.E. Toomas Hendrik Ilves, President of Estonia (centre). Also pictured (right) is Lieutenant General Marquis
Hainse, JFC Naples Deputy Commander
and Commander of NRF in the exercise. Below: Major General Jean Fred Berger, Commander Joint Warfare Centre and Exercise
Director, during an interview with Estonian
TV, ERR News.

Skolkan:
Scandinavia’s Doppelgänger

“The significant operational scale of
this complex and widely-dispersed exercise was designed to challenge both
our Command and Control systems
and our people,” said Canadian Lieutenant General Marquis Hainse, JFC
Naples Deputy Commander and the
NRF Commander of SFJE 12. “We returned from Estonia after several weeks
of exercising at an incredibly high operational tempo as a more capable and
prepared force to meet any task assigned to us,” he added.
SFJE 12, a Computer Assisted
Exercise with simulated tactical units,
based on a fictitious NATO-led Crisis
Response Operation scenario, pushed
this highly capable command to test its
strengths and capacity. NATO’s fundamental role is to safeguard the freedom
and security of its member countries by
political and military means. The Alliance, today, is playing an increasingly
important role in crisis management
and peacekeeping. Thus, the fictitious
Skolkan region provided the perfect
backdrop to test the forces’ mettle and
train in an entirely new scenario.
Lieutenant General Hainse said
that Skolkan is NATO’s newest exercise

setting developed by the Joint Warfare
Centre (JWC). “This new venue transformed our Partner Nations of Sweden and Finland into various fictitious
countries in a state of uncertainty and
concern to the Alliance,” he said.
In addition, the island country
of “Lindsey” was added to the training
scenario as a new country, located off
the coast of Norway, to add to the level
of complexity in the maritime domain.
“In this new training scenario,
Scandinavia is transformed into a potential crisis area for NATO,” said Jerabek. “It was intellectually exciting and
operationally stimulating.”
The exercise trained and assessed
JFC Naples Headquarters’ ability to
Command and Control NRF 2013 in
a complex environment. The NRF was
created to provide the Alliance with the
effective tools to face the new security
issues of the 21st Century. “But this exercise was not just one large solitary
event,” explained U.S. Major General
Garry Dean, JFC Naples Director of
Operations. “After the component level
training events that took place earlier
in 2012 (Noble Ardent, Noble
Ledger, Noble Mariner), this
exercise at the operational level was
the next step to the certification of JFC

Naples as the NRF 2013. This combined
joint force package has been training
intensely for nearly one year now and
will be on stand-by in 2013. We are
ready to quickly respond to a crisis situation anywhere in SACEUR’s area of responsibility and beyond.”
“In fact,” added Major General
Dean, “we have already incorporated
many of the lessons learned from the
JWC into our own internal Joint Operations Centre structure and processes.
This exercise is the personification of
our Alliance’s shared values and the reason NATO has been, and will continue
to be, the world’s most enduring and effective military Alliance.”

Proof-positive of
Alliance readiness

The NRF is a highly ready and technologically advanced multinational force
made up of land, air, maritime and
Special Forces components that the Alliance can deploy quickly to wherever
it is needed. And, critical to the success
of the certification exercise was Estonia’s
invitation to host the planned Joint Task
Force HQ exercise deployment, which
included providing the technical infrastructure, administrative support and
excellent site facilities for the exercise’s
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operational level HQ. Explaining that
SFJE 12 is a component of the Alliance’s
normal readiness and training cycle,
Lieutenant General Hainse said that, as
a collective security organization, operational HQs routinely prepare to meet the
security needs of the Member Nations.
“This particular aspect of our
training was proof-positive of the Alliance’s core readiness and capability to
do what is asked of us in the full range
of operations,” said Hainse. “No matter
the scenario - whether humanitarian
assistance, cyber, missile defence or
even things unimagined - NATO is a
collective security organization, which
has both the mandate and the ability to
defend its Members’ sovereignty.”
Lieutenant General Hainse explained that the ultimate mission of the
NRF is to provide a rapid demonstration of force and the early establishment
of NATO military presence in support
of an Article 5 or a Crisis Response Operation. “(It) demonstrates solidarity in
crisis management,” he said, “and our
determination to defend the Members
of the Alliance.”

A leader in the transition

“

We are taking advantage of
JWC's excellent training.”
Lieutenant General Hainse
to kinetic and other non-kinetic operations. Looking back at the JWC’s lesson
learned from Estonia, Lieutenant General Hainse said that planning and effects-based thinking are powerful tools.
“And, looking ahead, these tools are the
foundation of our success,” he said. The
General also added that the JWC’s oversight and mentorship were critical to
the new scenario and the training value.

Leadership and courage matter

Now that the NRF certification exercise
has successfully concluded and participants have travelled back to their
base organizations, Lieutenant General
Hainse reflected on the exercise’s lessons and the command’s transition to a
warfighting headquarters. “Our transformation is not just about the move
to the new Lago Patria HQ,” Lieutenant General Hainse said, referring to
the command’s recent move to a new
state-of-the-art headquarters facility.
“Organizations must be able to adapt to
changing circumstances quickly and in
depth; and JFC Naples is on this path.”
Lieutenant General Hainse acknowledged that in order to provide

LET
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The decision on NATO’s future structure has been made. And JFC Naples is a
front leader in this transition. “The new
force alignment and reform are providing for a leaner, more agile operational
force,” said Lieutenant General Hainse,
adding: “Anyone desiring to grow their
professional skills and serve at the cutting-edge of military operations need to
strongly consider service at JFC Naples.”
Lieutenant General Hainse said
that the performance of the civilian and
military workforce and the contributing nations in SFJE 12 was proof-positive that this operational headquarters,
based on NATO’s southern flank, has
set the framework toward enabling the
transition to a warfighting headquarters. “(JFC Naples is) mastering the art
of warfighting at the operational level,”
the General pointed out and went on
to explain that contributing Alliance
Nations must be prepared to execute a
“high-end” conflict - for example, including but not limited to specialties
ranging from within the cyber realm

Admiral Clingan, Brigadier General Terras, and other
distinguished guests toured the EXCEN building and
received an update from Major General Berger.

an effective and accurate response to
current and future security threats and
challenges, the Alliance will continue
to need its own Command and Control
capability. “However,” he said, “that capability must continue to evolve from
the present structure to better suit contemporary threats and challenges. As
JFC Naples demonstrated during Operation Unified Protector, the
NATO operation to protect the people
of Libya, it is vital for NATO to be constantly ready to conduct operations and
to be ambitious in its objectives. My hat
is off to all of the participants and to the
JWC for their ambition to prepare our
forces and their hard work.”

Warfighting excellence

“Just like JFC Naples is viewed as a
model for warfighting excellence,” said
Lieutenant General Hainse, “I am convinced that the JWC is the bedrock for
connecting concepts to real-world missions for both the NATO Commands
and the NATO Force Structure. This
important NRF certification exercise
and our move to NATO’s new state-ofthe-art Lago Patria HQ are just a few of
the elements of a larger mosaic in our
ability to successfully execute Command
and Control operations in situ or deployed.” Lieutenant General Hainse then
added: “(We) are taking advantage of
JWC’s excellent training, a leaner command structure that better capitalizes
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on Command and Control structures
within the NATO Force Structure, the
new state-of-the-art technology that allows the Alliance to maintain its level of
ambition by providing the right Command and Control and deployable military capabilities to prevail in operations
in a dynamic and complex environment
across NATO’s agreed missions and capabilities. I am proud that the JWC provides world-class training.” 
Lieutenant General Hainse

Estonian President Toomas Hendrik Ilves' speech
at the Steadfast Juncture 12 VIP Day
5 November 2012, Amari Air Base

NRF 13 MEDIA TRAINING - UNITED KINGDOM/ESTONIA

"Officers, Excellencies,
Ladies and Gentlemen,
Let me welcome you all in Estonia.
Hosting Steadfast Juncture in Estonia and contributing to the NATO
Response Force is, as you can imagine, rather important for us. NATO
is not something that we take for
granted. Rather, we see it as a vital
element of security in an unsecure
world. We highly appreciate NATO's
presence here. This exercise raises
NATO's visibility both for people
living here and for those not living
here; it makes NATO less an abstraction and reinforces the commitment
we share in the Alliance.
NATO's new Strategic Concept
highlights collective defence as one
of the three core tasks for the Alliance. However, so far most of the real
term efforts and energy has been
invested into Afghanistan — NATO's
largest and longest combat operation ever. 2014 will mark the end of
that operation. Yet, it will not mark
the end of operations as such. We
live in an unpredictable world.
The crucial question we face
is about laying out how NATO can
maintain its ability to respond to
crises and preserve its current operational readiness. How to maintain
the experience our militaries have
collectively gathered in Afghanistan

— be it from the warfighting aspect
or the security sector reform perspective — in the post-Afghanistan
environment. How to maintain interoperability standards, the logistics,
medical and intelligence cooperation
accumulated over the past decade of
our involvement there. The list goes
on and on.
We have worked hard to get this
far. The wars we have fought have
helped us to get this far. Two things
that we do well we must continue:
First, military planning. The NATO
Command Structure is well in place.
It should continue to be active postAfghanistan as well. And it should
plan for the likely, as well as the worst
case scenarios.
Second, multinational exercises.
These reinforce success. We should
not change the course in this, but
continue on for that is how we maintain the genuine interoperability between our soldiers.
We are not at a crossroad. We
are on the right track. We need to
keep going on this track. Steadfast
Juncture is clear proof to the people of the region — and beyond —
that NATO really is here, that military
capabilities matter and that collective
defence matters.
Thank you."
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cyber defence
transformation
Cyber as a weapon:
Network menace or
operational game-changer

There is an abundance of cyber stories
in the headlines these days. Disruptions to major American banks, destruction of data on tens of thousands
of Aramco computers (the Saudi oil
giant), and Israel’s recent claim it suffered more than 44 million cyber attacks in less than a week after initiating
Operation Pillar of Defense are just a
few.(1,2,3) Warnings from world leaders
of a “cyber Pearl Harbor” that could
derail trains carrying lethal chemicals,
contaminate water supplies and disrupt
power are a regular part of the stump.(4)
Even Hollywood is exploiting the cyber-mine as James Bond battles a cyber
savvy villain in the latest SkyFall.(5) But
life goes on as normal for most, and it is
no wonder the skeptics use this absence

of public and private experience to denounce cyber fear-mongering as hype
meant to influence defence spending
or deter potential cyber aggressors.(6)
And even though there are some very
convincing instances of cyber maleficence (Estonia 2007, Georgia 2008, and
the sophisticated Stuxnet in 2010), the
knockout punch has not yet landed
that persuades the masses to heed Peter’s cry.(7,8,9) So while we wait for Peter’s
deadly wolf, what should our cyberspace perspective be? Is the threat as
significant as some authorities claim, or
is it something computer specialists can
manage while everyone else goes about
their day-to-day business? And more
specifically, what demands does this
emerging threat make on NATO’s abil-

Lt Col H. Todd Waller, US AF
Space and Cyber SME (JTD), JWC

ity to conduct military operations? Are
the effects of a cyber weapon limited
to NATO’s computer networks, or can
they more broadly impact operations?
These are important questions because
the answers will guide the commander
of a NATO Response Force (NRF) to
ready his staff to conduct military operations on cyber-contested battlefields.
To assist NATO’s Joint Force Commands (JFCs) and supporting component commands in this cyber defence
transformation, the Joint Warfare Centre (JWC) introduced cyber defence to
its operational-level STEADFAST exercises in 2011 and completed the most
recent in November 2012. STEADFAST
exercises give NATO the opportunity

►►►
18 The Three Swords Magazine 23/2013

CYBER DEFENCE

to explore the wide and far reaching
impacts of cyber threats to operations
and allow the JFCs to evaluate the effectiveness of their preparations against
an aggressive and competent cyber adversary. The cyber lessons gained from
these exercises are many and one lesson
is particularly clear: cyber threats to operations are much more than a menace
to NATO’s computer networks.

Cyber defence: not just for
computer geeks

Although the term cyber defence has
gained new emphasis within NATO,
the fact is NATO’s computer professionals (affectionately known as computer
geeks) have been doing cyber defence
for years. NATO Communication and
Information Agency (NCIA) personnel
have long labored to ensure the confidentiality, availability and integrity of
NATO’s networks. The evolving nature
of the cyber threat has demanded a dynamic response and recent emphasis on
what the Strategic Concept calls a threat
to “national and Euro-Atlantic prosperity, security, and stability” has generated additional measures to better equip
NCIA to defeat cyber aggressors. Subsequent upgrades to the NATO Computer
Incident Response Capability (NCIRC)
have made NATO networks a harder tar-

get for potential adversaries, but we are
still left with the question: how can cyber
threats more broadly impact operations
apart from NATO networks?
The answer is simple, but enormous in scope: wherever there is a computer, there exists a cyber vulnerability.
In today’s world, it is hard to imagine
a place where there is not a computer.
Communications, transportation, commerce, medicine, banking, energy, and
education all use computers, and the list
goes on. The first step in cyber defence
transformation at the operational level is
coming to grips with the breadth of a military operation’s computer dependence
(to include systems not under NATO
control). Granted, not every system out
there is relevant to military operations,
but determining where those operational dependencies are is the first step
in cyber defence planning. The second
step in cyber defence transformation is
realizing every battlestaff discipline has
a stake in cyber defence. Whether it is
intelligence, operations, plans, logistics,
public affairs, resources, etc., each has
its own cyber dependencies and vulnerabilities that can impact its support
to operations. Discovering and treating
these vulnerabilities is best done within
each discipline and must specifically
explore cyber dependencies outside the

umbrella of NATO networks. A third
step in cyber defence transformation
is realizing the treatment for cyber vulnerabilities is not always a computer or
network solution. Since the NRF commander’s resources to support nonNATO networks will be limited during
an operation, other solutions need to
be considered, for example, planning
operations in a way that limit dependence on vulnerable computer systems.
Operational planners are perhaps the
best equipped to understand the link
between the operational design and
its various cyber dependencies, and to
know what are the feasible alternatives
to limit the operation’s cyber exposure.

Three words at the heart of cyber
defence: operations, operations,
operations

The last three STEADFAST exercises
have taught a clear and consistent message with regard to cyber defence: it is
all about operations. While intuition
might suggest cyber defence is a computer issue in which computer specialists have the answer, STEADFAST exercises have exposed this in tuition as
“off the mark.” The fact that military
operations can be impacted by the success or failure of many different computer systems outside NATO control

Below: Joint Press Conference for the announcement on missile defence cooperation with NATO Secretary General Anders Fogh
Rasmussen and U.S. Secretary of Defense Leon E. Panetta, 5 October 2011, photo by NATO. Middle: James Bond battles a cyber savvy
villain in SkyFall, which, to many, introduced Bond’s most believable villain ever to hit the screen. "Cyber Pearl Harbor" defines the
increasing vulnerability to foreign computer hackers who could dismantle the U.S. power grid, transportation system, financial networks
and government (New York Times, Elisabeth Bumiller and Thom Shanker, 11 October 2012).
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demands a more complex solution for
continuing operations on cyber-contested battlefields. Bottom line: the NRF
commander must maintain the operational tempo necessary to reach military
objectives in an environment where cyber attacks can disrupt that tempo. So,
how can the commander manage the
cyber threat sufficiently to complete the
mission? The first step is to comprehend
the threat and this begins with understanding operational dependence and
vulnerability.
Operational dependence could
be as simple as realizing the need for
Air Traffic Control (ATC) computer
systems to conduct air operations. It
could be as complex as determining
how a host nation banking failure could
influence local and regional stability.
If NGOs and IOs are key players, their
system failures could affect NATO operational requirements. Based on inputs
from the components, regional governments, and other key players, the operational-level planning staff can create a
prioritized list of computer systems that
support the operation. Understanding
the vulnerability of each to cyber attack,
to include consideration of likelihood
and impact in the risk management
framework, will inform the prioritization. Developing this list as early as possible in the planning process will give
the commander the greatest flexibility
to prepare and maneuver in response
to the threat. Once the commander has
this cyber picture of the battlefield, he
can direct his staff to implement the different solutions for managing threats to
operations.
Avoidance is the simplest tool
available to the commander. For example, he might avoid dependence on
a civilian airfield where ATC computers
are vulnerable and opt to base air operations at a military airfield where ATC
is not as critical. Operational planners
are best equipped to make these kinds
of tradeoffs during the operational
planning process. In cases where avoidance is not feasible, steps to mitigate
the consequences of cyber attack may
be appropriate. For example, increased
redundancy could be implemented for
food and fuel service contracts and ad-
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Three keys to
Operational
Cyber Defence
Transformation:
 Recognize the breadth
of the operation’s cyber
dependence
 Recognize every
battlestaff discipline has a
role in cyber defence
 Recognize cyber
defence is more than a
technical solution

ditional power generators could mitigate
the effects of extended power failure.
Prevention is the most difficult
option, the one most likely to require a
technical solution and the one for which
the commander has the least resources.
An example of prevention could be to
hire additional computer specialists
to analyze and secure the most critical computer systems. It might be requesting the host nation take special
measures to secure cyber infrastructure
deemed essential to operations. It might
also entail an attempt to deter cyber aggression during the conflict through
the use of Strategic Communications.
Regardless of the approach, the intent
is always the same: to maintain the
commander’s freedom of movement
unhindered by cyber obstacles. Giving
the commander the best possible cyber
picture is quintessential to this end. It
will expose the operation’s dependent
links to cyberspace and enable better
decision-making even in cases where
cyber risks can not be eliminated.

Confronting cyber threats:
STEADFAST and beyond
“Victory smiles on those who anticipate
the changes in the character of war, not
upon those who wait to adapt themselves
after the changes occur.”
Italian Air Marshal
Giulio Douhet, 1928

The introduction of cyber defence to
STEADFAST exercises has turned out
to be a model laboratory for proactive
and anticipatory transformation. In
this laboratory we have discovered the
inadequacy of some of the most intuitive assumptions about operations in a
cyber-contested environment. One lesson has trumped all others: the need to
comprehend the cyber threat through an
operationally-minded lens. Old paradigms of cyber defence being tucked
away in the offices of computer and
network specialists must give way to an
operational emphasis on cyber defence
that embraces it with operational leadership. Rigorous operational planning
must paint a picture for the commander that illuminates and underscores the
operation’s cyber dependencies. Operationally-minded decisions must prevail in determining how best to avoid,
mitigate and prevent the consequences
of cyber attacks on these vulnerabilities.
STEADFAST exercises will enable
the JFCs to regularly sharpen their cyber
defence skills and make steady progress
in cyber defence transformation. Ultimately, these preparations will equip
NATO’s operational forces to engage in
real-world conflicts with the knowledge
and skill necessary to evade Peter’s wolf
and enjoy the smile of victory. 
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TRAIN AS YOU FIGHT

ISAF TE 12/02
UNIFIED ENDEAVOR 13-1

Photo by SGT Daniel Wallace, III (U.S.) Corps Public Affairs

Largest
U.S./NATO
joint pre-deployment
exercise

Commander Herbert Bauer, DEU N
ISAF Planning Team (JED), JWC
U.S. and NATO coalition partners gathered at Camp Aachen in
Grafenwoehr, Germany, between 28
November and 14 December 2012 for
Unified Endeavor 13-1 / International Security Assistance Force (ISAF)
Training Event 12/02 (UE 13-1 / ISAF
TE 12/02). The ISAF pre-deployment
training (PDT) delivered at the Grafenwoehr site aimed to train, rehearse,
provide team and relationship building
and prepare Standing HQs along with
Troop Contributing Nation (TCN) personnel and units for assignment to HQs
ISAF and ISAF Joint Command (IJC),
Regional Command East (RC-E), Regional Command Southwest (RC-SW),
Regional Command North (RC-N) as
well as a number of subordinate brigade
HQs and units.
A Combined Exercise Control
Group (CECG) was successfully set
up not only to handle the behind-thescenes planning, but also to facilitate,
deliver and manage the execution of
the four tiers of the training, dispersed
across locations as different as Germany,
Poland, Norway and the United States.
The CECG included some 3,000 personnel from five training commands,
along with elements of the U.S. 505th
Command and Control Wing. These

five training commands included Joint
Warfare Centre (JWC), Joint Forces
Training Centre (JFTC), U.S. Joint and
Coalition Warfighting (JCW), Mission
Command Training Program (MCTP),
MAGTF Staff Training Program or,
written in full, Marine Air Ground Task
Force Staff Training Program (MSTP).
Eight distributed sites provided
training and exercise support to deploying operational-level personnel, including: in the United States (Fort Hood,
Texas; JCW, Virginia; Fort Campbell,
Kentucky; Camp Lejuene, North Carolina and Hurburt Field, Florida); in
Stavanger, Norway, the JWC; in Bydgoszcz, Poland, the JFTC and in Germany,
the main exercise site, Grafenwoehr.
This second iteration of a combined UE/TE exercise was both the
largest ISAF training event and one of
Watch Exercise Movie
on jwc'S YOUTUBE SITE

the biggest combined U.S./NATO exercises ever held. The training partners
were able to take advantage of economies of scale in a number of areas, including sharing expertise in planning,
using best practices, and sourcing close
to 100 Subject Matter Experts (SMEs)
from HQs ISAF and IJC, NATO Training Mission in Afghanistan (NTM-A),
Ground Force Commander (GFC) and
recently redeployed personnel, as well
as role players and CIS support.
Although complex, the four-tier
approach provided a level of realistic
training and interaction that would not
have been otherwise possible through
the use of Response Cells. Also the colocation of HQ ISAF and IJC Training
Audiences turned out to be important
in forging closer working relations and
synergy between counterparts of the two
headquarters and helping them move
through the various stages of the team
building processes prior to deployment.

The challenges of combined events

youtube.com/jointwarfarecentre

While NATO training events are designed to improve personnel capabilities and prepare those set to deploy for
the specifics of the theatre, the United
States uses such events to train, rehearse
and contribute to the overall prepara-
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 There is a clear interest in conducting combined multi-tier training
events and exercises when these offer mutually beneficial solutions to
help meet stakeholders’ common aims.

The Joint Warfare Centre staff with exercise co-director Major General Jean Fred Berger, 10 December 2012, Grafenwoehr, Germany.
UE 13-1 / TE 12/02 is built on first-hand, on-the-ground experience being incorporated into the training scenario based on projected
requirements and conditions for Spring 2013. Photo by Tudor Jelescu.

tion of the primary HQ for units that
will be assigned as/attached to deployers. Events are also used to make recommendations to the Commander
on personnel’s level of preparedness
prior to deployment. Collective training events provide the Commander and
his staff with an opportunity to interact
in the manner they would do once deployed. More importantly, the Commander is given the opportunity to provide guidance to his staff and define his
approach to critical issues.

Different training paradigms

During the first combined training
event in spring 2012, the Joint Analysis
and Lessons Learned Centre (JALLC)
analysed the planning and delivery of
a combined TE/UE exercise. The subsequent report detailed many recommendations for the improvement of the
coordination within the interaction of
training entities involved in the deployment and execution of combined UE/
TE events (see the illustration right).

The bulk of the recommendations were
implemented during the planning of
UE 13-1 / TE 12/02. A common training specification, issued by Joint Force
Command (JFC) Brunssum, hosting
the Joint Exercise Management Mod-

ule (JEMM) at a single location (JWC),
and a series of VTC or TC conferences
between training partners were among
the most beneficial ones. A Training Audience (TA) numbering roughly 2,400
took part in the exercise, including:

MCTP

JCW

JWC/JFTC

Mission Command
Centric

Commander's decision cycle

Staff focus: down and in

Staff focus: up and out,
Joint (Purple)

Provides NATO Mission
Secret Network

Staff functions that support
command decisions

Staff processes support
command decisions

Focus on staff processes

Senior Mentors to
coach and enable leader
proficiency

Senior Mentors enable
proficiency

Theatre SMEs drive training
and enable proficiency

Observer/Trainers drive
training

Deployable Training Team
observations shape training

Content generated by
theatre SMEs

Dynamic content scripting

Designs exercise
operational environment

Replicate theatre electronic
environment

Multi-echelon training to
Corps, Divisions
and Brigades

Role players add to
training content

Afghans (ANSF and GIRoA),
IO/NGO and Embassy
representatives

Army Service perspective

Joint/coalition pespective

NATO/coalition perspective

The different paradigms are not presented in absolute comparison to each other.
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JWC Exercise Management Meeting led by JWC Deputy Commander Brigadier General John W. Doucette; the exercise challenges the
Training Audience to work in a multicultural/multilingual environment; JWC's Colonel Barnay and Commander Bauer in a discussion.

- HQ ISAF TA: Personnel provided by HQs JFC Brunssum, JFC
Naples, JFC Lisbon, Allied Force
Command
Madrid
(FCMD),
NATO Rapid Deployable CorpsItaly (NRDC-ITA) and Troop Contributing Nations,
- HQ IJC TA: Personnel provided by HQs NRDC-ITA, III (U.S.)
Corps, 1 GE/NL Corps and Troop
Contributing Nations,
- Regional Command South TA
at JFTC, Bydgoszcz, Poland,
- Regional Command East TA:
subordinate brigades/divisions,
- Regional Command South TA:
subordinate brigades/divisions.

phases of the training cycle. Based on
this model, as well as JCW and MCTP/
MSTP exercise concepts and individual/collective training requirements, the
overall schedule included Mission Specific Training, Functional Area Training, Battle Staff Training and a Mission
Rehearsal Exercise.

Effective exercise delivery

The exercise’s operational environment and scenario storylines were developed for conditions projected for
spring 2013. In an effort to harmonize
NATO and U.S. training objectives,
the development of incidents was prioritized from the level of major cross-

The illustration right shows all TAs
and Response Cells present during the
Mission Rehearsal Exercise. The model
used for the exercise was the typical
NATO ISAF TE training model (crawl,
walk, run). Training commands and
SMEs all had different roles and responsibilities throughout the various
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Building the multi-echelon team: Examples how a single event has impact across multiple HQs.

headquarters (involving HQ ISAF and
IJC) down to brigade-level internal
incidents. This includes the establishment and support of level-oriented battle rhythms. Common training themes
and storylines across all four tiers of TA
HQs were created where possible, with
Transition being the overarching theme
of the exercise.
There is a clear interest in conducting combined multi-tier training
events and exercises when these offer
mutually beneficial solutions to help
meet stakeholders’ common aims and
objectives, which could be teambuilding for personnel of all entities or benefits of sharing and pooling resources.
In addition to the aspects mentioned
above, training partners were able to
provide a more realistic environment
and enhance better training.
However, at the same time, based
on the trustful relationships and mutual understanding of how each training organization (JWC, JCW, MCTP
and MSTP) operates, a number of areas were identified that require further
refinement and enhancement by the
training commands:
- Synchronize theatre visits, including data capture, and develop a common set of support requirements;
- Identify key training audience(s)
and CECG activities during the early
stages of the planning process;
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- Use theatre SMEs (ISAF, IJC,
NTM-A, GFC) and source IO/NGO
representatives;
- Develop a common set of training
objectives.
Good communication between the parties is paramount for the benefits of the
combined events to be fully realized
and capitalized on. Different organizations may have different training policies
and methods for the delivery of training. Such differences must be identified
and clearly understood to ensure that
the planning and execution of a training
event, which are two extremely complex
tasks, are tightly integrated.
The conduct of an overarching ISAF PDT exercise with multi-tier
participation, including ISAF HQ, IJC,
Regional Command and Brigade levels,
has proved to bring great benefits by
creating opportunities for commanders and staffs to meet, interact and share
views and perspectives. Also to note

is the economy of effort in efficiently
generating one single planning and
preparation effort and delivering training across the entire chain of command.
More importantly, it provides a unique
venue to foster interoperability between
NATO Allies and provide Training
Audiences with equally realistic, high
quality training through use of theatre
data and ISAF common staff processes.
Planning for combined TE/UE
events is a very complex process. Cooperation and coordination between
the NATO and U.S. training partners
have improved, but a number of planning issues remain that will have to
be resolved prior to the next potential
combined training event in the second
half of 2013. From a long-term perspective, there is a need for guidance on a
possible NATO-led training initiative
to support the post-2014 Afghanistan
NATO Training, Advisory and Assistance Mission. 

Senior officers representing U.S. and multinational forces. Photo by SSG Pablo Piedra.

Major General (Ret.) Roger Lane CBE FCMI
Royal Marines, Former ISAF Deputy Commander Operations

The role of Senior Mentors
supporting ACT within NATO

E

xercise Unified Endeavor
13-1 / International Security Assistance Force
(ISAF) Training Event
12/02 (UE 13-1 / TE 12/02) was one of
the largest NATO exercises to be conducted in preparation for an ISAF mission, with over 14 Training Audiences
spread over three continents. This fourtier exercise provided opportunities for
Individual Augmentees deploying to
HQ ISAF to be trained in their role; for
HQ NRDC-Italy personnel to train as
members of HQ ISAF Joint Command
(HQ IJC), alongside their III (U.S.)
Corps counterparts; and for Regional
Command (RC) HQs and their subordinate commands to be trained too.
In total over 7,000 personnel participated. The exercise management
was delivered by Joint Warfare Centre
(JWC), jointly with U.S. Department of
Defense J7 and Joint Coalition Warfighting (JCW). Given the challenge to
replicate and simulate the requirements
to meet the training objectives of such
disparate organizations - ranging from
developing an ISAF position on future
reintegration programmes of fighters,
to brigades coordinating the recovery of wounded from an IED strike or
downed helicopter, both JWC and JCW

Above: DV DAY, 11 December 2012. Photo by SSG Pablo N.Piedra

created a robust and effective Exercise
Control (EXCON) management system
to ensure all the storylines were coherent. It provided an excellent vehicle for
the impact of a tactical action to reverberate throughout the whole Command
and Control hierarchy, into the media,
and political authorities.
I was fortunate to be ACT’s Senior Mentor for HQ ISAF, whilst retired
U.S. officers provided mentoring to the
HQ IJC and subordinate commands.
Additionally, I was invited to role play
Commander ISAF (COM ISAF), which
enabled EXCON to steer the exercise,
and to create additional opportunities
for HQs ISAF and IJC to interact on a
variety of topics. Most of the latter was
un-scripted, stimulated by staff briefing at the Commander’s stand-up, thus
replicating theatre. Role-playing for
the prospective IJC Commander was
stimulating and kept me on my toes,
with interactive video-teleconferences
(VTCs) for 75 minutes covering a wide
range of topics.
So, what is the difference between
a coach and a Senior Mentor? Apart
from being a UK Government Stabilisation Advisor in civilian life, I am
an Executive Coach, and typically employed for relatively short sessions over

a period of time to assist the person being coached to overcome a particular
challenge. This often requires a number
of diagnostic sessions to frame the issue
correctly, and then we work together to
transform an unsatisfactory state into
success. Frequently, this might be about
behaviours or changing mental states,
such as a lack of self-confidence or conflict in a boardroom. It is not absolutely
necessary for me to be an expert in
the client’s field; sometimes, it is better
that I am not, as I do not superimpose
my own biases on the person being
coached. We can operate content-free,
especially if using NLP techniques.
An ACT Senior Mentor also
works with those being mentored for a
short, but intense, period of time during exercises. We operate in support of
the Commander and his senior staff.
Whereas coaching is primarily about
change, mentoring in a NATO context
is primarily about organizational improvement, as well as some individual
support. We do not shoulder the responsibility of the Commander, so have
the freedom on exercises to look at all
parts of the HQ and their processes as
well as human interactions. We can follow workflows with the JWC Observer/
Trainers, and provide an independent
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"...ranging from
developing an
ISAF position on
future reintegration
programmes of
fighters, to brigades
coordinating the
recovery of wounded
from an IED strike or
downed helicopter,
both JWC and JCW
created a robust and
effective exercise
control management
system."
Above (From Left): The exercise involved close to 100 Subject Matter Experts and Senior Mentors led by Major General (Ret.) Roger Lane
(right). Right: Different groups of training audiences. Photos by Jason Bowman, JMSC PAO.

view of performance to the Commander. Generally, we will use the chain of
command to implement any improvements we suggest, so that they are
owned by them. A mentor must therefore be experienced in doctrine and operational planning processes.
Since we are all retired, we are not
in the chain of command, and the only
report we write is to ACT/ACO on issues we consider to be of strategic relevance to the Alliance, an example being
a shortcoming in doctrine or organization. Observations are passed back to
the Command Group for their own use.
We play no part in the certification of
the Training Audience, and it is essential that this remains the case, because
it preserves the level of confidence and
trust needed to challenge and develop
the Training Audience in a safe, supportive environment. We want them to
open up to us in confidence, so we can
help them improve.
The Senior Mentor helps the
Training Audience by sharing their
knowledge, drawing upon the experience of others. By participating in
STEADFAST exercises regularly, the
Senior Mentors are well placed to offer insights into best practice gleaned
from observation of others and help
them to understand what is happen-

ing in the other components of Joint
HQ. We are probably more familiar
with Comprehensive Operations Planning Directive (COPD) than most in
the Alliance, apart from NATO School
instructors running the Operational
Planning Course. At one end of the
scale, we provide tips on presentation
skills to the more challenging aspects of
operational planning - how to characterize the nature of an operation using
a Comprehensive Approach perspective, or to formulate genuinely distinct
Course of Actions (COAs). Moreover,
we are constantly in the workspaces,
which provide the Training Audience
with frequent access to a General Officer, to help them understand how they
can best support their own superiors as a
staff officer. Changing staff products into
four-star added value insights is an art.
So what does this mean on a typical day on the ISAF exercise? In the office at 0700hrs, check through the briefs
to be delivered at the morning stand-up
to see if there are any changes. Check
out JOCWATCH to see what events
have taken place overnight. I would
have looked at the briefs the previous
evening, to identify potentially useful
questions to stimulate exercise play between HQs or within the HQ. Review
any Exercise Control requests for in-

jects at the morning stand-up to facilitate the achievement of specific Training Objectives.
For the rest of the morning, I
would circulate around the HQ, particularly looking at those meetings where
there were inter-Branch or inter-HQ
interactions, such as an Operational
Planning Team (OPT). I would offer suggestions as to how to improve
performance, or provide some specific
ideas to help an OPT that was “stuck”.
If I was facilitating a General Officer
working lunch on a specific issue, I
would surf the ISAF website for the latest information (one day the Afghan
Ground Forces Commander led one of
the lunches and needed to be briefed on
the processes and desired outcomes).
Lieutenant General Mark A. Milley
was appointed as the III (U.S.) Corps
Commander early on in the exercise,
so these lunches were also used to do
“deep dives” into specific issues, such as
the impact of future force levels on operational capacity or an update on Joint
Personnel Recovery issues.
At 1300hrs, the Exercise management update VTC took place, which
included all the out-stations. Progress
against Training Objectives was reported and the Senior Mentors provided an impression of training load or
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notify EXCON where their Command
Groups wanted to re-run a serial. A
look forward to the next 24-hours provides an insight into what key events or
incidents will take place.
After an hour, check the emails
and see what information has been
passed as Situational Awareness messages, then circulate around the HQ,
sometimes talking to StratCom people
about messaging Afghan audiences; or
to the Reintegration OPT and encouraging them to talk to the Gender Advisor
to see if there were opportunities to use
their insights into the way we looked at
reintegration. It might be sitting down
with the CJ6 team who had just discovered a new Crisis Response Operations
Urgent Requirements (CUR) process
or a new deployable CIS system; or discussing how to improve counters to the
insider threat or Human Intelligence
(HUMINT) operations coordination.
At all times, the Senior Mentor is
looking for opportunities to help improve the performance, and encouraging the participants in different HQs
to talk to each other. Then it might be
an OPT who has been given the task to
provide recommendations to relocate
personnel from one camp in Kabul,
which might be closed, or a proposal
to open a new Border Customs Post as
part of a broader border strategy, or to

sit down with two members of the ISAF
Commander’s Initiative Group whom
I had set some tasks to provide backbriefs on specific issues. At 1800, JWC
held its main Exercise Management
meeting, to ensure that everything was
coordinated for the future. Again, the
Senior Mentor provides insights and
makes recommendations.
Despite all the exercise management controls, it does not always go to
plan. An RC HQ Commander wanted
to rehearse one of his brigades in a particular scenario again, after an earlier
event had not gone as well as expected.
Developing the scenario was delegated,
the result being that a planned insurgent attack that was designed to create
eight casualties somehow morphed into
an attack that resulted in an over-run
Forward Operating Base and in excess
of 100 killed and injured. Notwithstanding the uncomfortable prospect
of an interview with President Karzai
and the President of the United States
as COM ISAF, which may have resulted
in a premature relinquishment of my
appointment, it did provide an opportunity to look at how to manage mass
casualty events of strategic importance,
and to remind myself that in real life
I am a civilian, and in exercise terms,
would have probably become one earlier than planned. 

Above: JWC Exercise Planning Team for UE 13-1 / ISAF TE 12/02.

Above: Mentors may train audiences
in techniques, such as Root Cause
Analysis, to gain new insights.
The Senior Mentors also support JWC by mentoring their own
training teams. Typically headed up by
an OF-5 (Colonel), the training teams
do not necessarily gain the same access to the Training Audience Command
Group as that afforded by having a Senior Mentor with them. Additionally,
some of the training teams may have
little operational planning or functional
expertise, so the Senior Mentor will
assist them too. On exercises, we can
also help to facilitate communication
between HQs, sharing perspectives to
help the different Training Audiences to
understand how they can contribute to
joint actions more effectively. We can
also provide the Exercise Director (normally Commander JWC), with our own
assessment of the achievement of training objectives to help exercise management, and will contribute to the lessons
learned process.
Since 2010, Senior Mentors have
worked alongside NATO School on the
Operational Planning Courses, where
they also role-play a JTF Commander.
This entails not only mentoring at the
functional level, but taking Mission
Analysis or COA Development briefs.
Again, this helps staff to work with experienced General Officers to develop
products suitable for a Command Group
in a safe environment. We have also deployed on exercises where different HQ
organisations are evaluated - in the last
four years, I have seen DJHQ, DJSE and
JTF HQ concepts being rolled out and
so we provide long-term institutional
memory and may be invited to broker a
consensus between Commands. I have
also supported UNIFIED ENDEAVOR on
civilian casualties and StratCom issues,
drawing upon lessons gained in my other civilian work in Somalia.
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“IAPDT 12/02, as the second largest IAPDT iteration to date, continued to build on
past successes and enhance JWC’s culture of top flight training in support of NATO.”

IAPDT Serial 12/02

Lieutenant Commander Timothy Clark, CAN N
ISAF Exercise Planning Team (JED), JWC

F

rom 20 to 26 September
2012, the fifth iteration of
the International Security
Assistance Force Augmentee Pre-deployment Training (IAPDT) was conducted at the Joint
Warfare Centre (JWC) in Stavanger,
Norway. IAPDT 12/02 was the second
largest serial conducted to date with a
Training Audience (TA) of 94 personnel. As a testament to JWC’s reputation,
nine personnel from four non-NATO
Nations travelled from as far away as
Singapore and Australia to attend the
training event. IAPDT 12/02 also saw
the U.S. Army send two small unit contingents to the JWC to benefit from the
IAPDT to augment their unit level predeployment training (PDT).
The IAPDT forms an integral
part of JWC’s contribution to preparing
NATO and coalition personnel deploying to Afghanistan to take up positions
at Headquarters ISAF and ISAF Joint
Command (IJC). The training is held

twice yearly, along with the ISAF Mission Rehearsal Training Events. In addition to augmentees to HQs ISAF and
IJC, the JWC also welcomes personnel
deploying to the NATO Training Mission-Afghanistan (NTM-A) and individual augmentees deploying to subordinate Regional Commands and their
tactical sub-units, who may have missed
out on opportunities to conduct predeployment training with the units with
which they will deploy to Afghanistan.
The IAPDT is Phase II of NATO’s
three-Phase PDT. Phase I is a combination of unit level training and the mandated PDT is provided through NATO’s
on-line Advanced Distributed Learning
(ADL) network. Phase III of PDT, commonly referred to as "Hand Over/Take
Over or Left Seat/Right Seat" training,
is conducted in-theatre with the person
that the augmentee will take over from.
The IAPDT aims to bridge the gap
between Phases I and III and is conducted in three parts. The first part is the pro-

vision of Electronic Working Practices
(EWP), and for select TA, Functional
Systems Training (FST). The EWP training is provided to all TA attending the
IAPDT to introduce them to the unique
computer information system environment that they encounter upon arrival
in-theatre. As stated, personnel deploying to HQ directorates that employ specialized functional systems to carry out
their duties are further provided Functional System Training.
In early iterations of the IAPDT, we have encountered significant
challenges in finding and bringing to
Stavanger personnel experienced on
the various in-theatre systems. This
lack of dedicated EWP instructors
led to training being delivered by the
SMC4 and NCST(1) staffs, which drew
them away from their primary functions. During the IAPDT in June 2012,
NATO Communications and Information Agency (NCIA), as the parent organization to the NCST Detachment at
(1)
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NCST: NCIA Squadron Stavanger
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JWC, recruited within and sent personnel to undergo Train the Trainer.
IAPDT 12/02 then benefited from having dedicated EWP/FST instructors to
deliver this training to the betterment
of the overall training package delivered to the IAPDT 12/02 participants.
The second part of IAPDT is
Mission Specific Training (MST). The
MST builds upon the ADL training
mentioned and is intended to present
the current or near-current situation
in Afghanistan with focus on the classified operational picture that cannot
be transmitted on the unclassified ADL
network. For IAPDT 12/02, twenty-five
MST sessions were delivered in order to
achieve the Training Objectives established by COM JFC Brunssum, as the
Officer Conducting the Exercise.
The final part is the Functional
Area Training (FAT), and where feasible,
Cross-Functional Area Training. While
MST is intended to present the entire
TA with the current situation in Afghanistan, FAT drills-down to familiarize small groups or even individual TAs
with the organizational structure, direction, processes and intra-organizational
relationships at the directorate, branch,
and section levels. It is the most vital
training, which enables augmentees to
arrive in theatre, more rapidly integrate
into their branches, and grasp the particular aspects of their section and their
individual assignments.

Subject Matter Experts are key

While the JWC’s two main training
streams, NATO Response Force (NRF)
training and ISAF PDT have many similarities, the one key factor that sets them
far apart is the use of real-world data
and Subject Matter Experts (SMES) that
have been, to use a North American expression, “at the coal face”. While NRF
trains to NATO doctrine, ISAF PDT
uses actual data from theatre and the recent experience and knowledge gained
from having deployed to Afghanistan
- SMEs are vital to both ISAF Training
Events and IAPDTs. Further complicating the challenges of planning an IAPDT
is the fact that HQs ISAF and IJC can
only allow limited personnel to depart
theatre to deliver ISAF PDT conducted

by JWC - there are only so many silver bullets in the gun. As an ISAF TE
is more in-depth than an IAPDT serial, JWC elects to use its limited ability to source SMEs from theatre for the
training events while working diligently
to source recently re-deployed SMEs to
support the IAPDT serials.
Sourcing recently re-deployed
SMEs is an arduous task that has fallen
squarely on the shoulders of two members of the ISAF Exercise Planning
Team who have performed “yeoman’s
service”. Those team members are the
Manning Coordinator and the IAPDT
Programme Manager. Over the past
eighteen months, the team’s Manning
Coordinator, U.S. Army Captain Colin
Vance has built an outstanding relationship with the CJ1 staffs at HQs ISAF
and IJC that has allowed the JWC to
identify, in advance of their re-deployment dates, personnel who will have redeployed within three-four months in
advance of an IAPDT or ISAF Training
Event. This has allowed the JWC to target key SMEs and request, through JFC
Brunssum, that NATO Standing HQs
and individual units make those SMEs
available to support IAPDTs. If not for
Captain Vance’s outstanding efforts to
identify individual SMEs, JWC would
not have been able to properly focus its

MST serials to the level required by the
Training Audience.
The second key ISAF Exercise
Planning team member who performed splendidly in sourcing to SMEs
for IAPDT 12/02 was the Programme
Coordinator, Royal Air Force Wing
Commander Melvyn Pound. Prior to
June 2012, JWC identified SME requirements to JFC Brunssum, who then
attempted to source the SMEs. In June,
an agreement was reached whereby,
JWC identified SME requirements, JFC
Brunssum approved the SME requirements, and made the initial contacts
with NATO Standing HQs and units
and then devolved authority to JWC
to pursue individual SMEs. This agreement gave Wing Commander Pound
the “green light” to engage directly with
the units to ensure the availability of
SMEs, to adjust the overall programme
to match the SME availability, to assess
SMEs' ability to cover off multiple MST
lectures and focus and/or adjust the
SMEs’ MST packages to hit the Training
Objectives. Through numerous hours of
direct liaison with the SMEs and their
units, Wing Commander Pound was
able to cover off 19 of 26 MST lectures
using only 12 SMEs on the ground here
in Stavanger. The remainder of MSTs
were covered via VTCs from theatre.

"I am very pleased to see such a large Training Audience of International Augmentees here in Stavanger, representing a wide cross-section of NATO countries, or coming from non-NATO Nations that are part of the 50-Nation Coalition
in Afghanistan. We are at a critical juncture in the ISAF mission. Our goal here is
to enable the Training Audience to understand the Commander’s strategic focus
on Transition, the operational progress in our shared campaign with the Afghan
National Security Force’s fighting men and women, the working environment,
processes and practices in theatre, as well as the interrelationships across the
ISAF mission. Saying that, the real heart of the training event is the SME support
we get from recently redeployed personnel and from theatre. The IAPDT is nothing without their knowledge and dedication. The JWC will call upon this Training
Audience and welcome its members back as our future SMEs to train the next rotation of personnel bound for Afghanistan. We are all committed to Afghanistan’s
brighter future, and the JWC is absolutely driven to provide the timeliest and most
relevant pre-deployment training and apply its best effort for the mission success
of our troops now and through 2014 and beyond.”
Major General Jean Fred Berger, Commander JWC
Closing remarks, 26 September 2012
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VTCs as the second enabler

As previously stated, JWC has to limit
its draw on SMEs from theatre to support IAPDTs in favour of the ISAF
Training Events. At the same time, as
good and as important as recently redeployed SMEs are, the value of theatre
SMEs cannot be overstated for certain
MST lectures and especially for FAT
and cross FAT. To ensure the most current information is available to the TA
and to jump start their integration into
the directorates in which they will work
upon deployment, the JWC significantly increased the number of VTCs with
theatre. For IAPDT 12/02, Wing Commander Pound and the Admin Assistants spent numerous hours negotiating for, arranging for and conducting
17 VTCs with SMEs in theatre. These
VTCs, conducted in small groups, and
in some cases one-on-one between TA
and SMEs, allow the focused passage of
essential information, which contributes
to setting the conditions for success of
the deploying staff officers and allow
them to pose the questions most pertinent to their personal situation on future
assignment. While the VTCs have significant benefit to the target TA, JWC’s
ability to beam the VTCs into the main
theatre had a tertiary benefit to other TA
interested in that area of the FAT.
IAPDT 12/02, as the second largest IAPDT iteration to date, continued
to build on past successes and enhance
JWC’s culture of top flight training in
support of NATO. Based on the feedback received from the TA, IAPDT
12/02 achieved its aim to bridge the gap
between Phase I ADL training and the
“left seat/right seat” handover training
that deploying personnel receive on
arrival in theatre. The flexibility demonstrated by all members of the ISAF
Exercise Planning Team and by NCIA,
as JWC’s strategic CIS enabler, as well as
the support provided by JFC Brunssum,
the NATO Standing HQs and by HQs
ISAF and IJC all contributed to providing the Commander ISAF with a
new crop of 94 individual augmentees
focused and ready to seamlessly move
into the ISAF theatre of operations and
make an impact on mission success. 
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U.S. Army’s 16th Sustainment Brigade is located at the U.S. Army Garrison, Bamberg, Germany. Soldiers of
the brigade, in November 2012, deployed for one year to Afghanistan to
support the NATO Training Mission in
Afghanistan (NTM-A), which is at the
heart of NATO’s ongoing five-tranche
Transition process to Afghan security
lead in the country. Once the combat
mission ends in 2014, NATO and its
ISAF Partners will continue to work
with the Afghan Government to help
establish a training, advising and assistance mission. The NTM-A aims
to support the Afghan Government
to generate and sustain the Afghan
National Security Forces (ANSF),
as well as establish efficient and accountable Afghan-led security. To
date this aim is achieved by overseeing training and equipping the ANSF
throughout Afghanistan. As one of
their enablers, the 16th Sustainment
Brigade coordinates the timely and
effective distribution of supplies to
the ANSF.
U.S. Army Colonel Darren Werner, who is the Commander of the
16th Sustainment Brigade, came to
Stavanger to participate in IAPDT
12-02. He said he was excited about
the challenging but rewarding mission ahead. “The NTM-A aligns under
one command officers from all U.S.
military branches and 29 different
countries. I am looking forward to the
challenges of working in a joint/multinational coalition as opposed to the

traditional U.S. role. To me, the most
important piece of the JWC’s predeployment training is the currency.
JWC trainers did an excellent job.
We are getting information directly
from theatre. Video-teleconferences
with Subject Matter Experts from all
across ISAF were very helpful to put
things into perspective and help me
as a Commander isolate down to
specific training areas that we can improve on before we go. This is not just
training, we all know it prepares us for
a real-world mission that we will take
over soon,” he noted.
Colonel Werner’s troops will provide sustainment and combat support. Fuel plays a big role in their
extensive logistical planning. The
Colonel said: “Fuel is very important
to sustain the ANA and expand its
operational reach while fighting the
Taliban insurgency. The ANA’s success is crucial to the future security in
Afghanistan. The aim is to help establish the logistics architecture for the
Afghan National Army.”
“One thing I could recommend
is a closer relationship between the
JWC and ISAF subordinate headquarters, for example, the NTM-A. I
think those headquarters have a lot of
information they could share with the
JWC to further improve the curriculum here. When I go there, I will mention that to the NTM-A leadership so
that they know that this is a very good
training outlet for soldiers coming into
ISAF.” — Inci Kucukaksoy, JWC PAO

Major General (Ret.) Mari K. Eder,
U.S. Army

 STRATCOM

NATO Officer A: “Strategic Communications is a function that belongs
to the Public Affairs Office.”
NATO Officer B: “No, it is better aligned with Information Operations.”
NATO Officer C: “You are both wrong. The Chief of Staff should be
integrating the communications efforts between these two offices
and with the public diplomacy efforts of the Ambassador’s staff.”
NATO Officer B: “That is incorrect. When I was deployed, we…”

D

o these comments
sound familiar? Such arguments can typically
occur not only within
NATO Member Nations,
but inside their military staffs themselves, and then within those particular
staff sections the discussions can grow
even more direct and personal. The argument trickles down from strategy to
Strategic Communications planning, to
operational messaging, to tactics, and,
to often petty arguments about all of the
above. None of this is productive and
none of it addresses the Commander’s
responsibility for the Strategic Commu-

nications function. The divergence in
opinion begins almost immediately as
we attempt to define Strategic Communication and then determine how best
to use it. Admiral James G. Stavridis,
Supreme Allied Commander Europe
(SACEUR), has said: “Strategic Communication is the ultimate team sport
- it must be done as part of a joint, interagency and commercial system.”(1)
What makes Strategic Communication successful in a unit or organization is this realization that it takes every member of the Commander’s team
to make it work, from his immediate
staff to subordinate commands at all

levels. Strategic Communication sits at
the crossroads of public diplomacy and
Smart Defence. It is cooperative, collective, and collaborative and requires
the full understanding and agreement
on strategic goals for it to be successful.
This is what Admiral Stavridis meant
when he talked about involvement at
all levels. For Strategic Communication
does not represent the firing of a single
shot. Far from being a one-time effort,
(1)
Stavridis, James G., “Partnership for the
Americas: Western Hemisphere Strategy and
U.S. Southern Command”, National Defense
University Press, November 2012, p. 250.
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“We keep building walls:
The Maginot Line, The Berlin
Wall, the Iron Curtain. But
Walls don’t work. (...) Opensource security is about
connecting the international,
the interagency, the private
and public — and lashing
it together with strategic
communication largely in
social networks.”
- Admiral Stavridis, SACEUR
Photo

by

TED

it is broad-based, overarching, and tied
to strategy. It should be a commander’s
first and last thought in campaign and
operations planning.
A major part of the concept of sustained engagement deals with the fact
that over the long term, actions must
match words. It takes time to build relationships and time to build trust. As
Admiral Stavridis spoke at TED(2) in
Edinburgh, Scotland this past June, he
talked in terms of visualizing the tenets
of Smart Defence through displaying a
number of images on the large screen
behind him. He spoke of building bridges in the 21st Century, and contrasted
the photograph of a bridge as symbolic
of connecting people quite effectively
with the symbolism of the walls of the
20th Century. Those walls, whether the
Berlin Wall or the Soviet Union’s Iron
Curtain, symbolized NATO and the
West’s view of containing the growth
of communism while Russia looked to
contain its achievements and prevent
any losses through building walls, both
literally and figuratively.
Several other narrative examples
follow. These illustrate how use of the
principles of Strategic Communication can be made effective as a tool of
both public diplomacy and military
operations. Note that Strategic Communication as a process can be used

differently, by different commanders,
organizations, units, and offices and in
different ways. There is no structure
associated with Strategic Communication, no set office, no ideal organization
or even a set number of staff for Strategic Communication as an operating
principle to function effectively. It is not
a capability, not Public Affairs or psychological operations; it is not Information Operations, nor is it “owned” by
any of these functional areas, although
any number of these and more would
certainly like that. It is not simplistic
and it definitely is not a one-time effort.
It is not measured in production
but in effects although there are indeed
times when occupying the information
battle space is important enough in its
own right. Being first to build a narrative likewise counts as significant in the
war to win hearts and minds. At times
others can interpret our actions and
build an even stronger narrative than
we could build ourselves. But for that to
occur successfully, our actions must be
simple and our intentions clear.
In his TED talk, Admiral Stavridis cited the example of another kind
of bridge. He talked about the USNS
Comfort, a hospital ship that conducted a four-month medical outreach
mission in Latin America and the Caribbean in 2007, bringing a definite
message of commitment to the future of

the region. His example was compelling
but when told from the point of view
of a recipient of the Comfort’s aid, the
story is truly memorable. Jaime Morales Carazo, former Vice President of
Nicaragua, said: “It is a privilege for the
second time to be on board this fabulous ship, the Comfort - messenger of
peace, hope and alleviator of suffering.
The ship is an alleviator of suffering and
hope for the people, it is a messenger
from the United States government for
those who suffer from health problems
regardless of their ideological or political affiliations but who share the common problem of extreme poverty.”(3)
The use and effectiveness of Strategic Communication often comes
down to the Commander’s mindset and
his own understanding of the uses of
communication to support strategy and
operations. It goes directly to his capabilities. Senior leaders who think deeply
and plan strategically, can execute Strategic Communication in the manner
that best suits them.
• Information: Sergeant Major of the
U.S. Army, Raymond T. Chander, often
(2)
Technology, Entertainment and Design
(TED) is a global set of conferences owned
by a private non-profit foundation formed to
disseminate “ideas worth spreading”.
(3)
Admiral Stavridis, p. 155.
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talks with groups of American soldiers
about the values and standards soldiers
must uphold. He telegraphs to them the
things they must do to maintain their
careers in a changing Army, one certain to downsize in the future. Chandler has said: “Know the standard, set
the standard, enforce the standard. You
do these things and this Army will be
fine.”(4) This is an excellent example of
Strategic Communication in the cognitive realm. He delivers words that bear
a promise as they speak of how values
will be reinforced.
• Physical: While serving as ISAF Commander, General Stanley A. McCrystal
told the story of an ISAF unit that had
been taking rocket fire from a nearby Afghan village. The Commander wanted to
learn more about the reasons for hostility and through a patrol’s visit learned
the village was upset about a night raid
that occurred two years earlier. He also
learned that education was an important topic for the villagers but they had
no school or supplies. A few days later
the unit sent a truckload of school supplies to the village. Almost immediately
the village elders came to visit the unit,
bringing over 100 thank-you notes with
them. Several other support projects followed and the rockets stopped.(5)
This is a major example where
words are followed up with actions. The
actions are extremely meaningful but
their outcomes are likewise fragile. The
relationship begun between the Afghans
and ISAF troops would have to be nurtured over a long period of time for real
and meaningful trust to develop and
mature. During that time, one error, one
single act by an individual ISAF soldier,
could have the potential to undo all of
the strategic efforts to build goodwill.
The strategic impacts of a single critical
mistake cannot be overstated.
• Cognitive: This past spring I accompanied a group of U.S. Army War
College fellows to Europe. We were
fortunate to have an office call with SACEUR. The four officers engaged with
Admiral Stavridis in a lively intellectual discussion on defence issues; after
about 45 minutes he offered them a tour

of his office. Stavridis paused at a grouping of family photos on the wall. There
he showed the students the pictures of
his great-grandparents who emigrated
to the U.S. from Greece, nearly a century
ago. He pointed out their home town on
a map, and proudly spoke of his greatgrandfather’s graduation from college in
America. Stavridis made the point that if
they had not taken the chance on leaving
their homeland for a new life in America, he would not be where he was today. The students grasped this point but
missed the brilliance of SACEUR’s focus.
As we drove away from NATO/
SHAPE Headquarters I asked the officers if they understood why SACEUR
had shared that story with them. No
one had given it a thought. I pointed
out to them that he undoubtedly made
those comments to every visitor to

“

There is only one
narrative and therein
lies its strength. This
is who we are; this is
our identity and we
are true to it.”
his office. With that simple story, he
could make a value connection with his
guests, whether War College students
or Chiefs of Defence. He was setting
the scene, and through this story, unspoken yet clear, making the point that
America has deep and long-lasting ties
with Europe. These go beyond the ties
of alliance or friendship, but are ones
of family. Thus, with a simply family
story, strikingly told, the importance of
the NATO Alliance is established with
and for each visitor to the SACEUR’s
office. It sets the tone, undoubtedly for
follow-on conversations and certainly
for building relationships.
But apart from how senior leaders execute Strategic Communications
they must remain aware of other influences that can change or affect their efforts. External influences always have

the potential to affect, distort, or alter
the effectiveness of strategic narrative.
News coverage can highlight issues,
distort, or politicize them. For example, the civilian news media exposed
Britain’s Prince Harry’s deployment to
Afghanistan, resulting in his almost immediate removal. At the same time, the
news media’s endless fascination with
celebrity culture has damaged the credibility of much mainstream reporting,
leading viewers and readers to question
the veracity of many news reports they
may see that are unconfirmed by other,
independent sources.
Social media is likewise significant. Many commanders are still uncomfortable with its use and do not
have a presence on social media outlets
such as Twitter, Facebook, Linkedin,
Pinterest, or Google+. Yet, the Web is
often effectively used by terror networks and other non-state actors to
inform, recruit new members, and to
broadcast their successes. Even now,
Facebook has 63.5 million users in China, even though Facebook is banned
there. Social media is an important
communications tool for commanders,
one that must not be overlooked. If the
site, such as a Facebook or Twitter account, is used judiciously and personally by a commander, then it can be
extremely effective. U.S. Admiral James
A. “Sandy” Winnefeld, now Vice Chairman of the Joint Chiefs of Staff, recently
told a story from his days as commander of U.S. Northern Command.
He talked about a comment he made
on his personal blog that he knew news
media reports criticizing the government of Mexico were unhelpful in their
reporting that the country was on the
brink of a civil war. He said Mexico, as a
sovereign nation, was responsible for its
own internal affairs. These comments
served to enhance his relationship with
Mexico, and the entire commentary
was widely reported on within Mexico
(4)
Dubuke, Breanne, Specialist, “SMA Talks
Sexual Assault, Downsizing in Iraq,” Army
News Service, June 24, 2011.
(5)
ISAF Commander’s Counterinsurgency
Guidance, 27 August 2009.
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itself. Almost without realizing it, his
comments became a Strategic Communication that supported and enhanced
public diplomacy efforts.
However, the potential strategic impacts of an individual’s tactical
mistakes or even deliberate actions
can have an equally powerful effect at
the opposite end of the spectrum. The
Wikileaks case, for example is, at least
on the surface, about a young American soldier who is accused of treason
through deliberately leaking classified
documents. On the strategic level it is
about the impacts that this act can potentially have on relationships between
allies and the devastating knife blade
thrust into years of hard-won trust.
Entertainment media can also
influence public opinion for or against
military actions, causes, or even military
service itself. Movies, documentaries,
and television programs that use service
members as their subject, intended audience, or both can have a tremendous
effect on a much broader constituency.
Current concerns with budget cuts,
long-term care for wounded soldiers,
suicide, soldier misconduct, and a plethora of other potentially salacious topics
can elicit strong opinions and counter
arguments from a variety of audiences.
Documentaries in particular have the
potential to build extended and longterm support for or against a topic as
they have a long “shelf life”. And even

as the recent film trailer that appeared
on the social media site YouTube “The
Innocence of Muslims” was seen as the
impetus for militant Muslim uprising
against the U.S. in Egypt and elsewhere,
a competing story in the civilian news
media at the same time was one with
a celebrity focus, the uproar over published vacation photos of Kate Middleton in French and Italian magazines.
At the heart of communications
media, is the power of the visual image.

“

Strategic Communication
sits at the crossroads
of public diplomacy and
Smart Defence.”

When many soldiers think of recent
military action in Somalia, they often
think of the dead American soldier
being dragged through the streets, or
some simply refer to the movie, “Blackhawk Down”. For several years there
was tremendous potential for the abhorrent Abu Ghraib photos to become
symbolic of American folly in Iraq.
Gradually, and over time, they were
replaced by other images, many showing soldiers reaching out to Iraqi chil-

dren or performing humanitarian acts,
receiving medals for heroism, or other
such acts that were positive and showed
soldiers in a good light.
One of the reasons these stories
continue to be popular is that they hit
home with an audience that respects
and values service, sacrifice and leadership. The soldier who serves “king and
country” is often placed on a pedestal,
respected for his selflessness and supported by the nation. This goes to the
very heart of military service itself, values above reproach, the hallmark of all
service. Soldiers who serve honorably
preserve that trust between the nation
and the armed servant, are one of the
most valuable and visible representatives of the nation and its alliance.
The commander’s role is equally if
not more significant. On a deeper level,
the commander must strive to understand this emotional appeal of military
service and what it represents. He must
safeguard that reputation and he must
seek to enhance it. This he does through
his communication efforts, to his military and civilian superiors, to his peer
commanders and to his subordinates at
all levels.
Strategic Communication is key
for commanders. Strategic Communication is inherent to a commander’s
responsibility for all facets of mission
command. First instance is commander’s communication with his soldiers

New and traditional mainstream media reporting together: G20 protests, Toronto, Canada. Photo by Zoran Karapencev.
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Above: Movies based on military service or operations can elicit strong opinions
from a variety of audiences. Right, a highly recommended book by the author: an
in-depth look at the effective and efficient communication process.

via the Commander’s Intent. That is
the statement which establishes the
commander’s narrative for the operation and exists as the initial and overarching strategic guidance to his formations. The narrative is important.
It is the overarching expression of the
context, reason, and desired results of
an operation or effort. Once the commander establishes that theme - cooperative defence, smart power - he can
return to its themes at will with a visual
cue or reminder. The theme of cooperative defence is symbolized by the
visual representation of a bridge. The
bridge is a unifying idea that supports
the narrative and is designed to be used
a variety of ways to illustrate objectives
in support of the Commander’s Intent
and overall mission goals. We can easily understand how building the bridge,
crossing the bridge, or meeting halfway
on the bridge can support and symbolically connect to the goals of Smart
Defence. The bridge is our path in common and it can open up other pathways
as well.
The theme easily makes a value
connection with an audience. It tells
them in simple, visual terms the absolute core message that they need to hear
- in order to understand, support, or
even carry out an operation. We are all
familiar with the “tell me” concept in

terms of personal relationships
(“tell me you love me”, “tell me
you will miss me”, and more)
but the concept works equally
well in getting to the heart of
professional relationships as
well, including those of soldiers
and units, nations and allies.
Some examples include:
 Tell me ISAF takes these charges
seriously and will ensure that justice prevails.
 Tell me we can count on you and
the support of your prime minister
not if, but when the crisis comes.
 Tell me that NATO values our
friendship and respects our efforts.
 Tell me that smart power will
make a difference for our future.
The bridge, symbolic of relationships, is the touchstone for making
the value connection with stakeholders, clients, allies and potential friends,
even enemies. It must be recalled continually throughout the narrative and
referred to with consistency and clarity.
This is how the Commander builds his
narrative for a program, operation, or
mission. It is done with full realization
that internal communications go external in the blink of an eye; there must not
be one story told for the home audience

and another for those outside. There is
only one narrative and therein lies its
strength. This is who we are; this is our
identity and we are true to it. Such narrative has immense power and strength
in its ability to lead and inspire. The
most strategic leaders aspire to wield it
with confidence and poise.
All communication informs. All
communication conducted with intent
does more than merely inform. It educates, reveals, and can inspire as well as
elicit strong emotion and serve as the
impetus for action. Most importantly,
the strategic use of information as an
element of national
power can support,
negate, or even
degrade, whether
governments
or
individuals. It can
affect public opinion, spur international
relations,
or even affect the
reputation of the
alliance.
Smart
Communication
can build a solid
narrative that supports Smart Defence and builds strength for the future.
Commanders who are strategically
savvy and insightful can master Strategic Communication as a tool to support
their efforts in building partner capacity, reaching mission success and building for the future. 

Major General Mari K. Eder is a career public relations and communications professional with over
35 years of government service with the U.S. Army
and Department of Defense. She is the author of
numerous articles on Strategic Communications
and a book of children’s stories. She also authored
a book on Strategic Communication, published by
the U.S. Naval Institute Press in December 2011.
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STRATEGIC
COMMUNICATION

OR

SMART
COMMUNICATION

Commander Daniel Gage, USA N
JCID, JWC

Introduction

Much has been said about the term
Strategic Communication both within
the military and private enterprise. Yet,
within today’s military, it is perhaps
one of the most misused and misunderstood terms by a vast majority, from
senior leadership to professional communicators. Admiral Michael G. Mullen, then Chairman of the U.S. Joint
Chiefs of Staff, wrote an excellent article
(Strategic Communication: Getting Back
to Basics) published in the August 2009
edition of Joint Forces Quarterly
where, rather than describing what
Strategic Communication is, most of
the article focused on describing what
Strategic Communication is not. The
article is just as relevant today as it was
three years ago. In the article, Admiral
Mullen said: “And make no mistake—
there has been a certain arrogance to our
‘strat comm’ efforts. We have come to believe that messages are something we can
launch downrange like a rocket, something we can fire for effect.” His statement captures the essence of today’s
Strategic Communication mindset.

Public Affairs vs. StratCom

From the perspective of a Public Affairs
Officer (PAO), the communication mission is quite clear: provide timely, accurate information to various publics
in order to inform them on what we are
doing, why we are doing it, the benefit
to them (the audience) and in so doing,
develop trust and support. While many
PAOs will argue our role is not about influence, it is hard to deny that we often
inform with the goal of influencing attitudes, opinions and perceptions. Why
else would so much time and effort be
placed on crafting our messages? NATO’s Military Policy on Public Affairs
(MC 457/2) identifies five unambiguous
principles for the Public Affairs mission:
 Tell and show the NATO story;
 Provide accurate information in
a timely matter;
 Ensure that information provided is consistent, complimentary
and coordinated;
 Practice operational security;
 Conduct work mindful of multi-

national sensitivities, and respectful of the local and regional culture.
It is my opinion that it was a perception
that we as communicators (PAOs) were
not being effective, which contributed
to the creation of the Strategic Communication concept within the military.
However, it is also my belief that this
change in mindset addressed the symptom rather than problem. Too often our
words did not match with our actions
(i.e., Abu Ghraib) and it was all too often
viewed as a communication problem or
failure rather than a policy or execution
problem. Consequently, Strategic Communication evolved into the latest buzz
phrase, and along with it came unrealistic expectations of what Strategic Communication could achieve as well as a
lack of understanding regarding what
was meant by the term itself.
But let’s be clear on one thing:
while Public Affairs certainly plays a
key role in the communication process,
it is not in and of itself StratCom as defined by current NATO policy.
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What is StratCom within NATO?

According to NATO policy on StratCom (approved on 29 September 2009)
StratCom is defined as: "the coordinated and appropriate use of NATO communication activities and capabilities Public Diplomacy, Public Affairs (PA),
Military Public Affairs, Information
Operations (Info Ops) and Pyschological Operations (PSYOPS), as appropriate - in support of Allied policies, operations and activities, and in order to
advance NATO's aims."
Clear enough? How about this: In
its simplest definition, Strategic Communication is nothing more than a process of synchronizing communication
products and actions within a command in order to influence a particular
audience, with specific effects in mind,
while building or maintaining support
for a particular operation, mission or
organization. It is a mindset of taking
into consideration what message your
actions convey to various audiences before taking action, rather than after; it is
considering the effect you are trying to
achieve before, rather than after, engaging an audience.
What StratCom is not is a new
and improved way of communicating.
In fact, I would take that a step further
and argue that Strategic Communication is not even a way of communicating - it is a way of conducting operations in a manner that is aligned with
and supports the strategic and operational objectives.
To begin to understand the concept
of Strategic Communication, we have to
understand its intent as well as what it
is not. Simply put, StratCom’s intent is to
communicate, by actions and words in
a way that is synchronised with and has
an end-state or desired effect(s) in mind
while focusing on a “narrative”(1). There
is no say-do gap, no conflicting messages
- it is one message(2) with many voices.
The key is to ensure those messages are
both horizontally and vertically coordinated and synchronised.
StratCom is not Public Affairs,
Info Ops, PSYOPS or any other communication discipline on its own. Far too
often, when someone says “StratCom”
what they really mean is Public Affairs

without understanding the difference.
So then, what has changed that necessitates this “new” process of thinking
through our communication activities
and their impact on public perception?
Has there even been a change, or have
we simply invented a new term to describe something that already existed? I
would argue for the latter.
At the operational and tactical
level, Strategic Communication is essentially nothing more than good organizational management or staff work.
It means understanding and accepting
that our actions speak louder than our
words, something that a former ISAF
Commander fully understood when
he ordered his troops to take off their
“Darth Vader” sunglasses when speaking with the local population. It means
considering the effects of our actions on
public perception before taking action,
not after. And from a communication
perspective, it means understanding
who your key audiences are (through a
thorough analysis of what they believe,
how they get their news, their demographics and their current perceptions
towards NATO forces - among other
things); what it is you want from them;
understanding how they will perceive
your message or action; and if necessary, adjusting your course to mitigate
any differences between the two. But
it also goes beyond that - it means
employing all of your communication
tools (PA, IO, PSYOPS, PDD) in a synchronized manner in order to achieve a
desired end-state.
If it is really that simple, do
senior leaders need a Strategic Communication adviser to tell them when
something is a bad idea? Does it take
a specially trained person to know that
images of dead civilians and mourning
family members will generate animosity among locals? As Admiral Mullen
said in his article, “... I would argue that
most Strategic Communication problems
are not communication problems at all.
They are policy and execution problems.”
If that is true, then what we have
is not a failure to communicate, but
rather a failure to consider the first and
second order effects created by both ki-

netic and non-kinetic actions and a recognition and utilisation of all the tools
in the tool box. In that sense, a StratCom adviser who truly understands
the capabilities of all communication
branches could potentially be an essential element to a Command Group, but
he/she must have not only the seniority
to advance this concept, but the background and skill set as well. Too often, I
have seen StratCom implemented as an
afterthought and manned by personnel with no background in communications. It is akin to taking an infantry
officer and telling him he is now a pilot,
which is obviously a recipe for failure.

Tactical vs. Operational vs.
Strategic

There is no need for a dedicated Strategic Communication directorate at the
tactical or operational level, but there is
a need for a formalized communication
process at every level from headquarters to tactical, whether that be through
a synchronization board or working
group. With a complex organization
like NATO, a case can easily be made
for a StratCom Adviser (with staff) at
the strategic level. This would allow for
the synchronization of the entire communication effort (political, diplomatic
and military) and ensure our messages are aligned across the spectrum
of operations. At the tactical level, the
emphasis must remain on how a command achieves true unity and synchronization among its actions, messages,
and stated goals, all while carrying out
its mission - which is the commander’s
responsibility, not that of a StratCom
adviser. It must closely monitor what
(1)
Narrative can be described as a series of
stories that identify what an organization
is all about. It can visually be represented
as an arc leading from a current state or
situation and progressing to a desired endstate, while describing the WHO and WHAT
of an organization. Using a narrative that
provides an overarching storyline describing
a command's mission and intent is imperative
and it should guide all communications and
actions of a command.
(2)
One message, meaning the same
contextual framework (in both actions and
words) and not the same talking point
repeated verbatim by many different people.

►►►
The Three Swords Magazine 23/2013 37

STRATCOM

Above (from left): Admiral Mullen, former Chairman of the Joint Chiefs of Staff. DoD photo by Mass Communication Specialist 1st Class Chad
McNeeley. General Allen, former COM ISAF, at NATO StratCom Conference, Izmir, Turkey, June 2012. Photo by SHAPE WO James Zinck.

it says and what it does to ensure actions and words are synchronized and
that they are aligned with a Strategic
Communication framework(3) from the
strategic/operational level. It must work
to build relationships and trust, not
through talking points, but through actions and by working to understand who
its audiences are, and how they think, act
and communicate. The old adage that
actions speak louder than words could
never be truer than in military operations. You can call it Strategic Communications if you like, but the name itself
is part of the problem causing confusion
and a lack of understanding over the
term. Perhaps calling it “smart communication” would be more appropriate
than StratCom. Compounding that fact
is the very nature of NATO - 28 different nations with unique ideas on how
and what to communicate and what it
means when someone says “StratCom.”

Coordination is key

To have an effective StratCom process,
there must be clear guidance on what
is expected from the communicators
at all levels. How that is achieved varies in today’s operations - some commands prefer to have an adviser while
some commands make use of working
groups or planning boards led by either
a member of the group/board or by the
Chief of Staff - but what is important is
that there is a process in place to ensure
coordination of communication efforts

and kinetic actions, through whatever
process a particular command finds
most effective. As long as it means operators coordinate with communicators,
communicators coordinate with planners and the results are coordinated with
everyone - from the most senior to the
most junior. While simple in theory, the
confusion within NATO is even further
compounded by a lack of cohesive doctrine that defines the StratCom mission
and its role in today’s operations.
One way to help avoid a mismatch
in words and actions at the operational
level is through effective use of the
Commander’s Critical Information Requirements (CCIR) report. By including CCIR events such as those “likely
to trigger significant media activity” it
forces leadership to consider the impact
of their actions and how they might
be viewed outside of the command.
Whether we like it or not, we must take
into account how our actions will be
portrayed by the media, and thus interpreted by the local population. By
applying the “front page news” assessment, we can avoid serious setbacks or
backlashes of public opinion - which is
truly a Strategic Communication mindset. Other CCIRs that contribute to
this mindset might include significant
changes to political stability or events
likely to cause civilian casualties or collateral damage. Perhaps more importantly is the inclusion of the PAO within
planning groups and starting from the

very beginning of the planning cycle someone who can provide that “front
page news” assessment before operations are launched, not after.
Another area that can contribute
significantly to the achievement of Strategic Communication goals is through
Civil-Military cooperation (CIMIC). In
fact, NATO Doctrine for CIMIC (AJP9) specifies the importance of “adequate
and timely dissemination of the achievements and progress made through
civil-military cooperation which will
in turn help obtain the support of the
population, international organizations
and non-governmental organizations.”
There is nothing new in this doctrine
that requires anything more than robust,
coordinated communications.

Information Age

The biggest change in today’s communication environment has been the speed
of information and the many forms of
available resources. Between bloggers,
social media, 24-hour cable news and
the internet, a secret does not remain a
secret for very long. Consider the Quran
(3)
I would argue that the Strategic
Communication
framework
must
be
incorporated into the Commander's Intent
so that Political-Military-Economy-SocietyInformation-Infrastructure (PMESII) objectives
are considered as well as military objectives
and are thusly reflected in the desired endstate. This would help infuse a Strategic
Communication mindset within the command.
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 "I view STRATCOM as my most responsive maneuver element. Information must be
treated in the same vein as a component of combined arms, indeed as a weapon. To
think of it otherwise sells short the capability and the potential impact."
General John R. Allen, former Commander ISAF (July 2011-February 2013).
burning incident at Bagram and how
quickly the story exploded on the international scene. We can write talking
points all day long, but it only takes one
“aw shucks” moment to undermine everything we have said and done (which
the Quran incident so clearly illustrates)
and no matter how finely crafted those
talking points are, they will not fix such
a problem. It takes time, visible actions
and transparent communications to
gain back ground lost in an incident
such as that of the Quran burning incident in Afghanistan.
One lesson to be learned is this: If
there is anything that is new about how
we communicate in today’s military and
political environment, it is simply the
fact that our actions have effects unlike
those of any other period in history and
we must consider those effects carefully
before we communicate or take action. It is the result of an information
age where a video posted to YouTube
can gather millions of impressions in
a matter of hours or a Twitter post can
reach millions in an unprecedented
short period of time. Mistakes such as
Abu Ghraib or the Bagram Quran incident will always happen and it is simply
unrealistic to expect that even the best
StratCom program can prevent fallout
from such things or to hope that they
do not become public.

Speed is imperative

One area that represents a failure or
choke point within the military communication process is the time it takes
to respond in an official capacity to either disinformation or statements made
by the opposition. When NATO forces
strike a target and the enemy propaganda machine is releasing statements saying innocent women and children were
killed, we are legitimately focused on
conducting and verifying battle damage
assessment. Our response is slow and
encumbered by the need to be factual
as opposed to spreading propaganda,

which is all too often viewed without
questioning its source or accuracy. This
is a tactic that we will always struggle to
counter - and there is no easy solution
to the problem it represents. To think
that even the best StratCom team can
counter such tactics is simply unrealistic. What we can and must do is impart
a sense of urgency in our communication process. We must be empowered
to respond before our adversary does;
otherwise we are playing catch up and
appear to be doing nothing more than
trying to counter his claims, which
does not help our credibility. By having
a PAO within the Joint Operations Centre we can maintain situational awareness and be ready to respond quickly.
But we must empower our communications team to respond quickly, with
accurate information, which requires a
strategic shift in how we deal with the
media and not an additional layer of
command structure.

Conclusion and the way ahead

Over the course of my 16 plus years as a
professional communicator in the U.S.
Navy, I have seen the term Strategic
Communication evolve from its humble
beginnings into an entire industry. An
industry complete with its own directorates, divisions, advisors, contractors,
point papers, white papers, PowerPoint
slides and a host of staff whose mission
was (and still is) not only unclear, but
often misunderstood, and all too often
led by someone without a background
in communications. In some instances,
it was moderately effective; in others,
it impeded the communication process. There has also been a significant
amount of in-fighting among PAOs,
Info Ops officers, PSYOPS and StratCom advisers - all fighting for their
own dominance within the military
communications arena.
Until there is a common understanding and acceptance that Strategic
Communication is nothing more than

a process and a mindset and not some
new communication tool that will solve
all of our problems, we will continue
to struggle with its implementation.
To succeed, Strategic Communication
must be incorporated as a Standard Operating Procedure that is embraced by
the entire command, not just the communicators. It must be led by either the
Chief of Staff or someone trained or at
least familiar with all disciplines within the communication environment,
which necessitates a change in how we
train and grow our communicators.
Instead of stove-piping the disciplines,
perhaps we need to train true tactical
communicators with experience in all
disciplines - including tours and training as PAOs, Info Ops officers, PSYOPS
and Public Diplomacy Division (PDD).
If we are going to adhere to this
concept, we must move from a purely
messaging mindset into a broader understanding of what the various disciplines
bring to the table. Last and certainly not
least, we must educate leadership on the
StratCom process - with an emphasis
on the process, including its capabilities
as well as limitations - rather than on
creating a new organization.
While I am afraid Admiral Mullen was right when he said, “I know
Strategic Communication as a term of
reference is probably here to stay. Regrettably, it’s grown too much a part of our
lexicon.” If that is the case, then I hope
we can begin to agree on and understand what Strategic Communication is
and most importantly, what it is not. 

Author's Note: While this paper represents
my personal viewpoint on the subject of
Strategic Communication, my opinion is
based on the culmination of numerous
readings, conversations and observations
over the course of my time at U.S. Central
Command and at Joint Warfare Centre. I
welcome your comments or thoughts via
email: daniel.gage@jwc.nato.int.
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Counter IED Specialist - UK MoD photo by SAC Tracey Dobson

Integrating
Effects
at the
Operational
Level
Group Captain John Sullivan MBE MSc, Royal Air Force
Former Head of the J35 Branch, JFC Lisbon(1)

A

great deal has been written
about the importance of effects, but such literature and
theories have had a very
mixed reception among military practitioners. Many have embraced
the concepts with zeal, whereas critics
have argued that it is dangerous to ignore
the complex and unpredictable nature of
crises and warfare, where outcomes are
always uncertain. NATO has arrived at
an accommodation of both viewpoints,
recognising that crises and conflicts are
undoubtedly characterised by friction,
uncertainty and chance, but also accepting that enduring outcomes hold
the key to changing any unfavourable
situation for the better. In turn, enduring outcomes, or conditions, require a
comprehensive approach and are wholly
dependent upon the perceptions and
behaviours of the individuals or parties
that have influence. Thus, behaviours are
key. Throughout history, it can be seen
that all military engagements, without
exception, seek to influence or change
the behaviour of one or more actors,
who are otherwise intent upon a course

of action that is considered, by other
powers or alliances, to be unacceptable.

Influence

To change behaviours, it is necessary
to exert compelling influence. Today,
we recognise that such influence can
come in many forms, and in the modern world there are obvious economic
and political advantages to exerting
influence through means that avoid
lethal and destructive mechanisms.
This, of course, does not diminish the
importance of retaining credible military capabilities. Indeed, especially
determined, deluded or otherwise intransigent adversaries may not respond
to any other influence. Sadly, history
demonstrates that an overriding desire
to avoid resorting to military means
of influence will often embolden such
adversaries and, ironically, only make
eventual conflict more likely and more
destructive. A balanced determination
to demonstrate the limits of tolerance
may, ultimately, be less destructive. Behaviours are difficult to interpret, and
intentions difficult to predict. At the

operational and even strategic level we
can only observe activities, and deduce
intent. Similarly, in seeking to change
behaviour, we are unable to exert direct
and certain influence, with assurance as
to the outcome. We can only conduct
activities, or actions, that seek to generate specific outcomes, or effects, that
may or may not influence our target
audience in the manner desired; this
process is, of course, far more complex than any simple expression, and
there will always be potential for unanticipated effects, some of which may be
counter-productive, or undesirable. In
practice, an activity is likely to generate
a mixture of both desirable and undesirable effects, especially when the very
different perspectives of the various audiences are considered.

Language discipline

Too many personnel have fallen into
the habit of referring to “kinetic” or
(1)
On the 18th of December 2012, Joint Force
Command Lisbon conducted a deactivation
ceremony at the Reduto Gomes Freire
Compound in Oeiras.
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“non-kinetic” effects; this is unhelpful,
as it confuses activities with outcomes.
An activity may well entail a dynamic,
destructive, or “kinetic” element, but
the primary outcome of importance,
or effect, may be a change of mindset
among the target audience, most accurately termed a “cognitive effect”.
Direct influence in the minds of
a target audience, termed the cognitive
domain for short, is not possible. We
can only act in the physical domain (by
physically changing something) or the
information domain (by changing or
presenting information).
It should be obvious that any
meaningful physical change (such as
sinking a ship, delivering aid to the
needy, or enhancing defences) will also
generate new information or a new understanding that will therefore influence an observer. So kinetic actions in
the physical domain will create both
physical and cognitive effects.
But a physical change might also
be achieved by non-physical means,
such as robust messaging that compels
an aggressor to physically withdraw
forces. Equally, activities in cyber-space
can also result in very destructive,
physical outcomes, such as the damage
apparently caused by the unattributed
Stuxnet computer virus, and there is
increasing concern that essential infrastructure is vulnerable to such attack.
Thus, both cognitive and physical
outcomes, or effects, can be achieved by
both “kinetic” and “non-kinetic” means,
or actions. A useful separation of effects
cannot arise if based upon the means of
achieving them. Rather, the effect must
be recognised as the discriminator, and
activities can be regarded as seeking,
primarily, either physical or cognitive
first-order effects.
Measuring effects presents further challenges. To reiterate, cognitive
effects cannot be measured directly, and
it is only a resultant change in behaviour in the physical domain that can be
observed. Equally, a physical effect cannot be guaranteed to exert the desired
influence. In reality, effects are likely
to require a complex combination of
physical and non-physical influences,
and these may be lethal or non-lethal,

and destructive or non-destructive. An
understanding of effects is not, therefore, a trivial task. However, it can be
made substantially easier by holding
true to an understanding that effects relate to outcomes, and keeping clear water between effects and the activities that
are undertaken to generate them.

Responsibility for creating effects

Understanding is not helped by the HQ
processes that control and direct military capabilities. Information Operations and Joint Targeting, for example,
both embrace activities that encompass
every definition of “kinetic” and “nonkinetic” activity. An approach that focuses upon the desired effect, vice activity, may have advantage. Pending a
formal review, the following working
definitions might be considered:
 Joint Targeting encompasses
activities intended to create firstorder physical effects.
 Information Operations are
activities intended to create firstorder cognitive effects.
In both disciplines, second-order or unanticipated effects may well reside in either the physical or cognitive domains,
but the discriminator is determined by
the expected, first-order effect. Many
activities will still span both domains,
and consideration of the target audience
alongside the effect desired will help to
determine whether the activity would
be directed most effectively by either the
Information Operations or Joint Fires
communities. So much for planning.
Execution introduces additional opportunities to become confused.

Integrating effects

The effort to combine and synchronise
actions across the many discrete areas
of military capability, in common pursuit of effects that are aligned (or at
least deconflicted) across the physical
and cognitive domains represents a significant challenge. Compounding this,
many junior to middle-ranking staff
officers, while undoubtedly specialists
in their particular fields, may have had

only limited exposure to the concept of
changing behaviours at the operational
and strategic levels. JTF HQ Standard
Operating Procedures (SOPs) are therefore designed to allow activities at the
operational level to be aligned and coordinated, in pursuit of integrated effects
- that is to say, effects that are complementary, and thus reinforce each other
such that the overall effect is greater than
the sum of the individual contributions.
Certainly, the potential for discreet activities and effects to interfere with each
other, and thus inhibit favourable effects
or even create undesirable effects, must
be considered. This presents a complex
and dynamic intellectual puzzle that
must be accommodated within the highly demanding tempo of an operationallevel HQ Battle Rhythm, and no SOP
can guarantee success.
A prerequisite for integrating effects is a full and transparent understanding of the many parallel activities
across a HQ and the effects that they
are predicted to generate. Experience
shows that this daunting challenge
is more easily avoided, in the perhaps hopeful expectation that if each
individual, team, branch or section
completes their core tasks professionally and efficiently then the whole will
surely combine to create inevitable success. Sadly, this cannot be assured. Put
simply, what a staff officer may think
is the best targeting, or IO, or CIMIC
plan since the Alliance was formed may
still fail to achieve the desired effects if
the discreet activities are not coherent
with, and ideally complementary to, the
joint actions that are planned by other
branches, components and formations.
It is therefore imperative to break
down the stovepipes between the discreet functional areas of any operational-level HQ to generate a shared
understanding of the effects that are
being pursued; J35 will generally lead
this effort but such an in-depth understanding cannot be the responsibility of
any one branch - at least some Subject
Matter Experts from every branch must
cross-walk their knowledge to the other
branches and sections.
This, in turn, cannot happen in
any one Board or Working Group, but
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must be a perpetual feature of the staff
effort. What does this mean? Integration is unlikely to be achieved on a
spreadsheet, or by answering emails,
or by renaming HQ branches. It requires routine but comprehensive interaction among the staff, to include
detailed discussions to ensure not only
that activities do not compete for common resources in time and space, but
that anticipated outcomes are aligned
and that consideration is given to undesirable consequences across the operational environment. To repeat, staff
must physically interact, and will probably need to do so at the most inopportune time, when it is sorely tempting
to resist any non-mandated interruption and concentrate upon preparing
the brief that is scheduled, or some
other product that is due. This must be
recognised as folly. Time must be preserved, or made, to brainstorm developments, identify obstacles to progress,
determine the desired effects that will
overcome them and develop a plan to
implement them that takes account of
all the other preceding, coincident and
follow-up activities, in all environments
and domains.

Once again, this will be challenging and there is no single solution. Indeed, creativity is key, and any flow-diagram or check-list may constrain lateral
and imaginative thinking. This article is
designed only to identify, with certainty,
that an operation will never proceed according to plan; thought must therefore
be given in advance to the mechanisms
and techniques that will be employed
to ensure that the talents of the staff are
brought to bear effectively to solve the
problems that will inevitably arise.
Only by breaking down the barriers between the functional areas of a
HQ can the activities across the spectrum of military capabilities be genuinely nested and integrated in a manner
that is carefully designed to allow effects
to build upon each other, in a complementary fashion, to create a momentum of success that is greater than the
sum of the individual outcomes.
Operational success can never
be guaranteed, but it is awareness of
this uncertainty that must motivate the
whole staff to recognise that the effort
to integrate effects, in pursuit of lasting
and favourable conditions, is the common goal of the HQ. 

Group Captain John Sullivan MBE MSc, RAF
has just finished a tour within the NATO Joint Force
Command in Lisbon, as the Head of the J35 Branch.
During his time there he was at the heart of the
effort to develop the concept for a deployable operational-level NATO HQ, and was the principal author for the JTF HQ model that was subsequently
endorsed by SACEUR, tested during the STEADFAST
series of exercises in 2012, and is now reflected in
NATO doctrine. John is a fighter pilot with over 4000
flight hours, mostly on the Buccaneer and Jaguar
aircraft. Operational flying tours include the Persian
Gulf War (1991), and air policing over Bosnia and
northern Iraq. Recent appointments include: Directing Staff at the Canadian Forces College, Toronto; an
operational tour within the Strategy Division of the
AFCENT CAOC, Al Udeid; Officer Commanding of the
Tactics and Training Wing at the UK Air Warfare Centre; and command of the last RAF Jaguar Squadron.
He completed Staff College in India (2003 – 04) and,
on return to the UK, was awarded an MBE from HM
the Queen for his operational service. He is currently
serving in Afghanistan.
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GREEN DAY

«Coordinated communication strategy
at all levels is a key factor.»
 ON FOCUS

Communication in ISAF Joint
Command -A challenging model
Brigadier General Jose L. Antolín
ESP A, Former IJC DCOS COMM

The ISAF Joint Command’s Deputy
Chief of Staff for Communication
(DCOS COMM) is responsible to articulate coherent and coordinated
communication strategies and messages for audiences across the Joint
Operations Area.

W

ithout any doubt,
the creation of the
International Security Assistance
Force (ISAF) Joint
Command (IJC) DCOS COMM position, in mid-2011, was one of the big
changes in the IJC Headquarters (IJC
HQ). DCOS COMM achieves synergy
between four communication pillars:
Information Operations (Info Ops),
Psychological Operations (PSYOPS),
Information Engagements (IE) and
Public Affairs (PA) to synchronize their
overall planning and communications
activities and ensure proactivity and responsiveness in their approach.
Prior to the creation of this position, Info Ops, PA and the Combined
Joint Psychological Operations Task
Force (CJPOTF), which provided the
PSYOPS capability, reported directly
to COS or COM IJC, depending on the
issues and circumstances. In January

2012, I became the first DCOS COMM
IJC. My immediate challenge was to
fully bring together the services of Info
Ops, CJPOTF and PA under one single
umbrella in order to provide COM
IJC with a clear battlefield advantage
through the integration of communication activities and synchronized
corporate communication throughout
IJC plans and operations. Initially titled
Communication Director, this new position of Deputy Assistant to the Chief
of Staff for Communication is at the
Deputy Chief of Staff level and reports
directly to COS IJC.
As part of my ISAF preparation,
I participated in “Unified Endeavor,” an
exercise hosted by the Norway-based
Joint Warfare Centre in December 2011
and aimed at training the 1st rotation
of multinational service members of
the two standing HQs set to deploy to
the IJC in early 2012. This training fully
demonstrated the need to better synchronize the various elements of communication required across the IJC staff
and battle rhythm.
When I joined the IJC HQ, I
(U.S.) Corps provided the framework
HQ while the Standing HQs were made
up by HQ NATO Rapid Deployable
Corps (NRDC) - Spain and HQ Eu-

rocorps. In those days, DCOS COMM
had three communication capabilities
that formed three pillars - Info Ops,
PA and CJPOTF - each led by a U.S.
Colonel/NATO OF-5.
DCOS COMM was represented
on a permanent basis in all cross-functional teams, which were Current Ops
(CUOPS), Future Ops (FUOPS), Future
Plans (FUPLANS) and Information
Dominance Centre.
The arrival of V (U.S.) Corps in
late May 2011 brought more IJC structural and procedural changes. Engagements started to be consistently used as
an operational tool to achieve desired
effects. Accordingly, DCOS COMM
leveraged this new emphasis, which reinforced its position and resulted in the
creation of Information Engagements
(IE), a fourth communication pillar
split away from Info Ops. The stand-up
of this new pillar highlighted the importance given by the new COM IJC to
IE as an influence tool. It also improved
the coordination and synchronization
of all the elements that play a key role in
the communication effort.
The current DCOS COMM IJC fourpillar construct includes the following:
Info Ops, CJPOTF, IE and PA.
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The activities of the four pillars are coordinated in the DCOS COMM weekly
Communication Strategy Working
Group (CSWG), a one-hour meeting
in which all communication issues are
discussed and synchronized. Our counterparts in the Afghan National Army’s
Ground Force Command (GFC) attend
CSWG meetings twice a month. Important subjects are presented to COS
IJC at least once a month in the Communication Strategy Steering Group
(CSSG), where DCOS COMM receives
guidance from COS IJC and prepares
the Communication Strategy Board for
COM IJC. The Board meets one week
after the CSSG.

Information Operations

The IJC’s Info Ops structure is fundamentally based on NATO doctrine. Important to note, however, are some extra
functions under U.S. umbrella that are
not included in the NATO construct.
The Info Ops Director, a U.S. Colonel/
NATO OF-5, is also the Info Ops Chief
for U.S. Forces in Afghanistan (USFORA). The Operations Section Chief, usually a U.S. Lieutenant Colonel/NATO OF4, also acts as Info Ops Deputy Chief.
This section drives and coordinates both
current and future DCOS COMM and
Info Ops through their representatives
in the Combined Joint Operations Centre and the cross-functional teams.
The Plans Section works in close
liaison with FUPLANS, providing ap-

propriate support. The Communications
Strategy Section ensures that DCOS
COMM communication strategy and
efforts, the COM IJC Mission Narrative,
CUOPS and FUPLANS are informed by
ISAF Strategic Communication plans
and products.
The Programs Section is a U.S.only section that plans and executes
U.S.-funded Info Ops programs. The
Targeting Section is divided into two
teams: lethal and non-lethal targeting.
This section works closely with the Information Dominance Cell, Key Leader
Engagements and FUOPS. The assessment of how we perform the communication campaign in relation to our objectives is made by the Assessment Section.
This section is also responsible to make
a contribution to the whole Campaign
Assessment Cycle, led by the Campaign
Transition Assessment Group, from
the communication point of view. They
plan, execute, and integrate the results
of a theatre-wide survey that gauges the
atmospherics and trend lines for COM
IJC. Finally, the Technical Operations
Section is a U.S.-only section that employs technical means to achieve effects
in support of the IJC’s desired objectives
and effects. This section reports through
the USFOR-A chain of command.
The main challenge for Info Ops in
the upcoming months is to transition the
Information and Communication Activities (ICA) [in U.S. terminology referred
to as Information and Influence activi-

 jwc wARFARE CONFERENCE
The Joint Warfare Centre (JWC) will be conducting its first Warfare Conference April 23-24 2013. It
is open to all Commands, NATO Agencies and personnel from the Defence structures of NATO Nations and Partners.
2013 marks the tenth anniversary of the JWC and the theme of this first Warfare Conference is,
“Warfare founded on common doctrine, the baseline for transformation”. This solid foundation
in doctrine is essential if we wish to transform. In fact, the establishment of a common doctrine in
NATO is the reason why the Nations of NATO have been able to work together in operations across
the world. The intent of the conference is to explore how NATO can focus on strengthening our
common standards to provide this solid foundation. A preliminary agenda is available and can be
requested from the OPR, Mr Paul Sewell (paul.sewell@jwc.nato.int).
The conference will offer an interesting panel of speakers bolstered by targeted syndicate work,
which will focus on creating concrete recommendations for improving the essential distribution of
lessons to doctrine development and into common useful standards for NATO. For more information on the conference and/or administrative details on how to attend, please contact the OPR, Mr
Paul Sewell (paul.sewell@jwc.nato.int). The deadline for applications is March 22, 2013.
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ties] to our Afghan counterparts of the
GFC. Info Ops puts in a huge effort to
train them so that they can assume this
role before NATO declares end of combat operations in Afghanistan.

Public Affairs

Despite a strong reduction of personnel
during mid-2012, PA remains the backbone of the Communication Campaign,
especially since ISAF forces continue to
run a robust media embed programme
for media that frequently participate in
battle field circulations conducted by
ISAF commanders.
PA falls under DCOS COMM as
a coordinative function, responds to
DCOS COMM assigned tasks and participates in DCOS COMM meetings,
but maintains a reporting line directly
to the Commander, through COS. This
system, while it might not seem to work
on paper, works well here.
The Press Desk is a PA element integrated in the CJOC, which monitors
and tracks current operations, responds
to media queries, and releases press
notes and advisories in accordance with
the releasable authority matrix of the
PA annex and appendices. The Press
Desk is staffed 24/7 with two shifts
made up by three people each. Major
media outlets globally rely on this service. The timely, accurate, and credible
information provided by the Press Desk
is a key contribution to counter enemy
propaganda and misinformation.

www.jwc.nato.int

Stavanger: Last training before combat for units set to deploy IJC.
December 2011, with Brigadier General Antolín.
The IJC “Embed Team” is the single
point of contact for all reporters who
desire to enter Afghanistan and embed
with a military organization. The Embed Team also deals with “embarks,”
which entails day visits to units primarily for Kabul-based reporters. Reporters
worldwide depend upon this service, as
do ISAF Public Affairs and the Regional
Command’s Public Affairs Officers. The
Embed Team ensures each media representative is credentialed and is from a
legitimate news organization.
The Outreach Chief proactively
arranges for media interviews and
media events. The Outreach Chief
regularly coordinates interviews with
subject matter experts and senior leaders on a variety of topics for all major
Afghan and Western media outlets. In
2012, the Outreach Chief managed an
NBC Today Show visit resulting in the
broadcast of several morning shows
and evening newscasts from Kabul. As
an example, the Outreach Chief also arranged for six major media outlets to
visit the IJC on Thanksgiving, which
led to coverage by hundreds of TV stations, newspapers, and websites, as well
as a shout-out on N.Y. Jets JumboTron
in MetLife Stadium before more than
50,000 American football fans. As coalition forces take a lesser role, the Afghans
will need to build their PA capability and
establish the appropriate linkages between headquarters. The challenges for
the GFC are the lack of consistent messaging, guidance and empowerment to
conduct appropriate PA activities.

Information Engagement

IE is responsible to coordinate all IJC
inter-personal communication strategies in order to project influence and
leadership on relevant leaders and social segments. Based on human relations, it is not only a very powerful tool,
but also a very valuable one in achieving desirable effects at varying levels of
government and Afghan National Security Forces (ANSF). IE is constantly
evolving: for example, the traditional
Key Leader Engagement function of IE
has evolved to cover new areas such as
female engagements, religious engagements and external relations. The IE
organization consists of the following:
Key Leader Engagement (KLE) is
responsible to coordinate meetings held
by COM IJC and other General Officers
to influence key decision-makers, opinion leaders, key influencers, and other
societal leaders in support of the Commander’s desired effects. KLE must be
perfectly synchronized to ensure that all
efforts are mutually reinforced. The success of KLE operations depends on strict
unity of command, effort, coordination,
and communication of messages upand-down the chain of command. It also
requires a clear understanding of ISAF
and IJC strategy, operations, priorities
and requirements. KLE's aim is to build
greater security and governance capacity
by expanding relationships among the
ANSF, Government of Islamic Republic
of Afghanistan (GIRoA) officials, traditional leadership and ISAF.
Female
Engagement
Teams

(FETs) are battlefield enablers who influence, inform and interact with the
local population, primarily women, to
achieve counterinsurgency objectives
and build enduring trust and confidence for the GIRoA. FETs are coordinating and synchronizing efforts to
increase female influence in support
of our objectives. Afghan women are
an influential source in the Afghan society. Their impact can reduce support
provided to insurgents, demand basic
services from the local government and
support the GIRoA.
Religious Engagement (RELENG) is another leg of information
engagements. It is becoming a very
useful tool to get to the Afghans and
communicate our messages. RELENG
coordinates and synchronizes efforts to
establish an effective religious outreach
strategy in support of the ISAF operation. The RELENG domain includes the
following tasks:
- Increase religious leaders’ capacity
to provide alternatives to extremism,
- Criminalize insurgent tactics,
- Effectively counter Taliban propaganda and misinformation,
- Increase their commitment to
counter violent extremism,
- Marginalize or rehabilitate proTaliban Mullahs,
- Establish a network of anti-insurgency religious leaders to act as
interlocutors with Taliban reintegration candidates and to represent
community interests in respect of
other GIRoA initiatives.
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External Relations coordinates highlevel visits coming from abroad to the
IJC. Information engagements also deal
with Afghan Security Council meetings or Security Shuras. There are two
types: Senior Security Shuras (S3) and
Deputy Senior Security Shuras (DS3).
These meetings are organized on a twoweek cycle basis. The S3 is co-chaired
by COM ISAF and the Afghan Minister
of Defence while the DS3 is co-chaired
by DCOM ISAF and the Afghan Chief
of Defence Staff. Shura decisions must
be made by consensus. The upcoming
challenges for engagements remain in
ensuring common messaging between
ISAF, ISAF subordinate units and the
IJC, and avoiding that multiple ISAF
organizations engage the same minister.

Psychological Operations

CJPOTF is responsible to provide theatre PSYOPS, including coordination of
all tactical-level PSYOPS within ISAF’s
area of operations. It is the sole asset of
COM IJC to directly communicate with
Afghan audiences via organic mass media (TV, radio, print and internet). Currently led by a Romanian colonel, this
unit keeps a close relation to COM IJC
on all PSYOPS-related issues, but coordinates all its communication activities
through DCOS COMM. CJPOTF is
now shifting priorities to good governance and socio-economic development
programmes while maintaining traditional PSYOPS efforts in support of the
broader campaign. More than 130 multinational service members are currently
assigned to CJPOTF, although most of
them are not physically located at the
IJC. The Regional PSYOPS Support Elements (RPSEs) are distributed Afghanistan-wide to provide COM IJC with relevant atmospherics of what is going on,
on the ground. This CJPOTF organization consists of the following units:
- Operations and Plans Section,
- Target Audience Analysis & Testing and Evaluation Section,
- Product Development Centre
(PDC)/Media,
- Special Support Section.
The CJPOTF Product Development
Centre is responsible for the publication
and distribution of more than 300,000

copies of the “Sada-e Azadi” magazine
nationwide. They also run Radio Bayan,
which has a very wide coverage in the
country, as well as the website “Sadae Azadi”. Most of the billboards seen
throughout Afghanistan today are also
produced by CJPOTF. CJPOTF recently
started a literacy programme to be conducted during the winter season. The
lessons will be distributed nationally
through “Sada-e Azadi” magazines and
will then be broadcast on Radio Bayan
over the PSYOPS Radio Network.
The biggest challenge for 2013
and 2014 will be to maintain the positive trend line of the ANSF Image Programme, as well as the overall perception of security by the Afghans as ISAF
retrogrades. CJPOTF also works to
provide training and mentoring to the
GIRoA and the ANSF, from low-level
dissemination activities all the way up
to ministry level.

Integration and management

Afghanistan is a war of perceptions. In
the communication domain, the space
that you do not occupy will be occupied
by your enemy. One of the big challenges we are facing in this operation is
to counter insurgent propaganda. ISAF's
credibility is based on providing precise,
accurate and truthful information. Our
enemy does no such thing. The problem
is that media sometimes buy the first
piece of information available, regardless
of the credibility of the source. Not easy
to fight against that.
The strategic and operational importance of the communication environment is one of the lessons identified
in Afghanistan. Communication Strategy will be a key factor when planning
future operations and endeavours. A
robust, well-manned and well-equipped
communication structure at all levels involved is a necessity and will guarantee
the coordination and synchronization of
all our communication efforts.
The creation of the IJC DCOS
COMM figure to integrate and coordinate all communication activities was
a prudent initiative that increased the
effectiveness of the parts while delivering positive results. However, the lack of
clear doctrine in regard to the different

communication areas makes the task
rather difficult. Clear communication
guidance on how to coordinate the four
pillars - Info Ops, PSYOPS, IE and PA
- is not easy to find within the doctrine.
The lack of clear boundaries among the
pillars is not helpful. Another challenge
is that IJC DCOS COMM’s structure differs from that of the Communications
Directorates in higher as well as subordinate headquarters. Despite ISAF’s recent reorganization, the communication
pillars remain separated, still reporting
to different DCOSs. The Regional Command HQs do not have a consolidated
communication structure due to lack of
people and resources. This unfortunate
situation is not helpful in establishing the
necessary links and bridges among the
different levels involved in coordinating
and synchronizing the huge variety, and
large volume, of communication activities carried out in the Afghan theatre.

Future challenges

Synchronizing the effects of Info Ops,
PSYOPS, IE and PA in order to shape
the Afghan information environment
will become increasingly challenging as
we move into 2013 and 2014, the reason being the re-posturing of coalition
forces in theatre. Fewer coalition communication assets require increased
reliance on the Afghan Government's
Information and Communication Activities, or ICA, as mentioned before, to
fill the emerging narrative gap.
The focus will be to support the
population’s view of the Afghan Government as well as the ANSF. To this end,
taking into account that the bulk of the
effort will shift from coalition forces to
the Afghan Government, we are working
to train, advice, and assist their elements,
including the ANSF. In this process, the
Afghan Ground Force Command remains the IJC’s main focus. This process
will position the IJC to gradually transition the ICA to our Afghan partners as
NATO nears the change of the fighting
mission. These will be some of the key
issues while Transitioning:
 The importance of the Narrative:
There is a clear need to share a common
language when talking about Narrative.
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Sometimes, it is not easy to distinguish
between Strategic Communication,
Communication Strategy, the Narrative, various themes and messages, or
talking points. We must use the proper
name when referring to the different
documents we use in the communication domain. In any operation, there
must be a communication strategy
directly nested under the higher command’s communication strategy. This
strategy must be taken into account
from the very beginning of the planning process. Later on, new documents
will be released in an effort to adapt the
communication campaign to the evolving situation. New messages, communication effects, and talking points must
be developed as appendices to Fragmentation Orders and complementary
orders. Our Afghan counterparts must
understand the importance of having a
good Narrative that appeals across audiences, conveys what the organization is
doing, and what it intends to do. A good
Narrative aligns all messages across the
operational areas - messages that are
defined by actions, images and words.
 Towards a new mission: The end of
the Transition phase does not mean the
end of the mission. What it means is that
NATO will carry out a new mission with
a new structure. The new mission will
be based on providing assistance, train-

ing and support to the Afghan National
Security Forces. We have to ensure that
all audiences understand the Transition
towards a new mission.
 Insider Threat: ISAF changed the
“green-on-blue and green-on-green”
terminology to avoid wrong perceptions, which could benefit the insurgent
narrative. The new concept overarches
all insider attacks against coalition
troops, regardless of where they come
from, whether from Afghan policemen
or Afghan individuals. Mitigating the
“insider threat” attacks is crucial towards a successful transition.
 Parallel structures: The coexistence of
two different structures, ISAF and U.S.,
is another challenge to be solved while
transitioning. The future mission should
ensure that the two structures work simultaneously, in total coordination.
 Caveats: The existence of caveats
and restrictions making some information available to the Five Eyes community(1) only is not helpful in creating a
good working atmosphere. This kind of
working practices goes against the cohesion of the coalition and so should be
avoided in the future, particularly in the
post-2014 mission.
(1)
Five Eyes Community: U.S., UK, Canada,
Australia and New Zealand.

Brigadier General Antolín

The experience gained during the
last months in the IJC shows just how
necessary the DCOS COMM figure is
for articulating a coordinated communication strategy at all levels. DCOS
COMM facilitates not only the coordination of the four pillars, but also
more efficient use of the means. DCOS
COMM should, however, be reinforced
with a small staff to foster integration
and synchronization and avoid different pillars picking up different pieces.
The new post-2014 NATO mission and structure should consider the
benefits of having a DCOS COMM figure at all levels to improve coordination
and unify efforts while avoiding some
of the mistakes made over the past few
years. Along the same lines, the Afghan Government and the ANSF need
to have an integrated communication
structure - one that would enable them
to coordinate all communication activities and provide coherent messages to
their audiences nationwide. 

 State Secretary's visit highlights value of cooperation
State Secretary Eirik Owre Thorshaug of
the Norwegian Ministry of Defence made
his first visit to NATO’s Joint Warfare Centre (JWC) on Tuesday 15 January 2013.
The visit programme included a bilateral
meeting with the Commander and a series of comprehensive briefings by the
JWC leadership on the Centre’s mission
and tasks in support of the transformational goals of the Alliance, as well as on
the Centre’s current activities and future
requirements as NATO’s premier operational-level training provider. Major General Berger also briefed on the JWC Vision
for 2014 and beyond.
READ THE FULL ARTICLE ON
www.jwc.nato.int/news archives

www.jwc.nato.int

INTERVIEW

U.S. Air Force Brigadier General
John W. Doucette assumed the position of Deputy Commander and
Chief of Staff for NATO’s Joint Warfare Centre (JWC) on 24 July 2012.
Relinquishing the position he held
for two years, U.S. Air Force Brigadier General Steven J. DePalmer,
JWC’s former Deputy Commander
and Chief of Staff, assumed the
duties of Deputy Commander for
Joint Interagency Task ForceSouth, Southern Command, which
is headquartered in the United
States. Brigadier General John W.
Doucette came to the JWC from
Andersen Air Force Base, Guam,
where he was Commander, 36th
Wing, Pacific Air Forces.

OTX France

JWC welcomes new DCOM/COS

Brigadier General
John W. Doucette
 "Transformation is not just a one-time shot; it is a
way of being, a way of thinking..."
I would like to begin by thanking you,
Sir, for giving us the time for this interview. You assumed the position of
Deputy Commander and Chief of Staff
for the JWC on 24 July 2012. What is
your assessment so far, and what has
struck you the most about the JWC?
- The innovative energy of the
people that comprise our team. Without a doubt, the JWC has proven time
and again that it leads the way for operationalizing transformation within
NATO, and specifically, within Allied
Command Transformation. With each
new task, with each new challenge, our
people have proven that there are no internal fences in the JWC, only bridges
that allow a continuous cross-flow of
ideas. Transformation is not just a onetime shot; it is a way of being, a way of
thinking, and a way of capitalizing on
our diversity. Where else in the world
can the experts from twenty different
Nations, military and civilian alike,

come together and their results always
be greater than the sum of their individual contributions?
What role does the JWC play? What is
our biggest strength?
- We are in our tenth year of providing full-spectrum training and exercise events for NATO to advance and
improve its joint, operational level of
warfare. Whether we are working with
our U.S. partners in delivering a combined multi-tiered ISAF/IJC training
event (on a scale that boggles the mind
as we trained over 6,000 personnel
in four countries and across six time
zones!), or preparing NATO’s Joint
Force Commands for assuming the
readiness entrusted to them by the Nations, we are at the hub of transforming our military capabilities to meet the
needs of NATO’s future. Our strength is
not just in our state-of-the-art facilities
or sophisticated computer-aided simula-

tion servers; but rather, it is in our ability
to team up with our many, many partners in delivering those exercise events
and integrating cutting-edge concepts
through our networking with the federation of NATO and national capabilities.
At the Civilian Development Integration Course last August you said that
“achieving an efficient workplace
takes leadership and feeling connected with the organization’s long-standing focus and mission, or simply, its
viability.” Can you elaborate on this?
- One of my core beliefs is that every person wants to feel that they add
value: value to family, value to their
beliefs, and value in their workplace.
It is vitally important to me that every
member of the JWC understands that
what they do, that the role they play
each and every day, contributes in some
measure, great or small, to the success
of our JWC family. No one wants to go
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Brigadier General
John W. Doucette
U.S. Air Force
Deputy Commander/
Chief of Staff
Joint Warfare Centre
Bardufoss, Norway
CDI Course

home at the end of the day and feel like
they have nothing to share with their
families or friends. In fact, just the opposite: they want to share the pride of
what they did on that day to make a difference, to make the place better. One of
the things I need to be better at is helping our people see that what they do
does make a difference, and that what
they do does make the place better because they are contributing to the success of our organization’s mission.
Do you have people that you look to
for guidance and inspiration?
- My parents, my wife and my children. My parents showed me the right
path to walk; my wife gives me unconditional love and support; and my
children are a constant reminder to me
that no matter my faults, no matter my
mistakes, I was able to be part of raising
such talented and wonderfully inspiring young adults. 

B

rigadier General Doucette graduated from Oklahoma State
University with a Bachelor of Science Degree in mechanical
engineering in 1983 and a Master of Science degree in Industrial Engineering in 1984. He earned his commission through
Officer Training School in 1986. After completing Euro-NATO Joint Jet
Pilot training at Sheppard Air Force Base, Texas, and fighter lead-in training at Holloman Air Force Base, New Mexico in 1988, he learned to fly
the F-15C at Tyndall Air Force Base, Florida, and was assigned to the 1st
Fighter Wing, Langley Air Force Base, Virginia, from February 1989 to
August 1992. After being assigned to the 435th Fighter Squadron at Holloman Air Force Base, New Mexico, he was assigned to the 48th Fighter
Wing, Royal Air Force Lakenheath, United Kingdom, in May 1995. From
August 1997 to July 1999 he attended the Air Command and Staff College and the School for Advanced Airpower Studies at Maxwell Air Force
Base, Alabama. He then served as Deputy Chief, Commander’s Action
Group, and Chief, Senior Officer Management, Headquarters Air Combat
Command, Langley Air Force Base, Virginia. From September 2001 to
June 2004, he was assigned to the 18th Wing, Kadena Air Base, Japan, as
Chief of Safety, and Commander, 18th Operations Support Squadron, and
Deputy Commander, 18th Operations Group. He then attended the Industrial College of the Armed Forces, Fort Lesley J. McNair, and served as
Chief, Northeast Asia Division, Deputy Directorate for Political-Military
Affairs-Asia (J5), Joint Staff, the Pentagon, Washington, D.C.
In June 2007, General Doucette was assigned as Vice Commander,
33rd Fighter Wing, Eglin Air Force Base, Florida. He subsequently commanded the 47th Flying Training Wing at Laughlin Air Force Base, Texas.
From April 2009 to June 2010 he served as special assistant to the Director General and Flag Officer Matters, Joint Staff, at the Pentagon and then
commanded the 36th Wing, Andersen Air Force Base, Guam, and Deputy Commander, Joint Region Marianas. He joined NATO’s Joint Warfare Centre, Stavanger, Norway, in July 2012. A command pilot, General
Doucette has logged over 2,700 hours in the F-15C, B-52H, KC-135R,
A/T-38B, T-38C, T-6, T-1, and T-37 aircraft. His awards and decorations
include the Defense Superior Service Medal, the Legion of Merit with one
oak leaf cluster, the Defense Meritorious Service Medal, the Meritorious
Service Medal with four oak leaf clusters, the Air Medal with three oak
leaf clusters, and the Southwest Asia Service Medal with two bronze stars.
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on creativity.

Paul Sewell
Lessons Learned Analyst,
JCID, JWC

We all want to be inspiring or unique; there is an app for everything in our
digital age, but not for the muse of creativity. Or is the “muse” one of the
myths surrounding creativity?

Creativity is regularly cited as
one of the top three traits of successful
Fortune 500 companies.(1) Exxon Mobil, Hewlett Packard, Google, Apple: all
are market leaders because of their constant ability to innovate in ever changing markets. Despite this recognition
given by the world’s most profitable
companies, creativity is something that
is rarely taught in our education systems. Who among us could say that we
have been educated in this vital skill?
Part of the reason is because creativity is seen as one of those “soft” skills
that only some are born with. Also, creativity has been severely mishandled in
the popular literature. Bookstores and
libraries are full of books on the topic
with titles like, “1001 ways to be creative” or “500 tips for being creative at
work”.(2) These books give empty, useless hints like “wear different coloured
socks to work”, or “walk backwards to
get a different perspective”, all with the
belief that if you are “wacky” or “off the
wall” you will attract groundbreaking
ideas. This view of creativity has caused
many understandably to run in the opposite direction. At the core though are
a number of enduring myths about creativity, which are to blame. These myths
have done so much damage to our culture’s approach to creativity.
TED Talks, Ken Robinson.
A general rule here: any book with a
big number in the title should be avoided.
Especially, when the advice is followed by
lots of exclamation marks.
(1)
(2)

Myth 1: You have to be born creative
This is the idea that your genes dictate
your creativity. This could not be further from the truth. There is no evidence to prove that this is true, but it
still persists. Rather, this is confused
with the fact that creativity functions
differently to the normal functioning
of the mind and so may seem alien. The
truth is that anyone can be creative.
Myth 2: Creativity is just for the arts
Another widely held myth is that only
those who paint, sing, dance, write
poetry or wear colourful clothes are
allowed to be creative. So, it does not
leave much hope for the traditional
view of the military! This is a huge misconception, which focusses on a perception of creativity needing to be loud,
bright and colourful. In reality, creativity can be found in every domain. In
fact anyone who is at the forefront of
their discipline uses creativity to some
degree: footballers (Messi), engineers,
physicists (Einstein and his train of
thought experiment), chemists (Jonas
Salk), architects (Zaha Hadid) etc. The
truth is creativity is available to anyone
regardless of their interests or profession.
Myth 3: You have to wait for
creativity to strike
Unfortunately, even those who believe
they are creative are still blocked by another myth. This is the belief that you

cannot be creative all the time; instead
you have to wait for it to arise. This idea
has been firmly cemented in the world
of art with talk of satisfying one’s muse.
While some may believe this to be true,
it does not need to be. As this article
will show, creativity can be reduced to
simple techniques, which can be used at
any time. There is no need to wait for the
midnight hours, or when you are in the
shower. By learning simple techniques
(described in the next article) you can
actually generative creative ideas within
minutes. The truth is that creativity can
be employed at any time to help with any
task based on need.
To summarize, here are the truths
about creativity:
 Anyone can be creative;
 Creativity is available to anyone
regardless of their interests or
profession;
 Creativity can be employed at
any time.
Where to from here? More specifically
what does this mean for an organization such as NATO? The next article
will follow through on these by giving
you a handful of techniques, which you
can add to your toolbox. However, before we move forward, it is important
to address the biggest obstacle to your
creativity: your dull mind.
The mind serves a powerful function and one of its main roles is to protect us. Since birth, it has worked to
identify what was safe (the face of our
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 Creativity can be found in every domain.

mother) and what was dangerous (fire,
the cold, loud noises, PowerPoint). And
since then it has continued to refine
the spectrum of safe and dangerous by
recognizing patterns. Your mind is constantly scanning our environment, identifying what it senses, and categorizes it
into the patterns or “boxes” it has. So for
example, if it sees a dog, it identifies it
with the “dog” box in our mind. This is
important such that we do not have to
learn everything anew each day.
This makes our life as automatic as
possible. Think about all the things you
do without thinking every day: showering (hopefully daily), brushing your
teeth, driving to work. Ranging from
the mundane to the complex, our mind
works hard to ensure we do not have to
concentrate on every single step. Think
back to the first time you drove a car.
You were probably a nervous wreck as
your mind struggled to pay attention to
your hands on the steering wheel, the
pressure of your foot on the brake and
acceleration, while checking the road
ahead, the side and rear mirrors and on
and on... Now compare this with how
you drive to work (while sending a text
message and brushing your teeth at the

same time). This is the mind at its best,
making our live as automatic as possible.
There is no doubt that this is a vital
function of the mind. However, for this
reason, it also reduces our ability to be
creative. This is because the mind is constantly trying to fit in what we see, hear,
feel, etc., into those pre-existing boxes
we have in our heads. There is however a
big danger here. But first as an example,
answer the following question:

at these will have the same response.
This is your mind at work, trying to categorize these into pre-existing boxes.
Second example: Take a moment to look
at the picture below and answer the first
question: How are these blades of grass
similar? Chances are you will come up
with typical responses: they are all green,
they are grass, they point upwards.

Which is which?
1. Bashumba
2. Gnashlak
A

B

If you are like 99 percent of
people who see this, you will say that
Shape A is Bashumba and Shape B is
Gnashklak. Why? Both of these words
and shape were newly created by the
author(3), and so you have never seen
them before. Yet, most people who look

Next, look at the picture again
and answer the second question: How
are they different? What did you see
now? That perhaps there are different
shades of green, the blades of grass are
different lengths, some are growing in
different directions, some are frayed at
the end and so on. This simple example
shows that by simply asking how things
are different, your mind literally finds
(3)
Apologies, if accidentally, I am swearing
in your language.
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new associations rather than relying
on the pre-existing boxes in our minds.
So, here, we see already that the simple
conscious act of asking how is this case
different, literally opens our minds to
see things that most do not see. This is
the essence of creativity.
This simple example has enormous
implications, as this kind of scenario
plays out all the time every day. Take
for example, you are given a task. Your
mind then automatically thinks about
how this is similar to all the other tasks
you have done in the past (similar blades
of grass). This is why we suffer from the
“cut and paste” syndrome in NATO, we
simply run our old programmes in the
mind and do the same work again. Racism is another, more extreme example of
this function of the mind. This is where

we judge someone new we see from Nation X to be the same as every other person from the same Nation X and so treat
them accordingly.

What is creativity?

So, if these are true, what actually is creativity? There are many definitions but
the one which empowers the individual
and banishes the myths we spoke about
earlier is the following:
The ability to break out of pre-existing
ideas, habits, tendencies and create
new ideas and concepts of value.
- Edward de Bono
This definition however, while
useful in giving us an initial direction, is
not enough. If we want to actually make

creativity a part of our daily functional
lives, we need actionable techniques,
which we can use to generate more
creative results. The next article
will give you a selection of hands-on
techniques, which you can apply immediately. Techniques which do not
require creative jeans, bright clothing,
or a blessing from your muse. Instead
these techniques will be more tools you
can add to your toolbox. 
Contact the author by email on:
paul.sewell@jwc.nato.int

left:

Afghani

designer,

Mine Kafon,

has taken the idea of a tumbleweed and
used it as artwork for mine clearance.

CDI 2012
This year’s Civilian Development
Integration (CDI) Course was held
between 14-16 August 2012 at
Rosenkildehuset in Stavanger. The
course, which marks its third year,
provided functional and inspirational presentations and discussion topics focusing on participants’ personal and professional
development skills. The course had
18 NATO civilian attendees, including two guests from Allied Command Transformation. CDI co-founder Mr.
Garry Hargreaves said the main takeaway
is that we don’t have to be a genius like
Steve Jobs to achieve enduring success in
our jobs. “We can never perfectly transform to meet the future but we can try to
close the gap between where we are today and where we might be tomorrow. To
do this, we have to identify our top goals
and priorities and build an organizational
culture of common understanding, positive mind-set, trust, openness, motiva-
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tion and respect. We also have to create
a more effective social network to understand each other’s concerns and desires
better. Highly effective organizations consist of people who believe in what they
do and who value the contribution their
organization makes,” he said. Lieutenant
Colonel Mark McMillion who gave a presentation about the impact of Emotional
Intelligence on behaviours, said: “When
someone volunteers to attend the CDI,
when they agree to spend extra time in

a work environment without extra pay,
I know those are solid people who are
committed to improving themselves and
making the JWC more effective. The CDI
is helping to create a specific culture for
NATO civilians, which in turn will make us
better. It will help us deliver better training
opportunities to our Training Audiences.”
- Inci Kucukaksoy, JWC PAO

READ THE FULL ARTICLE ON
www.jwc.nato.int/news archives

NEWS
www.jwc.nato.int

Website

facebook.com/jointwarfarecentre
youtube.com/jointwarfarecentre

Over 300 people attended JWC's
Comprehensive Approach Seminar
The Seminar, which took place on
Monday 27 August 2012, was intended
for invited members of the military, the
clergy, the media and the political community, researchers, lecturers, teachers,
students and other representatives from
the private and public sector, as well as
JWC staff members and spouses. It focused on Comprehensive Approach (CA);
an essential element of NATO's Strategic
Concept for crisis management, and religion’s place in armed conflicts. The CA is
based on the idea that military means, although essential, are not enough on their
own to meet the complex challenges to
international security. Therefore, it is vital
to involve political and civilian organizations in the planning, preparation, and
execution phases of NATO operations.
The conference started with the
opening remarks of Major General Jean
Fred Berger, Commander JWC, who
greeted over 300 guests gathered at the
Auditorium. The General focused on crisis management, more specifically, on
religion's role in conflict. Major General
Berger said that although religion is systematically part of conflicts, he agreed
with those who would say that all wars
do not have a religious cause, and also
that all wars are not religious wars. He
said: "In JWC we do our best to develop
the training that we assure is the best
preparation for NATO operations. Our
Training Audiences receive operational-

level training in all aspects of warfare and
we always integrate the religious factor
in all our different exercise scenarios.
(...) Those who follow conflicts closely conflicts that are frequently of an ethnic,
political, social nature - would observe
that the religious aspect is never wholly
absent. Each soldier, each political leader, each military commander, each NGO
is the inheritor of a culture, of a national
or personal history. Human action always
occurs within a system of values, and
there is absolutely no example of a history or society that never had to face up
to religion or was not founded through
religious ideals. So, even while religion
is not always at the root of a conflict, it
is nonetheless always, whether directly
or indirectly, a motivation for a soldier’s
engagement or for the society that mandates him to defend it.”
The distinguished speakers of the
Seminar included Dr. Iselin Frydenlund:
"When a Pacifist Religion Goes to War:
The Role of Religion in Times of Violent
Conflict"; Mr. Thomas Wiegold: "Role of
Religion in Conflicts from a Media Perspective"; Norwegian Major Chaplain
Tor S. Olberg: "The Role of the Chaplain
in International Operations" and Dr. Henrik Syse: "The Ethics of Warfare - from
the Theoretical to the Practical, from the
General to the Existential: Reflections on
the Relationship Between Ethics, Religion and Armed Conflict". 

The JWC staff, as part of their Christmas
celebration, on 18 December 2012 attended a service at the Stavanger Cathedral, the only medieval cathedral of Norway to have been in continuous use for
Christian worship for almost 900 years.
The service started with Norwegian
veterans from international operations
parading their colourful flags and banners into the church. It concluded with
blessings to Norway and the King, as well
as to the Heads of State of the Nations
represented at the church service. Also
present was French Army Chief Chaplain
for Britanny, Father Bertrand Blondeel.
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Introduction

In order to control the flow of complex
and demanding exercises such as the
Steadfast Series, the Joint Warfare
Centre (JWC) employs a structured,
synergistic approach to exercise design,
development and delivery. Two key elements of this approach are Scripting
and Simulation. Scripting involves the
production of targeted material by JWC
personnel and external Subject Matter
Experts, predominantly prior to the execution phase of the exercise.
This scripted material, called
Main Events List/Main Incidents List
(MEL/MIL), focuses on Exercise and
Training Objectives identified during
exercise design. MEL/MIL is intended
to stimulate the Training Audience
(TA) with a series of challenges that
they would need to address in an actual

real-world operation. It is also possible
to script new material during the execution phase of the exercise depending
on how the exercise evolves and how
TA performs. This approach, which allows adaptation of MEL/MIL during
execution, is termed "Dynamic Scripting". Dynamic Scripting is challenging
and requires rapid production of material in a controlled environment.
Scripting is supported by a range
of simulation tools, and it is essential
that these two exercise components
work seamlessly together to support
training delivery. Simulation is used to
regulate and determine the location,
status and condition of all the military
and civil entities and systems deployed
in the synthetic exercise environment.
Simulation is also used to maintain a

consistent white truth of the operational area at any point in time, and
to portray a sided intelligence view of
the battlespace, which is dependent
on the side’s intelligence and sensing
assets and efforts. Through mediation
tools, the simulated environment is fed
to the TA Command and Control (C2)
systems, so that TA perceives the operational environment through their own
native planning and execution environment, ensuring that they train as they
fight. Hence MEL/MIL designs the flow
of an exercise, which is implemented
and supported by simulations in a JWC
delivered Computer Assisted Exercise
(CAX). MEL/MIL and simulation tools
are components characteristic of a CAX.
This article describes the conduct
and findings of a recent investigation
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into, and analysis of, data generated by
the JWC during its mission and specifically associated with MEL/MIL.
The objective of the investigation was
to “illuminate” the problem space and
identify any trends of the dataset over
time that might provide insights useful to the exercise design and delivery
teams working at the JWC as well as in
the wider NATO education and training domain.
The next paragraph clarifies some
of the terminology used in this article.
Since the structure of a JWC MEL/MIL
and the key components of an incident
are important to understanding the
findings of this study, they are the focus
of the section below, after which, in the
subsequent part of the article, the results
of our analysis are given. All JWC NRF
exercises since 2006 have been examined
and sorted according to time. That part
also addresses how JWC exercises have
evolved over the last seven years.
Our analysis uses the terminology of NATO Bi-Strategic Command
(Bi-SC) Directive 75-3 (Bi-SC 75-3),
which addresses collective training and
exercises in NATO. The same acronyms
may have slightly different meanings
in other documents. MEL/MIL, for instance, which in Bi-SC 75-3 refers to the
Main Events List and Main Incidents
List, stands for Main Events and Master Incidents List in other documents.
Moreover, events are sometimes called
"missions", and incidents are called
"storylines". Since our study was carried
out on JWC data and the JWC follows
Bi-SC 75-3, Bi-SC 75-3 terminology is
used throughout this article.

MEL/MIL constructs

An Incident is a component of an event
that describes a particular situation or
activity requiring TA to intervene, or
forces TA to re-plan or re-prioritize
their current activity. Each incident
serves primarily a single Training Objective (TO), but may secondarily be
linked to a few other TOs. A joint
personnel recovery operation, an improvised explosive device attack, an
air-to-ground attack and a cyber-attack
are examples of incidents. Bi-SC 75-3
defines an incident to be a construct
that has the following components: intended incident outcome, returns, injections and actions.
An Injection is a way of bringing
the incident, of which it is a component,
to the attention of TA. The injection is
designed to stimulate an appropriate
response by TA. Injections are intended
to be delivered to TA using doctrinally correct communication means and,
wherever possible, formats and media,
the intention being to simulate the likely
source of such information in a way that
most closely resembles how it would be
received in a real-world operation.
Injections are further sub-categorized as leading, encouraging and
rewarding. Leading Injections are used
as the first stimulus given to TA for an
incident. Encouraging Injections are designed to further stimulate TA when Exercise Control (EXCON) staff find TA’s
response to the incident, following the
leading injection, to be insufficient. EXCON may have more than one encour-

aging injection in their arsenal. Whether
those injections are used or not, depend
on the assessment of TA’s performance
in relation to the parent incident.
Rewarding Injections are used by
EXCON to terminate an active incident
as soon as the incident is found to have
culminated, for whatever reason. It
may be that TA has appropriately addressed it and successfully brought it
to an end, or that the incident distracts
TA from higher-priority TOs and no
longer helps providing useful training
outcomes. As was the case with encouraging injections, there may be one or
more rewarding injections, which are
used if needed.
Actions in the exercise script are
preconditions for injections and/or returns. In CAX, actions are essential in
ensuring synchronisation of the script
and the simulated battlespace. An action describes the physical and temporal details necessary for simulation operators to create the conditions required
to accurately represent the incident.
For example, if an incident requires two merchant vessels to collide at
a certain position and point in time in
order to stimulate TA to plan and conduct rescue operations, re-plan logistic
timelines and/or contain an ecological
hazard, an action would be essential. In
this particular case, the action should
provide all the information simulation
operators need to identify which vessels
will collide, when and where the collision will happen and who, in the simuMEL/MIL Scripting and CAX Process Course

The top level constructs of a MEL/MIL
are objectives and events. Objectives
can further be split into exercise, training and experimentation objectives.
Events are major occurrences
or collections of related incidents. An
event fits into a specific location of the
exercise framework and is often linked
to a specific military endeavour or an
area of activity, i.e. Logistic Planning,
Enemy Threats, etc.
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The Return describes information
intended to flow in the opposite direction to that of an injection and refers to
the information that EXCON expect to
receive from TA in response to the incident. Similarly, the "intended incident
outcome" describes the activity that the
incident should stimulate within TA
and, most importantly, how to respond
and plan accordingly. In addition, it
should describe what material should
be produced for TA to successfully address the incident.

Analysis of JWC MEL/MIL

The Joint Exercise Management Module (JEMM) databases for all exercises
conducted from 2006 to 2012 were investigated for this study, hence a compilation of data from a total of fourteen
exercises. An analysis was conducted to

NUMBER

lation support structure, is responsible
for making it happen. The action will
also indicate when this event must begin. In this specific case, the position,
course and speed of the involved vessels
must be determined for a number of
days ahead, so that the vessels proceed
to the collision point in a way that is
credible and does not undermine TA’s
perception that they are operating in a
real-world environment rather than in
a simulated one.
Please note that the involvement
of TA assets (equipment and units) in
any action should always be at a minimum and be arranged according to
TA decisions and plans. Most actions,
therefore, involve only situational forces not under TA control.

FIGURE 1: Number of created injections versus those actually injected
Created versus played injections

determine the different numbers and
types of injections created over the entire range of exercises, as well as the total number of incidents created for each
data point. One of the key interests of
JWC trainers and planners is the number of injections produced for an exercise as seen in relation to the number of
actions, which is why this information
is extracted from the dataset. Finally,
the various ratios of MEL/MIL element
types are weighed against each other to
see if any insight can be gained about
the way in which exercises vary over
time. The outcomes of this analysis are
presented graphically in this section.
Figure 1 shows that the total
number of injections produced during
scripting oscillated between 595 and
1,566 over the seven years for which
data are available. The difference between those scripted and those actually implemented during execution
remained stable. This would appear
to indicate that the scripting process
produces sufficient material to support
the execution phase with a consistent
amount of material produced but not
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According to Figure 2, less than
fifty percent of the incidents contain
pre-scripted actions. Not all scripted
actions are used during the exercises.
The bottom plot displays incidents for

FIGURE 3: Percentage of incidents containing actions
Incidents consisting actions

NUMBER

NUMBER

FIGURE 2: Comparison of incidents, including those with associated actions
Incidents

actually used. Please note that the total
number of injections includes the injections scripted during execution, i.e. Dynamic Scripting. All but a few injections
scripted during execution are injected.
The data presented in Figure 1 further
show that the number of injections varies much more in the pre-2009 period
than after 2009. For example, 702 injections are scripted for SFJT 08 against
1,566 for SFJT 09. After 2009, the number of injections remains more or less
stable, most likely due to the experience
gained by the JWC. Indeed, by that time,
it had become obvious that an appropriate workload level for TA could be
achieved through use of around 1,000
injections for the Steadfast Series
of exercises with the setting and scenarios then in use. Similarly, the number of
incidents plotted in Figure 2 initially
also oscillates in a larger range and then
stabilizes around 75.

Left and above: A CAX Support
Branch meeting about STEADFAST
JAZZ 13. Photos by Lieutenant
Colonel Markus Beck, JWC PAO.

which associated actions are implemented during exercise execution. Actions are mainly to change the situation
in the simulation so that it fits into the
picture designed by EXCON. A lesser
number of actions does not mean less
involvement of simulation. It is actually quite opposite. It may mean that
JWC EXCON staff interfere less with
the evolving situation in the simulation and let exercises flow more realistically based on TA actions, all while still
managing to control the exercise flow
towards the objectives.
Figure 3 is another depiction of
the same fact. Over the timeframe for
which data are scrutinized, the number
of incidents with actions has decreased.
There are several potential explanations
for this finding. The nature of the operational environment may play a role here,
with increasing emphasis being given

to the political-, media- and influencerelated lines of operation, which do not
require much adjustment in theatre. Incidents may have focussed on the softer
levels of power, for which actions are less
appropriate since they relate more readily to the physical environment. Finally,
as the scenarios get more and more mature, unnecessary actions that do not
create any training effect have been
cleared from JWC databases.
Figure 4 demonstrates that the
number of implemented injections varies considerably from exercise to exercise, while the number of implemented
actions remains relatively stable. This
may indicate, in respect of exercises that
contain a high number of injections,
that the additional injections are related to operational-level concerns such
as interactions between the HQs and
stakeholders. In SFJT 12, the number of

From Figure 5 we observe that
the number of encouraging injections
increased almost 100 percent after the
last exercise (2009), thus marking a significant difference that cannot be correlated with any operational change like
recently emerged TOs. The most likely
explanation is that the JWC made a
change in the injection process, started
creating more and more conditional injections and introduced some flexibility
into the exercise flow. This is definitely
an interesting point for further investi-

FIGURE 5: Number of different kinds of injections
Types of injections

NUMBER

NUMBER

FIGURE 4: Number of injections versus actions
Injections versus actions

actions is below 100, or around 40 percent less than in a typical Steadfast
exercise. SFJT 12 was a single-level exercise run at a single location, and TA
was at joint force command level. All
the other exercises are distributed exercises with, at a minimum, two levels
of TA. This explains the decrease in the
number of actions noted for SFJT 12.
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gation. The number of rewarding injections does not change from exercise to
exercise. This is also interesting because
there are differences in the number of
incidents. For example, 47 rewarding
injections were scripted for 79 incidents in SFJT 11. However, almost the
same number of rewarding injections
(50) was scripted for 25 percent more
incidents (96) in SFJT 09. This may
also indicate that as the organization
becomes more mature, the number of
rewarding injections rises because the
organization learns more about what
may go wrong and prepares adequately
for that prior to exercise execution.
A similar tendency is noted for the
percentage of the implemented injections. Although still low, the percentage
of implemented rewarding and encouraging injections is on the rise in more recent exercises. This change is especially
significant for encouraging injections.
Figure 6 depicts the relation
between scripted and implemented
actions. Although tending to increase,
which is good, the implemented-versus-scripted-actions ratio changes in
every exercise. When more closely
looked at, it is discovered to be higher
when follow-on-forces are involved in
the exercise flow. What does this correlation mean? How significant is it?
The answers to these questions require
further investigation. Please note that
the implications of the lesser number
of actions are threefold: more flexibility to the exercise flow, less artificial-
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FIGURE 7: Percentage of incidents with used actions out of incidents
containing actions
Used out of created actions

PERCENTEGE

NUMBER

FIGURE 6: Number of created and implemented actions
Created and implemented actions

ity introduced into simulation and less
control of situational forces. The main
implication of the higher implementedversus-scripted-actions ratio is that the
exercise will evolve more as planned.
Figure 7 would suggest that
no significant change in the approach
to action scripting has been warranted over the timescale of interest.
However, the fact that the percentage of actions actually implemented is
trending slightly positive may indicate
that stronger experience in scripting
provides a more focussed product. In
respect of the incidents-with-actionsversus-without-actions ratio, we have
made observations similar to the implemented-versus-scripted actions ratio. In exercises where follow-on forces
are brought in, the number of incidents
with actions is higher.

Conclusion

Our analysis has provided useful insights into the scripting and preparation of operational-level exercises:
- It shows how the JWC has matured
in designing exercises and has reached
optimum numbers for various MEL/
MIL constructs.
- The JWC NRF exercise MEL/MIL is
a joint product contributed to by hundreds of experts from many nations and
areas of interest, including experts from
national and international governmental and non-governmental organizations. Gathering such a diverse group
together for MEL/MIL is not always
possible for Nations.
- For this and other reasons, the experience accumulated in JWC exercise
products is unique and not limited to
just MEL/MIL, but includes all other
data such as Order of Battle and, more
importantly, all commands given to
simulation during exercise execution.
- This means that the JWC has recorded all operations conducted by TA
during the execution of the exercises,
including all details and results. These
exercise databases may be very useful
also in experimenting with new concepts and equipment, which is among
the warfare functions of the JWC. 
Contact the authors by email on:
andrzej.wnuk@jwc.nato.int
erdal.cayirci@jwc.nato.int
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CONNECTING
REAL-WORLD SYSTEMS
TO A SYNTHETIC WORLD

C2 INTEROPERABILITY
By Ivan Vianello and Phil Draper
Chief Team A and B
JWC CAX Support Branch

Introduction

The JWC Steadfast Series of events
are MEL/MIL(1)-driven exercises supported by a simulation model, currently the Joint Theatre Level Simulation
(JTLS). The main goals of employing
such a simulation are to maintain consistency in time and space, interact with
NATO Command and Control (C2)
systems and provide Training Audiences (TAs) with as realistic a setting as
possible in which to plan and execute
joint operational level military activity.
"Train as you fight" is the key
phrase for most of the organizations that
have staff training as their core business.
Exercising staff (TA) and ensuring that,
where possible, they use their own internal organization, procedures, tools, and
C2 environment, are the best ways to
achieve effective training.
Simulation interacts with the C2
world in two ways: on one side feeding
the real C2 systems, providing a Common Operational Picture (COP) with
the output from the synthetic world; on
the other side processing the plans developed by operational staff via C2 systems (i.e. Air Planners will use their Air
C2 system to develop the daily Airspace
Control Order and Air Tasking Order).
(1)

MEL/MIL: Main events and incidents lists

Interoperability challenges

The C2 world is quite heterogeneous.
Often C2 system design is driven by national requirements resulting in specific
capabilities that are unique to that system. Moreover, the nature of NATO Response Force (NRF) exercises requires
that the TA rotates yearly. These aspects
contribute to increasing the challenges
of designing simulation mediationware to stimulate a specific C2 system.
Currently in NATO, for the Air
and Maritime domains there exists an
almost de facto standard for the use of
certain C2 systems. Most Nations and/or
NATO organizations currently use the
ICC (Integrated Command and Control System) for the Air domain and the
MCCIS (Maritime Command and Control Information System) for the Maritime domain. This is not the case for
Land Command and Control Systems,
though, because a much more diverse
range of systems are employed by NATO
Nations: SIACCON in Italy, TACCIS in
Turkey, LC2IS, which is a going project for NATO, ICC itself for ARRC and
SICF in France are just some examples.
Representing the simulated world
(synthetic information) within operational C2 systems (by definition a
real-world data receiver) involves both
technical and operational complexities. Substantial differences in data sys-

tem architecture, data representation
and formats, data validation processes
and communication protocols are only
some of the challenges.
The concept of “feeding” a C2
system is not limited to the execution
phase and military units only. The design of the “feed process” starts very
early in the exercise planning timeline
and involves the integration of data
coming from a variety of different
sources, including Geo (i.e. bridges, cities, power plants, civilian air routes),
Scenario (situational forces, opposition force ORBAT), Training Audience
(Blue ORBAT), etc.
The preparation process is completed when all C2 systems are in an
“initialized” status, which means that
information has to be identically represented in all the C2 systems involved:
i.e. a squadron, belonging to LCC, has
to appear with the same name, systems, sensors and aircraft performance
in both Land and Air Command and
Control Systems. Moreover, information pushed from the simulation has
to be represented as “operationally correct” inside the C2 tools.
At the end of the initialization
process, the presence of a single discrepancy in a unit’s location or equipment
name for example may affect the update
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mechanism during the execution phase.
An air mission tasked by planners may
not fly in the model, and consequently it
cannot be reflected in the Air COP. Even
worse, a ship could engage the wrong
target if the simulation and the C2 target
ID does not match.
During the execution phase, realism, robustness and time are very important factors for a C2 mediation-ware.

Realism

Sometimes the granularity and type
of information required by the various Command and Control system
domains (Air, Maritime, Land) differ
significantly. Which fields are critical
to update? How often? And with which
data? These are only some of the key
requirement-driven questions that mediation-ware needs to satisfy in order to
guarantee a realistic picture for operational users.

Robustness

Embedded mechanisms designed to
prevent the TA from being exposed to
any unplanned situations and mitigate
the effects of unexpected simulation
system crashes must definitely be part
of the interface. Some C2 systems are
designed to be fed almost in real time.
The margins for intervention by CAX

support specialists are very thin. The
C2 interfaces can help in mitigating
any possible negative effects on the TA,
keeping the restore process as transparent as possible. The mediation-ware,
therefore, has to be easy to manage and
should not increase the complexity of
the overall simulation/C2 architecture.

Time

During the running phase, the CAX
simulation environment and the C2 environment must be time-synchronized.
Sending information stamped in the
future or in the past is not acceptable
from a training perspective. In the
first case, the information is definitely
not accepted by the C2 systems. In the
second case, the COP produced would
be completely misaligned with the current status of the Training Audience
planning process and the status of the
operation. For some specific training
incidents, like time-sensitive targeting,
time is a crucial factor because the TA
deals with the event almost in real time.
The JWC CAX Support Branch
mediation-ware tool set, as of today,
is able to update and feed NATO Air;
Maritime and Land C2 systems used
during the Steadfast Series of Exercises and potentially during ISAF
events provided simulation is used. The

Air COP is fed via tactical data link
(Link 16) and database direct updates.
Maritime and Land C2 systems are
updated with standard formatted messages (OTH-Gold and OWNSITREP).
All these different data formats are produced directly by the simulation model
(JTLS) with no need for additional
tools. Having these capabilities embedded in the main model contributes to
minimizing the complexity of the overall CAX architecture.

Mediation-ware and
cyber defence

The reliability of the mediation-ware
is another important aspect from an
interoperability perspective. During a
training event the TA should not lose
confidence in their main planning and
situational awareness tools (C2). One
of the main goals of cyber-attacks is actually to discredit the “trust” in the IT
systems. However, from a training perspective, such an effect could be intentionally planned.
The mediation-ware can facilitate
a simulated compromise in the C2 system, fooling the stimulated TA systems.
For the recent Steadfast Juncture exercise (SFJE12), a specific
cyber-attack incident had been planned
and was played out. One of the two
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Command and Control systems involved (MCCIS) was polluted for five
hours with “fake” enemy ship tracks,
while the second, the ICC, was maintained in a clean uncorrupted state.
When the TA realized that the maritime system was compromised, they
treated the situation as a cyber-attack.
Once the incident objective was considered achieved by the MEL/MIL Team,
the CAX Support Team re-established
the correct picture by acting on the mediation-ware.

Flexibility to better support
upcoming training requirements
Theatre Ballistic Missile
Defence (TBMD)
“Ballistic missiles pose an increasing
threat to Allied populations, territory
and deployed forces. Over 30 countries
have, or are acquiring, ballistic missile technology that could eventually
be used to carry not just conventional
warheads, but also weapons of mass
destruction. The proliferation of these
capabilities does not necessarily mean
that there is an immediate intent to attack NATO, but it does mean that the
Alliance has a responsibility to take this
into account as part of its mission to
protect its populations.”(1)
Integrating TBMD as a primary Training Objective (TO) of the Steadfast Series of Exercises has been part
of the exercise planning for the last
three years. Although not confirmed
yet, Steadfast Jazz 2013 could be
the event where the TBMD TO will
be played actively, from a simulation
and C2 stimulation perspective. Close
collaboration between the JWC CAX
Support Branch, JWC JCID and ACC
Ramstein was established in the summer of 2012 in order to analyse ballistic

Although not
confirmed, steadfast
jazz 13 could be the
event where tbmd
training objective will
be played actively.

missile capabilities, as well as TBMD
planning tools, procedures and processes in the real world. The goal was to
identify any deficiencies/requirements
in the actual JWC CAX support tools
and planning procedures. Thanks to
working closely together with TBMD
Subject Matter Experts, some model
enhancements have been identified as
required, and an ad hoc project is currently on going to include these within
the toolset.
The JWC CAX support toolset
will be interoperable with, and able to
stimulate, all the TBMD operational
tools (ICC 2.8.2 and LSID) by the end
of March 2013.

From the theatre: ISAF
experience in interoperability

Part of the 2012 CAX Support Programme of Work included providing
support to the JWC ISAF team at the
MEL/MIL refinement conference held in
theatre. During the event, the CAX Support Branch was responsible for JEMM
(Joint Exercise Management Module)
data capture and investigation of any aspect (from a CAX support perspective)
that could be imported from theatre and
integrated into JWC exercises.
Throughout the September 2012
deployment to ISAF Joint Command
(IJC), Kabul, an innovative way of using
C2i systems was observed.
An IJC tiger team was tasked to
find a way to generate a User Defined
Operational Picture. The goal was to
optimize the information flow and access within the HQ itself. The key was
to reuse any tools available in NATO
without starting new projects.
The tool identified was the ICC
2.8.2. Thanks to its capability to import
different formats and standards (KML,
NVG, tactical data links, geo formats,
etc.), the ICC became a fusion centre
for data coming from different functional services:
- CIDNE (Combined Information
Data Network Exchange);
- JOCWatch
(Events report system);
- LIVE TRACKS;
- General data, in KML format,

coming from all different IJC
functional areas.
One of the main benefits recognized
was the availability of information layered and combined in a unique tool. At
SFJE12, a standalone environment was
set up with the goal of adopting some of
the above real-world experiences into
the exercise environment.
ICC 2.8.2 clients were fed with incidents and actions pulled in KML formats from JEMM almost in real time,
and with simulation data updated in
real time from the JTLS.
In the same operational screen (ICC
2.8.2) three geo-referenced layers were
concurrently available to the Exercise
Control Organization (EXCON):
- MEL/MIL: What was scripted in
JEMM and where incidents and
actions were planned to happen;
- Simulation: Which units were
involved;
- TA effects: TA perception of the
injects, having displayed JOCWatch
events.
JEMM actions and incidents, together
with JOCWatch events, were displayed
on the ICC map as icons. These reflected the actual status in JEMM/JOCWatch and, if clicked, linked users to the
related page in the appropriate JEMM or
JOCWatch application. EXCON personnel, therefore, had available a graphical
representation of the daily situation with
the possibility of looking at a combined
picture out of a single domain (MEL/
MIL, Simulation, TA). Some benefits for
MEL/MIL overview plus a MEL/MILsimulation synchronization were highlighted by the methodology. Moreover,
especially during dynamic scripting,
such a fusion helped to maintain a better
overview of all incidents already planned
in the area. 
(1)

(www.nato.int/cps/en/natolive/
topics_49635.htm)

Contact the authors by email on:
ivan.vianello@jwc.nato.int
phil.draper@jwc.nato.int
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CONNECTING

National Simulation
and Training Centres
Prof Erdal Çayırcı
Head JWC CAX Support Branch
Interoperability has been a
key challenge in coalition warfare.
Therefore, maintaining interoperability
among all functions, procedures and
systems owned by every element of
both the NATO Command Structure
(NCS) and the NATO Force Structure
(NFS) is a high-priority task for NATO.
The challenge is bigger in the case
of the NFS, because the NCS is connected continuously and elements exercise
together periodically. The Connected
Forces Initiative (CFI) is designed to
provide similar conditions for the NFS.
One way of achieving connected forces
is to connect them physically and provide opportunities for them to exercise
together. In the aftermath of the ISAF
mission we, therefore, expect live exercises delivered by the JWC to occur more
often. It is essential, however, not only
to connect forces, but also to connect

National Simulation and Training Centres (NSTCs), which is an even smarter
way to achieve interoperability within
the NFS, because the NSTCs, since they
do not change as often as the NFS, are
able to train their forces to interoperate
more effectively and efficiently, in liaison
with other Nations. For this to happen,
NATO needs to promote interoperability within the NSTCs.
Since 2005, the JWC has been
steadily contributing towards this goal
through continuous dialogue with the
NSTCs and by organizing annual training events such as the NATO CAX Operator Certification Course, the MEL/
MIL Scripting Course and the NATO
Joint Computer Assisted Exercise
(CAX) Forum. The JWC recently handed over the ownership of the NATO
Joint CAX Forum and the NATO CAX
Operator Certification Course to the

NATO Modelling and Simulation Centre of Excellence (NATO M&S CoE),
and started providing instructors and
planners for these events. The JWC
also provides instructors for two other
NATO M&S CoE Courses, namely the
M&S Basics and Advanced Courses.
This article will provide an insight into
how these events contribute to improving interoperability within the NSTCs.
Please also note that staffs trained and
connected at these events join NATO
exercises to complete their training,
which helps reduce the costs of the
CAX delivered by the JWC.

NATO CAX Operator
Certification Course

The JWC CAX Support Branch organized and conducted three NATO CAX
Operator Certification Courses between
2008 and 2010. The first course was held
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in 2008 at the French Simulation Centre,
Paris. Courses were then given in 2009 at
the Ataturk Wargaming and Convention
Center, Istanbul, and in 2010 at the Hellenic Modelling and Simulation Centre,
Athens. At Exercise Loyal Jewel 2009,
all CAX operator posts not filled by the
JWC CAX Support Branch were augmented from the pool of certified NATO
CAX operators from national simulation
centres. In 2011, the responsibility for
organizing the course was handed over
to the NATO M&S CoE, which since
then has staged two more courses. The
JWC CAX Support Branch continues
providing content and instructors for the
course. Around 200 CAX planners and
specialists of more than 20 NSTCs have
been certified at NATO CAX Operator
Certification Courses, and almost all of
them still work with NSTCs. They also
maintain contact with JWC CAX Support personnel.

MEL/MIL Scripting and
CAX Process Courses

The JWC has since 2003 accumulated
great experience in Main Events List/
Main Incidents List (MEL/MIL) preparation and management. In the JWC,
MEL/MIL development is an effort of
hundreds of experts representing many
nations and subject areas, including
experts from national governmental
organizations as well as international
governmental and non-governmental
organizations (GO/IO/NGO). Such an
international experience is not possible
for many nations, so JWC experience
and MEL/MIL databases are very often
requested by the NSTCs. The JWC releases JWC MEL/MIL databases to nations when requested. Moreover, JWC
CAX Support personnel provide training in how to script a good MEL/MIL up
to two times a year, either in a NSTC or
at the JWC. They also provide seminars
and short courses on CAX processes at
least twice a year for the NSTCs.

NATO Joint CAX Forum

The JWC started the NATO Joint CAX
Forum in 2006 in an effort to maintain
JWC expertise and interact closely with

the NSTCs. The CAX Forum focuses
on technical issues and operating procedures relating to simulation-based
exercise and training support, and participants represent NSTC staffs actually
involved in managing CAXs.
The Forum’s primary goal is to
promote exchange of information and
best practices among NATO and NSTC
staffs. Since its inception, the CAX
Forum has been a major event for the
NSTCs. Training centres at the operational level from almost all NATO Nations and some PfP Nations regularly
attend the CAX Forums. Seven CAX
Forums have been organized in Stavanger (twice), Bydgoszcz, The Hague, Munich and Rome (twice).
Almost 300 participants from 54
Nations attended the last NATO Joint
CAX Forum in Rome, held in September 2012. Starting in 2011, the JWC
handed over planning responsibilities
for the Forum to the NATO M&S CoE.
The JWC CAX Support Branch sits on
the event’s Advisory Board, though, and
continues supporting the NATO M&S
CoE in its effort to prepare and execute
the programme.

M&S Basics and Advance Courses

These are two new events organized by
the NATO M&S CoE. The first M&S Basics Course ran in November 2012, and
the JWC provided an important part of
the content. More than 30 M&S personnel from various NSTCs attended. Together with the other courses organized
collaboratively by the NATO M&S CoE
and the JWC, these events contribute
significantly to the interoperability of
the NSTCs. They also are an opportunity for the JWC and the NATO M&S
CoE to interact and collaborate. At least
two NATO M&S CoE staff members
have attended JWC NATO Response
Force exercises as CAX Support specialists since 2011. All were initially trained
by the JWC at events such as the NATO
CAX Operator Certification Course.

MSG-068

The NATO Modelling and Simulation
Group (NMSG) of the NATO Science

and Technology Organization plays
an important role in developing standards for NATO M&S. For this reason,
apart from activities organized for the
NSTCs, the JWC continuously support
NMSG technical activities.
To provide an example: the Modelling and Simulation Group (MSG)
Technical Activity MSG-068 NATO
Education and Training Network was
chaired by the JWC CAX Support
Branch. The MSG-068 ended in April
2011 and was recognized as a major
technical activity by the international
community. It created and contributed
to both de facto and formal international standards. The MSG-068 delivered a
large reference federation of simulation
tools from many nations, including
Australia, France, Germany, Hungary,
Spain and Sweden.
A part of the reference federation architecture developed during the
MSG-068 was recently (in October
2012 at the South Eastern Europe Simulation Network Exercise, SEESIM 2012)
evaluated by ACT for potential use for
non-NATO-led international exercises.
The JWC both supported the ACT experiment and provided Joint Exercise
Management Module (JEMM) and
MEL/MIL Scripting support to SEESIM
2012. The MSG-068 has been followed
on by the MSG-106, which is also supported by the JWC.
In conclusion, we would like to
state that connecting NSTCs should be
considered as a key step of the CFI. As
a spearhead of ACT, the JWC has been
working very actively on this for more
than half a decade. At the operational
and higher levels, many NSTCs consider the JWC as a hub or gateway for
information and best practice exchange.
The recently formed NATO M&S CoE
already helps the JWC’s endeavour to
promote connected forces through connected NSTCs. The JWC, JFTC, NATO
M&S CoE and NSTC in concert can
leverage all these activities to push interoperability, within the NCS and the
NFS, to an even higher level. 
Contact the author by email on:
erdal.cayirci@jwc.nato.int
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STAFF RIDE

Inci Kucukaksoy, JWC PAO
Photos by Lieutenant Colonel Markus Beck, DEU A, JWC PAO

OTX 2012
FRANCE

The French contingent in Stavanger organized this year’s JWC staff ride
to France, which took place from 10 to
12 September 2012 with the participation of 72 personnel, including French
Army Major General Jean-Fred Berger,
Commander JWC; U.S. Air Force Brigadier General John W. Doucette, JWC
Deputy Commander/Chief of Staff and
Norwegian Army Brigadier Gunnar E.
Gustavsen, Special Advisor to the Commander. Dubbed as OTX 2012, the staff
ride aimed to provide participants with
important cultural and military information and knowledge about France
and its armed forces following the
country’s return to NATO’s integrated
military structure in 2009. The focus

was primarily on French operational/
tactical levels of command and NATO’s
most recent operation: Operation Unified Protector (OUP) in Libya. A
shared experience away from the work
environment, the OTX 2012 also served
to further enhance teambuilding at the
JWC by bringing participants together
in a memorable event and encouraging
active participation in discussions.
The OTX 2012 programme started
with a rewarding cultural tour showcasing Paris. On 11 September, the first
briefing took place at École Militaire,
which hosts the Joint Defence College
(Collège interarmées de défense) and the
Institute of High Studies of National
Defence (Institut des hautes études de

défense nationale). The distinguished
briefer was French Army General Thierry Durand, who gave a presentation
diving deep into the organization and
functions of the French Armed Forces.
Other briefers also provided valuable
insights into the Organization of the
Change of Education and Training
for Senior Officers, including École de
Guerre (Direction de l’Enseignement
Militaire Supérieur, DEMS) and the
DEMS unit in charge of MEL/MIL and
CAX for exercises (Centre de Simulation pour la Formation, l’Entraînement
et l’Expérimentation, CSFEE). At the
end of his briefing, General Durand
answered questions from the OTX participants. The participants subsequently
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had the privilege to visit Les Invalides,
which houses the burial site for some
of France’s war heroes, notably Napoleon Bonaparte, and Musée de l’Armée,
the military museum of the Army of
France. At the end of the productive day
the participants flew on to the South of
France city of Toulon.
On 12 September, the group visited
the military port of Toulon (Toulon,
defence base), one of the two major
bases for the French Navy, where they
received a briefing by French Vice Admiral Philipe Coindreau, Commander
of the French Maritime High Readiness
Force or, COMFRMARFOR, on the
OUP operational environment and the
lessons learned. After a short instruction by Vice Admiral Xavier Magne,
the French Fleet (ALFAN) Commander
(ALFAN, commandant la force d'Action
Navale), participants then engaged in
an interesting question and answer ses-

sion and a discussion period. The programme continued with a splendid tour
aboard the French Navy’s BPC Mistral, Command and Power Projection
Ship, which deployed to Libyan waters
in 2011 to support NATO’s OUP. The
Mistral can transport and deploy 16
NH90 or Tiger helicopters, four landing
barges and up to 70 vehicles, including
a 13-strong Leclerc tank battalion and
450 soldiers. Captain François-Xavier
Polderman welcomed every visitor as
they arrived, and the crew was excited
to show off their impressive ship.
Following a bus trip to Puyloubier,
which since 1953 is home to the French
Foreign Legion’s wounded and disabled
members, the group received a briefing
by French Army General Christophe de
Saint Chamat on the Legion’s history,
as well as an extensive overview of the
very demanding security duties the Legion performs overseas. After the brief-

ings, there was an enlightening display
of equipment, including the French Army’s light aviation Tiger helicopter used
in missions in Afghanistan, as well as in
joint missions together with the British Apaches in Libya. The OTX 2012
participants also had the opportunity
to meet face-to-face a group of Legionnaires from all files and ranks.
Lead planner for the OTX 2012,
French Navy Commander Stéphane
Cheze thanked all those who participated in the event and said: “This event
is a success because of the dedication of
all participating staff. They listened attentively to the briefings, engaged well
with the sailors and Legionnaires, and
therefore have built an updated situational awareness of the NATO Force
Structure in connection with real-life
recent operations. On the other hand,
all of us were ambassadors of the JWC,
and we have shown the best sides of our
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capabilities and commitment to NATO.
I envision exchange of observers between the JWC and the CSFEE as a potential output of this staff ride.”

Participant’s thoughts

“I am thrilled with this year’s staff ride,”
said Dutch Air Force Lieutenant Colonel Hans Breemans, JWC Section Head
for Doctrine, adding: “It will be a challenge for the next year’s OTX organizers to surpass the smooth execution of
this year’s very detailed itinerary."

Photo

by

Tudor Jelescu
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Ms. Aysegul Demirelli, Fiscal Assistant, agreed and added: “Each OTX
gives us the opportunity to deepen our
understanding of key security issues.”
U.S. Navy Commander Daniel Gage
said: “As a navy officer, of course, I
thought the most interesting event was
the tour of the French ship Mistral. The
briefing we received from the Operations Officer on how the execution of
the OUP was directed and coordinated
from the ship was fascinating."
Ms. Tone Arnesen of the Deputy

Commander’s Office commented:
“Both Paris and Toulon are wonderful
cities: the first with so many great historic landmarks, the latter with breathtaking mountains and vineyards. I especially enjoyed the wide range of topics
briefed and discussed during the OTX,
ranging from an overview of the French
military to the Libya operation. The tour
of the Mistral was very exciting.”
“This OTX was my first, and it gave
me great insight into several aspects of
the French Armed Forces,” Mr. Tommy
Hansen Reiestad, NCIA Chief Event
and Configuration Manager, noted. He
went on to say: “What impressed me, in
particular, was the meeting with the Legionnaires. To be able to hear them introduce themselves, their background
and motivation for serving with the
Foreign Legion was a quite powerful
experience. Later on, being given the
opportunity to meet them face-to-face
and offered a peep into their life and
work was something I never thought
I would experience. Also to get to see
the Legionnaires caring deeply for their
veterans made a strong impression.” 

We're

Ten years ago, on 23 October
2003, the Joint Warfare Centre (JWC) was
established in Jåttå, Stavanger, Norway.
During the Activation Ceremony that afternoon, the then Supreme Allied Commander Transformation, U.S. Navy Admiral Edmund P. Giambastiani, Jr., described
the Centre as “the Jewel in the Crown of
Allied Command Transformation”.
Over the years, the JWC has become
an essential force for transformation
throughout NATO and accumulated a
history of unique achievements as the
Alliance’s premier operational level training establishment. During this ten-year
period, the JWC has trained more than
30,000 personnel for the full spectrum of joint operational warfare;
either it prepared deploying units
for their missions in Afghanistan
or trained key staffs to serve within the NATO Response Force. The
JWC’s operational-level collective
training evolved and progressed
constantly due to new threats,
redefined missions and lessons
learned. In recent years, the
JWC partnered with U.S. Joint
and Coalition Warfighting to
conduct highly complex, fourtier, multinational ISAF pre-deployment
training events. It witnessed the immediate relevance of its training efforts in
real-world operations when the training
it provided in December 2010 significantly contributed to the success of NATO’s
Operation UNIFIED PROTECTOR in Libya,
which started in February 2011.

Ever adaptive, the JWC integrated
new capacities into the exercises, delivered NATO’s new Skolkan scenario complete with cyber, space and missile defence challenges, and launched NATO’s
first large-scale virtual network. The JWC
also contributed to the development and
adoption of NATO’s Comprehensive Operations Planning Directive, supported
NATO’s Smart Defence and Connected
Forces Initiative, led the way for many
other concepts, such as Comprehensive
Approach, and produced a wide variety
of other reference documentation on
modern warfare. With its new training
facility in Jåttå, operational since 2012,

hosting NATO’s most advanced Information Technology platform and providing a
training capacity of 650, the JWC today
stands out as one of the world’s most
state-of-the-art military training centres.
Finally, last but not least, the JWC has
forged close ties with Norway, culminating in the visit of His Majesty King Harald
V on 14 May 2012, in which we all take
extreme pride. This is one of the landmark dates in JWC history that will remain
etched in everyone’s memory forever. 
By Inci Kucukaksoy, International Day 2013 photos by
WO Michael Janssen, DEU AF.

King
Harald V
of Norway
visited the
JWC on 14
May 2012.
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Joint Warfare Centre provides NATO's
training focal point for full spectrum
joint operational level warfare.

