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EDITOR'S LETTER

DEAR READER,

This is my first contribution to this publication, which is the Joint Warfare
Centre's warfare development journal focusing on our organization, our capabilities,
our people, and NATO's top defence- and security-related topics.

As NATO's premier organization for full-spectrum joint operational- and strate-
gic-level warfare, the JWC continues to be at the forefront of shaping the way NATO
trains for the future.

We hope you will enjoy this issue's interesting features, such as our look at
emerging trends, cutting-edge developments in science and technology, and ad-
vancements in NATO's command and control.

While reading, please keep in mind that The Three Swords grants authors
space to express personal thoughts and views. These views do not necessarily reflect
the official positions of the Joint Warfare Centre, Allied Command Transformation, or
NATO as a whole.

Lieutenant Colonel Michael Walbeck
German Army
Chief Public Affairs Officer
pao@jwc.nato.int
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JOINT WARFARE CENTRE

FOREWORD

Major General Ruprecht von Butler
German Army
Commander Joint Warfare Centre

I AM HONOURED to have taken com-
mand of the Joint Warfare Centre in Stavan-
ger, Norway, as of September 11, 2024. This is a
unique organization with the ability to propel
NATO's readiness into the future. The Joint
Warfare Centre forms part of NATO's defence
architecture, which enables the Alliance to
campaign across the peace, crisis response,
and conflict continuum; it delivers Alliance
readiness; and contributes to NATO's deter-
rence threshold. In leading this establishment,
I will focus on maintaining the Alliance's war-
fare advantage as the geo-strategic security en-
vironment continues to evolve.

The Joint Warfare Centre is NATO's
transformational hub in Europe, responsible
for executing NATO's largest computer-
assisted command post exercises and ad-
vancing warfare development to support the
Alliance's enduring relevance.

cises have expanded into the strategic envi-
ronment and continue to test the boundaries
of multi-domain operations. The adaptation
of the exercises is a testament to the agility of
the Joint Warfare Centre's staff.

As NATO looks towards 2030 and be-
yond, the Joint Warfare Centre implements
its JWC 2030 Transformation Programme,
which will deliver substantive and sustainable
change to meet the Alliance's level of ambi-
tion. In my short time in command, I have
already noted the quality and professionalism
of our people, and the depth and breadth of
activities across the Joint Warfare Centre. This
is a reflection of what is taking place across
the Alliance. Moreover, the Joint Warfare
Centre is welcoming personnel from addi-
tional Allied countries in 2024. With new staff
members from Portugal and Finland, we grow

ever more diverse, just as the accession of new

The exercises focus on NATO's core
tasks of deterrence and defence, crisis prevention and management, and
cooperative security. In addition, the JWC's exercise activity generates
substantial support to NATO's warfare development.

For Allied Command Operations, the Joint Warfare Centre opera-
tionalizes the Deterrence and Defence of the Euro-Atlantic Area (DDA)
family of plans, which increases the readiness of the NATO Command and
Force Structure headquarters, delivering and building the Alliance's deter-
rence threshold. For Allied Command Transformation, the operationaliza-
tion of new concepts helps maintain the Alliance's warfare development.
The combination of these maintains the Alliance's warfare advantage.

It is this synergy between the Joint Warfare Centre's "warfighter
first" approach and innovation in all strands of capability development
that makes our organization NATO's premier instrument to deliver im-
mersive, realistic multi-domain training focused at the operational and
strategic levels.

The Joint Warfare Centre is renowned for its computer-assisted
command post exercises, processes, and delivery of bespoke training ob-
jectives to meet the needs of the warfighters. To maintain pace with the
evolving strategic security environment, the Joint Warfare Centre's exer-

member states strengthens NATO as a whole.

Within this edition of The Three Swords, there is much to rec-
ommend, and I will highlight three articles. First, Supreme Allied Com-
mander Transformation's (SACT) Strategic Foresight Analysis, which
explores the opportunities and challenges of the future; secondly, the
article penned by NATO's Chief Scientist, Dr Bryan Wells, focusing on
the technologies that will shape our future operating environment. And
thirdly, the report on the Joint Warfare Centre's 2030 Transformation
Programme, which provides an insight into the transformation journey
so far and the path forward.

To conclude, I would like to express my sincere gratitude for the
longstanding cooperation and friendship Norway has extended towards
the Joint Warfare Centre. Our host nation's support is fundamental to
our ability to carry out our mission within NATO. To enjoy the hospital-
ity of Norway, along with the iconic mountains and fjords of this special
region, is a privilege indeed.

Dear reader, enjoy this issue of The Three Swords. I look forward
to presenting future issues that will undoubtedly detail more achieve-
ments and successes for this unique NATO establishment.

Together, we make NATO stronger. 4
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ON THE COVER

THE JWC

WELCOMES
[TS NEW

COMMANDER

MAJOR GENERAL RUPRECHT VON BUTLER

N A CEREMONY held at the Joint Warfare
Centre (JWC) on September 11, 2024, Pol-
ish Army Major General Piotr Malinowski
handed over command to his successor,
German Army Major General Ruprecht
von Butler. Prior to joining the JWC, Major
General von Butler commanded the 10th Ar-
moured Division in Veitshochheim, where he
was responsible for the German Army's "Divi-
sion 2025", a programme aiming to reestablish
a combat-ready German division by 2025.
French Air and Space Force General
Philippe Lavigne, NATO's Supreme Allied
Commander Transformation (SACT) at the
time, presided over the change of command.
Established in 2003, the JWC is a cor-
nerstone of NATO's collective training infra-
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structure, serving as the premier training fa-
cility for full-spectrum joint operational- and
strategic-level warfare. With a workforce com-
prising over 260 staff members from 18 NATO
member states, the JWC is dedicated to ensur-
ing the Alliance's readiness.

As the day holds special significance in
NATO's history, the change of command cer-
emony began with a moment of silence hon-
ouring the heroes and victims of the September
11, 2001, terrorist attacks. The commemoration
was followed by the official changing of com-
mand, symbolized by passing the JWC flag,
which represents the Centre's proud history,
tradition, and accomplishments. Major General
Malinowski accepted the JWC flag from Senior
Chief Warrant Officer Andrzej Woltmann, the

Centre's outgoing Command Senior Enlisted
Leader, and passed it to General Lavigne, who
in turn handed it to the incoming Commander,
Major General von Butler, signifying the trans-
fer of responsibility and authority.

General Lavigne then welcomed Major
General von Butler and showed his apprecia-
tion for Major General Malinowski's achieve-
ments, including the full operational capability
of the JWC's wargame design, the successful
execution of major exercises such as STEAD-
FAST JUPITER and STEADFAST JACKAL,
and certifying NATO's first Allied Reaction
Force Headquarters with the first iteration of
Exercise STEADFAST DETERRENCE.

The SACT spoke about the importance
of the JWC's mission to maintain readiness

> > >
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Clockwise: Distinguished guests andthe
JWC's leadership and staff during the ceremony;
Major General Ruprecht von Butler assumes
command of the JWC; Major General von Butler
(left), General Philippe Lavigne (middle) and
Major General Piotr Malinowski (right) following
the transfer of command; the outgoing and
incoming Commanders' arrival to the ceremony
with General Philippe Lavigne.
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and adaptation of NATO Command and Force
Structure headquarters through the delivery
of NATO's most complex computer-assisted
command post exercises and continuous in-
novation in warfare development.

In reference to the first in a new series
of exercises, General Lavigne mentioned Exer-
cise STEADFAST DETERRENCE 2024, which
was executed at the JWC in May: "This was the
first of its kind for NATO and was developed
to look at real-time deterrence, as the Alliance
moved to a campaigning continuum."

The SACT continued by saying that the
exercise "marked a historic moment for the Al-
liance, since the certification of the Allied Re-
action Force is a monumental achievement for
NATO's New Force Model."

In his farewell speech, outgoing Com-
mander Major General Malinowski reflected on
his tenure at the JWC. "My time at the helm of
this organization has brought me countless in-
sights, challenges and achievements," he noted.
"It has been a very busy and highly rewarding
time, during an era of upheaval and change
within the global security environment."

Major General Malinowski said: "Dur-
ing this time, the world changed forever, and so
did the Alliance. Russia invaded its neighbour
Ukraine with full force. NATO was joined by its
new Allies, Finland and Sweden."

He added: "The JWC plays a pivotal role
in ensuring that our Alliance is ready to meet
the challenges of today and tomorrow, and that
readiness may never have been more impor-
tant than now. I would not be prouder that I
had the privilege of leading so many adaptable,
experienced, innovative and dedicated person-
nel in the pursuit of excellence.”

MAJOR GENERAL VON BUTLER has studied
industrial engineering at the University of the
German Federal Armed Forces in Hamburg.
He was the Chief of Division I, Directorate-
General for Forces Policy at the German Fed-
eral Ministry of Defence from 2018 to 2021,
where he was responsible for forces readiness,
space operations and joint forces planning. In
2021, he was assigned as Commander of the
10th Armoured Division in Veitshochheim,
before taking command of the JWC.

> > >
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MAJOR GENERAL
RUPRECHT VON BUTLER

German Army
Commander Joint Warfare Centre

Major General Ruprecht von Butler was
born on April 27, 1967, in Coburg, Germa-
ny. He started his military service in 1986.
In the same year, he began reserve officer
training with the 12th Armoured Recon-
naissance Battalion in Ebern, while study-
ing at the University of Erlangen-Nurem-
berg. In 1989, Major General von Butler
was re-assigned as platoon leader at the
12th Armoured Reconnaissance Battalion.
In 1991, he went on to study industrial en-
gineering at the University of the German
Federal Armed Forces in Hamburg.

In 1995, he was assigned as information
technology officer at the 13th Armoured
Reconnaissance Battalion in Gotha. Fol-
lowing this assignment, he served as the
Company Commander of the 2nd Compa-
ny, 14th Armoured Reconnaissance Battal-
ion in Beelitz from 1995 until 1997. From
1997 to 1999, Major General von Butler
was appointed military assistant to the
Commanding General of the 4th Corps in
Potsdam.

In 1999, he completed his Command and
General Staff Training (42nd Army General
Staff Course) at the Bundeswehr Com-
mand and Staff College, Hamburg, and
was assigned as ACOS G3 (Plans, Op-
erations and Training) staff officer at the
1st Air Mechanized Brigade in Fritzlar. In
2002, he served there as Chief of Staff.
From 2002 to 2003, Major General von
Butler served as ACOS J3 (Plans and Oper-
ations) at the Kabul International Brigade
as part of NATO's International Security
Assistance Force (ISAF) in Afghanistan.
He then attended the British General Staff
Officers' Training at the Joint Services
Command and Staff College at Watch-
field, United Kingdom, from 2003 to 2004.

His next assignments included personnel
manager at the Bundeswehr Personnel
Office in Cologne (2004—2007) and Com-
mander of the 13th Reconnaissance Bat-
talion in Gotha (2007-2009), before he re-
deployed to Afghanistan as Chief of Staff
for the Provincial Reconstruction Team
Feyzabad as part of the ISAF mission.

From 2009 to 2011, Major General von
Butler was the Assistant Chief of Branch,
Policy Planning Staff, at the office of the
German Minister of Defence. He was
subsequently assigned as the Chief of
Afghanistan Operations Control Group at
the Bundeswehr Joint Forces Operations
Command in Potsdam, where he served
until 2013. In the same year, he was re-
assigned to the Federal Ministry of De-
fence for a year, where he oversaw the
individual personnel management and
development of officers in pay grade B3
and above.

In 2014, he was appointed Commander
of the 37th Armoured Infantry Brigade in
Frankenberg, Saxony, until his assignment
as Chief of the J3/35 Division (Exercises
and Planning) at the Bundeswehr Joint
Forces Operations Command in Potsdam.
Major General von Butler then took over
as Chief of Division I, Directorate-General
for Forces Policy at the Federal Ministry
of Defence, being responsible for forces
readiness, space operations and joint
forces planning. In 2021, he was assigned
as Commander of the 10th Armoured Divi-
sion in Veitshochheim.

Major General Ruprecht von Butler became
the Joint Warfare Centre's 11th Command-
er on September 11, 2024. He is married
and has five children.



In his first address as Commander JWC,
Major General von Butler stated: "Assum-

ing command of the Joint Warfare Centre is
a humbling experience, and an honour that I
take on with great enthusiasm and ambition,
but also respect. I have learned already how
fantastic the team is, which is working here for
NATO's readiness and advantage."

Major General von Butler reflected on
the enduring legacy of September 11, noting
that it was remarkable to assume command of
a NATO organization on this date.

"At the time of the attacks, I was in the
United States with the Bundeswehr Command
and Staft College," he said.

"I always feel very emotional whenever I
see the headlines about the attack on America.
The world changed that day, and the NATO
Alliance brought up Article 5 immediately.
Not much more than a year later, I found my-
self as ACOS J3 at the Kabul International Bri-
gade as part of NATO's International Security
Assistance Force in Afghanistan.”

Major General von Butler then spoke
about the changing nature of warfare. He un-
derlined that the JWC provided the Alliance a
unique warfare capability to ensure our warf-
ighters' readiness to meet the challenges of
today and the future. "As One Team, we shall
strive every day to render the JWC and NATO
even more fit for today and tomorrow," he said.

AS MAJOR GENERAL VON BUTLER assumes
command, the JWC is poised to continue
its mission of providing immersive, realistic
multi-domain training and integrating cut-
ting-edge technology to keep the Alliance
prepared for future challenges and threats.
The Centre's commitment to excellence and
innovation will be instrumental in ensuring
NATO's ability to adapt and thrive in a rapidly
evolving security environment.

Senior military and civil service officers
from across NATO and Norway, the diplomatic
community in Oslo and distinguished guests
from Germany and Poland, the Centre's senior

Above, clockwise: Colonel Petter Bjgrgo, the JWC's
Director of Management, giving a bouquet of flowers
to welcome Mrs Iljana von Butler;-Vice Admiral Jan

C. Kaack, Chief of the German Navy, speaking with
Major General von Butler; Major General Trond Kotte
speaking with Major General and Mrs von Butler; the
Royal Norwegian Naval Forces Band performing at
the ceremony; Major General von Butler during the
reception with Mr Hans Vik, the Chief of Norway's
Southwest Police District.

leadership, as well as many dignitaries from the
Rogaland region attended the ceremony. The
guests included Ms Lone Merethe Solheim,
Deputy County Governor of Rogaland; the
mayors of Sandnes, Sola and Randaberg and the
acting mayor of Stavanger; Mr Hans Vik, Chief
of the Southwest Police District; and Major
General Trond Kotte, representing the host na-
tion Norway and the Norwegian Armed Forces.
Also present was Vice Admiral Jan C. Kaack,
former Commander JWC, who currently serves
as the Chief of the German Navy.

The Royal Norwegian Naval Forces
Band, led by Chief Petty Officer Eivind Sand-
grind, supported the JWC's change of com-
mand with several celebratory music pieces as
well as the NATO hymn and the Norwegian
national anthem. 4

Article by Inci Kucukaksoy,
JWC Public Affairs Office (PAO) e Photos by
Tore Ellingsen, Norwegian Home Guard PAO
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WHO'S WHO AT THE JWC

DEPUTY COMMANDER AND CHIEF OF STAFF

Brigadier General Raymond L. Adams came to the Joint Warfare Centre (JWC) from Force Headquarters Group,
U.S., New Orleans, Louisiana, where he served as the Commanding General.

BRIGADIER GENERAL
RAYMOND L. ADAMS

>

United States Marine Corps
Deputy Commander
and Chief of Staff
Joint Warfare Centre

RIGADIER GENERAL Raymond
L. Adams was commissioned in 1999
upon graduation from law school.
He currently serves as Deputy Com-
mander and Chief of Staff, NATO
Joint Warfare Centre in Stavanger, Norway.

Brigadier General Adams served on ac-
tive duty from 1999 to 2003, when he trans-
ferred to the reserve component to pursue a
civilian career.

His operating forces assignments in-
clude: Platoon Commander (Operation IRAQI
FREEDOM) and Company Commander Ist
Battalion, 25th Marine Regiment; Command-
ing Officer 1st Battalion, 25th Marine Regi-
ment; Executive Officer 25th Marine Regi-
ment; Deputy Commander/Senior Reserve
Advisor 25th Marine Regiment; Deputy Com-
mander Force Headquarters Group; and Com-
manding General Force Headquarters Group.

His headquarters and staff assignments
include: military prosecutor, deputy Staff
Judge Advocate, and legal assistance officer,
II MEF; 6th Motor Transport Battalion S-3A;
Aide-de-Camp to Lieutenant General John
E Kelly, Commander, Marine Forces Reserve
and Marine Forces North; Marine Air-Ground
Task Force (MAGTF) Staff Training Program
Individual Mobilization Augmentee (IMA)

Detachment Operations Officer, Chief of Staff,
and Officer in Charge; and Force Design 2030
planner in Combat Development and Integra-
tion/Capabilities Development Directorate.

His joint force assignments include: Hu-
man Intelligence Officer, United States North-
ern Command J-2 Intelligence Directorate and
Politico-Military Planner, Joint Staff J-5 Strate-
gic Plans and Policy Directorate.

Brigadier General Adams is a graduate
of The Basic School, Naval Justice School, full-
length Infantry Officer Course, resident Marine
Corps Command and Staff College (with hon-
ours), School of Advanced Warfighting, Ad-
vanced Joint Professional Military Education,
National War College (with honours), where he
received the Excellence in Writing Award and
Best Thematically-Focused Individual Strategy
Research Project Award, Reserve Senior Staff
Course, Johns Hopkins University's Art of War
program, Air University's Cyber Operations
Executive Course, the University of Oxford's
Executive Leadership Programme, George-
town University's Congressional Operations
Seminar, and NATO's Generals, Flag Officers
and Ambassadors Course.

Brigadier General Adams was appointed
to the Marine Corps Reserve Policy Board for
a second term in 2023. +

“The JWC has a great team of military and civilian personnel,
and | look forward to continuing to make NATO better together,
ensuring that our great Alliance is fit for the future.”

10 The Three Swords 40/2024
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#NATO02030

NATO Review

Reflections on a Decisive Decade
by Jens Stoltenberg

NATO Secretary General from
October 1, 2014 to October 1, 2024

HE WORLD HAS changed pro-

foundly since 2014 when I took

up my post as NATO Secretary

General. Putin has brought bru-

tal war back to Europe, global

competition has accelerated, and
many challenges — from terrorism to disrup-
tive technologies and from cyber-attacks to cli-
mate change — have transformed our security
landscape and our everyday lives. As the world
has changed, so has NATO.

This past decade has undoubtedly been
the most transformational one for the Alliance
since the Cold War. We have strengthened our
defences by putting tens of thousands of com-
bat-ready NATO soldiers on our Eastern flank
for the first time in our history. We now have
half a million troops on high readiness across
the Alliance, backed by substantial naval and
air power. We are ramping up the production
of military capabilities and building closer ties
between our defence industries across Europe
and North America. Allies have significantly
increased their investments in defence.

The number of Allies spending at least
2% of their GDP on defence has gone from
three in 2014 to 23 in 2024. We do all this

12 The Three Swords 40/2024
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Jens Stoltenberg's 10 years as NATO Secretary General
were some of the most turbulent years in the Alliance's
history. Endorsed on June 14, 2021, his "NATO 2030"
initiative continues to be an ambitious agenda to make
sure NATO remains ready, strong, and united for a new
era of increased global competition.

not to provoke war, but to prevent war and
preserve peace. That is NATO's core mission.
NATO has not only become stronger, it has
also grown larger. Four countries — Montene-
gro, North Macedonia, Finland and Sweden —
joined our family, and Ukraine is closer than
ever to NATO, where it rightfully belongs.
We have also deepened our partnerships with
countries in the Indo-Pacific region, expanded
our partnerships in our Southern neighbour-
hood, and brought our cooperation with the
European Union to unprecedented levels.

In 10 years, NATO has also become
more agile and ready to tackle challenges from
wherever they might come. We declared cyber
and space new domains of operation, along-
side land, sea and air. We are strengthening
the resilience of our societies and critical in-
frastructure, striving to eliminate harmful de-
pendencies on authoritarian regimes. We now
have a greater focus on innovation and deep
tech, with NATO's new Defence Innovation
Accelerator (DIANA) and our billion-euro
NATO Investment Fund.

The challenges posed by China's co-
ercive policies and the security impacts of
climate change are now firmly on NATO's
agenda. These changes have been crucial, and
NATO will continue to adapt.

After a decade at the helm of the Alli-
ance, I would like to offer five lessons that are
key to NATO's continued success.

The first lesson is that our security does
not come for free. We have to be willing to pay
the price for peace. After the Cold War, when
tensions went down, so did our defence spend-
ing. When our security is at stake, as it is today,
it is clear that our defence budgets need to go
up. The more we spend, the stronger our de-
fences, the more effective our deterrence, and
the greater our security.

The good news is that since 2014, when
Allies agreed to move towards spending 2% of
their GDP on defence, investments in defence
have gone up substantially. For the first time,
collective defence spending in Canada and Eu-
rope has gone above 2%. The bad news, howev-
er, is that 2% benchmark is no longer enough.

At the NATO Summit in 2023, Allies ap-
proved robust, new defence plans for the secu-
rity of Europe. These plans come with specific
capability targets, including weapons, forces
and readiness levels that individual Allies need
to provide. To meet these targets and ensure
that we can execute these plans, if needed, Al-
lies will need to spend significantly more than
2% on defence going forward.

The second lesson is that freedom is
more valuable than free trade. Our economic
choices have security consequences. Until re-
cently, some Allies believed that buying gas
from Russia was a purely commercial matter.
However, we have seen that relying on gas
from Russia made us vulnerable. We must not
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Above, from left: The Swedish flag is raised at NATO Headquarters to mark

Sweden's accession as NATO's 32nd member state; Jens Stoltenberg prepares
for a flight in a Eurofighter. Photos by NATO

make the same mistake with China. We need
to better protect our critical infrastructure,
avoid exporting technologies that can be used
against us, and reduce our dependence on criti-
cal materials from strategic competitors. This
is crucial for our security. This does not mean
Allies should build barriers amongst them-
selves. Protectionism between Allies is not good
for our security, or for our economies. On the
contrary, in line with Article 2 of our founding
North Atlantic Treaty, Allies must work togeth-
er to enhance economic collaboration.

The third lesson is that military strength
is a prerequisite for dialogue. This is clearly
demonstrated in Ukraine. I do not believe we
can change President Putin's mind about a free
and independent Ukraine, but I do think we
can change his calculus. By giving Ukraine
more weapons, we can make the regime in
Moscow understand that it cannot win on the
battlefield and that the only option for Russia
is to come to the negotiating table.

Although paradoxical, the shortest path
to peace and dialogue in Ukraine is through
providing more weapons to Ukraine. Since Pu-
tin's full-scale invasion in February 2022, there
has been no basis for constructive dialogue with
Russia. But as President Zelenskyy himself has
made clear, Russia will need to be part of any
peace deal. It is for Ukraine to decide when the
time is right for talks, but it is clear that power is
the only language Putin understands. Dialogue

only works when it is backed by strong defences.

The fourth lesson is that military power
has its limits. Afghanistan is a case in point.
Following the terrorist attacks against the
United States on 9/11, it was right to send
NATO forces into Afghanistan. Our military
intervention helped degrade al-Qaeda and
prevent Afghanistan from being a safe haven
for international terrorists to attack our coun-
tries. We achieved our original objectives, but
we also saw the cost of mission creep.

Building a democratic and united Af-
ghanistan with equal rights for all was a wor-
thy goal, but it was too ambitious. What started
as a focused counter-terrorism operation be-
came a large-scale nation building exercise.
However, after 20 years, the Taliban were gain-
ing ground and the international community
had failed to build a stable Afghan government
that could keep their own country safe after we
left. The fact that the Afghan government and
the security forces collapsed so quickly dem-
onstrated why it was right to leave. There was
no evidence that staying for another 20 years
would have changed the outcome. We may be
called upon again to intervene militarily be-
yond our borders in the future. However, any
future operation must have clearly defined ob-
jectives throughout the operation. We must be
clear about what NATO's military might can
— and cannot — achieve.

The fifth and final lesson is that we

should never take the bond between Europe
and North America for granted. On both sides
of the Atlantic, we must recognize the value of
the transatlantic alliance and invest in it. Eu-
ropeans must understand that without NATO,
there is no security in Europe. 80% of NATO's
defence expenditure comes from Allies that
are not members of the European Union.
These Allies contribute significant resources,
but they are also strategically positioned to se-
cure the European continent, from Tiirkiye in
the south and Norway in the north to the U.S,,
Canada and the UK in the west.

For their part, Americans must rec-
ognize the value of their friends and allies in
NATO. From Korea to Afghanistan, America
has never had to fight alone. Thirty-one coun-
tries make substantial contributions to U.S. se-
curity and interests. They multiply America's
power and influence globally. This is an ad-
vantage that no other major global power has.
NATO is one of America's greatest assets.

In a more dangerous and intercon-
nected world, the security challenges we face
are too big and competition too fierce for any
NATO country to do it alone. I do not believe
in Europe alone and I do not believe in Amer-
ica alone. I believe in Europe and America
together in a strong NATO. Investing in the
transatlantic relationship is the only winning
way forward for our peace and security — now
and for generations to come. <4
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ARK RUTTE took office as the North
Atlantic Treaty Organization's 14th Secretary
General on October 1, 2024. As a former
Prime Minister of the Netherlands, Mr Rutte
has a distinguished record of domestic

and international achievements including security, defence,
employment and social affairs, and economics. He is a strong
supporter of global and transatlantic cooperation.

Mr Rutte joined NATO following a distin-
guished domestic and international career. He
served as Prime Minister of the Netherlands for
almost 14 years from October 2010 to July 2024.
As the longest-serving Dutch Prime Minister to
date, he presided over four coalition govern-
ments, proving his ability to forge consensus
without compromising on his values.

During his tenure, he steered the Neth-
erlands through times of significant national
and global upheaval, including the economic
crisis, the coronavirus pandemic, and the war
in Ukraine. He is a committed European and
transatlanticist and was instrumental in bol-
stering his country's role at the heart of NATO
and the European Union.
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The downing of Malaysia Airlines Flight
17 (MH17) by Russian-backed forces over East-
ern Ukraine in 2014 marked a turning point in

Mr Rutte's premiership. It cemented his belief
that no country can respond to today's inter-
connected security threats alone: we are stron-
ger together. He was a member of the Dutch
parliament from January to May 2003 and
leader of the liberal Dutch People's Party for
Freedom and Democracy (VVD) from 2006
to 2023. He led his party to election victory in
2010, becoming the first liberal Prime Minister
to be appointed in the Netherlands in 92 years.
Mr Rutte started his professional career
in the private sector in 1992, working in human
resources management for Unilever and its sub-

Above

Mark Rutte, addressing the media during the
ceremony to mark transition to the new
NATO Secretary General, October 1, 2024

Left

Mark Rutte officially receives the gavel
from outgoing NATO Secretary General
Jens Stoltenberg. Photos by NATO

sidiaries. He studied Dutch history at Leiden
University and has been a guest teacher at the
Johan de Witt group of schools in The Hague
since 2008.

In his first address as NATO Secretary
General, Mr Rutte outlined his three priori-
ties for the Alliance. "The first is to keep NATO
strong and ensure our defences remain effec-
tive and credible, against all threats" he began.
"My second priority is to step up our support
for Ukraine and bring it ever closer to NATO,
because there can be no lasting security in Eu-
rope without a strong, independent Ukraine" he
continued, adding that his "third priority is to
strengthen our partnerships” in a more inter-
connected world. 4



“The readiness of our forces;
their ability to deter and, if
necessary, to defend; the quality
of our plans — are all essential
to our Alliance's credibility.”

— Admiral Pierre Vandier

NATO HAS A NEW
SUPREME ALLIED
COMMANDER
TRANSFORMATION

by Commander Samantha Lester
Communications Branch

NATO Headquarters Supreme
Allied Commander Transformation

N SEPTEMBER 23, 2024,
Admiral Pierre Vandier as-
sumed the role of Supreme
Allied Commander Transfor-
mation from General Philippe
Lavigne. Admiral Rob Bauer,
Chair of NATO's Military
Committee, presided over the ceremony, un-
derscoring the critical strategic importance of
Allied Command Transformation and its sub-
ordinate commands, such as the Joint Warfare
Centre, within the Alliance.

"Allied Command Transformation plays
an invaluable role in ensuring that the Alli-
ance safeguards the security and interests of its
members against both the current threats and
challenges we face today, as well as those that
may arise in the future and beyond our present
imagination," Admiral Bauer said.

"Allied Command Transformation is a
symbol of NATO's confident embrace of the
future and its challenges."

Allied Command Transformation and
the Joint Warfare Centre, both established in
2003, share the mission of equipping NATO
with the training necessary to maintain its
military advantage. While Allied Command
Transformation oversees the broader strate-

gic direction by leading the development of
future military structures, forces, capabilities
and doctrines, the Joint Warfare Centre serves
as the Alliance's central training hub for all
aspects of simulated large-scale and multi-do-
main warfare at the operational and strategic
levels. This collaborative relationship ensures
that NATO remains well-prepared to meet
evolving security challenges.

Before the symbolic passing of the com-
mand’s flag to his successor during the ceremo-
ny, General Lavigne shared a reflection of his
time at Allied Command Transformation: "We
pursued the operationalization of our warfare
development efforts. Using innovation, experi-
mentation, modelling and simulation to make

> > >
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Above, clockwise

Samantha Lester, the author and the narrator for the ACT change of command ceremony; Admiral Pierre Vandier receives the ACT flag from Admiral Rob Bauer;
Captain Laurent Jeansoulé, Aide-de-Camp, handing a bouquet of flowers to welcome Mrs Vandier; General Christopher G. Cavoli, Supreme Allied Commander Europe;
Admiral Vandier's first address as NATO's new Supreme Allied Commander Transformation. Photos by ACT PAO

our products and those of others better, more
resilient. And by drawing on lessons learned
for training and education in Norfolk, Mons,
Stavanger, Bydgoszcz and Lisbon."

ADMIRAL PIERRE VANDIER, a seasoned
French naval officer, brings a wealth of lead-
ership experience to his new role as Supreme
Allied Commander Transformation. His op-
erational combat background has honed his
strategic vision and tactical acumen, making
him well-suited to lead one of NATO's two
strategic commands.

During his first address to Allied Com-
mand Transformation as their Supreme Allied
Commander, Admiral Vandier set forth his vi-
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sion: "The readiness of our forces; their ability
to deter and, if necessary, to defend; the quality
of our plans — are all essential to our Alliance's
credibility. For all of us here, maintaining our
military credibility calls for an extraordinary
effort to modernize our training, aggregate
new technologies, and invent new combat tac-
tics that will give us operational superiority in
a context of rapid global rearmament.”

Admiral Vandier's commitment to
modernization and technological innovation
will ensure that Allied Command Transforma-
tion, and its subordinate commands such as
the Joint Warfare Centre, remain a vital force
for NATO in addressing emerging security
challenges across the Alliance. +

Above
General Philippe Lavigne receives the
NATO Meritorious Service Medal from
Admiral Rob Bauer. Photo by ACT PAO
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ON THE COVER

The Age of Multi-Domain Threats:
Adapting NATO to the Battlefield of the Future

by Dr Gergely Németh
Former Head of Strategic Foresight

NATO Headquarters
Supreme Allied Commander Transformation (HQ SACT)
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FUTURE SECURITY ENVIRONMENT ‘

"As future competitors grow more familiar with changing crcumstances,
they wil increasingly attempt to wage new forms of war that wil
profoundly change our current Clausewitzian concept of warfare, which
primarily revolves around the battlefield and manifests itseff in the military
means of state power. The convergence of technology wil not only be
transformative on a societal level in the next 20 years but will also change
the character of warfare, where military capabiities are increasingly
autonomous, networked multi-domain and precise.

WITH THE ADOPTION of NATO's 2022 Stra-
tegic Concept, Alliance heads of state and gov-
ernment recognized that "the Euro-Atlantic
area is not at peace" anymore. Acknowledging
that NATO faces an environment of pervasive
competition, they established an appreciation
of diverse and increasing challenges across all
operational domains. Potential adversaries and
strategic competitors show enduring intent to
deteriorate the Alliance's ability to fulfil its core
tasks, amidst increasing frequency and extent
of disruptive events. NATO Allied Command
Transformation's unique futures research proj-
ect, the Strategic Foresight Analysis, took the
Alliance's Strategic Concept as a baseline (i.e.
"a fragmented world") and explored the evolu-
tion of trends and trajectories.

In the future world of "pervasive compe-
tition," technology will enable, the weakening
applicability of rules will incentivize, and pow-
er politics will drive actors increasingly into
the insufficiently regulated global spaces, be it
space, the atmosphere, the Arctic, the seabed,
the territories of failing states, or segments of
the virtual or cognitive effect dimensions.

Future competitors will engage across
a blurred continuum of competition at the
global, regional, and sub-regional levels, with
both state and non-state actors. These changes
occur amidst systemic shocks, including the
after-effects of the COVID pandemic, the
Russo-Ukrainian war, and the Israel-Hamas
conflict. The international order is thus in
transition, becoming increasingly multipolar
amidst intensifying great power competition

and fragmentation at all levels. Major struc-
tural drivers, including climate breakdown, re-
source scarcity, and the age of AT and emerging
disruptive technologies, will continue to affect
states, societies, and armed forces, altering the
character of competition and conflict.

In sum, Europe is not at peace today, and
unfortunately enough, the aforementioned
challenges will become sui generis and con-
tinue to grow in the future, due to underlying
changes in the international systems, fuelled
by technology advancements, disruptions,
and the changing attitudes and capabilities
of actors. As actors grow more familiar with
changing circumstances, they will increasingly
attempt to wage new forms of war that will
profoundly change our current Clausewitzian
concept of warfare, which primarily revolves
around the battlefield and manifests itself in
the military means of state power.

An example of this development is Rus-
sia, which is conducting attritional warfare
against Ukraine utilizing all instruments of
power. As part of its warfare, Russia is attempt-
ing to shape and disrupt Allied policies and ac-
tions through sub-threshold activities such as
cyber-attacks and disinformation campaigns
directed at Allied nations. Reducing Alliance
cohesion and undermining NATO's core val-
ues appears to be along-term objective for Rus-
sia. Currently there is also war, violence and
unrest in parts of the Middle East, Northern
Africa and the Sahel, creating a spectrum of
challenges for the Alliance, particularly on the
southern flank. These challenges are occurring

in a context where war is absent from NATO's

territory — but so is peace. NATO's military
instrument of power is increasingly stressed by
these new challenges and developments in an
era in which the rules are changing, and so is
the character of both war and peace.

We are thus living in "an age of unpeace,"
a phrase coined in 2021 by Mark Leonard,
founder of the think-tank European Council
on Foreign Relations. We must develop a thor-
ough understanding of the consequences of this
unpeace in order to inform NATO's warfare de-
velopment and defence planning efforts. In this
article we will summarize the results of the most
robust collaborative futures research of recent
years, with a view to helping military thinkers
and the warfare development community to re-
flect on emerging problem sets that may shape
the utility of the military instrument of power.

Evolving Strategic
Environment

The Strategic Foresight Analysis 2023 (SFA23)
was developed as a collaborative research
project that included nine workshops and 800
participants, as well as two full review rounds
with Allies, partners and stakeholders from
across the NATO enterprise, amounting to
more than 50 different entities.

This collaborative effort has confirmed
the further deterioration of NATO's strategic
environment, which is increasingly fragment-
ed due to systemic shocks and the changing
behaviour and capabilities of actors within the

> > >
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‘ FUTURE SECURITY ENVIRONMENT
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system. The outlook is further complicated by
climate breakdown, loss of biodiversity, and re-
source scarcity, driving instability and conflict.

Resource scarcity is expected to increase
and drive further instability, competition, and
conflict. As climate breakdown further degrades
vital ecosystems and interrupts the services they
provide, the demand for renewable and non-
renewable resources and critical raw materials
is set to increase, while competition and depen-
dencies for these resources become more acute.
The high demand and scarcity of resources
may cause a tipping point at which competi-
tion turns into confrontation. The green energy
transition is emerging as a central element for
the future of international and domestic affairs.

Geo-economics fuels polarization, with
economic activity shifting towards Asia and
established systems changing due to security
concerns and digital transformation. Pervasive
competition unfolds amidst major shocks to
the global economy, further increasing polar-
ization. Geo-economic blocs will form due to
the securitization of supply chains and alterna-
tive digital ecosystems. Adapting to the Fourth
Industrial Revolution will pose significant
challenges and disruptions to states, societies,
and armed forces.

Emerging and disruptive technologies
(EDTs) will reshape these states, societies, and
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Above

The primary framework of the seven drivers of change. @SFA23 HQ SACT. The Norwegian Coast Guard vessel
KV Svalbard in Lilliehéokfjorden. Photo by Torbjgrn Kjosvold, Norwegian Armed Forces

"The international
order is in
transition, becoming
increasingly
multipolar amidst
intensifying great
power competition
and fragmentation
at all levels."

armed forces, with converging effects across
multi-dimensional environments. The conver-
gence of technology will not only be transfor-
mative on a societal level in the next 20 years
but will also change the character of warfare,
where military capabilities are increasingly
autonomous, networked, multi-domain and
precise. This will empower a growing number
of actors, including commercial and terrorist
organizations, to pursue their autonomous

objectives more effectively and increasingly
challenge traditional state power. Accelerating
technology development and a changing pub-
lic-private nexus will profoundly impact secu-
rity and military matters. Converging effects
across operational domains as well as physical
and non-physical dimensions will expand the
scope and shape the character of competition.

The rise of networked non-state actors,
technological empowerment, urbanization, and
information/disinformation overload are highly
certain. Technology accelerates interconnectiv-
ity, empowering groups and individuals to pur-
sue objectives independently from state actors.
The ability of human networks to adapt rapidly
makes them formidable allies or foes.

Societal and commercial capabilities
emerge as indispensable elements of mod-
ern competition and warfare. These human
network trends will profoundly affect inter-
national relations, security, and governance,
creating both opportunities and risks. Cities
will emerge as the most critical nodes for fu-
ture military operations, with sub-state actors
becoming more agile, adaptable, and scalable.
Human networks will be empowered by tech-
nology diffusion and increasingly impact in-
ternational and intra-state affairs. Commercial
entities will drive both energy and industrial
transition, changing the character of warfare.
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These trends and trajectories, altogether
and in the absence of efficient global coopera-
tion to mitigate global challenges, are leading
to pervasive competition. Such a dynamic will
entail accelerating changes, strategic shocks,
pervasive instability and autocratic states sub-
stantially challenging and further fragmenting
the rules-based international order, with in-
tensifying strategic competition as well as the
emergence of new forms of security coopera-
tion and military alliances. A pathway of per-
vasive competition across all domains, dimen-
sions and in all times was considered as a most
likely scenario by all research participants who
exercised and wargamed optional pathways.

This environment will be complex, con-
gested, commercialized, contested, and in-
advertently confused. Strategic competitors
will attempt to achieve effective coordination
across their instruments of power to limit the
Alliance's military instrument of power in
peacetime, through shaping, contesting and ex-
ploiting disruptions and instabilities, and con-
fronting from a position of strategic advantage.
Potential adversaries will grow their efficiency
to coordinate and employ instruments of power,
while non-military instruments will likely gain
more relevance. These adversaries will likely

FUTURE SECURITY ENVIRONMENT ‘

prefer to avoid open and direct conflict with the
Alliance due to NATO's advantage in the mili-
tary instrument of power. Their objectives will
reflect that, in attempting to conceal intent and
capacity to achieve strategic surprise. These ad-
versaries may introduce plausible deniability to
avoid attribution and response. They may make
extensive use of EDTs and cyber warfare to
cause lasting damage to critical infrastructure,
and conduct robust technology-enabled cogni-
tive warfare designed to undermine unity.

Challenges to the Military
Instrument of Power

in the Future of

Pervasive Competition

The Strategic Foresight Analysis 2023 outlines
the shape of things to come, where the mili-
tary instrument of power will be entangled in
a wider range of national instruments. Future
military challenges will involve adapting to
technological, economic, environmental, and
social changes as well as creating a heteroge-
neous, efficient and sustainable force design
that is fit for the future. NATO must develop
resilient, adaptive capabilities, leveraging both
military and commercial innovations, to ad-

dress evolving threats and maintain security in
a rapidly changing world.

As we enter an era of pervasive competi-
tion, state and non-state actors are shifting their
attitudes and behaviour. Global defence spend-
ing metrics trace how states hedge against the
deteriorating security environment. Non-state
actors benefit from democratized technology,
creating strategic effects and surprises. Com-
mercialization enables private actors to play
pivotal roles in strategic competition, while so-
cieties become battle-deciders, with resilience
as a fundamental prerequisite for campaigns.
The military forces of democratic countries and
their potential competitors will increasingly
diverge in trajectories driven by technological
limits and opportunities; demographic factors;
labour market necessities; different ethical,
moral and legal thresholds; and threat exposure.

Growing asymmetries between forces,
including in their design, structure, capabili-
ties and employment concepts, emphasize the
need for reassessment. Warfare is transitioning
with changes in manoeuvre and fire balances;
increasing lethality and attrition; shifting
human-to-machine combatant ratios; the re-
vival, proliferation and diffusion of long-range
strikes; and formidable anti-access area denial

"Future military challenges will involve adapting to technological, economic, environmental, and social changes as well as creating a heterogeneous, efficient
and sustainable force design that is fit for the future."” First (Allied Reaction Force) and third (patrolling the seas around the Arctic) photos by NATO. Second, fourth, fifth
and sixth images by Shutterstock depict quantum technologies, green energy, hypersonic missiles and the complex information environment, respectively.

i

U LU 1T 1 1T UV U T U LU LU UL T U LU U U oo

0oo0001010100100110011711010001001001100111110010010 1 10

0o 100

> > >

The Three Swords 40/2024 21



Above

An F-35B supersonic stealth strike fighter above the
British aircraft carrier HMS Queen Elizabeth.

Photo by Dane Wiedmann, Lockheed Martin

capabilities. In the face of these omnipresent,
novel challenges, armed forces will need to
adapt quickly, and in doing so, they will rely
increasingly on societies and commercial ac-
tors to sustain efforts.

Additionally, states may face challenges
in their ability to generate fighting power in
the future. These challenges include the costs
of adapting to climate change and switching to
green energy, keeping up with rapid technologi-
cal changes, and facing economic and financial
limitations. Social factors, such as the need to
spend more on welfare and dealing with la-
bour challenges due to aging populations and
a shortage of skilled workers, will place further
demands on state resources. The defence sector
will also see cost increases, making it harder to
manage. NATO's core tasks — deterrence and
defence, crisis prevention and management,
and cooperative security — will be influenced
by the changing security environment.

Fulfilling these tasks will require a col-
lective effort from member states to provide
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the capabilities that are necessary in order to
remain effective in future operations. Inter-
connectivity will grow across various instru-
ments of power. The effectiveness of NATO's
military instrument of power will be tested
by technological disruptions and adversarial
strategies. The future character of warfare will
involve simultaneous, persistent threats across
all domains.

Economic and environmental factors
will affect the deployment of military instru-
ments. In unstable areas with resource short-
ages, states might resort to warfare to address
dire conditions. Protecting natural resources,
trade routes, and supply chains will become
a priority, involving new technologies such
as unmanned naval and aerial assets and ex-
panded precision strikes. Non-state actors may
also gain capabilities to challenge states and
commercial entities in these areas. The lack of
international governance will lead to increased
competition for resources in spaces such as the
cyber and information domains.

MILITARY DEVELOPMENT will be compli-
cated by the growing complexity of warfare.
Al-enabled manufacturing and sustainment,

along with collaborative efforts within NATO,
may alleviate some pressures and create resil-
ience. Innovations such as autonomous deliv-
ery services, drones, Al, and quantum comput-
ing will optimize logistics operations. However,
the future will still involve labour-, cost-, and
technology-intensive military equipment, lead-
ing to risk aversion with high-value assets.

Augmented  decision-making could
change the offense-defence balance, provid-
ing tools for high-tempo operations and global
manoeuvers, but also creating new require-
ments for early detection and response to
threats. EDTs will increase operational speed
and transparency, compressing the tactical,
operational, and strategic levels.

Future military designs will likely be
heterogeneous and commercialized, with
private-public sector innovation playing a
significant role. This will raise concerns about
trust, reliability, and dependency, necessitating
a focus on military resilience and long-term
defence planning.

Defence budgets will be pressured by
competing state resource demands and rising
warfare costs. The war in Ukraine has increased
the likelihood of major conflicts, driving global
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armament efforts. Stockpiles and readiness are
below optimal levels, incentivizing defence in-
vestment. Inflation, high demand for weapons,
and uneven access to critical materials will keep
prices high. Budget deficits will rise globally,
and GDP growth in Allied countries will lag
behind pre-crisis levels. Aging weapons systems
and recruitment challenges will increase main-
tenance costs and personnel expenses.

Alliances built on aggregated capabilities
and unified efforts will be crucial for deterring
state actors and addressing multidimensional
threats. However, deterrence efficiency will be
challenged by fragmented security environ-
ments, modern technologies enabling intent
concealment, and non-state actors with high-
risk acceptance. Societal resilience through
public-private coordination could enhance
deterrence by denial.

The military instrument will rely on
commercial enablers to detect, deter, and de-
fend against aggression. The complex secu-
rity environment will present challenges in the
cognitive and normative aspects, however. Ad-
versaries will contest human networks before
physical confrontation.

Data will become a strategic resource,
with AI affecting sensor-to-shooter systems
and automated decision-making. Space assets
will be crucial for multi-domain operations,
making the battlefield more transparent. Inter-
connectivity and increased use of automated
systems and sensors will be key for military
advantage. Critical EDTS, such as hypersonic
missiles and autonomous weapon systems, will
become prevalent.

The ability to control the military instru-
ment of power through time and space will re-
main critical. The time between warnings and
conflict escalation will shorten, and informa-
tion flow will accelerate. Leveraging data and
information will provide cognitive superiority.
The military instrument must offer varied ap-
proaches to deliver synergistic effects across
multi-domain operations.

CRITICAL IMPLICATIONS of these consider-
ations are further deliberated in NATO ACT"s
Future Operating Environment (FOE) research,
with four key focus areas: impact of technology,
intent and capabilities of actors, changing char-
acter of battlespace, warfare in transition. The
FOE study will further inform warfare develop-
ment and defence planning efforts at ACT.

FUTURE SECURITY ENVIRONMENT ‘

Since NATO adopted the 2022 Strategic
Concept, we have known that we are not at
peace anymore. With the SFA23, we also assess
that pervasive competition is unfolding across
all effect dimensions, with all instruments of
power, and at all times. We at ACT work hard
to change our views of peace and war. We are
developing our ideas of how to generate and
orchestrate fighting power in a globalizing bat-
tlespace; how to develop concepts to tackle at-
trition, lethality, mass and lower cost; and how
to address extended-range strikes and ubiqui-
tous violence by state actors and terrorists alike.

Accordingly, our work is intended to
assist NATO in adapting to this complex,
congested, commercialized, contested, and
confused environment. The Future Operating
Environment 2024 aims to anticipate condi-
tions affecting capability employment, provid-
ing a framework for forward-looking capabil-
ity development to ensure Allied forces remain
adaptive, resilient, and effective.

How Can NATO Adapt to
Future Battlefield
Requirements in the Age
of Multi-domain Threats?

The answer to the main question of this article
is relatively easy, while the actual process need-
ed to implement the answer is likely challeng-
ing. We must become better at capturing future

Scanning, trends
issqesi_p ans and
Current projections

assessment

Domain

Above

The SFA23 methodology is based on the
Framework Foresight Model, tailored to the
objectives of ACT. Source: Houston Foresight

Drivers

— mainly technological — changes and capi-
talize on them better and more quickly than
our opponents. We should also not forget that
many of the measures needed to deter, defend
against and mitigate effects of multi-domain
threats and actions are already available. The
challenge often lies in detecting these threats
early enough, and employing and coordinat-
ing actions to handle them. As Clausewitz put
it: "In war, as in life generally, all parts of the
whole are interconnected and thus the effects
produced, however small their cause, must in-
fluence all subsequent military operations and
modify their final outcome to some degree,
however slight. In the same way, every means
must influence even the ultimate purpose.”

We must understand how we got to where we
are. Understanding the current state of affairs
requires historical and cultural context. With-
out this understanding, which must include ac-
cepting that some of our past assumptions and
decisions were potentially wrong, we are un-
likely to make the right decisions for the future.

We must understand the current situation
and its implications for the future. To move
from observation to understanding requires as-
sessments. In the face of multi-domain threats,
it will be essential to differentiate between com-
petitive behaviour and actions that are military
in nature. This will require persistent efforts to

Integrated
strategic
. approach
- Options
Implications
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improve situational awareness through the ex-
change of data, between the commercial and
public sectors, between the civilian and mili-
tary government sectors, and between interna-
tional organizations. We must also share our
assessments of situations, threats or incidents
and their potential implications.

‘We must identify the opportunities and chal-
lenges of the future through constant and vig-
ilant horizon scanning and engagements. By
identifying events and trends, we will be able
to assess their implications for the future, and
more specifically for the future operational en-
vironment. The use of EDTs stands to improve
our ability to identify events or trends that
affect the future. As entities engaged in long-
term future assessments increasingly exchange
data, they will grow their ability to capitalize
on opportunities and to address challenges
through risk mitigation.

We must routinely challenge our assump-
tions of the future. Any changes that occur
may affect our current actions and our plans
to develop capabilities for the future. Our as-
sumptions shape our trajectories, and the
more we are invested in them, both financially
and emotionally, the harder they are to change.
If we can, we should incorporate flexibility into
our plans, much like we aim to do when devel-
oping plans for a military operation. No plan
survives contact with the enemy, as the adage
goes. We are quite certain that the future will
bring disruptions and shocks that will force us
to change direction. Through training and ex-
ercises, modelling and simulation and through
experiments, we must rigorously challenge
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U.S. B-52H bomber aircrafts provide assurance and contribute to
deterrence particularly along NATO's eastern flank. Photo by NATO

and test the assumptions and assessments that
form the basis for our present trajectories. We
must also be willing to fail during these efforts.

‘We must be willing to change our own trajec-
tories and plans. The steps above potentially
provide the foundation to make right decisions
for the future. The central questions are: are
we willing and able to change, and if so, how
much? Will we change the entire DOTMLPFI
(doctrine, organization, training, materiel,
leadership and education, personnel, facilities,
interoperability) framework? Do we change
whom we work with and how? Our commercial
partners and obligations? In the end, it comes
down to how we handle risk. The increasingly
rapid changes, and the increasing frequency
and likely negative consequences of future
shocks and disruptions necessitate greater flex-
ibility and an ability to change our trajectories
in order to retain NATO's competitive edge. We
should also maintain focus on implementing
changes where they have the most impact on

the Alliance’s ability to carry out its core tasks.
Conclusion

Experts working on future assessments are
generally quite pessimistic and focus on future
threats. We would like to take a more positive
approach in concluding this article.

Firstly, NATO and Allied countries are
at present addressing many of the challenges
and opportunities posed by the future. Allied
Command Transformation is developing con-
cepts such as Cognitive Warfare and Cross-
Domain Command to provide broad avenues
of progress towards future cognitive superi-

ority. There is also massive interest and effort
across the Alliance to increase the volume of
systemic futures thinking, including through
foresight capabilities and processes as well as
a more designed cooperative network between
foresight and futures organizations.

Secondly, although it may be debatable
or not apply to all innovation, we believe free
societies and democratic states will have an ad-
vantage over authoritarian states in the field of
technological innovation. The combined poten-
tial of 32 states — each with their own history,
culture, expertise and nuanced outlook — is
immense and will provide a range of possible
solutions to future challenges. The commercial
sector is leading in diverse research and devel-
opment across the Alliance, and the number of
start-ups and research fields provides grounds
for optimism.

The work conducted across the NATO
Command and Force Structures contributes
to our positive outlook. The daily efforts of our
military and civilian personnel demonstrate
and cement NATO's core values. These values
have proven resilient over time and in the face
of adversarial actions, and they will prevail over
multi-domain threats in the future.

Finally, NATO's ability to foster reflec-
tion and critical thinking in all processes en-
dows us with a strong advantage over strategic
competitors and potential adversaries. Our
decision-makers and strategists must plan ef-
fective responses to the increasing complexity
and overall deterioration of the security envi-
ronment. It is the role of critical thinking in
defence policy and analysis to broaden existing
horizons and raise novel problems to assist in
that endeavour. +
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SCIENCE AND TECHNOLOGY

"Quantum physics tells us that no matter how thorough our observation of the present, the
(unobserved) past, like the future, is indefinite and exists only as a spectrum of possibilities. "

iw

HE LANDSCAPE OF global
defence and security is under-
going a profound transforma-
tion, driven by rapid techno-
logical advancements. In an age
marked by relentless techno-
logical progress, NATO stands
at the forefront of innovation, navigating the
intricate balance between advancing tech-
nologies and strategic imperatives. As NATO's
Chief Scientist, I consider it both an honour
and a responsibility to ensure that we have the
best possible understanding of the opportuni-
ties and challenges that future technologies
may present for the Alliance's deterrence and
defence strategies.

This article explores the implications
that these changes will have for NATO, focus-
ing on the integration of emerging and disrup-
tive technologies, the driving forces for tech-
nological progress, major trends shaping the
security environment, and the far-reaching
implications for NATO's security landscape
and its future capabilities. Finally, it describes
the possible state of technology with a twenty-
year outlook.

26 The Three Swords 40/2024

Stephen Hawking

Technological Advances
1 Changing NATO's
Deterrence and Defence

Technological innovations, particularly in arti-
ficial intelligence (Al), cyber capabilities, and
unmanned systems, are reshaping NATO's ap-
proach to deterrence and defence.

Technological advancements are fundamen-
tally reshaping NATO's deterrence and defence
strategies, ushering in a new era characterized
by unprecedented challenges and opportu-
nities. These new technologies enhance op-
erational efficiency, strategic precision, and
adaptability, enabling NATO to respond more
effectively to threats. The integration of Al into
defence systems facilitates the processing of
vast amounts of data for intelligence analysis,
threat identification and strategic planning,
thereby strengthening NATO's situational
awareness and operational capabilities.
Moreover, changes in military opera-
tions, accelerated by advancements in infor-
mation communication technology, have
fundamentally altered NATO's approach to de-

Above, from left

NATO Exercise BOLD FUSILIER, photo by
NATO; F-35 fighter aircraft, photo by Onar
Digernes Aase, Norwegian Armed Forces

terrence and defence. Precision-guided weap-
ons and net-centric warfare capabilities have
reshaped the battlefield, necessitating adaptive
strategies to maintain NATO's technological
edge. At the heart of this transformation lies
the democratization of weaponizable dual-use
technologies and the emergence of Al-driven
capabilities, which are redefining the character
of NATO's strategic posture.

Easier access to technologies, particu-
larly in the digital realm, has opened the way
to powerful tools, allowing both state and non-
state actors to wield unprecedented influence
on the battlefield. For instance, the prolifera-
tion of swarm drones has expanded the scope
of warfare beyond traditional boundaries, pos-
ing significant risks to civilian populations and
critical infrastructure. Furthermore, the race
for AI supremacy, fuelled by rhetoric that the
leader in AI research will dominate global af-
fairs, adds a new layer of complexity to NATO's
deterrence calculus.

> > >



In addition, Russia's advancements in
hypersonic glide vehicles, with their ability
to reduce time to target dramatically, present
NATO with formidable challenges in strategic
deterrence and defence planning.

At the same time, the advent of cy-
ber and information operations has blurred
the lines between physical and virtual war-
fare. Cognitive warfare campaigns conducted
through social media have emerged as potent
tools for state and non-state actors that seek
to undermine societal resilience and stability.
This necessitates a holistic "whole of society”
approach to national security.

To address these challenges, NATO em-
phasizes the preservation of its technological
edge through initiatives such as the Defence
Innovation Accelerator for the North Atlantic
(DIANA). By fostering cooperation and invest-
ment in emerging and disruptive technologies,
NATO aims to maintain a credible defence pos-
ture in the face of these evolving threats.

In summary, technological advances are
redefining NATO's deterrence and defence, re-
quiring new technology strategies and greater
collaborative innovation. As the Alliance navi-
gates this dynamic environment, a thriving,
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Top: NATO Exercise NORTHERN CHALLENGE 2023.
Led by the Icelandic Coast Guard, the exercise aims
to deliver the most modernized explosive ordnance
disposal and improvised explosive device disposal.
Bottom: NATO's Counter Unmanned Aircraft
Systems (C-UAS) Technical Interoperability Exercise
2023 (TIE23). Photos by NCI Agency
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integrated NATO science and technology eco-
system is paramount to ensuring peace and se-
curity in an increasingly complex world.

Driving Force Behind
Technological Progress

Technological progress, the catalyst for our
future, is shaped by a diverse array of dynamic
forces that intersect to shape the trajectory of
innovation in our modern world.

The rapid pace of innovation in the civilian
sector, coupled with increasing investments in
defence technology by NATO member states,
propels technological progress. The dual-use
nature of many technologies accelerates this
progress, as civilian innovations find applica-
tions in military contexts.

Moreover, human curiosity and a desire
to innovate inspire scientists, engineers, and
inventors to push the boundaries of what is
achievable. These characteristics, coupled with
the relentless pursuit of knowledge and the
quest for improvement, are intrinsic to the hu-
man spirit and drive breakthroughs that shape
our future.

In the complex landscape of defence and security, the NATO
Science and Technology Organization (STO) stands as a beacon
of collaboration and innovation. Established as a subsidiary body
of NATO, the STO serves a crucial role in meeting the collective
scientific and technological needs of the Alliance, its member
states, and partners. With over 5,000 scientists and engineers
hailing from more than 40 countries, the STO boasts the world’s

largest research network dedicated to defence and security issues.
Through its collaborative efforts, the STO facilitates the pooling of
resources, expertise and knowledge, empowering NATO to maintain
its technological and military edge in the face of evolving threats.
Under the guidance of the Science and Technology Board and

the leadership of the NATO Chief Scientist, the STO operates with
precision and efficiency, ensuring that scientific advancements
translate into capabilities for NATO and its Allies. As we delve into
the intricacies of defence technology, understanding the role of

the STO is essential, as it embodies the spirit of cooperation and
innovation that underpins NATQ’s strength and resilience.

The NATO
Science and
Technology
Organization
at a Glance

> > >
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The year 2024 marks

a pivotal juncture in

the evolution of military
technology, as we stand on

the precipice of the seventh-
generation military
revolution.

https://www.diana.nato.int/

Economic incentives also play an impor-
tant role in driving technological progress. The
promise of competitive advantage, economic
growth, job creation and market dominance
motivates companies to invest in cutting-edge
technologies across many sectors, including
defence. New operational domains such as
space and cyber are opening opportunities for
technological innovation to address these lat-
est requirements.

Furthermore, public opinion can influ-
ence technology investment priorities. For
example, challenges such as climate change,
urbanization, and healthcare disparities
can drive demand for innovative solutions,
prompting governments, businesses, and civil
society organizations to collaborate and lever-
age technology for positive change.

In conclusion, a complex interplay of
strategic, economic, societal, operational and
human factors will influence technological
progress. Understanding and harnessing these
driving forces is essential for navigating the ever-
changing landscape of technological advance-
ment and leveraging its transformative power
for the betterment of safe and secure societies.

28 The Three Swords 40/2024

Major Technological
3 Trends Shaping our
Security Environment
The security environment is undergoing a
profound transformation influenced by major
technological trends that intersect with geo-
political realities, ushering NATO into a new
era of strategic adaptation and innovation.

Key technological trends include AI and ma-
chine learning, cyber defence capabilities,
autonomous systems, quantum computing,
and space-based assets. These technologies in-
troduce new domains of warfare and alter the
dynamics of power projection and deterrence.
Their integration into military strategies en-
hances the effectiveness of defence mechanisms
and introduces new operational concepts.

At the heart of this transformation lies
the fusion of strategic imperatives, innova-
tion endeavours, and emerging technological
trends, which collectively shape NATO's ap-
proach to emerging challenges. Global shifts,
such as the evolving contours of the new
NATO Strategic Concept and geopolitical ten-
sions in regions such as Ukraine, provide guid-
ance for security and investment priorities in
cutting-edge technologies to maintain NATO's
competitive edge.

In addition, biotechnologies will be dis-
ruptive in the near to medium term, especially
if we consider the possibilities for human ca-
pabilities across physiological, cognitive and
social domains.

Above
DIANA has a network of more than 200
affiliated accelerator sites and test centres
across NATO member countries.

Ethical considerations and climate resil-
ience also guide NATO's trajectory, highlighting
the importance of moral frameworks in guiding
technological development and utilization. The
nexus between climate change and security un-
derscores the imperative of building resilience
against environmental risks, with technological
innovations playing a crucial role in addressing
climate-related security challenges.

Countering mistrust in scientific ad-
vancements and enhancing resilience against
diverse threats remain a cornerstone of NATO's
strategic preparedness. Transparency, account-
ability and effective communication strate-
gies are essential for overcoming barriers to
the adoption and implementation of emerging
technologies. Technological innovations enable
adaptive responses and bolster resilience across
a range of security challenges.

In navigating the intricacies between
geopolitics and technology, NATO stands at
the forefront of innovation and adaptation.
By embracing strategic investment, fostering
innovation ecosystems, and addressing the
multifaceted drivers of technological change,
NATO ensures its resilience and relevance in
an ever-evolving world. As the Alliance charts
its course into the future, the fusion of strategic
vision, technological prowess and ethical im-
peratives will continue to shape its approach to
emerging security challenges.

> > >
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ENABLING'A MULTI-DOMAIN FUTURE

NATO's Readiness
for Al Transformation

NATO is actively preparing for the trans-
formative potential of Al through a com-
prehensive strategy aimed at fostering
innovation, enhancing understanding,
and encouraging adoption among member
states and within the organization itself.

NATO actively embraces Al transformation.
This includes investing in research and devel-
opment, fostering partnerships with industry,
and establishing frameworks for the ethical
use of Al in military operations. However, the
successful integration of Al into NATO's op-
erations requires continuous adaptation and
the development of new doctrines and training
programmes to leverage Al capabilities fully.

The approval of an Al strategy in 2021
marked a significant milestone, emphasizing
the importance of responsible use and the pro-
tection of NATO's Al technologies. The prin-
ciples included in the strategy contribute to
ongoing international deliberations on setting
norms for Al adoption. NATO has also estab-
lished a Data and Artificial Intelligence Review
Board that is guiding Allies in Al adoption and
usage, with a key focus on building trust, espe-
cially among operational end-users.

Recent studies, such as the one com-
pleted by the STO as part of the von Karman
Horizon Scanning Strategic Initiative, under-
score the need for organizational and cultural
changes, effective data and network manage-

ment, and trusted human-machine interac-
tion to realize the benefits of AL These find-
ings emphasize the need for NATO to adapt
its processes, structures and mind-set to take
full advantage of the technology's potential
for various military capabilities, including
Al's role in enhancing decision-making speed
and accuracy, optimizing resource allocation,
and providing predictive analytics for military
threat assessment and operational planning.

In conclusion, a comprehensive strategy,
investment in research and development, and
efforts to adapt organizational culture demon-
strate NATO's desire for Al transformation. By
embracing responsible use principles, foster-
ing innovation ecosystems, and prioritizing
trust-building measures, NATO is poised to
leverage Al's transformative potential to en-
hance its deterrence and defence capabilities
in the evolving security landscape.

Al Support for Evolving
5 Concepts such as
Multi-Domain Operations

Al significantly supports multi-domain op-
erations (MDO) by providing enhanced data
analysis and decision support across the land,
air, sea, cyberspace, and space domains. Al
algorithms process information from diverse
sources in real-time, enabling coordinated re-
sponses and optimizing resource allocation.

This facilitates a more integrated approach to
operations, breaking down silos between dif-
ferent military branches and domains.

NATO's Digital Transformation Initiative is
pivotal in enabling MDO by ensuring that
people, processes and technology are prepared
to harness the full potential of digital tech-
nologies. This comprehensive endeavour aims
to adapt NATO's command and control struc-
tures, foster a culture of innovation, and secure
sustained political support to safeguard the Al-
liance's future security and stability.

Al-generated graphic
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Previous, from left

Norwegian Army Border Guard, photo by
Ole-Sverre Haugli, Norwegian Armed Forces;
Standing NATO Maritime Group One, photo by S.
Dzioba, NATO; a U.S. Navy F/A-18 Super Hornet
on the flight deck of the USS Gerald R. Ford;
cyber security, photo by Swedish Armed Forces;
hurricane viewed from space, Shutterstock

"The integration

and operation
alongside emerging
technologies

will be critical

for maintaining
strategic superiority."”

The integration of AI can guarantee
adaptation interoperability and heightened
situational awareness, accelerating data-driven
decision-making, while enhancing NATO's
strategic advantage and operational effective-
ness by enabling coordinated military actions
across the land, sea, air, cyber, and space do-
mains. Using synthetic environments to test
operational effects and enhance situational
awareness ensures the adaptability and the
readiness of the Alliance in the face of evolving
military challenges.

NATO Allied Command
Transformation is the primary lead and sup-

Moreover,

port provider for digital transformation efforts,
which require comprehensive transformation,
to accommodate vast data management and
mitigate any risks connected to the legacy com-
munication and information systems. It is in-
strumental in delivering a secure and scalable
cloud environment — the digital backbone —
that underpins MDO and facilitates universal
connectivity and data transport across domains.

Collaboration among NATO Allies is
paramount in this transformative journey.
Standardized processes, policies for automa-
tion, and new mechanisms for cooperation
are needed to streamline efforts and prioritize
transformation goals. Additionally, education
and training are essential to equip personnel
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Counter-drone technology.
Photo by NATO

with advanced digital expertise and foster a
culture of innovation.

In conclusion, NATO's Digital Trans-
formation is not merely about adopting tech-
nology; it signifies a comprehensive revolution
that embraces the future of warfare. By uniting
Allies, harnessing technological advancements
and fostering a culture of innovation, NATO
stands poised to fortify its position as a formi-
dable force in increasingly digital environments.

6

The adoption of Al within organizations, partic-
ularly in the context of NATO, has profound im-
plications for organizational culture, necessitat-
ing a shift in mind-set, practices and priorities.

Impact of Al Adoption on
Organizational Culture

N

A'meeting with
Dr WElls (right)
at STO. Photo
by STO

0000000000000 000OCOCS

Trust is paramount for the successful adoption
of Al-enabled systems within NATO. Stake-
holders, including users, decision-makers,
planners, policymakers and the general pub-
lic, must have confidence in the reliability, ex-
plainability, robustness, and security of Al sys-
tems. This trust is cultivated through exposure,
education and experience, with the essential
investment of resources over time to ensure
appropriate governance through regulations
and principles of responsible use, while ensur-
ing legal and ethical compliance.

For NATO, the role of culture represents
a particularly salient factor given the Alliance's
multinational character. This is an important
interoperability consideration, as warfighter
trust in AI may not be the same across nations
that have different attitudes about the use of
such technologies, potentially leading to dif-
ferences in AI adoption across the Alliance. In
addition, this can challenge NATO's approach
when dealing with potential adversarial state
actors that have a different view on the re-
sponsible use of Al Openly communicating
with users about the potential risks, limita-
tions and uncertainties associated with the use
of AI technology can help manage expecta-
tions, and being transparent about the poten-
tial challenges will foster organizational trust.
Furthermore, users should receive continual
education and training to keep pace with the
rapidly changing technology developments
and understand how to interact with AL

> > >
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Four overarching qualities will define

the technological landscape of 2044:

intelligence, interconnectedness,

decentralization, and digitalization.

In conclusion, while AI holds signifi-
cant potential to enhance military activities,
including targeting; intelligence, surveillance
and reconnaissance; predictive maintenance;
and decision-making, its adoption within
NATO requires careful consideration of trust,
security, adaptation, workforce readiness, and
ethical considerations. By addressing these
factors, NATO can navigate the challenges and
opportunities presented by AI adoption while
fostering a culture that embraces innovation,
accountability and responsible use.

Technology in 2044:

A Twenty-Year Outlook
Predicting the exact state of technology in
2044 is challenging due to the exponential
pace of innovation. However, it is likely that
Al, quantum computing, space technologies
and biotechnologies will have matured signifi-
cantly, offering unprecedented capabilities in
data processing, communication and surveil-
lance. These advancements could lead to more
autonomous systems in defence, enhanced

cyber resilience, and novel deterrence strate-
gies, potentially transforming the nature of
warfare and international security dynamics.

The year 2024 marks a pivotal juncture in the
evolution of military technology, as we stand on
the precipice of the seventh-generation military
revolution. While historically, technology has
shaped the subjective nature of the battlespace,
the objective nature of human conflict remains
fundamentally unchanged. However, with the
advent of increasingly autonomous and Al-
driven systems, the very essence of warfare is
undergoing a paradigm shift. This revolution is
underpinned by four overarching qualities that
will define the technological landscape of the
future: intelligence, interconnectedness, decen-
tralization, and digitalization (I12D2).

— Intelligent Technologies: AlI-driven au-
tonomous systems will emerge as central
to future conflicts, with the capability for
independent decision-making and intricate
human-machine teaming. These systems will
revolutionize strategic planning support, ac-

Above
Norwegian Manoeuvre Air Defence. Photo by
Ole-Sverre Haugli, Norwegian Armed Forces

celerating decision speeds to unprecedented
levels and reshaping the traditional OODA
(observe, orient, decide, act) loop.

—> Interconnected Systems: Extensive networks
spanning virtual, biological, and physical
domains will facilitate seamless communica-
tion and collaboration among sensors, orga-
nizations and autonomous agents. Technol-
ogies such as blockchain and quantum key
distribution will ensure trusted interactions
and information exchange, giving rise to in-
novative ecosystems such as smart cities.

— Decentralized Infrastructure: Ubiquitous
distributed sensing, storage and compu-
tation will empower military forces with
enhanced situational awareness and de-
cision-making capabilities across diverse
operational domains. This decentralized
architecture will enable large-scale data pro-
cessing and exploitation, fundamentally al-
tering the dynamics of military operations.

> > >
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—» Digital Fusion: The convergence of biologi-
cal, physical and information domains will
blur the boundaries between synthetic reali-
ties and physical environments. Digitally in-
tegrated technologies will enable precision
warfare through advanced sensors, analytics
and directed energy weapons, revolutioniz-
ing the nature of conflict engagement.

In addition to these overarching qualities, spe-
cific military capability development trends
will emerge.

—> Intelligent Autonomous Action: Al-enabled
autonomous systems will increasingly sup-
plant human forces, driving the evolution of
intelligent battle networks and autonomous
vehicles. Rapid advancements in decision-
making algorithms will redefine the nature
of conflict engagement.

— Cognitive Dominance: Agile C4ISR (com-
mand, control, communications, computers
intelligence, surveillance and reconnais-
sance) battle networks will become targets
themselves, leading to increased reliance
on secure communication and advanced
sensor capabilities. Quantum technologies
will revolutionize data collection and pro-
cessing, enhancing decision dominance and
material design.

— Expanded Domains: Space, cyberspace, and
information spheres will become integral
components of future conflicts, demand-
ing multi-domain operational strategies and
counter-domain capabilities. AI and quan-
tum technologies will enable human en-
hancement and chemical-biological coun-
termeasures.

—> Precision Warfare: Digitization and min-
iaturization will drive the development of
precision strikes and effects-oriented capa-
bilities, while exposing new vulnerabilities.
Directed energy weapons and hypersonic
technologies will redefine the dynamics of
modern warfare.
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In conclusion, the technological landscape of
2044 promises a future in which intelligence,
connectivity and decentralization redefine the
nature of conflict. As military forces adapt to
these changes, the integration and operation
alongside emerging technologies will be criti-
cal for maintaining strategic superiority and
ensuring operational effectiveness in an in-
creasingly complex and interconnected world.

Conclusion

As we look ahead to the next two decades, it
becomes evident that new technologies present
NATO with a dual-edged sword of opportuni-
ties and risks. On the one hand, these advance-
ments offer unprecedented opportunities for
NATO to maintain its technological superiority
and enhance the effectiveness of its operations.
Embracing emerging technologies can empow-
er NATO forces with innovative capabilities,
enabling them to adapt to evolving threats and
challenges in the modern security landscape.

On the other hand, alongside these op-
portunities come significant risks. The prolif-
eration of new technologies raises concerns
that potential adversaries and strategic com-
petitors may exploit them in ways that defy
ethical, legal and moral norms. This poses a
formidable challenge for NATO, necessitating
a smart approach in order to navigate these
risks effectively.

To address these challenges, NATO
must remain vigilant and proactive in its tech-
nology adoption and utilization. This requires
not only investing in cutting-edge technolo-
gies but also developing robust frameworks for
ethical, legal and moral considerations. By fos-
tering a culture of responsible innovation and
prioritizing the protection of shared values and
principles, NATO can mitigate the risks posed
by new technologies while maximizing their
potential benefits.

The journey ahead for NATO will be de-
fined by its ability to harness the opportunities
presented by new technologies while effectively
managing the associated risks. By staying true
to its core values and leveraging technology as
a force for good, NATO can continue to uphold
its mission of safeguarding security and pro-
moting stability in an ever-changing world. +

Dr Bryan Wells has three major responsibilities.
First, he serves as Chair of the NATO Science and
Technology Board (STB). Second, he serves as the
senior scientific advisor to NATO leadership, ensuring
that appropriate and timely S&T-based advice is
provided to NATO senior decision makers. Finally,
he leads the Office of the Chief Scientist at NATO
Headquarters.
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l N T R O D U C I N G

NATO'S FIRST MACHINE-LEARNING TOOL: Al FELIX

If Ray Kurzweil's prediction is correct, before 2030,
humans and Al will merge into a super-intelligence and thus
reach the next stage of human evolution. Whatever happens:

remember that today's Al is the worst you'll ever use!”
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Recently, the Joint Warfare Centre Public Affairs Officer Ms Inci Kucukaksoy
interviewed Mr Simon Purton and Dr Arnau Pons to discuss an exciting and timely
addition to NATO's toolbox: Al FELIX. Simon Purton is the Capability Requirements
Section Head at Headquarters Supreme Allied Commander Transformation (HQ
SACT) in Norfolk, Virginia. He is a mathematician with an avid interest in machine
learning. His HQ SACT colleague Dr Arnau Pons is an Al Product Manager and
Operations Research Analyst. His background is in aeronautics and astronautics.

JWC: Simon, in 2019 you wrote an article for
The Three Swords called "Learning about Learn-
ing Machines." What has happened since then?

Purton: When I wrote the article, I wanted to
capture some of the basic concepts about learn-
ing machines. Plus, I wanted the reader to un-
derstand the difference between how humans
make decisions and how decisions may get
made otherwise — it's in this aspect that arti-
ficial intelligence has some advantages over us.
However, [ still maintain that while machines
have some advantages, that does not make
them superior decision-makers compared with
people. When I was writing the article, I was
also proposing to HQ SACT leadership that
they fund an artificial intelligence experiment.
I couldn't really get any traction at the time, so
I submitted a proposal as part of the ACT In-
novation Challenge. The proposal won.

Pons: Simon describes himself as one of the
parents of AI FELIX, which is the name of the
bundle of AT applications we have in HQ SACT.

Purton: I refer to myself as one of the parents,
because there were a few of us involved in
bringing AI FELIX into being. A team effort.

JWC: You said you couldn't get any traction
with your leadership. Why was that?

Purton: As we are NATO's Strategic Command
for transformation, our leadership's scale of
ambition is very large. The proposal was not
very large. In fact it was quite modest. I wanted
to experiment with Al to automate some of the
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very important, but very repetitive work that
some of our staff have to do here. The proposal
wasn't about winning wars or delivering new
wonder weapons. It was about fixing some of
the knowledge management issues that we all
have. And it was focused on something called
the Command Read Board.

JWC: Can you explain the Command Read
Board to our readers who may not be familiar
with the term?

Pons: Just about every command has some
point of entry for incoming correspondence.
In HQ SACT, that is called the Command
Read Board. It's a function that ingests reports,

personal letters, taskings from NATO HQ...
anything formal.

Purton: We did a podcast on this. I learned
that for two people in our command — and
across the NATO Command Structure for
around 40 people — their daily job was to read
incoming correspondence, to upload the file
into our document repository, add metadata,
and determine if there were any tasks. And
if necessary, they created a new entry in our
tasking system for review by our executives'
committee. All this needed to be done for 100
to 200 documents a day, every day. If we had
a holiday and Europe didn't, then they would
have twice as much work after returning from
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“We have built an

Al that leverages

the knowledge and
experience of humans
to help them in their
daily work by making

it faster — but more
importantly, the work is
more meaningful.”

their day off. A very, very important job, but
also very repetitive work.

Pons: By the end of 2019, we had automated
this job. Removed humans from being "in the
loop" and put them "on the loop," reviewing
the recommendations of the computer models.

JWC: And you achieved this by harnessing AI?

Pons: Yes, absolutely. The tool has an under-
standing of the directives that we use and we
developed a model of that, but we also trained
it on around 20,000 pieces of incoming corre-
spondence, because sometimes a person reads
a document and makes a judgement that the
directive doesn't cover. So the Al learned its
own way of judging incoming documents. We
put our tool up against people to determine
how good it was. It's no worse than people at
making judgements on what a document is
and who should read it, and it is much better
at populating the metadata fields because it
can do that very quickly. With AI FELIX, we
achieved an 80%-time reduction in processing
the daily incoming correspondence.

JWC: What are these metadata fields that need
populating for every entry?

Pons: They are the data you have to enter, such

as title and author, classification, keywords and
topics. They are also the data our search en-
gines use to find documents. We took our Al
tool and ran that on the entire back catalogue
and brought all the documents in the archive
up to the same level with their metadata. And
now our regular search tools are much more
effective because our metadata is better.

JWC: And this is "AI FELIX"?

Pons: Yes. The two people that Simon men-
tioned who were working on our Command
Read Board? One of those was Yeoman First
Class Felix. We named the tool after him. This
is the human side of the AI FELIX story, and
the core of our mission. AI FELIX stands for
"Artificial Intelligence Front End Learning
Information Execution.” We have built an AI
that leverages the knowledge and experience
of humans to help them in their daily work by
making it faster — but more importantly, the
work is more meaningful.

Purton: The Command Read Board was a
starting point. Automating the ingestion of
incoming correspondence was one part of our
vision for artificial intelligence. It was an ex-
ample of how AI could support a small pro-
cess and release staff from menial tasks to al-
low them to focus on more important things.

So less of "what is this document?" and rather
more of "what should this command do about
this document?" However, we always had big-
ger ideas. We wanted not just to automate staff
work, but to create a digital army of staff of-
ficers. That was the next step. We were work-
ing on digitizing the knowledge base and then
we figured that every staff officer could have a
digital assistant to support them in their work.

JWC: And is this the AIDA project I have
heard about?

Pons: No, AIDA comes later. First, we digitized
every single file in our entire public library. I
should clarify that we have public and private
folders. If you put something in your public
folder, then you are sharing that with everyone
in your organization. If you put something in
your public folder, anyone [in NATO] can see
that. We used artificial intelligence to put all
these public files into a massive database. Si-
mon calls it the "Knowledge Universe." Every-
thing in it is positioned relative to everything
else by similarity.

Currently, the Knowledge Universe has
around 600,000 things in it. And that's not
just documents; it's people. It reads your job
description and you can add your interests
and skills. And it's also our taskers. If you
search for something, it goes to that part of

> > >
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the Knowledge Universe and it shows you the
documents, the people and the tasks.

JWC: So it's like a super search function?

Pons: Search is part of it, but more importantly
it uses a recommender function, so if someone
uploaded a file somewhere that was of interest
to you, the tool brings that to your attention.
It's like Netflix — if you watch a lot of Arnold
Schwarzenegger movies, it starts recommend-
ing Sylvester Stallone movies, or Jean-Claude
van Damme. And if you read the article and
like it, then the Knowledge Universe refines its
model of what it thinks you want to see.

The next time a document that you
might want to see is uploaded, it will inform
you. So the artificial intelligence keeps track of
every user's interests. I think we have around
600 users at the moment, so it's juggling little
Al versions of all those people in its memory.

JWC: So to sum it up: you basically automat-
ed the Command Read Board and created a
Netflix-style file recommender for all of HQ
SACT's staff?

Purton: Al FELIX is running in HQ SACT,
Supreme Headquarters Allied Powers Europe,
Allied Air Command, Joint Force Command
Norfolk... And by the end of 2024, it will be
integrated with the new roll-out of a staff of-
ficer's basic knowledge management toolset.
It should be in the hands of over 15,000 staff
across the NATO Command Structure.

JWC: That is an impressive feat.

Purton: And it is not even the best part yet. I
had been getting AI FELIX going, but Arnau
really started going exponential! We unleashed
the AI tool across the enterprise, which led to
our cataloging of all of the files — oh, and I
know what people are going to think: "Need To
Know!" AI FELIX respects the need-to-know
principle. It cannot show you something to
which you shouldn't have access. This is akin
to a law of physics in our universe. Anyway, as
I was saying: Arnau wanted to really push the
envelope. Tell them about AIDA!

Pons: So searching is fine, and recommenda-
tions are fine. But why search? Why not engage

HOW Al WILL SHAPE OUR PROFESSIONAL LANDSCAPE

< Automating Repetitive Tasks:

Al will take over mundane, repetitive tasks, freeing
up human workers to focus on more creative,
strategic, and value-added activities.

< Enhancing Decision-Making:

Al-driven analytics will provide data-driven insights
for better decision-making. Whether in finance,
marketing, or operations, Al will sift through

vast datasets to identify patterns and trends.
Predictive models will guide strategic choices, risk
assessments, and resource allocation.

< Personalized Experiences:

Al 'will tailor experiences for employees and
customers alike. Chat bots will handle queries,
wb}le recommendation engines will suggest
relevant content. In human resources, Al can
personalize learning paths, career development,
and performance feedback.
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2 Collaboration with Al:

Humans and Al will collaborate seamlessly.
Imagine brainstorming sessions with Al-generated
ideas, followed by human refinement. Al-powered
virtual assistants will schedule meetings, manage
calendars, and even draft emails.

< Upskilling and Reskilling

As Al automates certain tasks, workers will need
to acquire new skills. Organizations will invest in
upskilling and reskilling programmes. Leaming
platforms will adapt to individual needs, suggesting
relevant courses based on career goals.

< Ethical Considerations:

Al will force us to grapple with ethical dilemmas,
such as, how do we ensure faimess, transparency,
and accountability in Al systems?

in a discussion? Why not ask for the answer
to your question? AIDA has a large language
model (LLM) that leverages NATO domain
knowledge to provide answers to NATO ques-
tions in different languages. We utilize retriev-
al-augmented generation (RAG) in order for
the LLM to extract the relevant context to your
question. This tool resides on the NATO clas-
sified network and draws from hundreds of
thousands of documents across different secu-
rity classifications.

NATO produces hundreds of docu-
ments every day and its document repositories
contain millions of documents, so it is impos-
sible for a person to always find the right in-
formation. With AIDA, users can query this
vast knowledge universe and obtain relevant
answers that include the citations to the refer-
ences used to produce the response. This en-
sures traceability of the responses and reduces
the risk of LLM "hallucinations."

Our next step is to expand AIDA's func-
tionality by coupling it with AT agents that can
conduct tasks such as producing PowerPoint
presentations, writing documents by follow-
ing specific templates, querying internal data-

<= Remote Work and Flexibility:
Al-powered tools will facilitate remote work.
Virtual collaboration platforms, Al-driven project
management, and automated workflows will
enable seamless remote collaboration.

< Healthcare and Well-Being:

Al'will enhance employee well-being. Wearables
will frack health metrics, Al chat bots will provide
mental health support, and personalized wellness
plans will become common.

< Supply Chain Optimization:

Al will optimize supply chains, predicting demand
fluctuations, managing inventory, and ensuring
timely deliveries.

< Creativity and Innovation:

Contrary to fears of Al stifling creativity, it wil
actually amplify it. Al will accelerate innovation
by automating research, simulations, and
design iterations.




bases, and interacting with other NATO tools.

JWC: What does Al mean for our future, and
for the future of NATO in particular?

Pons: Ideologically, I am a "techno-optimist." I
am eager to leverage the benefits of AL So yes,
there will be drones conducting warfare au-
tonomously in the near future, but I do not see
[the artificial superintelligence] Skynet from
the "Terminator” films taking over humanity.
There are also very important concerns about
job displacements and impact on society due
to a wave of automation powered by Al As it
occurred in past technological waves, our jobs
will evolve and adapt to these incredible new
AT tools that we will have at our disposal.
Hopefully, we will use AI to make our
work more meaningful by focusing more on
adding value rather than performing manual
tasks. The goal is to exploit our potential by do-
ing what we do best and letting the machines
do the work that can be automated. Exercising
our judgment, understanding a completely new
scenario by connecting the dots with our expe-
rience, unleashing our ingenious creativity —
those are the skills at which we excel as humans.

It would be too cliché at this point to ask

an LLM to summarize the most consequential
trends in the field of AI But actually, LLMs will
struggle with the exponential nature of this
technology since it is trained with human data.
As humans, we are infamously bad at seeing ex-
ponential trends and making accurate projec-
tions over time. However, human imagination
is boundless and incredibly creative, so let's use
imagination to envision our future enabled by
AL In the short term, large language models
will gradually converge in accuracy and qual-
ity as they are mostly trained on the same data
(the Open Internet). This will lead to a com-
moditization of LLMs, which will combine
with another key trend: open-source models
catching up and democratizing Al space. With
ever more powerful open-source models, de-
fence organizations will have more flexibility to
leverage LLMs in secure enclaves that maintain
the privacy of information. This has indeed
been our approach to AIDA at ACT.

JWC: So what's next?

Pons: Artificial intelligence agents. With LLMs
we can now speak to computers using natural

SCIENCE AND TECHNOLOGY

language. However, LLMs can provide much
more than written responses; they can code,
they can interface with other applications, they
can reason and devise an action plan taking
multiple steps using different tools to complete
a task. That's the point when we'll be able to
ask an AT agent to use our data, external appli-
cations and open-source information to book
our upcoming business trip, write a strategic
point paper, create a personalized training
course, or draft a plan.

Looking further, as LLMs and AT agents
get better, more accurate, and more consistent,
we will be able to delegate more tasks to them
and use agents as personal executive assistants.
Every staff officer will head a team of multiple
digital agents to conduct specific tasks, and
those agents in turn will work collaboratively
to succeed.

For instance, one digital agent will
conduct research on a topic using multiple
sources, another will draft a presentation for
decision-makers, another will fact check the
presentation, another will red-team the con-
clusions, share with colleagues to incorporate
their comments (including emailing them and
applying their inputs), and finally doing your
review before submission. This personal ex-
ecutive assistant will have intimate knowledge
of how you want tasks to be done, when to act,
and how to prepare you in anticipation of in-
coming work, so that you can confidently del-
egate tasks on a regular basis.

The ultimate goal is to automate menial
tasks, augment your intelligence and unleash
your creativity. If you're a fan of the "Ironman"
comics and the movies, you see how Tony
Stark works with his AL J.A.R.V.L.S. Jarvis does
a lot of heavy lifting, but Tony Stark is provid-
ing the direction and the inspiration.

If [U.S. computer scientist and inven-
tor] Ray Kurzweil's prediction is correct, be-
fore 2030 we will reach general artificial in-
telligence, meaning that humans and AI will
merge into a super-intelligence and thus reach
the next stage of human evolution. Specula-
tions on what could happen after that may
seem to belong more in the realm of science
fiction, but 19th-century readers thought the
ideas of Jules Verne would always remain fic-
tion, too... Whatever happens: remember that
today's Al is the worst you'll ever use! +
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JWC 2030 TRANSFORMATION PROGRAMME

"THE JOINT WARFARE CENTRE SITS ON THE CAMPAIGNING CONTINUUM
AND DELIVERS DETERRENCE FOR THE ALLIANCE."

Introduction

At the NATO Summit in Brussels in June 2021,
former NATO Secretary General Jens Stolten-
berg stated that NATO 2030 is "about making
sure our Alliance remains ready today to face
tomorrow's challenges." Since then, the Rus-
sian full-scale invasion of Ukraine delivered
a shock to the geo-strategic security environ-
ment, resulting in a paradigm shift for Euro-
Atlantic security and the global rules-based
international order. This event has proven to
be a catalyst for the Alliance to transform to
meet the geo-strategic security environment.
At the political level, the Alliance has
grown to 32 members with the accession of
Sweden and Finland. At the strategic level, Al-
lied Command Operations (ACO) advances
towards its certification as a strategic warfight-
ing headquarters on Exercise STEADFAST
DETERRRENCE 2025. At the operational
level, the NATO Response Force (NRF) has
transformed into the Allied Reaction Force

ACO "fight tonight," warfighters, short- to medium-term,

by Colonel Kevin Rafferty
British Army
Deputy Chief of Staff
Exercise, Training and Innovation Directorate
NATO Joint Warfare Centre

(ARF), which was certified during Exercise
STEADFAST DETERRENCE 2024. The ARF
recently deployed to the Western Balkans for
further training and to support the NATO-led
Kosovo Force.

The transformation across the entire Al-
liance has resulted in the development of the
new family of plans and New Force Model to
meet the evolving requirements of the Defence
and Deterrence of the Euro-Atlantic Area
(DDA). It is an exciting time to be in NATO
and the Joint Warfare Centre (JWC), with the
political ends, supported by the economic
means, to transform the military ways.

These changes have resulted in a pro-
found shift in the JWC's strategic mind-set to
deliver meaningful and sustainable change and
have provided added impetus to our activities
in support of the NATO 2030 agenda.

As the nexus between Allied Com-
mand Operations (ACO) and Allied Com-

conceptually "the war," exercises and training

JOINT WARFARE CENTRE

mand Transformation (ACT), the JWC finds
itself well positioned. ACO, the "warfighters,"
set the requirements to ensure that NATO
can "fight tonight," complemented by ACT,
who are leading the development of the "fight
tomorrow" capabilities.

The JWC acts as a transformational hub
between ACO and ACT, supporting the opera-
tionalization of the "fight tomorrow" concepts
and blending them with the "fight tonight" re-
quirements to support the Alliance's continual
evolution and help maintain its warfare advan-
tage. The demand from the warfighters is gen-
erally for greater realism, which has been im-
plemented to an unprecedented degree within
the new STEADFAST exercise series.

But what does this mean for the JWC,
and how does the JWC transform to meet the
NATO 2030 and beyond requirements? How
will this deliver tangible changes to the JWC's
outputs in the short, medium and longer term?

The nexus between the Strategic Commands operationalizing

concepts; implementing warfighter requirements

Warfare development, medium- to long-term,
conceptually "a war," ACT "fight tomorrow"

> > >
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To answer some of these questions, and
to establish a baseline understanding, the JWC
established an inclusive "Fit for Future" Team.

Transformation Journey

Transformation has been a recurring theme
for NATO as it adjusts to the evolving threats
and challenges of our time. Similarly, the JWC
adjusts and evolves in accordance with the
requirements of both ACO and ACT. It does
this through focusing on continuous improve-
ment, lessons learned and a forward-looking
way of working.

Our future horizon scanning approach,
in advance of the NATO 2030 Agenda, led to
the publication of the JWC Future Exercise
Support Capability Study in 2021, and led us
to prioritize future change initiatives and cre-
ate our dedicated JWC Fit for Future Team.

The study produced three key outputs:
describing both the capabilities and the capac-
ity challenges of the JWC, it proposed actions
for incremental improvements to exercise de-
livery outcomes, and identified internal and ex-
ternal improvements aimed at exercise delivery.

The Fit for Future Team set about trans-
lating the study into tangible short- to medi-
um-term activities that directly improved the
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Above
Colonel Rafferty, the author, during NATO Exercise STEADFAST DUEL 2024, where he served as the Chief of the Exercise Control team,
which involved more than 700 personnel. Photo by Tore Ellingsen

efficiency and effectiveness of JWC-delivered
exercises as well as supporting ACT to opera-
tionalize the NATO Warfighting Capstone Con-
cept (NWCC) and the Warfare Development
Agenda (WDA). In addition to coordinating
and providing greater understanding across the
JWC, the principal outputs led to the prioritiza-
tion of a list of change projects and initiatives

2030 Transformation

Fit for Future

Complexity, Innovation and Experimentation

Near Medium Long
Timescale

aligned to specific exercises and the formulation
of more strategic future organizational think-
ing. Fit for Future provided the baseline under-
standing for the JWC to focus on immediate,
near- to medium-term change improvements.
Furthermore, it enabled the JWC to develop its
thinking on longer-term (2028-2030 and be-
yond) transformation imperatives.

WITH A VIEW to supporting NATO 2030 and
the Strategic Commands' (SC) analysis, the JWC
2030 Transformation Programme set about de-
fining the JWC's vision, purpose and outputs
in support of and informing the SCs four key
requirement areas (KRAs): digital backbone;
readiness; enabling and employment capabili-
ties; and military thinking and command.

NATO's 2030 agenda and the SCs KRAs
provide clear guidance and help to define a
roadmap for the JWC's 2030 Transformation
Programme, speaking directly to the JWC's
training, exercise and warfare development
roles. They reinforce the JWC's contribution to
NATO's deterrence architecture as well as its
readiness and resilience.

Alongside collective training and exer-
cises, warfare development provides a focus
for future innovation, experimentation and
concept development. This directly supports
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ACT and aligns with SACEUR's guidance for
exercise designers to incorporate new ideas
and media into training.

The ambition of NATO 2030 enables the
JWC to focus on transforming future collective
training and exercises and warfare development
outputs, whilst also ensuring the JWC has the
appropriate operating model to deliver them.
Aligning with ACT's initiatives to that end, the
JWC's 2030 Transformation Programme will
systematically consider the JWC's future vision,
purpose and outputs and the underpinning
workforce, organizational structure, processes,
infrastructure and technology requirements.

ONE OF THE KEY levers to enable this work
is our recruitment of Project-Linked NATO
International Civilians (PLNs). PLNs provide
fresh thinking and expertise to augment the
existing workforce and will help to sustain and
support the JWC's transformation to support
the "fight tomorrow" requirements. Using the
military levels of war as analogy, the PLNs will
be employed at the operational level, linking
the strategic direction of ACT and ACO, and
aligning it with the tactical-level outputs of the
JWC in terms of collective training and exer-
cises and warfare development.

An additional layer of complexity is the

JWC 2030 TRANSFORMATION PROGRAMME ‘

"The JWC adjusts
and evolves in
accordance with

the requirements of
both ACO and ACT."

need to design, develop, test, and integrate new
ways of working to deliver the JWC's future
outputs. To do this, one might envision the
PLNs having one foot in the branches, their
body in the programme development area, and
the other foot in the strategic space.

Fundamental is their understanding
of the JWC's current outputs, their ability to
synthesize the strategic direction of future
requirements, and their capability to design,
develop, and define new ways of working and
output delivery mechanisms.

Providing the evidence for the future
operating model of the JWC, including its
workforce balance, structural change, new and
improved processes, infrastructure require-

ments and technological maturity levels, is an
undertaking that requires the commitment and
contributions of the entire JWC One Team.

From a system design perspective, the
PLNs, working with the existing workforce,
support the JWC 2030 Transformation Pro-
gramme, operating predominantly from the
middle tranche, supporting the strategic and
tactical/task-orientated work streams.

The integration, coordination and align-
ment to the future vision, purpose and out-
puts of JWC 2030 and beyond is managed and
overseen by a central JWC Programme Office
(JPO) (see the graphic below).

Conclusion

In conclusion, embracing NATO 2030 is not
just a strategic imperative for the JWC — it
is a pathway to reinforcing our relevance and
operational effectiveness. By focusing on in-
novation, resilience and adaptability, we will
shape the future of the JWC and NATO's
warfare advantage. We will take on the chal-
lenges with a strong commitment to building a
safer and more secure world for future genera-
tions. Together, we can seize the opportunities
of NATO 2030 and chart a course towards a
bright future for the entire Alliance. +

Strategic Direction,
Vision and Mission

Strategic

JWC 2030
Vision and Mission

Operational Pro;:g’gme ﬁ JWC 2030 Objectives
o Office (JPO) and End-State
JWC 2030 Tasks and Outputs
JWC Tasks and Outputs Tactical LS D
JWC Branches
Above

PLN support to military levels of warfare
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JWC 2030 TRANSFORMATION PROGRAMME

EMBRACING JWC 2030

The Joint Warfare Centre (JWC) has established the JWC 2030 Transformation Programme
to ensure the JWC remains aligned to the NATO 2030 agenda, and continues to be forward-
thinking, resilient and effective, in an era defined by rapid technological advancement,
geopolitical shifts and evolving security threats. Throughout its history, the JWC has strived
to improve and to fulfil its motto of "making NATO better." Similar initiatives have been
implemented here since 2013, resulting in the Centre's first organizational culture programme
and first climate survey in 2014, its matrix structure in 2015, and its first continuous
improvement survey in 2020. NATO 2030 signals a new era for the JWC, introducing its most
comprehensive change management programme to date.

JOINT WARFARE CENTRE'S CAPABILITY DEVELOPMENT FOCUS AREAS

Wargaming

For the JWC, embracing change is not just an
operational necessity, it is also about thriving
in an increasingly dynamic and unpredictable
environment. Rapid technological advance-
ments, hybrid warfare tactics, and geopolitical
shifts demand that we adapt proactively to en-
sure our relevance and effectiveness in deliver-
ing collective training and exercises (CT&E)
and support NATO's warfare advantage.
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Multi-Domain
Operations

Digital
Transformation

Embracing NATO 2030 offers the JWC a
unique opportunity to position ourselves as
leaders in warfare concept advancement and
CT&E provision. By tapping into cutting-edge
technology, enhancing our interoperability
and partnerships, and fostering strategic agil-
ity, we can deliver more realistic and impact-
ful exercises that directly contribute to NATO
readiness. From cyber warfare simulations to
multi-domain operational scenarios, embrac-
ing NATO 2030 enables us to push the bound-
aries of innovation and ensure our effective-

ness for the future.

Strategic-Level
Exercises

Readiness

At the heart of embracing NATO 2030 lies the
need to foster a culture of innovation within
the JWC. This means encouraging experimen-
tation, collaboration, and knowledge-sharing
among staff members, empowering them to
think creatively and adapt quickly to changing
circumstances. By implementing a mind-set
of continuous improvement, we can unleash
the full potential of our organization and drive
positive change that benefits not only the JWC
but the entire NATO community.
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"As Financial Controller, I am committed to
ensuring the JWC's financial practices align
with the NATO 2030 ambition. Our 'Sustain
- Rebalance - Transform' journey is vital for
providing the resources and oversight needed
to support the JWC's evolving role within the
Alliance.

NATO 2030 presents both challenges
and opportunities, and it is our responsibility
not only to adapt but to excel in this dynamic
environment. A key part of this is transform-
ing the way we work to make us more agile and
improve our ability to scale. By modernizing
financial processes and embracing new tech-
nologies, we can streamline operations and re-
spond more effectively to emerging needs. This
transformation will support the development
of cutting-edge capabilities, strategic-level ex-
ercises, and readiness initiatives that are cen-
tral to our collective defence.

Effective financial management is es-
sential to ensuring the JWC remains innova-
tive, adaptable, and responsive to NATO's re-
quirements. It is an exciting time to be part of
NATO, and I am proud to contribute to this
transformative effort."”

JWG 2030 TRANSFORMATION PROGRAMME

Technology

JWC 2030

Organization

Processes

REBALANGE

- READINESS
) COMMAND OPERATIONS

Above
JWC 2030 Transformation Programme imperatives
(Sustain, Rebalance and Transform) and "enablers"

Helena Potter
Financial Controller
NATO Joint Warfare Centre
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Colonel Riidiger Schonrade
Deputy Chief of Staff, Support
NATO Joint Warfare Centre

"Transforming the JWC to meet the Alliance's
demands of 2030 and beyond needs an analy-
sis of the underpinning workforce, infrastruc-
ture and technology requirements. The JWC
has developed a number of highly technical
networks and processes for the simulation
and global coordination of its exercise activity,
resulting in unique requirements. As NATO
transforms, the speed and complexity of exer-
cise activity must be supported by ever more
capable technical equipment, people and more
complex networks. The digital backbone of the
JWC needs to be developed, thus supporting
one of the Strategic Commands' Key Require-
ment Areas.

In addition, we have to consider the
JWC's requirement to construct and build of-
fice and exercise space adaptable to future ways
of delivering exercises. With the recent drive
for distributed and remote working options
as well as with upcoming technical require-
ments to support future exercises, the JWC's
Support Directorate must ensure incremental
adaptation of the JWC 2030 Transformation
Programme findings."
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"The NATO 2030 agenda aims to make the Al-
liance stronger and ready for the future. Our
JWC 2030 Transformation Programme sup-
ports this aim. We will identify, define and im-
plement change initiatives focused on people,
organization, processes, infrastructure and
technology. We need to balance supporting
NATO's effort of increasing readiness today
with the long-term aim of keeping our warfare
advantage.

To get the most out of our Transforma-
tion Programme, we stand to benefit from a
holistic view of how Allied Command Trans-
formation (ACT) will transform in the future.
As the Director of Management, I think it is
very important to make sure we sustain and
deliver our programme of work, whilst we
rebalance and transform to ensure we are fit
for the future. With the security environment
changing at speed, we need to stay vigilant,
adaptive and connected to ACT changes."

Colonel Petter Bjargo
Director of Management
NATO Joint Warfare Centre
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For this issue of The Three Swords, we interviewed four
JWC staff members who fully embrace NATO 2030 through
their work: Lieutenant Colonel Tony Lancashire, Head of the
Content Branch in the JWC's Exercise Production Division;
Lieutenant Colonel Julie Ann Janson, Military Assistant to the
JWC Deputy Commander and Chief of Staff (DCOM/COS);
Wing Commander Timothy Monk, Head of the Resources,
Planning and Analysis Branch; and Mr Paul Sewell, the JWC's
specialist for organizational development and culture.

Tony Lancashire
Exercise Production

We commenced our NATO
2030 journey with Fit for Future (F3), which was
designed to coordinate all the change initiatives
that the JWC is facing over the next few years
and to enable a coherent sustainable response in
the short to medium term. F3 is nested under
our JWC 2030 Transformation Programme and
directly contributes to NATO 2030. Our 2030
Transformation Programme is designed to cap-

Julie Ann Janson
DCOM/COS Office

JWC 2030 TRANSFORMATION PROGRAMME

ture some of the big changes facing JWC as a
result of the NATO 2030 ambition. F3 not only
commenced exercise delivery improvements, it
also informed our thinking and placed our cul-
ture and our values at its core.

With understanding from our time fo-
cusing on F3, we recognize NATO 2030 to
be much more wide-reaching in scale and
scope, spanning change initiatives in training
delivery, processes, structure, workforce, and
communication and information systems and
infrastructure. The intent of our JWC 2030
Transformation Programme is to bring togeth-
er all the varied change activity in one place,

Timothy Monk
Resources, Planning and Analysis

Paul Sewell
Organizational Development

providing greater visibility and granularity so
that the Command Group can make decisions
on the future direction of travel with a greater
understanding of how change will impact all
aspects of the organization and the people who
work here.

We face numerous global
dilemmas impacting NATO. NATO 2030 is es-
sential for addressing these challenges, along-
side rapidly evolving technology and shifting
geopolitical dynamics. Proactive identification
of future challenges and opportunities is cru-
cial for military success. Given the Russian ag-

> > >
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gression in Ukraine, NATO cannot afford to be
reactive. The JWC 2030 Transformation Pro-
gramme is the JWC's contribution to NATO
2030, providing tangible deterrence in various
ways. These efforts must align with strategic
and operational requirements in our complex
global environment. I find these focused initia-
tives particularly fulfilling as they offer long-
term strategic impact and require navigating
complex problem sets. While maintaining
excellence in our current tasks, the JWC must
also remain adaptable to increasingly demand-
ing requirements. By enhancing the NATO
Command and Force Structures, the JWC di-
rectly contributes to NATO's readiness and de-
terrence, giving me a strong sense of purpose
in improving NATO's capacity and capability.

NATO 2030 feels different
to some of the previous change programmes
in which I have been involved. Rather than a
purely internal focus, it offers an opportunity
to be a part of something much bigger for the
Alliance. The JWC can be at the leading edge of
transformation and help to inform the future,
not only in collective training but also in the
way that NATO evolves to face future threats.
This tour at the JWC will be my last in a 40-
year military career, so to be closely involved
in establishing a secure future for the next gen-
eration of NATO personnel is a real privilege.

With a deteriorating global
geopolitical picture, the challenges NATO fac-
es are changing significantly and consequently
the "ask" on the JWC is transformational. The
desire from the frontline commands is for
more realistic training, delivered in a more
demanding, sustained environment that better
reflects real-world situations and utilizes real-
world plans. Initiatives such as 24/7 exercising,
greater use of free play, training at the strategic
level and the employment of real plans have
the potential to shift the JWC's focus from
validating processes towards testing outcomes.
Aligning with major U.S. and other national
exercises and incorporating multi-domain op-
erations into JWC training brings further chal-
lenges. Of course, changing the JWC output
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has implications for our internal processes and
how we structure and support our workforce,
all of which has to be carefully considered
and deconflicted to ensure the organization
is properly configured and resourced to meet
future demands.

Most of the requirements I
have seen come down to a common theme: a
desire for greater realism in education, training
and exercises. This is completely understand-
able in the current geopolitical environment,
and I agree that this should be a priority focus
for NATO. However, I have come to realize that
not all of these adaptations require massive
change. For example, the JWC already provides
alarge amount of "free play" and the integration
of real-world plans in our exercises. Therefore,
we must be careful to avoid change for the sake
of change. Innovation is about useful novelty,
with an emphasis on "useful.” In order to effec-
tively and efficiently adapt to emerging require-
ments, we must collaborate with our partners
and training audiences to articulate what is al-
ready working and what truly needs to change.
‘We must keep what works, so that we can spend
limited time and resources on making the most
impactful and realistic changes.

Above
Colonel Rafferty and Colonel Michael Biankowski, Acting Director of Management at the time,
during preparations for the ACT Chief of Staff town hall meeting, July 16, 2024. Photo by JWC PAO

NATO has a long history of
adapting to the changing world around it. The
end of the Cold War, expansion of the Alliance,
out-of-area operations and the two Russian in-
vasions of Ukraine are all challenges requiring
different responses. That NATO can adapt so
readily is one of the Alliance's main strengths.
Now as 32 nations, it is as important as ever
that we are ready to face threats together and
can work together seamlessly. The JWC has
a major role to play in enabling that, and we
must ensure that we are configured to support
our colleagues in HQs across NATO to meet
the challenges we face.

We are fortunate to have a work-
force with, collectively, hundreds of years of ex-
perience. However, much of this experience is
locked away because of the way we divide our-
selves in our organizations. We see this in our
structures and we find it equally in the other
typical in/out-group dynamics that divide us,
such as national culture, service, gender, gen-
erational differences, and so on. Therefore, our
mind-set shift should focus on being better at
connecting across all of these divides and seeing
the value of the broad diversity in our staff.
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Definitely. We are being asked
to operate differently, expand into new ar-
eas and deliver capabilities and concepts that
NATO has not used before. There will inevi-
tably be things that don't work or projects that
do not add the value we had hoped. By learn-
ing from these experiences, we can refine other
projects and focus on initiatives that add the
most value and are genuinely transformative.

Organizational change,
particularly at this scale, is always a learning
process, and it can be difficult. Yet the cross-
talk that emerges from this kind of effort is in-
valuable in that it builds understanding, breaks
down stovepipes, and leads to greater efficien-
cy and novel solutions. When members of the
workforce engage with those outside their spe-
cialty, they benefit from fresh perspective and
ideas. Studies have repeatedly shown that so-
lutions developed with diverse viewpoints are
more effective and innovative.

Definitely. Which is exactly the
reason why I am excited to be a part of this
initiative. Consider the challenge: delivering
to our programme of work whilst at the same
time having a firm focus on the future. The les-
sons will always be there for us to learn, but we
need the eyes to see them as well as the time to
reflect upon them. +

Right, from top

Part of the playing board of STEADFAST FOXTROT
wargame developed by the JWC's wargaming
branch; a JWC 2030 Programme brief by the Change
Management team; JWC-directed wargame Exercise
STEADFAST FOXTROT 2024, for which the JWC
designed a medical wargame to test NATO's medical
evacuation and medical logistics processes and
capabilities. Photos by JWC PAO, Tore Ellingsen and
NATO Joint Support and Enabling Command (JSEC)

JWC 2030 TRANSFORMATION PROGRAMME

JWC 2030 Transformation Programmse

(Fit for Futurce)
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“| arrived here back in 1994, to what was then
the Joint Headquarters North. Seven nations were
represented there. Now, working at the JWC with
its staff from 17 member states — and counting —

and with 32 national flags flying over our
compound, | find it remarkable how far we have
come in the Alliance."

Brandi Perry, NATO International Civilian,
Staff Assistant to the JWC Commander

 ONE TEAM -

"For me, the delivery of an exercise is the culminating
point for the JWC and | am thrilled to be a part of
this amazing and unigue organization. The amount of
people with different skillsets, the diversity, and the
focus on innovation — everything comes together in
the delivery of high-value training and development of
warfighting concepts to make NATO better."

Lieutenant Colonel Marian Cernescu, Romanian Army,
JWC Exercise Planner
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"'ve had key moments at the JWC that made me
proud to serve NATO, especially in exercise travel
support. Contributing to seamless collaboration
among partner nations during critical exercises
underscored the vital role of effective travel logistics
in achieving NATO's mission."

Warrant Officer Joseph Mansfield,
Royal Canadian Air Force, JWC Travel Officer

"The JWC Scenario Branch contributes greatly to
NATO's readiness in the changing global security
environment by reflecting the challenges of modern
warfare in exercise scenarios. | am very proud to
contribute as a member of the JWC Scenario Branch
alongside highly experienced personnel.”

Major Imren Kalinbacak, Turkish Air Force
JWC Staff Officer Joint Planning

a

"| feel very fortunate to have been able to support
Exercise Control during exercise delivery at the JWC
in previous years. It's a great learning opportunity,
which is helpful in my day-to-day job, and a chance
to work with people and teams | don't work with
on a daily basis."

Hildegunn Sivertsen, NATO International Civilian,
JWC Finance Assistant

“The flag raising ceremony when Sweden became
a NATO member, one year after Finland joined the
Alliance, is something | will remember for the rest
of my life. For the first time in 500 years, all Nordic
countries are joined in a defence alliance,
and NATO grew by two more countries that
are experts in Arctic warfare."

Major Elisabeth Eikeland, Royal Norwegian Air Force
JWC Deputy Public Affairs Officer
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"On September 11, 2023, the U.S. contingent
planned a small ceremony to commemorate the
terrorist attack of September 11, 2001. We invited
the entire JWC community, and | was profoundly
moved by how many people attended. It was a
visceral reminder that NATO came to our aid when
we needed it most — the only time Article 5 has
been invoked. This moment so clearly articulated
that NATO is not about money, but about people.
There is no greater sacrifice then sending mothers,
fathers, sons, and daughters into harm's way
because another country has been attacked. | am
eternally grateful for NATO and | truly believe that
we are stronger together."

Lieutenant Colonel Julie Ann Janson, U.S. Air Force
Military Assistant to
JWC Deputy Commander and Chief of Staff



"If there is one attitude more adangerous than to assume that a future war will be just like the
last one, it is to imagine that it will be so utterly different that we can afford to ignore all the
lessons of the last one.”

— Air Marshall Sir John Slessor I

Looking Back to Leap Forward: el 11
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Top: The Joint Warfare Centre's main entrance during
Exercise STEADFAST DETERRENCE 2024. Photo by Tore
Ellingsen. Bottom: The Joint Analysis and Lessons Learned
Centre's main entrance. Photo by Sonia Vicenze, JALLC

by Andrew Eden

NATO International Civilian
Lessons Learned Analyst
Lessons Learned Branch
NATO Joint Warfare Centre

| am in Lisbon in mid-April, sipping coffee in the Portuguese
sunshine and enjoying a pastel de nata. These famous
cakes were first produced centuries ago by the monks of
the Jeronimos Monastery in Belém, a district of Lisbon. In
those days, monasteries starched the monks' habits with
egg whites. This in turn fuelled innovation: monasteries and
convents developed many recipes for sweet treats such as the
pastel de nata to use up the surplus egg yolks. What began
from religious sartorial tradition and economic necessity
resulted in one of the most recognizable modern-day icons of
Portuguese culture and became a powerful driver of tourism.

| cannot help but ponder this example of an innovative
use of resources, as | am in Lisbon for the 2024 NATO Lessons
Learned Conference at the Joint Analysis and Lessons Learned
Centre (JALLC).

> > >
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“The man who adapts-faster, wins
this war; in the face of superior

forces, we must be smarter.”
— Stanislav Haider

Above, clockwise: Live online addresses from Ukraine's Deputy Minister of Defence, Mr Stanislav Haider, and NATO Assistant Secretary General for Operations, Mr Tom Goffus;
Major General Constantin-Adrian Ciolponea, SACT Representative in Europe, speaking during the 2024 NATO Lessons Learned Conference. Photos by JALLC

Our main focus this year is on NATO
2030 — a subject that would be unthinkable
to discuss without considering the backdrop
of events in Ukraine and the Middle East. We
are discussing how best to leverage lessons to
ensure that we are fit for the future, and inno-
vation will be at the heart of this endeavour.

Over the past few days, we have heard
about the progress of NATO's exercise, train-
ing, education and evaluation functional ser-
vices capability development, including initia-
tives to leverage machine learning to accelerate
information exploitation.

We also heard from Ukraine's lessons
learned capability: a small but highly focused,
agile and creative team who have been lead-
ing their armed forces' adaptations to Russian
aggression in the past years. Most remark-
ably, they are a civilian non-profit organiza-
tion. Through innovation programmes such
as DIANA (Defence Innovation Accelerator
for the North Atlantic), NATO 2030 and the
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Science and Technology Organization's long-
term mission to foster military and academic
collaboration, NATO is exploring enhanced
exploitation of technology, including artificial
intelligence and machine learning.

While these present opportunities, there
is still room for correction and improvement
to support operations within the ethical frame-
work that NATO demands. The potential for
applying Al and machine learning to knowl-
edge management is immense; but we are still
some way from a flawless environment we can
truly trust to replace human insight.

Lessons learned (LL) and information
and knowledge management (IKM) are inex-
tricably linked: most often, LL are seen as a
subset of the IKM constellation of sources of
data, information and knowledge that sustain
and grow an organization. IKM can be defined
as the exploitation of information to support
organizational growth, while LL may be de-
scribed as a more deliberate change manage-

ment process supporting a double-loop learn-
ing process.

A key enabler for this is organizational
culture, which should nurture an open-minded
approach to reflection and learning, resource
innovation, and experimentation. While these
are luxuries in light of today's operational pres-
sure, they are probably more important than
ever. Our Ukrainian colleagues have demon-
strated the art of the possible in this respect,
under unimaginable circumstances.

RISK IS DEFINED as the outcome of uncer-
tainty, and effective knowledge management
can help mitigate risk by identifying the gaps
in knowledge that create this uncertainty. A
lessons learned process allows us to collate al-
ternatives of practice to provide opportunities
or options for the organization.

Given the wide range of exercise prac-
tice that the Joint Warfare Centre (JWCQC) is
currently experiencing, such options present

> > >



')

y

% One of the few silver linings of the war
against Ukraine is the ability to learn

from what is happening there."
— Tom Goffus

Above: A Ukrainian soldier, training with the Norwegian Home Guard, in Trgndelag, Norway.

Photo by Kristian Kapelrud, Norwegian Armed Forces

great potential value. The challenge for our
staff is to capture the relevant knowledge and
to manage it, which includes identifying and
archiving obsolescent practice in order to re-
main agile and proactive.

Used wisely, a lessons learned capacity
allows an organization to reflect on perfor-
mance and make adaptations. The aim of the
lessons learned process is to enable "validated
justifications for amending the existing way
of doing things," (Ref: AJP-3B). As NATO Se-
nior Mentor Lieutenant General Leonardo di
Marco (Ret.) stressed while briefing JWC staft
on multi-domain operations early this year:
"words have meaning" and this definition is
no different. The formal LL process amends
doctrine where current practice warrants it. It
may not, however, address poor application of
doctrine, errors, or departures from standard,
whether planned or not.

In the recent context of rapid exercise

expansion and modification, exacerbated

by fast-moving real-life events (which have
continuously driven adaptations of exercise
plans), identifying what is the standard and
what is the exception becomes harder. We see
many examples of good practice, innovations,
exploitations of favourable circumstances and,
in particular, overcoming seemingly insur-
mountable challenges, but more often than
not, we find ourselves with a product or pro-
cess quite removed from the CAX/CPX envis-
aged in Bi-SC Directive 075-003. And this, I
believe, is the strength of the JWC and a strong
quality of NATO: the ability to adapt and get it
done. It is also the core strength of our Ukrai-
nian colleagues' learning capacity.

THROUGHOUT MY MANY years involved in
the NATO LL process, I have managed knowl-
edge via NATO's various document and data
management systems. For lessons learned in
particular, we have used the LL Management
Tool, the JWC Observation Collection Tool,

NATOQ LESSONS LEARNED ‘

the NATO LL Database, and the NATO LL
Portal. Each has built on the merits of its pre-
decessors, but the human factors of managing
change and applying analysis to make decisions
remain essential. The capacity and organiza-
tional longevity of these human factors present
significant challenges in all large, multinational
organizations — and especially in those that ro-
tate much of their staff every three years. While
our evolving tools will always play a key sup-
porting role, the role of the NATO staff mem-
ber in driving our organizational learning will
remain essential and decisive.

Reflecting on previous practice changes
the way we think in several ways, not all of
which are helpful. As our JALLC colleagues
Jackie Eaton and Helena Worthington explained
at the JWC's pilot Analysis Workshop, our first
impression or piece of information about a fact
or situation, however erroneous, can dominate
our attitude despite subsequent arguments and
evidence to the contrary.

The term "first impressions last" has
proven surprisingly accurate in terms of human
perception, and this is decisive terrain in cog-
nitive warfare. It is also a key factor in lesson
learning, where our challenge is shifting indi-
viduals from the comfort of routine practice,
or a stovepiped approach to the detriment of
wider effort, often through a painful process of
error admission and reflection, into the light
of a new and improved practice. Our challenge
is discerning between error driven by ad hoc
adaptations and error driven by enduring pro-
cess faults: understanding what to correct, and
learning the right lesson.

Returning to double-loop learning, we
should consider how we learn and how we in-
novate. Often learning and innovation result
from a collision of circumstances, sponsored by
necessity. As the saying goes, luck is when pre-
paredness meets opportunity. Effective knowl-
edge management should allow us to make
critical and timely connections and produce
innovative results.

In the near future, artificial intelligence
will enhance our ability to make innovative
connections and find the best solutions, by
virtue of the immense power of scanning our
bodies of knowledge. What will be critical is
the role of experienced and discerning analysts,
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"In today's battlespace trench warfare
and human-wave infantry attacks share
battlespace with drone technology, social
media exploitation and cognitive warfare."”

operators and leaders to identify the value and
to optimize resourcing, execution and prom-
ulgation for maximum effect. Our warfighters
are critical in identifying opportunities and
threats, and contributing those observations
into our body of knowledge.

We can also leverage supporting ele-
ments of the NATO enterprise: as the Deputy
Chief of Staff of Supreme Headquarters Allied
Powers Europe's Partnerships Directorate, Rear
Admiral Gunnstein Bruasdal, said at the Allied
Command Operations IO/NGO conference in
Geneva, "Centres of Excellence have a great deal
of specific expertise that we should use much
more than we do."

These centres resemble focus think tanks
that have the expertise, cognitive space and time
to focus on niche, key areas of the application of
military art and science.
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For example, the NATO Stability Polic-
ing Centre of Excellence conducts ambitious
research to develop NATO's approach to cul-
tural property protection, spoiler threats in the
context of peacekeeping, and law enforcement
intelligence applications in the peri-military
context. The JWC has actively supported this
work with analysis capacity, applying a col-
legiate approach to making the wider NATO
enterprise better.

We can also revisit our past for key ob-
servations. As I have mentioned in previous
articles, Royal Air Force Air Marshall Sir John
Slessor noted in the early years of the Cold
War: "If there is one attitude more dangerous
than to assume that a future war will be just
like the last one, it is to imagine that it will be
so utterly different that we can afford to ignore
all the lessons of the last one."

de to effective analysis

Your gui

The Russo-Ukrainian war is a robust ex-
ample in which the grotesque manifestations
of modern conflict, including trench warfare
and human-wave infantry attacks, share bat-
tlespace with drone technology, social media
exploitation and cognitive warfare. Our chal-
lenge is to manage the vast and increasing
body of knowledge while scanning the horizon
for opportunities and unimaginable threats to
give us an advantage and to cement our resil-
ience. And as the Air Marshall suggests, at the
same time we cannot lose sight of our founda-
tional practices and basic soldiering skills.

At this year's NATO LL Conference, as
we mark NATO's diamond anniversary, the
then Commander of the Joint Analysis and
Lessons Learned Centre, Commodore Fer-
nando Artilheiro, observed: "We have kept our
people safe by constantly evolving."

As the bakers of Belém demonstrated
with the pastel de nata, agile adaptation is es-
sential to survival and prosperity not just in
the immediate term, but as a legacy for our
future generations. +



THE JOINT OPERATIONS PLANNING GROUP LEADERS WORKSHOP:

UNLOCKING THE POTENTIAL OF

PROBLEM-BASED
- GOACHIN

by Major Joshua Marano

United States Marine Corps

Land Operations and Plans Advisor
Transformation Delivery Division
NATO Joint Warfare Centre

and Lieutenant Colonel Jens Janis
German Army

JOPGLWS Lead Planner
Transformation Delivery Division
NATO Joint Warfare Centre

The Joint Operations Planning Group
Leaders Workshop (JOPGLWS) represents a
hallmark of military excellence within NATO,
transforming theoretical doctrine into prac-
tical skills essential for current and future
leaders. This article delves into the pro-
found impacts and ongoing evolution of this
programme, offering insights into its past
achievements, future direction, and practi-
cal applications of sophisticated methodol-
ogies that ensure NATO forces maintain an
intelligent advantage in operational plan-
ning and decision-making.

A Quick Review of
Where We've Been

In 2021, the NATO Joint Warfare Centre's
Transformation Delivery Division initiated the
JOPGLWS to address specific gaps in crisis re-
sponse planning observed during the JWC-di-
rected exercises. Since its launch, the workshop
has significantly boosted planning capabilities
across NATO. More than 25 sessions have been
conducted, tailored to the needs of equally as
many different cross-echelon headquarters
(HQs), while training more than 350 NATO
officers in a focus on organizational manage-
ment, the NATO operations planning process,
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and operational environment understanding
through practical exercises. The workshop has
evolved to become an essential part of military
planning, integrating feedback, and adapting to
the changing demands across the Alliance.

How We Have Changed
to Empower NATO's
Collaborative Culture

If we are convinced of one thing, it is that the
strength of the Alliance comes from the ability
of its diverse people to work together towards
a shared purpose. We take our role seriously in
facilitating a cross-echelon connecting file for
NATO planners and decision-makers. We also
believe in modelling the skill of listening to
reflective feedback to enact intelligent change.
Historically, our facilitators primarily
travelled abroad to individual HQs, where the
sessions, although welcomed and successful,
lacked the collaborative learning environment
with other HQs that many desired. Recent on-
site sessions at the JWC have enhanced facilita-
tor flexibility and participant focus.
Participants noted that traveling to the
JWC allowed them to fully immerse them-
selves in the experience, engaging deeply with
the JWC team and their cross-echelon counter-

Below

parts. Participants also noted benefits from the
collaborative knowledge-sharing atmosphere,
where experienced planners and HQ personnel
exchange insights and refine their approach toa
shared set of complex military operations. Like
many in-person experiences across NATO, the
ice breakers and coffee breaks between sched-
uled sessions facilitate countless networking
and problem-solving interactions that cannot
be replicated in other settings.

Rising feedback, growing NATO exer-
cises, and constrained schedules necessitated
a critical reassessment and restructuring of
our approach. While individual stand-alone
sessions are still planned and provided on a
case-by-case basis (e.g. cooperation with the
Baltic Defence College), our new exercise-
specific model aligns more purposefully with
the JWC's mission and programme of work in
support of NATO's operational-level exercises.

To formalize our feedback methods, we also
recently implemented a new survey pro-
gramme with the following intent:

— Purpose. The JWC Advisory Team (AT)
offers an efficient process to capture com-
prehensive feedback from all JOPGLWS
stakeholders, ensuring that the content and

methods employed undergo continuous
collaborative review and updates to meet
our evolving environment and challenges.

— Method. This is twofold: (1) in partnership
with the JWC's Organizational Develop-
ment and Culture Specialist, the JWC AT
provides universally accessible, unclassified
surveys. These surveys can be accessed via
any device, thereby broadening the spec-
trum of feedback while maintaining con-
trolled oversight. (2) Through meticulous
analysis, the JWC AT generate actionable
insights and adapt our strategies to meet
the dynamic needs of planners and leaders
across the Alliance.

— Future State. The JWC AT remains com-
mitted to transparency and improvement
by providing periodic, substantial updates
on the progress and evolving state of the
workshop to all stakeholders. Our vision is
to foster a culture of ongoing development
that empowers our planners and leaders at
every level within the Alliance.

All these changes aim to receive input from
and facilitate the success of the warfighting
HQs — our primary focus.

NATO Exercise STEADFAST DAGGER 2024 JOPGLWS participants work through joint synchronization issues with JWC facilitators during a battle rhythm exercise. Photos by JWC PAO

HOW TEAMS WIN: UNIFIED ACTION FROM DIVERGENT THINKING
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Teams require a wide array of
experienced input, since being an expert
in one domain does not automatically make
someone an expert in other domains.
(Zull, 2002)

Divergence promotes and accelerates
creativity needed in team development.
(Baer, 2015)

The craziest and most divergent ideas
often provide the greatest breakthroughs.
They require unified team action to change
industries, save lives, and win wars.
(Bahcall, 2019)
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The JOPGLWS Facilitators:
A Paradigm Shift From
Adyvisor to Coach

The JOPGLWS facilitators, who are mainly
members of the JWC's Advisory Team, care-
fully define their roles, shifting from advisors
to coaches. The facilitators are not "keepers of
wisdom" or "sages on stages," but rather fos-
ter an environment where all participants can
contribute to and benefit from shared exper-
tise and practical solutions. This is why we all
strive to focus on the following traits: support-
ive, interested, actively listening, perceptive,
aware, self-aware, attentive, retentive, collab-
orative, and resourceful.!

Perhaps upon reading this list, you feel
that some traits are missing? What about our
military experience, combat leadership roles,
or domain expertise? While there is nothing
wrong with such qualities, we find them to be
secondary (at best) in a workshop facilitator.
We find that experts can often be problematic
as facilitators because they are so certain that
they are right, and may therefore fail to treat
collaboration and the opinions of others with
the appropriate attention and respect.?> The
most meaningful interactions come not from

"We believe in
modelling the
skill of listening
to reflective
feedback to enact
intelligent change."

us telling others how to do their jobs, or in
boasting of our own self-declared expertise,
but by listening to others' issues to help unlock
their potential through the proven techniques
and perspectives we offer.?

Much like neither of the authors would
want anyone coming into our homes and tell-
ing us how to parent our children, we are cer-
tain that none of our planning peers would
appreciate it if we came into their HQs dis-
pensing job advice. However, if confronted
with a parenting challenge, both authors
would value a trusted colleague or coach who
would listen and offer a fresh perspective to

Above
Facilitators use survey feedback to discuss and modify content for the upcoming workshop for STEADFAST DETERRENCE 2025 and STEADFAST DUEL 2025. Photo by JWC PAO

help overcome difficult behaviours and prob-
lems. Perhaps this research-based quote from
coaching pioneer Sir John Whitmore sums up
our facilitators' perspective best:

"Interest holds the attention; perhaps we
need to learn to be interested in others.
When we really do listen to someone, or
when someone really listens to us, how
appreciated it is... Obsession with our own
thoughts and opinions and the compulsion
to talk, particularly if one is placed in any
kind of advisory role, are strong. It has been
said that since we were given two ears and
one mouth, we should listen twice as much
as we speak. Perhaps the hardest thing a
coach has to learn to do is to shut up!™

As strong advocates for incorporating exter-
nal feedback and coaching to maximize team
performance, we apply this approach in our
relationship, reflections, and practices while
leading the JOPGLWS.

Participant-Centred,
Problem-Based Sessions

Understanding the facilitator's role helps to
highlight the unique benefits of the JOPGLWS.

> > >
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‘ TRAINING NATO

Before presenting our workshop model, it's
crucial to grasp the foundational, research-
based principles it builds upon.

1. Military learning environments are often
founded on rigid instruction from subject
matter experts with the goal of completing
well-defined procedural tasks. This often
leads to predictable, inflexible and risk-
averse actions.’

2. Facilitators and learning participants must
align to the precept that all are equally val-
ued and should engage in an interpersonal
experience so that their learning can be suc-
cessful and lasting.®

3. Organizations and their individuals are often
hampered in efforts to learn and change due
to habit-based bias. Such procedure-based
habits train individuals to be risk-averse and
hesitant to embrace necessary changes while
simultaneously discouraging a true learning
environment.’”

4. Project-based and problem-based facilita-
tion methods aid transformative learning by
forcing participants to take more ownership
through intentional collaboration.®

5. Participant-centred, experiential learning
improves performance in the following ar-
eas: interaction, interest, engagement, chal-
lenge, and competency.’

6. Learning the practical application of com-
plex theories is best achieved through ac-
tive-learning methodologies that focus on
participants' engagement with the content."

CDAEH\NG for

nERENRMA MPE

MORE TO EXPLORE

S JOHN WHTIMORE
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7. Experiential, participant-centred learning is
preferred for increasing proficiency and reten-
tion of low-frequency, high-risk scenarios."

8. Thoughtfully designed shattering moments
that force learners to struggle with difficulties
and failures improve overall retention and
learning by revealing blind spots and biases.'>

From this insight, our team developed a simple
and progressive design:

—> Shattering Moments: We introduce prac-
tical exercises (PEs) and guided discussion
moments in which participants are given
difficult problems, to help uncover blind
spots and biases and to coach through cre-
ative and critical thinking techniques.

— Doctrinal Foundations: We offer a frame-
work and resources to establish a doctrine-
informed, subject-matter baseline.

— Planning Models: We give examples from
real-world operations and/or JWC exercises.

— Facilitated Applications: We coach partici-
pants through problem-based, collaborative
PEs.

— Continuous Feedback: We provide peer-
to-peer and facilitator feedback on par-
ticipants’ guided discussions and PE back-
briefs throughout the workshop.

Above

The authors, Lieutenant Colonel Janis (left) and
Major Marano at the STEADFAST DAGGER 2024
JOPGLWS. Photo by JWC PAO

Beyond Doctrine:
Putting Tools in the
Practitioner's Hands

The JOPGLWS is designed to be a dynamic
forum that is distinct from typical academic
courses such as the Comprehensive Operation-
al Planning Course (COPC). Instead of need-
lessly modelling itself as a "mini-COPC," the
workshop focuses on practical application, spe-
cifically on how to use techniques and process-
es that best accomplish a given planning task.
Participants are encouraged to share personal
experiences and insights from different plan-
ning process steps, incorporating both their
own practices and those observed at their HQs.

Additionally, every NATO planner must
admit that our doctrine and other publications
do not provide every useful tool that a practi-
tioner needs. Our facilitators challenge partici-
pants to balance their necessary doctrinal foun-
dation with critical and creative thinking as they
tackle the problems and barriers presented to
themselves and their decision-makers.

While the JOPGLWS continues expand-
ing its reach and depth across NATO, however,
it takes more than skilled facilitators and ea-
ger planning participants to enact intelligent
change or empower successful decision-mak-
ing for the warfighter. This also requires the
engaged presence of another group.

> > >



Embedding Collaborative Culture

TRAINING NATO ‘

THE COACHING
ADVENTURE

Review what happened
Told Told and shown | 10/ shown
and experienced \Review what was most memorable /
Recall after Left: Review the impact on others / What?
three weeks 70% 2% 85% We do not learn well \ /
by simply being told \{Review the impact on self/L
Recall after or even shown by
three months 10% 32% 65% others; we learn best Insights gained So What?
by doing together.:*
Actions chosen
Right:
The Adventure COMMIT Now What?
Coaching Funnel** ~
. (% I Then What?
The Senior Leader's Role: “We

Stop, Collaborate and Listen

In a recent workshop, a senior leader actively
engaged with his team to examine their HQs'
planning processes and transitions between
the J5, J35, and J33. The team acknowledged a
critical gap: the absence of a standard operat-
ing procedure or instruction (SOP/SOI) and a
key battle rhythm (BR) event to manage this
crucial transition effectively.

Through a 30-minute practical exercise,
the facilitators and participants collaboratively
developed a framework for the missing SOP/
SOI and BR event. This session was character-
ized by insightful questioning and strategic fa-
cilitation, allowing the team to address a real

and immediate challenge within their HQ op-
erations. Impressed, the senior leader praised
the facilitators not only for their questioning
techniques but for their ability to facilitate with-
out relying on existing SOPs/SOIs. He high-
lighted their skill in eliciting diverse viewpoints
and fostering a collaborative environment to
produce a viable solution for a shared organi-
zational need. Following this successful work-
shop, during a subsequent exercise at the JWC,
the leader shared with the author a printed copy
of the newly created SOP/SOI and BR event, il-
lustrating the practical impact of the workshop.

This scenario exemplifies what we define

(Feeling)

Active
Experiementation

4

Concrete
Experience

4. Accommodating | 1. Diverging
Feel & Do Feel & Watch
(Doing) = + (Watching)
3. Converging 2. Assimilating
Think & Do Think & Watch

Abstract
Conceptualization

(Thinking)

Graphic: https://www.simplypsychology.org/
learning-kolb.html

"

Reflective
Observation

Kolb's Learning Cycle and the JOPGLWS:
How we create space for this full cycle of
learning in each session

as an "adventure” in professional development:
a process marked by the exploration of new
ideas and the collaborative tackling of risks to
achieve remarkable and sustainable organiza-
tional change."” The Adventure Coaching Fun-
nel above is a visual representation of this dy-
namic approach to facilitating meaningful and
lasting change within an organization.

The engagement of the senior leader had
a significant impact on the effectiveness of the
specific iteration of the workshop referenced
in this section. The leader in focus not only
prioritized scheduling the JOPGLWS for his
team but also showed a deep commitment to

"Learning is the process whereby
knowledge is created through
the transformation of experience.
Knowledge results from the
combination of grasping and
transforming experience."

— David Kolb
Experiential Learning Theory, 1984
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Management by Coaching

Generates
AWARENESS RESPONSIBILITY
Quality and quantity of input Personal choice and control
Q and Q of Recall Interest Uniqueness Self-esteem Ownership
l Enjoyment Potential l l
Learning 3‘ ‘( Confidence
Performance Self-motivation

N\

Above:

Higher productivity
Improved communication
Better working relationship
Quality of life in the workplace
Greater recognition
More customer care

"4

Advantages generated by incorporating external coaching into a team or organization'¢

his staff and their processes. He recognized the
value of the methodologies we presented and
actively participated, ensuring accountability
and presence when it was crucial. Before his
participation, however, came an often over-
looked (but critical) step, as he made sure that
the appropriate attendees were present at the
workshop (e.g. JOPG or tactical-level planning
group leaders and deputies, dedicated syndi-
cate leaders and deputies, key cross-functional
OPG planners, individuals with a deep un-
derstanding of their own HQ's planning prin-
ciples, minimum rank of OF-3). This prepara-
tion ensured that the workshop was interactive
and built on a shared foundation of operation-
al-level planning knowledge and experience.
His decision to incorporate our experienced
external facilitators and coaches into his HQ
team led to multiple benefits evident in the
outcomes described in the "Management by
Coaching" image above.

Developing Our Future
Together

The comprehensive and collaborative approach

offered in the JOPGLWS goes beyond practical
learning and development. We equip leaders

58 The Three Swords 40/2024

with the necessary tools to excel in crisis re-
sponse planning, while also preparing them to
lead with confidence and strategic acumen in
the dynamic and complex landscape of mili-
tary operations. Through JOPGLWS, the JWC
is nurturing a cadre of planners across NATO
who are not only adept at handling current
challenges, but also visionary in anticipating
and preparing for the future.

If you wish to learn more about the workshop,
please email us at Joshua.Marano@jwc.nato.
int and Jens.Janis@jwc.nato.int. As we con-
tinuously develop our content and delivery of
the workshop, we offer the following survey for
candid feedback from all participants, senior
leaders, and facilitators who have experienced
our workshop. Scan the QR code below or fol-
low the link to access the survey. +

https://www.surveymonkey.com/r/H23S9QS

MORE TO EXPLORE
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‘ STEADFAST DETERRENCE 2024

Background

The world has undergone dramatic changes
since October 15, 2003 — the year NATO
launched the NATO Response Force (NREF).
Commissioned at the 2002 Prague Summit,
the NRF was designed to meet the Alliance's
requirement for a highly capable joint mul-
tinational force consisting of land, maritime
and air elements, able to react in a very short
time. The NRF's roles included deployment
as a show of force and solidarity to deter ag-
gression; as a stand-alone force for Article 5
or non-Article 5 operations, and as an initial
entry force for a larger formation.!

In 2003, it was the era of counter-insur-
gency operations outside of NATO's borders:
the Alliance's main priority was Afghanistan,
and global terrorism was considered the main
threat to be addressed. As threats evolved, so
did NATO's capabilities and interoperable
forces in order to meet the changing threat
landscape. The 2007 cyber-attack campaign
against Estonia, and ensuing disinformation
and hybrid attacks in Europe during this time,
were amongst the first indicators that Euro-
pean security was becoming the Alliance's new
centre of gravity. In March 2014 NATO sus-
pended all practical cooperation with Russia in
response to Russia's illegal and illegitimate an-
nexation of Crimea. The Alliance recognized
cyberspace as a domain of operations in 2016,
and space in 2019, alongside the traditional
domains of land, sea and air.

NATO approved the Concept for the
Deterrence and Defence of the Euro-Atlantic
Area (DDA) in 2020 to strengthen its deter-
rence and defence posture and increase readi-
ness in all five domains. In his 2021 Annual
Report, former NATO Secretary General Jens
Stoltenberg stated that NATO today faced the
most complex security environment since the
end of the Cold War.> That same year, Allied
Chiefs of Defence developed the Warfighting
Capstone Concept (NWCC), which provided
a 20-year vision for the development of the Al-
liance's military instrument of power.

Previous, clockwise:

The JWC's Advisory Team; Colonel Kevin Rafferty, the
JWC's Deputy Chief of Staff Exercises, Training and
Innovation; an Opposing Forces briefing; members
of the NRDC-ITA training audience; the Norwegian
Response Cell. Photos by Tore Ellingsen
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From early 2022, NATO's founding
principle of collective defence was at the top of
the agenda as Russia launched its full-scale in-
vasion of Ukraine. That same year, NATO pub-
lished its new Strategic Concept, "arguably the
most important NATO document produced in
a decade." At the Madrid Summit in 2022, the
Allies agreed on a new force model guiding the
design of NATO's future high-readiness forces.

In the words of Admiral Rob Bauer, the
Chair of the NATO Military Committee, the
new NATO Force Model would produce "well
over 300,000 troops at high readiness across
our Alliance. This will be a combination of
in-place forces and strategic reinforcements."
The majority of these, he explained, would be
based in their home countries and available to
NATO commanders, under the Supreme Al-
lied Commander Europe (SACEUR).*

When NATO leaders met in Vilnius
in 2023, they decided to take steps to further
strengthen NATO's deterrence and collective
security. Stoltenberg said, "Over the past two
days, we took major decisions to adapt our Al-
liance for the future. We agreed NATO's most
detailed and robust defence plans since the
Cold War."

Amongst the steps decided at the Vilni-
us Summit was the formation of the multi-do-
main Allied Reaction Force (ARF). As well as
enhancing the speed and agility of the NATO
Response Force, the ARF would distinctly sup-
port NATO's evolving multi-domain approach
as a dynamic new resource and "provide more
options to respond swiftly to threats and crises
in all directions."

NATO launched the ARF on July 1, 2024,
under the lead of NATO Rapid Deployable
Corps Italy (NRDC-ITA). As part of the new
NATO Force Model, the ARF replaced both the
NRE, and its spearhead, the Very High Readi-
ness Joint Task Force (V] TF), which was created
in 2016 involving 5,000 troops, including land,
air and maritime elements, along with special
operations forces, which meant it was more
"joint" than multi-domain.

The ARE as such, is the Alliance's most
forward-looking quick reaction capability yet,
while supporting NATO's core tasks that were
firmly set in the past: deterrence and defence;
crisis prevention and management; and coop-
erative security.

THE BIRTH OF THE ARF

2016

NATO establishes multinational
battlegroups in Estonia, Latvia, Lithuania
and Poland, and a multinational framework
brigade in Romania; launches the Very
High Readiness Joint Task Force (VJTF)
and a new Cyber Operations Centre

2018 BRUSSELS SUMMIT

NATO adopts a Readiness Initiative

and updates its command structure by
establishing Joint Force Command Norfolk
in the United States and Joint Support and
Enabling Command in Germany

2019

Allied Chiefs of Defence develop a new
threat-based NATO Military Strategy

2020

NATO adopts the Concept for the
Deterrence and Defence of the
Euro-Atlantic Area (DDA)

2021

Allied Chiefs of Defence develop the
Warfighting Capstone Concept (NWCC)

2022 MADRID SUMMIT
NATO agrees on a new NATO Force Model

2023 VILNIUS SUMMIT

NATO welcomes Finland; establishes
the NATO-Ukraine Council; puts in place
a new generation of regional defence
plans; agrees on the creation of a new
multi-domain Allied Reaction Force (ARF)

2024

NATO welcomes Sweden;
launches the ARF

2024 WASHINGTON SUMMIT

NATO agrees on establishing a new
NATO Integrated Cyber Defence Centre,
as well as NATO Security Assistance and
Training for Ukraine in Germany and the
NATO-Ukraine Joint Analysis, Training and
Education Centre in Poland

What JWC Is For

The Joint Warfare Centre (JWC) has been op-
erating for more than two decades and contin-
ues to set the benchmark for NATO's collective
training at the operational and strategic levels.
From May 21 to 30, 2024, the Centre executed



Above, clockwise
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The Joint Warfare Centre fulfils a critical
role as the primary venue for designing,

developing and delivering NATO’s largest and
most complex command post exercises at the
strategic and operational levels.

Commander Sveinung Wersland, from the JWC's Advisory Team; an exercise simulated press conference that aimed to enable the training audience to deliver information effects in
a highly complex simulation environment; Lieutenant Colonel Julie Ann Janson working as a member of the Lower Control (LOCON) organization; a meeting of the Nordic countries'
response cell representatives; Lieutenant Colonel Bergit Johanssen, the Chief of the Norwegian Response Cell. Photos by Tore Ellingsen

NATO's first major exercise for the ARE, called
STEADFAST DETERRENCE 2024 (STDC24).
The exercise was the final step in certifying the
NATO Rapid Deployable Corps Italy (NRDC-
ITA) as the Alliance's first ARF Headquarters.

The main objective of the exercise was
to prepare the ARF for its two key roles: (1)
supporting crisis prevention, (2) bolstering
NATO's deterrence posture. In addition to the
ARF's certification heralding a new era for the
Allied forces, STEADFAST DETERRENCE
2024 also supported Supreme Headquarters
Allied Powers Europe's (SHAPE) transition
to a strategic warfighting headquarters, which
will enable the Supreme Allied Commander
Europe (SACEUR) to direct operations across
SHAPE's entire area of responsibility more ef-
fectively and efficiently.

STDC24, which took more than 12
months to plan and develop, reflected the in-
crease in exercise ambition while implement-
ing the new exercise planning process based

on the revised Bi-SC Directive 075-003 Collec-
tive Training and Exercises under the lead of
SHAPE. This unique exercise brought together
more than 900 military and civilian personnel
from NATO, Allied countries, and partner or-
ganizations in response to a simulated, highly
complex crisis in the North and the Arctic re-
gion, enabled by the JWC's 360-Degree Multi-
Domain Setting.

"Exercise STEADFAST DETERRENCE
2024 has demonstrated NATO's rapid ability
to transform political guidance to establish the
Allied Reaction Force into reality," said Major
General Roger Lane (Ret.), the JWC's Senior
Exercise Control (EXCON) Advisor. "Its ability
to deploy a force, capable of a broad spectrum
of military tasks, provides NATO with more
options to deter aggression and enhance its ca-
pability to defend, should it be necessary."

During the exercise, the JWC hosted the
EXCON organization, which included a vari-
ety of response cells replicating the strategic,

operational, and tactical levels, augmented by
multiple organizations ranging from NATO
Command and Force Structure headquarters
and civilian agencies to NATO centres of excel-
lence and representatives from Norway, Swe-
den, Finland, and Denmark. EXCON Forward
teams, meanwhile, were deployed to SHAPE
and Allied Maritime Command (MARCOM).

"Focusing on the Nordic region and co-
operating alongside Sweden and Finland add-
ed new perspective and issues for the ARF and
NATO to consider,” said Lieutenant Colonel
Bergit Johanssen, the Chief of the Norwegian
Response Cell.

"Exercise STEADFAST DETERRENCE
2024 has been eye-opening for us," said Major
General Jez Bennett, the NRDC-ITA Deputy
Commander at the time of execution. "Rang-
ing from the strategic to the tactical levels, the
exercise has really challenged us but also given
us a mechanism to hone our new skills in an
innovative and inclusive way. Working closely
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with air, maritime, special operations forces,
cyber and space colleagues, we have come
out of the exercise as a single strong, capable
team." He added: "We are now confident in our
ability to take on this high-readiness, wide-
ranging ARF role from July 1, 2024, and we are
very excited at the prospect of continuing to
work together as a single multi-domain, multi-
national team on exercises and on operations."

The structural adaptation of NATO
continues as the concept of multi-domain
operations (MDO) takes the ever-increasing
capabilities to new heights. MDO is today
the symbol of a transformed NATO, just as
the NRF was at its inception. It underpins ev-
ery military advancement and innovation in
NATO, including the ARE Overall, STEAD-
FAST DETERRENCE 2024 was yet another

demonstration of the JWC's crucial role in
transforming NATO and further strength-
ening the Alliance. It innovatively exercised
NRDC-ITA's ability to lead as the first NATO
ARF Headquarters and emphasized the Alli-
ance's cohesion and dedication to a solid and
durable deterrence and defence posture in its
75th anniversary year. +

Article by Inci Kucukaksoy,
JWC Public Affairs Office (PAQ) e Photos by
Tore Ellingsen, Norwegian Home Guard PAO

by Commander Victor Bastien-Thiry

French Navy
Space Subject Matter Expert

Transformation Delivery Division

NATO Joint Warfare Centre
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PACE HAS BECOME an essential domain for military opera-
tions, offering critical support for communication, navigation,
intelligence, and counter-space capabilities. Satellites facilitate
secure communication links, provide near real-time imagery,
and enhance the accuracy of weapon systems. Operating effec-
tively in space is crucial for strategic superiority and the success

of military missions. Planned and directed by the Joint Warfare
Centre (JWC), STEADFAST DETERRENCE 2024 was NATO's first major joint
exercise designed to certify NATO Rapid Deployable Corps Italy (NRDC-ITA)
as the newly created Allied Reaction Force (ARF) HQ, and increase NATO's
readiness to deter aggression by adversaries. The exercise also provided an op-
portunity to continue to integrate space capabilities into NATO operations.

by, .
W
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Exercises such as STEADFAST DETERRENCE 2024 address
the challenges posed by anti-satellite weapons, jammers
and the involvement of commercial companies in conflicts.

NATO relies on space coordination elements
(SpCE) across the NATO Force Structure to
provide commanders and their staff with ex-
perts who integrate space into the planning
process. They are responsible for ensuring that
Alliance headquarters gain situational aware-
ness of the space domain. For Exercise STEAD-
FAST DETERRENCE 2024, Major Domenico
Musone from NRDC-ITA was in charge of the
first ARF HQ Space Coordinator Element. He
coordinated with the NATO Space Centre in
Ramstein, Germany, which provided support
for space actions and capabilities.

NATO Space Centre is the hub for data,
products and services related to space. Among
others, it provides position, navigation and
timing (PNT) jamming modelling, satellite
reconnaissance advance notices, precision di-
lution of position reports and space weather
reports. The NATO Space Centre is under the
Combined Force Space Component Com-
mand (CFSCC) umbrella. As Commander Al-

lied Air Command (AIRCOM), General James
Hecker is also the head of the CFSCC. In the
exercise, he provided direction and guidance
for the space chain of command.

Since the summer of 2023, the JWC
has also enlisted a space subject matter expert
(SME). He links up with the space community,
bridges real world and exercises, and supports
throughout the exercise planning process.

A key aspect of the exercise was the ARF
HQ's willingness to address space within a
multi-domain approach. Multi-domain opera-
tions (MDO) are the coordinated application of
combat power across all domains, converging
on the adversary simultaneously and provid-
ing a multiplying effect greater than the sum of
these efforts. By integrating capabilities in the
air, land, sea, space, and cyberspace domains,
NATO enhances combat effectiveness and
complicates the enemy's decision-making by
forcing them to consider all domains simulta-
neously. Exercise STEADFAST DETERRENCE

/

_,4f.' 5 /
ell for NATO Exercise STEADFAST DUEL 2024.
ey /Photo by JWC PAO
/

2024 played a pivotal role in preparing the ARF
to conduct such operations. The space SMEs
from various NATO entities on the Exercise
Control team drew expertise from SHAPE, the
NATO Space Centre, the JWC and the recently
accredited Space Centre of Excellence. The Op-
posing Forces Cell simulated the reactions of
an adversary with full-range space capabilities.

As space becomes increasingly congest-
ed, NATO must stay ahead of emerging threats
such as anti-satellite (ASAT) weapons, space
debris and SATCOM and PNT jammers that
can negatively affect both civilian infrastruc-
ture and the ARF command and control. Ex-
ercise STEADFAST DETERRENCE 2024 in-
cluded scenarios that addressed these threats.
The exercise introduced developmental tech-
nologies that are being fielded by NATO ad-
versaries, such as lasers capable of inflicting
sustained damage to orbital assets, and nucle-
ar-propelled satellites.

As the space capabilities of states and
non-state actors expand, the JWC increasingly
integrates space operations into its exercises to
enhance the Alliance's readiness and resilience
against new types of threats. Exercises such as
STEADFAST DETERRENCE 2024 address the
challenges posed by anti-satellite weapons, jam-
mers and the involvement of commercial com-
panies in conflicts.

The Russo-Ukrainian war demonstrates
how space capabilities can affect our ability to
conduct operations. By including space capa-
bilities in these exercises, NATO enhances its
preparedness for future conflicts, underscores
the importance of international cooperation in
safeguarding space and demonstrates its com-
mitment to maintaining superiority. +
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NATO's LARGEST COMPUTER-ASSISTED
COMMAND POST EXERCISE OF THE YEAR:

STEADFAST

DUEL 2024

Article by Inci Kucukaksoy, JWC Public Affairs Office
Photos by Tore Ellingsen, Norwegian Home Guard Public Affairs Office

EXERCISE
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STEADFAST DUEL 2024, NATO's largest
computer-assisted command post exercise
(CAX/CPX) of the year, concluded on October
31 at the Joint Warfare Centre (JWC) and 11
other locations across Europe. Scheduled by
Supreme Headquarters Allied Powers Europe
(SHAPE) and directed by the JWC, NATO's
capstone CAX/CPX of the year focused on
the Article 5 defence of NATO territory and
the delivery of multi-domain operations at the
strategic, operational and higher tactical levels.
The 10-day exercise aimed to test the
Alliance's ability to respond rapidly and ef-
fectively to a range of threats, from traditional
warfare to cyberattacks and hybrid threats.
"Exercise STEADFAST DUEL 2024 fur-
ther strengthened NATO's multi-domain capa-
bilities, encompassing the full range of military
operations, including the cyberspace and space
domains," said Major General Ruprecht von
Butler, Commander JWC and Exercise Director.
"By preparing exercise participants for multi-
domain operations at the strategic and opera-
tional levels, the JWC is instrumental to NATO's

Previous, clockwise:

The Higher Control Cell; the Turkish Response Cell;
General Markus Laubenthal (left), SHAPE Chief of Staff,
during his visit to the EXCON; Joris Steeg, JWC CAX
operator; JWC Commander Major General Ruprecht von
Butler (middle) with JWC Deputy Commander/Chief of
Staff Brigadier General Raymond L. Adams (left) and
Colonel Michel Vibholm, the STDU24 lead planner.

ability to fight and win, while exercising key ele-
ments of NATO's deterrence strategy."

Approximately 5,000 military and civil-
ian staff participated in STEADFAST DUEL
2024 to enhance NATO's operational readi-
ness, multi-domain capabilities and combined
interoperability. 27 NATO Command and
Force Structure headquarters, including Allied
Joint Force Command Naples (JEC Naples)
and NATO Allied Air Command (AIRCOM)
as the primary exercise participants, military
and civilian personnel from national entities,
international and non-governmental organiza-
tions were involved in the exercise.

A highlight of STEADFAST DUEL
2024 were the Headquarters Supreme Allied
Commander Transformation (HQ SACT)-led
experimentation activities, focusing on the
Layered Resilience Concept (which aims to
enhance military resilience and its interdepen-
dencies with civil resilience), cyber risk man-
agement, countering weapons of mass destruc-
tion, and signals intelligence support.

During the exercise, a number of dis-
tinguished visitors were present at the JWC
to observe the exercise first-hand and liaise
with the JWC leadership: Admiral Sir Keith
Edward Blount, Royal Navy, NATO's Deputy
Supreme Allied Commander Europe; General
Markus Laubenthal, German Army, Chief of
Staff SHAPE; and Lieutenant General Sean C.
Bernabe, Deputy Commanding General of U.S.

Above, from left
Different patches from cyber and space teams, Slovenian Response Cell;
Exercise Control (EXCON) briefing; EXCON staff.

Army Europe and Africa. Additionally, Lieuten-
ant General Hubert Cottereau, French Army,
Vice Chief of Staff SHAPE served as the SHAPE
Response Cell Chief during the exercise.

The JWC played a pivotal role in plan-
ning and executing STEADFAST DUEL 2024.
Operational since 2003, the JWC is dedicated
to providing realistic and challenging training
scenarios to NATO forces. By leveraging cut-
ting-edge technology and advanced simulation
tools, the JWC ensures that NATO's military
forces are prepared to meet future challenges.

Colonel Kevin Rafferty, the JWC's
Deputy Chief of Staft Exercises, Training and
Innovation and the Chief of the Exercise Con-
trol, explained that STEADFAST DUEL 2024
provided a great training venue that strength-
ened NATO forces' ability to deter and defeat
a peer-level adversary across all domains and
levels of conflict.

Colonel Rafferty said: "The scale, scope,
and complexity of the STEADFAST series of
exercises, which are multi-domain by design,
continue to evolve to meet the strategic secu-
rity environment. Although the JWC has just
delivered Exercise STEADFAST DUEL 2024,
we have Exercise STEADFAST DAGGER
2024 three weeks from now, and we have plan-
ning teams deployed and preparing Exercise
STEADFAST DETERRENCE 2025."

Next year's Exercise STEADFAST DE-
TERRENCE is to be executed in May.

> > >
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"STEADFAST DUEL 2024 is the premier NATO exercise
that trains headquarters from the strategic to the higher
tactical levels in the art of contemporary warfare against
peer adversaries. The headquarters are immersed in a rich,
realistic and challenging simulation from which they must
create knowledge and understanding in order to make
good, timely decisions, thereby maintaining a warfighting
advantage and enhancing the readiness of the Alliance."

— Major General Roger Lane (Ret.),
STDU24 Exercise Control Senior Advisor

“No organization, outside of the U.S., plans,
prepares and executes training events of the

scale and complexity of those delivered by the

JWC. During STEADFAST DUEL 2024, we have =

provided one of the richest and most realistic
training environments devised."
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and decisions for the headquarters commanding b‘
over 500,000 personnel, with all the associated Members of the French Respon

platforms and personnel representing all NATO
capabilities in a multi-domain environment.
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STEADFAST DUEL 2024

Admiral Sir Keith Edward Blount KCB OBE (left),
Deputy Supreme Allied Commander Europe, receiving
a wargame presentation during his tour of the JWC

Major General
Ruprecht von Butler -
ﬂ‘a ., speaking to the

" — EXCON staff
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Sean C. Bernabe, g X r N
Deputy Commanding T T -
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Media Simulation's
road-to-war video
presentation priorto -

the start of exercise ——

"In every JWC-directed
exercise, the Opposing
Forces (OPFOR) Cell is
responsible for simulating

a credible and challenging
adversary. For STEADFAST
DUEL 2024, the OPFOR
Cell is triggering the training
audiences' decision-making
by posing operational-level
challenges through adversary
actions, while at the same
contributing to depicting

a coherent and realistic
exercise environment.

This realism would not be
possible without the team
of experts in the OPFOR
Cell from all over NATO,
representing all domains."

— Lieutenant Colonel
Jan Asmus Bischoff,
STDU24 Chief OPFOR

STEADFAST DUEL 2024 aimed
to strengthen NATO space
operations. Access to space and
space-enabled technology not only
benefits defence organizations
but contributes significantly to
our way of life in areas such as
transportation infrastructure,
navigation systems, emergency
services communications, and
financial markets.
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THE CASE FOR
G2 CAPABILITY
LIFECYCLE GOVERNANCGE

otrengthening NATO's Gommand and Control

by Major Ralph Dekker

Royal Netherlands Air Force

NATO Command and Control
Centre of Excellence (NATO C2COE)

Photo by Torbjgrn Kjosvold,
Norwegian Armed Forces
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COMMAND AND CONTROL

AS A STAFF OFFICER at the NATO Command and Control Centre of Excellence (NATO C2COE), Major Ralph Dekker
of the Royal Netherlands Air Force is intimately familiar with the critical role that command and control (C2)
plays in the planning and execution of operations and exercises. It is the glue that binds our forces, enabling
effective decision-making and coordination. C2 is not just a set of processes, procedures and technologies — it
is an essential capability that requires deliberate governance.

Since March 2021, the NATO C2COE has been a member of the Research Task Group (RTG) Human Factors
and Medicine (HFM) 342 on G2 Capability Lifecycle Governance. This RTG is composed of scientists from Australia,
Canada, Sweden, and the United Kingdom. All of them are renowned experts in the field of G2 and work within
their nations' defence research organizations, often closely linked with the armed forces of their respective
countries. Being well connected within NATO, the NATO C2COE can act as a bridge to translate scientific ideas
into information that operators, leaders, and governance bodies within NATO and partner nations can use.

One of NATO’s strengths is the diversity of its members and partners and the capabilities they can
bring to the coalition. Optimal use of these military and non-military capabilities is dependent on effective
C2. Therefore, NATO and partners must develop their C2 capabilities with timely integration in mind, and this
requires cooperation between NATO, NATO commands, nations, functional branches and services to understand
how C2 systems can be integrated via formal and informal command and control relationships. On behalf of
the HFM 342, Major Ralph Dekker will argue in this article why treating C2 as a capability and governing it over
its lifecycle is essential to make C2 fit for purpose for national and international collaboration and cooperation.

Major Dekker will also explain why the absence of C2 capability lifecycle governance is an important
challenge, what still needs to be done to effectively govern C2, and why more effort is important.

NATO's Current C2
Improvement Initiatives

There are currently several initiatives that,
entirely or in part, aim to improve C2 with-
in NATO across different time horizons.
The overarching longer-term initiative is
the NATO Warfighting Capstone Concept
(NWCQC). It contributes to the Alliance's ef-
forts to strengthen its deterrence and defence
posture and offers a vision in support of main-
taining and developing NATO's decisive mili-
tary advantage by continuously adapting the
military instrument of power.

The NWCC outlines five warfare de-
velopment imperatives: cognitive superiority,
layered resilience, influence and power projec-
tion, cross-domain command, and integrated
multi-domain defence. These imperatives aim

to guide NATO's military thinking, organiza-
tion, and action across multiple domains.

The Cross-Domain Command Concept
(CDCC) will be the main driver for C2 change
within NATO to facilitate effective multi-do-
main operations (MDO). The purpose of the
CDCGC is orchestration for success and to offer
a long-term conceptual perspective on C2, aim-
ing at 2040. In the near term, NATO has also
developed its Alliance Concept for MDO. Ap-
proved in March 2023, the document provides
a roadmap for implementation of MDO by
2030, including MDO C2.

"NATO as a warfighting system" is also
a near-term development and implementation
initiative. It is led by Supreme Headquarters

Allied Powers Europe (SHAPE), with the full
involvement of the NATO Command Struc-
ture, the newly established Allied Reaction
Force Headquarters, parts of the NATO Force
Structure and various other entities.

Aside from these initiatives, there is
NATO's digital transformation and the Fede-
rated Mission Networking (FMN) concept,
with the vision for day-zero interoperable
forces made available for missions by NATO
countries, NATO and partners.

These programmes do not solely aim
to enhance C2, but they do affect C2 develop-
ment. Additionally, there are efforts to develop
C2 within NATO countries, within doctrine,
and in NATO's training and exercises.

> > >
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It can be challenging to grasp how ini-
tiatives such as FMN, digital transformation,
MDO and CDCC are interlinked. The great-
est challenge, however, lies in transforming
these concepts into practical use within NATO.
There will be hurdles to overcome in the course
of implementation, and there may be details
that the concept developers have missed. But
who governs and solves these issues?

Challenges of C2 Capability

Indeed, there are challenges with C2. The Re-
search Task Group (RTG) was motivated by the
observation that efforts to transform C2 have
only been partly sufficient so far. C2 practice
has remained very similar to what it was more
than 20 years ago. Technological, doctrinal, and
conceptual changes have certainly occurred,
but few, if any, truly substantive transformation
efforts have yielded appreciable results.

To capture the challenges in one sen-
tence: the problem with fixing C2 is the C2
you are trying to fix — and sometimes the C2
of those trying to fix it. I strongly favour this
phrase because it shows that there are multiple
challenges. One of the RTG's aims is to apply
a scientific approach to improving and imple-
menting C2 change programmes.

Scientifically, the heart of the challenges
is encapsulated in Conway's Law, which origi-
nated in the software development world but
which has since found validity in all contexts
involving design. Conway's Law states that a
design will always reflect the communication
patterns of the design team. In C2 design, it is
usually the same system — or some sub-part of
it, often at a particular echelon — that seeks to
implement change. However, when stovepipes,
rigid hierarchy and rival power centres are al-
ready present in the system, the design process
will only reproduce these same un-agile ele-
ments. Thus, the "C2 physician" is usually un-
able to heal themselves.

When external participants are brought

A Viking amphibious vehicle carrying U.S. Marines disembarks a Dutch landing craft near
Sandstrand, Norway, during Exercise COLD RESPONSE 2022. Photo by NATO

in, for example scientists, they may themselves
be organized according to scientific stovepipes
(psychology, sociology, engineering, computer
science, mathematics) and therefore fail to en-
gage with C2 as a sociotechnical system. The
capability development process that enhances
military forces can also be stovepiped and bu-
reaucratic, and so fail to account for the hu-
man dimension, which is fundamental to C2.
Additionally, we should not underestimate
the significant role that military culture, with
its long history of heroes and myths, plays in
reinforcing traditional ways of doing business.

In light of all these factors, it becomes
understandable why C2 change programmes,
as a key part of governance, often end up re-
producing the same system or suppressing the
shoots of change that a new programme might
have successfully sprouted.

"Agile C2 is seen as a fundamental
requirement in dealing with
complex, uncertain and rapidly
changing environments."
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What Is C2 Capability
Lifecycle Governance?

Our analysis of C2 challenges and review of
change initiatives has led us to the conclusion
that NATO needs C2 capability lifecycle gov-
ernance. But what, precisely, is that? To define
this term clearly, the RTG reviewed how all
the separate terms — C2, capability, life cycle,
and governance — are understood and applied
in NATO and other settings. This provided a
framework for understanding how all these
terms are interconnected, based upon which
we wrote a preliminary definition.

C2 is considered the overarching joint
function within NATO, and agile C2 is seen
as a fundamental requirement in dealing with
complex, uncertain and rapidly changing envi-
ronments. However, C2 can also be treated as a
capability. Whereas a capability represents the
means to achieve specific military effects, joint
functions are about how these capabilities are
employed cohesively across different services
and domains in joint operations. Both perspec-
tives are needed. It is important to note that one
does not develop a joint function; one develops
joint capability. Hence, improving C2 as a capa-
bility will improve C2 as a joint function.
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"A design will always reflect the communication
patterns of the design team. In C2 design, it is
usually the same system."

Capability refers to being able to do
something — more precisely by utilizing com-
binations of resources in processes to achieve
outcomes. The NATO Allied Joint Doctrine
(AJP-01) describes C2 capability as "a dynamic
and adaptive sociotechnical system configured
to design and execute multi-domain opera-
tions through the comprehensive approach. Its
purpose is to provide focus for individuals
and organizations so that they may integrate
and maximize their resources and activities to
achieve the objectives."

The term lifecycle aligns with the ISO/
IEC 15288 standard, which provides a com-
mon process framework covering the lifecycle
of human-made systems. The basic premise is
that capabilities are formed over time through
capability development endeavours consisting
of a combination of projects. One challenge for
these endeavours is to keep up with and adapt
to the ever-changing geopolitical and techno-
logical context.

In addition, the ISO/IEC 15288 standard
is primarily focused on technological systems,
and is not a lifecycle model for organizations or
human capital. This is why we argue that there
is a need to also take a lifecycle perspective for
non-technological and sociotechnical systems.

"It is important to note that
one does not develop a joint function;
one develops joint capability.”

Governance emphasizes long-term stra-
tegic oversight and policy-setting across the
network of public bodies, corporations and
other entities engaged in an endeavour. The
term encompasses both formal regulations
and informal guidelines. NATO's guidelines
for good governance aim to foster profession-
alism and mitigate corruption risks, but are
not sufficient for C2 capability lifecycle gover-
nance. Governance uses a pluralistic approach
that includes not only the public sector but also

Exercising civil-military cooperation during NORDIC
RESPONSE 2024. Photo by Stian Olberg, DSB

the private sector, non-profit organizations,
and various social groups including voluntary
public organizations. It focuses on inter-orga-
nizational network formation and the impor-
tance of trust for flexibility. Many actors and
stakeholders are outside of the military chain
of command and can make decisions without
considering NATO decisions. Combining all
these terms leads to a working definition for
C2 capability lifecycle governance:

Command and control capability lifecycle
governance is the systematic approach for
overseeing and managing the development,
deployment, and maintenance and evolution
of command and control capability over time
within an inter-organizational networked
military context.

This governance enables C2 capability
alignment with strategic objectives, operation-
al needs, and regulatory standards throughout
the C2 capability lifecycle, adapting to dynamic

> > >
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geopolitical and technological environments.
C2 capability lifecycle governance is not only
about technology and the military organiza-
tions; it always starts as a sociotechnical system
and thus revolves around people. C2 capability
governance should remain aligned with exist-
ing guides for good governance.

Benefits of Governing C2
as a Capability

« Governing C2 as a capability will allow devel-
opment of C2 that meets the demands of the fu-
ture security environment (FSE). We expect the
FSE to feature intense conflict across a wide
range of domains in complex and uncertain
operational environments, which will require
flexible, adaptive, multi-domain C2. Therefore,
C2 development by stovepiped service branch-
es is not an effective means to achieve multi-
domain C2, both nationally and in a multina-
tional context.

¢ Governing C2 as a capability will foster a cross-
service multi-domain C2 culture. Each service
or branch maintaining its own C2 develop-
ment reflects the traditional culture of militar-
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ies, which has thwarted C2 transformation.
Creating a whole-of-military C2 governance
structure can promote a culture in which ag-
ile, multi-domain C2 is valued. Governance
will facilitate the balancing of multiple valid
perspectives on C2 in a way that is challeng-
ing for disparate organizations to achieve. This
approach promotes a willingness to accept dif-
ferent C2 perspectives.

¢ Governing C2 as a capability will drive trans-
formations needed to make C2 fit-for-purpose
for complex environments. It is hard to see how
NATO could achieve the required C2 capabil-
ity using traditional C2 approaches. Treating
C2 as a governed capability would channel
necessary resources and institutional support
to C2 transformation. As a governed capabil-
ity, integration of C2 across service branches
and allies, including civilian bodies, can
achieve multi-domain C2. The top-down di-
rection provided by effective governance, with
necessary authority, will help overcome some
of the obstacles to C2 transformation.

In summary, governing C2 as a capability will
support NATO in overcoming many social,

IMPLEMENTATION

DECOMISSIONING

USE OF THE SYSTEM

organizational, bureaucratic, and other ob-
stacles that thwart organizational change.

What Could C2 Capability
Lifecycle Governance
Look Like?

C2 is more than a technical function; it is a
capability that shapes military outcomes. By
recognizing this and treating C2 capability
from a sociotechnical perspective, NATO can
improve C2 governance and elevate its C2
practice. C2 governance is not bureaucratic
red tape, but rather an investment in our op-
erational success. As we face rapidly evolving
and increasingly complex security challenges,
we ought to empower our forces by treating C2
as the vital capability it truly is.

Creating a code of best practice for C2
capability lifecycle governance is a work in
progress. The RTG's first step towards this is
the production of a set of principles and high-
level guidance for how NATO and its members
could begin journey towards governing C2 as
a capability. The principles promote a culture
that values agility and innovation, an inclusive
process for balancing the perspectives of all C2
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Above, from left: A Turkish naval aviator conducts helicopter-submarine winch exercise during DYNAMIC MANTA 2024, photo by NATO; exercising total defence during
NORDIC RESPONSE 2024, photo by Stian Olberg, DSB; a Swedish Marine stands on the deck of a fast assault boat during NORDIC RESPONSE 2024, photo by NATO

stakeholders, and a flexible organization that
can govern C2 capability development across
all time horizons.

C2 governance requires the balancing
of multiple valid perspectives on C2 in a way
that is challenging for disparate organizations
to achieve. Therefore, we require an agreement
on what C2 is and how best to govern it. C2
capability lifecycle governance further needs
to promote continuous evaluation. There need
to be mechanisms to regularly assess C2 effec-
tiveness and adapt as needed.

Finally, investment in human capital is
critical. This includes developing leaders who
understand both the art of war and the science
of governance. C2 capability governance will
require educated, motivated individuals across
a wide range of disciplines, fostered by a train-
ing and education system capable of producing
C2 experts.

Call to Action

Having described why we need C2 capability
lifecycle governance and what it could look
like, we need to ensure implementation. How
can we achieve this, and avoid ending up with
nothing but a great study report?

There is still much work to do. We need
to establish a NATO guide of best practice
for C2 capability lifecycle management in or-
der to standardize C2 governance practices
across member nations. We need to determine
where and how to apply governance and how
this interconnects. And in this case, "we" does

not merely refer to the RTG-342: I refer to the
ecosystem needed to implement and further
develop C2 capability lifecycle governance, in-
cluding NATO Allied Command Operations,
NATO Allied Command Transformation, the
NATO Force Structure and the Allies. This
aligns with the Washington Summit Declara-
tion, which called for further strengthening of
NATO C2.

We at the NATO C2 COE recommend
closer engagement with relevant stakeholder
groups across participating nations, including
identifying those who might assume C2 gover-
nance roles. Framing the concept of C2 capa-
bility lifecycle governance and understanding
the interdependencies of its components could
enable input on what should be included in a
code or guideline for C2 capability lifecycle
governance. By sharing insights and best prac-
tices, we can collectively enhance C2 effective-
ness. Remember, C2 is not just a process — it is
our lifeline on the battlefield. The era we live in
and the future we face demand good C2 capa-
bility lifecycle governance in order to provide
decisive military advantage. +

Major Ralph Dekker is a Dutch Air Force officer.
Following a tour at the Royal Military Academy,
he joined NATO Joint Force Command Brunssum
as a J7 training officer. Since 2019, Major Dekker
has been working for the NATO C2 COE on various
topics, including the development of the MDO
demonstrator, MDO and C2 development within ACO,
and as a member of the NATO Science and Technology
Organization (STO) Research Task Group HFM 342 on
C2 lifecycle governance.
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Participants in Exercise NORDIC RESPONSE 2024 study a map.
Photo by Ingvild Ekrol, Norwegian Armed Forces
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DURING MOST OF THE EXERCISES the Joint Warfare Centre (JWC) has directed
in recent years, an Operational Liaison and Reconnaissance Team (OLRT) was part
of the training audience. As a member of the JWC Advisory Team, | have observed
and advised a number of these OLRTs deployed to the JWC or elsewhere. There is
no doctrine on preparing and conducting an OLRT, and | have observed different
approaches leading to different outcomes; some of the teams faced significant
challenges on the way, and in some cases, there was room for improvement.
Although we determined good practices and lessons identified, many of them could
have been captured better in order to share them with the wider NATO community
of interest. This article aims to share such good practices and lessons identified to
support the optimization of OLRT preparation and performance.
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The JWC OLRT Handbook

As mentioned, there is no OLRT-related
doctrine, but that does not mean that there is
no information on the subject. For example,
there is the Allied Command Operations Joint
Task Force (JTF) Standing Operating Pro-
cedure (SOP) 001 and several related SOPs.
Various NATO databases contain a number of
documents and presentations on the subject.

One of the documents I found was a
2015 article in The Three Swords, "Key Obser-
vations from High-Performing Operational
Liaison and Reconnaissance Teams" by Lieu-
tenant Colonel Charles Kurz (Ret.). This ar-
ticle, together with lessons identified and good
practices from exercises and real-world activi-
ties, was the basis for the development of the
JWC OLRT Handbook, which was finalized
and approved in 2023.

In this article, I will provide a general de-
scription of an OLRT, its mission and concept,
followed by a closer look at its possible com-
position as well as tasks and responsibilities.
Nevertheless, the focus of the article will be on
practical information as was used for the devel-
opment of the JWC OLRT Handbook.

Before we can discuss composition,
tasks and responsibilities of an OLRT, we
need a clear understanding of what an OLRT
is. Although there is no definition, several de-
scriptions cover the same important aspects.
Based on this we can describe an OLRT as "a
very high-readiness, cross-functional team al-
lowing the operational commander to gather
situational awareness early in the planning
process.” Also, that it "enables rapid establish-
ment of liaisons and reconnaissance in an area
designated as a possible future theatre of op-
erations and provides advice on contingency

planning and operational issues, ranging from
but not limited to force composition, logistics,
and command and control."

The mission of the OLRT is to answer
requests for information (RFIs) from the Joint
Operations Planning Group (JOPG) by gath-
ering data from a wide range of sources popu-
lating the political, military, economic, social,
(PMESII)
domains. The OLRT assess, analyse, comment

information, and infrastructure

on, and relay the refined information, answer-
ing the JOPG RFIs as part of the deliberate cri-
sis response planning (CRP) process.

The OLRT are the eyes and ears of the
operational commander in a potential theatre
providing the "ground truth" that will assist
in directing the operational-level planning
towards viable, practical and realistic options
for any potential future NATO deployment.
Deployment, redeployment, tasking, and de-
fining the responsibilities of an OLRT need
careful consideration. One factor to consider
is the limited time an OLRT has to stand up,
deploy, and become operational, upon which
the team also needs to establish initial contacts
and build trust with relevant actors.

It is important that the commander
provide direction and guidance through a per-
sonal briefing to the OLRT. Not only does this
express the commander's support to the OLRT
and their mission, it also helps to focus the

OPERATIONAL PLANNING ‘

OLRT on what the commander requires and
expects from the mission of the OLRT. Finally,
it gives the OLRT the opportunity to ask the
commander for clarification when required.

NOW I WOULD LIKE TO expand on the pos-
sible composition, tasks and responsibilities of
an OLRT. An OLRT is a mission-configurable
grouping, and in order to remain flexible,
such a team will never be of a pre-determined
size. An OLRT could be composed of only
a few people equipped with a satellite phone,
although a larger group of 20 to 50 people is
more common. Only in the most unusual cir-
cumstances is the team likely to be any larger.

The staffing of the OLRT is a task for the
entire headquarters, including its designated
Joint Logistics Support Group (JLSG). Every
position in the OLRT must have at least two
people, the primary and secondary person,
appointed to a position. The OLRT should be
staffed with an appropriate level of command,
ideally a one-star flag officer, to liaise with
high-level political and military authorities.

The OLRT normally consists of two
teams: the core team and the base team. The
core team is a flexible, scalable, and cohesive
team ready to deploy on short notice. The base
team is a pool of trained and deployable per-
sonnel with specific expertise, able to deploy
with the OLRT when required.

Below
A simulated OLRT training in Turkiye in preparation for NATO Exercise STEADFAST DAGGER 2024,
March 13, 2024. Photo by Multinational Joint Warfare Centre PAO
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EXERCISE

Although this is not always captured
fully in a job description, it is important that
the nominated OLRT members possess a high
degree of personal initiative; they must be pro-
active and self-directing, able to translate a
commander's intent into action, and capable
of working long, non-standard hours under
difficult conditions. In addition, their English
language proficiency must be outstanding.

The primary task of the OLRT is to pro-
vide first-hand situational awareness and an-
swer requests for information from the Joint
Operations Planning Group. They do so mainly
through reconnaissance and liaison activities.
The entities they liaise with are host nation au-
thorities and other relevant governmental and
civilian organizations that can have an impact
on future NATO operations.

As mentioned earlier in the introduc-
tion, this article will focus on practical infor-
mation, lessons identified, and good practices
from exercises and real-world activities. Al-
though there are multiple aspects to consider,
I will narrow my focus on the following topics:
preparation of an OLRT, the required expertise
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and competences, and conduct and processing
of engagements. It will come as no surprise to
the reader when I state that good preparation
is the basis for a successful OLRT. However,
what precisely constitutes "good preparation"?

THE TRAINING AND PREPARATION of an
OLRT is a continuous and time-consuming
process that requires sufficient funding and
resources. The three basic OLRT training plan-
ning phases are:

— Phase A. Basic individual and education-
al training, mainly consisting of academic
sessions to create a common understanding
of the different roles, responsibilities and
functions within and related to an OLRT;

— Phase B. Pre-deployment preparation,
consisting of a four- to five-day training
event focused on the rehearsal of procedures
and engagement activities;

—> Phase C. Final preparation of an OLRT
through the execution of an exercise and
related rehearsals. This should preferably
be synchronized with the Joint Operations
Planning Group training and take place
prior to the crisis response planning.

Left

Key leader engagement during the simulated
OLRT deployment training in Tirkiye,

March 13, 2024, in preparation for NATO
Exercise STEADFAST DAGGER 2024. Photo by
Multinational Joint Warfare Centre PAO

GENERIC ASPECTS RELEVANT FOR
AN OLRT DEPLOYMENT

Personnel issues: legal status, national
requirements, administrative aspects
and family support;

Strategic situation: the PMESII and ASCOPE
(area, structures, capabilities, organizations,
people, events) domains; a strategic update,
including key historical and cultural events,
weather, geography and terrain;

Military situation: maritime, air, land,
cyberspace, space, information, but also
factions, paramilitary, and their
asymmetric capabilities;

Threat assessment: security assessment
and risks, security procedures, information
security, security classifications
and counter-intelligence;

Health and safety: basic medical
knowledge, required vaccinations, medical
protection, mine awareness, countering
improvised explosive devices (C-IED)
awareness and chemical, biological,
radiological and nuclear (CBRN) training;

Financial aspects: reimbursement of
shared and national costs, personal
expenditures, and regulations for the

use of credit cards and cash.

In addition to these generic aspects, OLRT
training and education needs to cover a num-
ber of more practical aspects:

—> Being able and authorized to drive in vari-
ous types of terrain/difficult urban environ-
ments; advanced driving and basic mechan-
ics; being familiar and effective with small
arms, including grouping, firing from dif-
ferent positions, contact drills and car drills;
gaining awareness of the risks and being ca-
pable of avoiding and surviving capture;
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—> Gaining knowledge and experience in
conducting engagements; preparation, con-
duct and reporting; behavioural and cultur-
al awareness and working with interpreters;
preparation for interaction with the media;
improving media awareness and interview
techniques; eliciting information through
tactical indirect questioning;

—» Basic ability to conduct accurate assess-
ments and analysis of other nation's security
forces, including their willingness and com-
bat power; knowing how to manage and add
value to information through critical think-
ing; knowledge on the classification of docu-
ments and carefully balancing the principles
of need-to-know and need-to-share.

Taking a closer look at the expertise and com-
petences required of an OLRT member, it is
clear that the base team should consist of the
required joint functions, advisors and domain
expertise, based on the tasks defined for a spe-
cific OLRT deployment. Besides these individ-
uals chosen for the tasks at hand, there is also a
need for additional expertise and support, for
example from CIS, logistics and sustainment,
drivers, interpreters and, where available, spe-
cific civilian experts.

All these staff do not only need func-
tional expertise but also a good understanding
of the processes, instructions, and direction
and guidance they have received. Further-
more, they need to be aware of the area and
situational circumstances of a potential de-
ployment and possess related language skills
and cultural expertise.

To round off this article, I shall expand
on some more practical aspects, lessons identi-
fied, and good practices derived from exercises
and real-world activities. More specifically,
I will focus on the preparation, conduct and
processing of engagements, starting with defi-
nitions of engagements activities that can take
place within the context of an OLRT.

AN ENGAGEMENT WITHIN the military con-
text is any form of human interaction aimed
at delivering influential messages in support of
the overall campaign objectives. The engage-
ment may have an impact on perception, at-
titude and behaviour, and should therefore
be consistent, culturally sensitive, credible,
adaptive, balanced, and pragmatic. Engage-

"A military
engagement within
the context of an
OLRT should be
consistent, culturally
sensitive, credible,
adaptive, balanced,
and pragmatic."”

Above
A simulated key leader engagement during the
STEADFAST DAGGER 2024 OLRT training.
Photo by Multinational Joint Warfare Centre PAO

ments can be deliberate or dynamic, and the
planning and execution of such engagements
will vary according to their type. A deliberate
engagement is a planned and anticipated per-
sonal interaction designed to create a specific
outcome. Dynamic engagements are unantici-
pated encounters for which there has been no
specific planning. The ability to exploit delib-
erate and especially dynamic engagements de-
pends heavily on training and experience.

An engagement is generally a two-way
communication activity in which actors aim to
achieve specific goals. There are a number of
principles to keep in mind for an efficient and
effective engagement. Firstly, an engagement
must be consistent, meaning words and ac-

OPERATIONAL PLANNING ‘

tions should be aligned. Closely related to this
is credibility, trust, and openness — but at the
same time awareness of operational security.
Furthermore, an engagement must take into
account local customs, beliefs and appropriate
ways of communicating. Finally, the engager
needs to find a balance between achieving
the desired effect and listening to and under-
standing the engagee's point of view. This re-
quires from the engager the capability to think
critically and use reasonable judgement to
deal with ambiguity, accept prudent risk, and
quickly adjust to evolving situations. All this
means that engagement approaches must be
realistic and pragmatic.

Key leader engagements (KLE) are en-
gagements between NATO military leaders
and the key decision-makers of approved audi-
ences. These engagements have a defined goal,
for example influencing local leaders. KLE is a
planned and anticipated personal interaction
designed to create a specific effect. An engage-
ment between a NATO military leader and
someone who does not belong to a NATO-
approved audience is by definition not a KLE
but "just" an engagement. Furthermore, regu-
lar interactions between key leaders and other
headquarters within the NATO Command
Structure are considered routine chain-of-
command activities and not KLE.

Strategic engagements are those that are
conducted at the strategic level to influence
specific non-military instruments of power,
in pursuit of strategic objectives. At the op-
erational level, strategic engagement will nor-
mally be conducted by the commander, or in
exceptional cases delegated to the deputy com-
mander. Strategic engagements are not del-
egated below joint force command level.

The approach to managing engagements
will largely depend on the structure of the HQ
and the expertise and number of personnel in-
volved in the process.

Three elements are needed to ensure an effi-
cient and effective engagement process:

— Engagement strategy: sets the long-term
aim for engagement activities. It may be
broken down into specific areas or groups of
areas and should direct who will engage and
with whom. An engagement strategy should
be nested within the engagement strategy of
higher HQs.
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An OLRT is a high-readiness, cross-
functional and mission-configurable group
of select people acting as the ears, eyes
and voice of the operational commander
and providing the ground truth for a
possible future NATO deployment.

Above
A simulated key leader engagement during the simulated OLRT deployment training in Tiirkiye,
in preparation for NATO Exercise STEADFAST DAGGER 2024, March 13, 2024.

Photo by Multinational Joint Warfare Centre PAO

— Engagement plan: provides more detail
on the delivery of the engagement strategy.
It may give a desired time period based on
aspects such as the desired frequency of en-
gagement, the date of the last engagement
and current events.

— Engagement matrix: provides a spread-
sheet overview of the timing of future en-
gagements as well as records of what has
happened previously and when.

Although no two engagements will be the
same, a common approach should precede and
follow each engagement event. An engagement
may be instigated reactively or proactively; for
example, it may result from an invitation, or it
might be brought about more proactively by
following up an engagement opportunity rec-
ommended by the staff, or originating from the
engagement plan.

To establish successful engagement
activities, one must consider a number of as-
pects. Engagements need to be: "Pre-planned;
the subjects to be discussed during the en-
gagement should be part of an overall plan.

78 The Three Swords 40/2024

Effects-based; the engagement need to have
a purpose tied to objectives and messaging
derived from the StratCom framework. Tar-
geted; individuals selected for engagement
and the personnel chosen to engage should be
carefully selected based on abilities, interests,
access and influence. Integrated and coordi-
nated; engagements must be undertaken as a
‘whole of enterprise' function involving mul-
tiple functions and capabilities. One-on-one;
engagements should be conducted one-on-
one but preferably face-to-face. Pro-active
and forward-looking; engagement planners
should seek opportunities both in and beyond
the planning horizon. Networked; it is es-
sential that all engagement activities are syn-
chronised." (NATO Engagement Handbook,
September 2017)

The above indicates that preparing, conduct-
ing, and assessing an engagement is a complex
task that requires specific knowledge and ex-
pertise. No one person is able to provide all
this knowledge alone. Engagement planning
requires input from and coordination of the
entire staff, particularly special advisors such

as the legal advisor (LEGAD) and political ad-
visors (POLAD), but also from specific func-
tions and capabilities such as strategic com-
munications (StratCom) and civil-military
cooperation (CIMIC).

As a start, the POLAD need to provide
an in-depth pre-deployment briefing to the en-
tire OLRT, addressing the overall political situ-
ation and pointing out the political sensitivities
of the developing crisis that can affect the suc-
cess of a NATO mission. The briefing should
also provide additional information about the
political organizations and important politi-
cal actors, with a special focus on their stance
towards NATO and a possible future NATO
deployment. The POLAD may join the OLRT
deployment, but more realistically, they will be
available for the OLRT as reach-back. Finally,
the POLAD can help establish contact with
diplomatic authorities in the host nation.

Cooperation with a lead diplomatic au-
thority in the host nation would greatly assist
the OLRT by providing briefings, contacts,
and approved secure means to store classified
documents and communications equipment.
Although there is most likely no need to de-
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ploy the POLAD because reach-back will suf-
fice; this is decidedly different for the LEGAD.
The preferred option is that one LEGAD stay
with the headquarters and support the JOPG,
while another LEGAD deploys with the OLRT.

The LEGAD can provide on-the-spot
legal advice, technical guidance, advocacy,
and other legal support while ensuring com-
pliance with NATO guidance and Alliance
obligations. In this context, the deployed LE-
GAD should be prepared with draft versions
of potential host nation support arrangements,
intelligence-sharing agreements, and other
documents required for coordination with the
host nation.

Furthermore, this LEGAD can advise on
issues arising from the deployment, such as the
applicability of the law of armed conflict, crim-
inal jurisdiction and the use of force. Finally,
it is unlikely that a status of forces agreement
(SOFA) is in place during the OLRT deploy-
ment. This will have a significant impact on
the legal status of the OLRT members. With-
out a SOFA, it is not always readily apparent
which laws govern the deployed members of
the OLRT.

The StratCom function is responsible
for providing advice and recommendations on
effects, objectives and the coherence of the en-
gagement activities. Within StratCom, infor-
mation operations (Info Ops) will serve as the
advising and coordinating section for all activ-
ities that affect the information environment
and engagements. The StratCom framework
is the primary tool to provide direction and
guidance for the planning and execution of en-
gagements, ensuring a consistent approach to
them. The OLRT preparation phase provides a
good opportunity to start the development of
an initial StratCom framework, including key
messages and themes preferably based on ex-
isting higher-level StratCom frameworks.

NATO's decision-making process re-
quires close interaction between military and
civil actors on various levels. A military aspect
may affect civil actors and vice versa. There-
fore, CIMIC should be part of the OLRT to
establish and maintain close coordination with
civil organizations and government officials.
The information gained by CIMIC must be
shared within the OLRT as well as with the
JOPG, and it must be available to all other
branches of the HQ to ensure the civil-military
factors are considered during the planning

process and integrated into operational plans.
Besides this, CIMIC is the function to initiate
and support civil-military interaction (CMI)
activities before and during the deployment of
the OLRT.

Conclusion

It is generally understood that good prepara-
tion is the key to success, and this certainly ap-
plies to the deployment of an OLRT. But what
does such OLRT preparation entail? In this
article I have pointed out the need to capture
and share the best practices and lessons identi-
fied, especially because there is no doctrine or
a clear definition of an OLRT.

Using a description developed from the
available information and combining this with
the mission of an OLRT provided in JTF SOP
001, we can say that an OLRT is a high-readi-
ness, cross-functional and mission-configurable
group of select people acting as the ears, eyes
and voice of the operational commander and
providing the ground truth for a possible future
NATO deployment. There should be an appro-
priate level of command, ideally a one-star flag
officer, to liaise with high-level authorities.

The mission of an OLRT is to answer
requests for information from the JOPG by
gathering the required information from a
wide range of sources. The OLRT must assess,
analyse and comment on this information be-
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The author, right, with one of the JWC's former
legal advisors. Photo by Tore Ellingsen

fore relaying the outcomes to the JOPG. Before
the deployment of an OLRT, the team's task
and mandate need to be absolutely clear. In
this context it is important that the operational
commander provide their direction and guid-
ance to the OLRT through a personal briefing.

Furthermore, this article has outlined
the ways to prepare an OLRT including the
need for proper resources, funding and re-
alistic timelines, the required expertise and
competences of the OLRT members, and the
preparation, conduct and process of different
forms of engagements in the military context.

Finally, I have described a number of
special advisors and specific functions re-
quired in an OLRT and the best way to inte-
grate and deploy LEGAD, POLAD, StratCom
and CIMIC, including the latter's role in civil-
military interaction activities. +
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When Russia began its term as Arctic Council
chair in May 2021, there was an air of scepticism
in the seven other Arctic countries regarding
the potential impact of Russia at the helm of the
Council.' Even though Russia had outwardly
worked to maintain an atmosphere of Arctic
collaboration, its messaging and its actions had
already started to contradict each other. Despite
the evolving national security agenda of Russia
in the Arctic — marked by intensified develop-
ment, military expansion, and regional exer-
cises involving the People's Republic of China
(PRC) — tensions stayed remarkably subdued,
with the overarching Arctic narrative remain-
ing static. That narrative evaporated on Febru-
ary 24, 2022, when Russia began its full-scale
invasion of Ukraine. Any hopes regarding re-
gional Arctic collaboration gave way to greater
concerns of European stability as NATO and its
member states became focal points in counter-
ing Russia's escalatory behaviour.

Russia's Oz

As in the past, Russia's actions only make up
part of its overall strategy, with narratives and
active measures® taking centre stage in the
global information environment. Relying on
the country's well-used information warfare
playbook, Russia attempted to explain the in-
vasion as a move to "de-Nazify" and demilita-
rize Ukraine in order to prevent the genocide
of Russian-speaking people.’ Those assertions
have fallen flat, as Russia's claims of genocide
were determined to be completely unfounded,
and the war has dragged on.

As overt an active measure this appears
to have been, it has done little to serve as a
helpful narrative for justification on either the
world stage, or for internal purposes. Polls in
late 2023 by the polling agency Russian Field
and the independent Russian sociological re-
search organization Levada Center suggested
a "solid majority" of Russians "oppose a poten-
tial second wave of mobilization" and show a
preference for peace talks over the continua-
tion of the war. Levada states that a drop from
53% to 39% in definitive support for the war
suggests "conformism rather than active sup-
port for the war."

As the invasion has continued through to
2024, the global audience has been able to look
behind the curtain of Putin's Oz° and observe
some of the contradictions and falsehoods in
Russia's narratives. Russia has remained vigilant
in its historical revisionism and its use of cen-
tral narratives around Western expansionism
and Russia as a victim.® Despite the exposure
and global dissection of Russian information
manipulation, there are no indications Russia
is throwing away its playbook. Further, with
Sweden and Finland becoming NATO mem-
bers, Putin's dialogue and Russian narratives
are spreading beyond the borders of Ukraine,
weaving their way into other areas where Rus-
sian and NATO interests collide.

The Arctic

Following the full-scale invasion of Ukraine,
those narratives became highly relevant in
the evolving Arctic domain. Russia has always
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portrayed itself as a "reliable and responsible”
Arctic leader and partner, publicly acknowl-
edging the region to be a "zone of peace and
cooperation."” The key Russian narrative sug-
gests there are "no problems requiring a mili-
tary solution” in the Arctic as it is a "territory
for dialogue." That narrative remained con-
sistent, as Russia downplayed the potential of
regional military action as part of its activities
within the information battlespace.

In stark contrast to its having down-
played the potential for military action, how-
ever, Russia "expanded and modernized" exist-
ing military installations and constructed new
facilities across the Arctic region.’ Russia's full-
scale invasion of Ukraine tilted the power bal-
ance, leaving all Russian interests — and par-
ticularly those in the Arctic — at risk of being
implicated in greater Russian posturing. This
placed the Arctic as a focal point within Rus-
sia's evolving great power competition agenda,
making it an active measure in and of itself.

In March 2022, the newly minted Arctic
7 (Canada, Denmark, Finland, Iceland, Nor-
way, Sweden, and the United States) announced
their decision to "temporarily pause" Arctic
Council cooperation with Russia.'* While some
programmes that did not include Russia re-
sumed, the May 2023 Arctic Council Meeting,
arestrained online event, marked the transition
of the Chair of the Council from Russia to Nor-
way. Despite this important handover, future
programmes remain on hold as Norway looks
forward for opportunities to resume the efforts
of its working groups despite the cessation of
political contact with Russia."!

"The inclusion of Sweden and Finland
not only strengthens NATO overall and
provides critical collective security
for the two states, but it also fortifies
NATO's Arctic strategy.”

> > >
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A CF-18 fighter during Operation SPRING.FORWARD in the. + -

sub-Arctic region of Canada. Ph_ofto by Cpl Kevin McMillan,
Canadian Forces Combat Camera . .

As Russia is the largest Arctic state, Rus-
sian Ambassador to the United States Anatoly
Antonov has maintained that any decisions
taken by the Arctic Council in Russia's absence
"will be illegal" and "violate the consensus
principle."'* However, that narrative carries lit-
tle weight in the international Arctic commu-
nity. As early as August 2022, NATO dropped
all pretence around Arctic collaboration with
Russia when former Secretary General Jens
Stoltenberg reminded journalists, in a joint
press conference with Canadian Prime Minis-
ter Trudeau, that "the High North is strategi-
cally important for Euro-Atlantic security"? as
the "shortest path to North America for Rus-
sian missiles and bombers would be over the
North Pole."*

Even before Council members distanced
themselves from Russia, Putin's Arctic narra-
tive seemed to have started to fracture. This
fracturing accelerated as his traditional Arc-
tic partners began to coalesce around NATO.
Russia's Arctic development, which at one
time had highlighted the region as a "zone of
cooperation,” was no more. It has now focused
on extra-regional states and associations, with
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counter perceived threats to greater Russian
interests and undermine NATO legitimacy."

Russia opening the Arctic to "cooperation with
all interested partners" in a bid to find new
Arctic allies. This disjointed narrative, nested
within new Russian revisionism, has taken
on even greater importance with Finland and
Sweden joining NATO, making seven of the
eight Arctic countries NATO member states.

As Russia increases its hybrid activities
in the High North' and focuses its active mea-
sures and disinformation on anti-NATO nar-
ratives, Russian Navy Chief Admiral Nikolai
Yevmenov announced, during a shadow Arctic
Forum in December 2023, that Russia would
be pushing to expand its Arctic boundary in
response to "the expansion of NATO and the
aggressive policy of the collective West to-
wards Russia."®

The push for more territory is nothing
new for Russia. However, the timing and nest-
ing of the announcement within anti-NATO
and NATO expansion narratives foreshadows
the growing impact of the war in Ukraine and
the importance of the Arctic in Russia's infor-
mation warfare and military posturing.

As complicated as Russian Arctic narra-
tives and realities have now become, Russia's

growing dependence on the People's Republic
of China (PRC) only increases information
obscurity. This obscurity plays out in numer-
ous ways. The PRC and Russia very visibly
conducted joint military exercises off the coast
of Alaska's Aleutian Island chain in both 2022
and 2023, underscoring efforts to solidify their
partnership within the Arctic.

For the PRC, such explicit support of
Russia runs the risk of fostering mistrust in the
countries, relationships and ventures in which
China has invested within the Arctic.'” While
the PRC has indicated that "all countries de-
serve respect for their sovereignty and territo-
rial integrity,"® it has also continued to support
Russian disinformation and to malign the West
and NATO as a primary cause of the Russo-
Ukrainian war. Similarly, China simultaneously
notes that it is "extremely concerned" about the
harm to civilians in Ukraine as it continues to
support Russia with resources to sustain the
war. As Russia becomes more reliant on the
PRC for support and the PRC becomes a sub-
stantial beneficiary of Russia's energy resourc-
es, the relationship between the two countries
grows ever more complex.
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An Expanding NATO

Prior to Russia's invasion of Ukraine, pub-
lic support within Finland and Sweden for
NATO membership was relatively low."”” Rus-
sia's full-scale attack on Ukraine in February
2022 swung the position of the formerly un-
aligned Nordic countries, with both now fully
recognized as NATO member states. Former
Finnish ambassador to Russia René Nyberg
from the think tank Carnegie Endowment for

Above, clockwise

During his maiden trip as NATO Secretary General,
Mark Rutte, visited Kyiv on October 3, 2024, and met
with the President of Ukraine, Volodymyr Zelenskyy
(photo by NATO). Finnish and Swedish marines in
Northern Norway during Exercise NORDIC RESPONSE
2024 (photo by NATO); Exercise SAPIN POLAIRE
(photo by Cpl Dominic Duchesne-Beaulieu); official
letters of application to join NATO from Finland and
Sweden, May 18, 2022 (photo by NATO).
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International Peace suggests that the accession
of Sweden and Finland to NATO may be "the
most significant collateral damage incurred by
Russia's invasion of Ukraine yet."

The two countries' paths to membership
were not easy, however, due to an intense cam-
paign of Russian disinformation and misdirec-
tion. Russia has historically opposed NATO's
expansion, viewing it as a direct threat to Rus-
sia's security and sphere of influence. Since
April 2022, Russia has conducted directed
information warfare campaigns to influence
and grow false narratives in Sweden, Finland,
and NATO countries in an effort to undermine
support for the two countries' accessions.”!

These narratives have been provocative
and, in most cases, focused on polarizing top-
ics across multiple languages. A February 2023
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The Arctic region, once primarily

known for its harsh climate and
remote landscapes, now stands as

a pivotal area for global interests

encompassing geopolitics, climate &+

conservation, resource accessibility,
and security concerns.

Soufan Center IntelBrief on Russian disinfor-
mation suggests that misleading and heavily
targeted disinformation campaigns directed
at Sweden from several global locations have
focused on immigration, Islamophobia, and
conspiracy theories that suggest Sweden is
an "inhospitable and racist country” and that
NATO, run by the "global cabal," favours only
the "Swedish elite."

Other high-profile campaigns have fo-
cused on Sweden's and Finland's supposed in-
ability to secure energy for their populations
and businesses. These campaigns involve cen-
tral figures as well as decentralized influencers
and bots, with even President Putin and other
Russian government officials commenting on
the United States' supposed role in creating en-
ergy insecurity for the countries.
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Above

NATO Secretary General Mark Rutte lays a wreath at
the Wall of Remembrance of the Fallen for Ukraine,
October 3, 2024. Photo by NATO

The inclusion of Sweden and Finland not
only strengthens NATO overall and provides
critical collective security for the two states,
but it also fortifies NATO's Arctic strategy by
creating a more unified stance among the Arc-
tic countries, thereby expanding the Alliance's
strategic reach and operational capabilities in
this increasingly contested region.?

As the war continues, Arctic narratives
will persist as a means to validate Russian anti-
NATO pomposity, and to justify Russia's own
escalatory behaviour in Ukraine and beyond.
The information environment, as a key tool in
the execution of Russia's foreign and national
policy actions, will be critical in these efforts.
For Moscow, no topic is off-limits to counter
perceived threats to greater Russian interests
and undermine NATO legitimacy. Conse-
quently, all eyes should be on the Arctic as we
attempt to understand the region's place as an
emerging battlespace in Russia's post-Ukraine
invasion narrative. +
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2 NEW RESEARCH CONFIRMS that the systematic subordination of women underlies
all institutions, with wide-ranging implications for global security and development. Actors
in the security sector are growing more aware of this through education on women, peace
and security and gender perspectives. There has never been a more vital time to face the
problems and implement solutions.

HE U.S. DEPARTMENT of De-
fense has financed a comprehen-
sive empirical investigation that
verifies how the subordination of
women degrades national secu-
rity and stability. The result can be
found in the book "The First Political Order:
How Sex Shapes Governance and National
Security Worldwide." This extensive research
confirms the vital need for public institutions
and organizations to have an agenda on wom-
en, peace and security (WPS), and for gender
perspectives to permeate the security sector
and foreign policy. It also serves as a timely
reminder of the seriousness of these matters,

particularly for anyone who may be under the
impression that NATO's focus on the women,
peace and security agenda; gender perspective;
and equality is some kind of politically correct
fluff that may safely be ignored.

Instead, it turns out that the things that
matter most to the peoples of the world, such
as good governance and democracy, economic
prosperity, peace, health, security, and environ-
mental preservation are rooted in the character
of male/female relations. The study by Hudson,
Bowen and Nielson also shows that steps against
laws, customs, and practices that disadvantage
women produce positive outcomes for both
women and men. The research basically offers a

new paradigm for understanding insecurity, in-
stability, autocracy and violence, and it explains
what the international community can do to
promote more equitable relations between men
and women and, thereby, security and peace.?

The recognition that gender inequality
has a negative effect on international peace
and security also lies at the heart of the WPS
agenda.’ The research strikingly demonstrates
that female subordination is destructive not
only to the women within a society, but to the
entire society in which they live.

One of the authors of the study, Valerie
Hudson, a University Distinguished Professor
and holder of the George H.W. Bush Chair at

> > >
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Above

Midwifery students in Afghanistan, 2010; photo by
Eric Kanalstein, UN. According to the UN Women
website, the oppression that Afghan women and
girls have been experiencing since August 2021

is unmatched in terms of scale and generational
impact, with only 1% of women feeling they have
influence in their communities.

the Bush School of Government and Public
Service at Texas A&M University, stated at the
launch of the book that, "What you do to your
women you do to your nation state. And so, if
you decide to curse your women, we argue that
you will curse your nation state as well."

To name an example: since 2021, the
Taliban have viciously curtailed women's
rights and freedoms, leaving no areas of Af-
ghan society untouched. Their comprehensive
and draconian decrees have banned women
and girls from public spaces such as parks and
restaurants, implemented strict dress codes
along with male chaperone requirements, and
denied women and girls access to education
and jobs. UN experts have described the Tali-
ban's treatment of women as "severe discrimi-
nation that may amount to gender persecution
— a crime against humanity — and be charac-
terized as gender apartheid." Afghanistan is a
failing state on many levels, lacking resources,
revenues, reserves and resilience.’
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Gender inequality perseveres world-
wide, and women and girls in every country
across the globe struggle with its impact and
effects.® As the number of conflicts across the
world has reached an all-time high, the situ-
ation is particularly harrowing.” Experience
evidences how gender inequality exacerbates
in times of armed conflict, demonstrating how
gender inequality prevails across a continuum
of time and space. Inherently, conflicts and cri-
ses have gendered aspects, whether as a direct
or indirect result of existing gender norms,
bias and inequality, or as the result of gendered
strategies. The war in Ukraine is a current
and telling case in point. The Nordic Centre
for Gender in Military Operations (NCGM),
where both authors of this article work, is par-
ticularly knowledgeable on this aspect of the
Russo-Ukrainian war.
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RECOMMENDED READING

First published in 2023, and updated in
2024, NCGM's analysis of the conflict's gen-
dered aspects elaborates on how both Ukraine
and Russia utilize gender perspective in their
strategic communication, albeit in different
ways. Ukraine has emphasized the alleged
Russian use of sexual violence against Ukraini-
an women and girls, the bombing of maternity
wards and women's participation in the de-
fence of Ukraine.® Russia, meanwhile, portrays
Western policies on gender equality, democ-
racy and human rights as a threat to tradition-
al values and as a root cause of the supposed
decline of the West.” The conflict is an acute
example of how gender dynamics play out in
war, how this aspect is at times ignored and at
times instrumentalized, and how it always has
implications at the tactical, operational and
strategic levels.

The NCGM analysis concludes that
women, men, girls and boys are affected dif-
ferently by the conflict, and affect it differently
in turn. It also concludes that the conflict has
exacerbated some gender norms and roles, and
altered others, and that narratives and under-
standings of gender are used strategically by
both parties in the war; often connected to the
underlying values of equality, human rights,
democracy and the rule of law.

Below

Kyiv Maternity Hospital, March 2022. Pregnant
women had to spend nights in the basement,
seeking shelter from ongoing shelling.

Photo by UN Women, Serhii Korovainyi.
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So what does this mean for the NATO
Alliance? NATO has embraced the WPS
agenda and the realization that crisis, conflict
and war affect women, men, girls and boys
differently. NATO recognizes that their roles,
rights, expectations and situations will vary in
different nations, organizations, cultures and
contexts and is therefore committed to imple-
menting the WPS agenda and integrating gen-
der perspectives in all core tasks, and across
missions, operations and activities.'’

As former NATO Secretary General Jens
Stoltenberg expressed at the Women Political
Leaders Summit in June 2021:

"NATO has a robust policy on Women,
Peace and Security including with gender ad-
visors in military missions. We are gradually
increasing the number of women in the mili-
tary and also in political leadership roles. We
know that when we bring different perspec-
tives to the debate, we simply make better
decisions (...) And we are strengthening our
training on human rights and the protection of

81PARTIES

[66 NON-STATE ACTORS
AND 15 STATE ACTORS]

Above
The outbreak and escalation of conflict exposes civilians to heightened levels of conflict-related sexual violence (CRSV), as pointed out in the 2023 annual report of the
UN Secretary General. NATO condemns all acts of CRSV and is committed within its mandate to prevent and respond to this horrific crime. Infographic © UN

"The things that
matter most to
the peoples of the
world, such as
good governance
and democracy,
economic prosperity,
peace, health,
security, and
environmental
preservation
are rooted in the
character of male/
female relations.”

SECURITY SECTOR ACTORS

civilians, also in partner countries. Finally, we
are learning to recognise how security threats
affect women and men differently. This way, we
can shape solutions that will serve everyone.
At our Summit, leaders endorsed NATQO's new
policy on conflict-related sexual violence. En-
suring we do everything we can to prevent and
respond to these heinous crimes. They also
agreed to continue to advance gender equal-
ity and integrate gender perspectives in all that
we do. So you can count on NATO's continued
commitment to strengthen the role of women
in leadership.""!

Significantly, the NATO Strategic Con-
cept (2022) and NATO Policy on WPS (2024)
commit the Alliance to implementing WPS
and gender perspectives across core tasks and
in operations, missions and activities. These
are much-anticipated undertakings that are
complemented by Allied Joint Publications,
policies at the level of the North Atlantic Com-
mittee, a Bi-Strategic Command directive and
various documents at command level.
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Gender perspective has a natural place
in multi-domain operations and their
development and implementation in NATO.

Above

Lieutenant Colonel Lena Kvarving, the author, discussing the cooperation between the NCGM and the JWC with the
JWC's gender focal points, November 22, 2023. Photo by JWC PAO

Collectively, these documents serve as
guideposts for NATO's implementation of
WPS and integration of gender perspectives.

In this regard, gender analysis,"? gen-
der perspective and gender mainstreaming'
are the key NATO-recognized tools in seeing
through this implementation. These tools are
reinforced by an organizational structure in
which commanders maintain overall responsi-
bility, but are advised and supported by gender
advisors (GENADs) and gender focal points
(GFPs). As gender perspective has cross-func-
tional relevance, its successful implementation
requires a systematic approach across all levels
of organizations and military service branches.

Being equally relevant across all three
dimensions (human, physical, informational)
and all five domains (land, air, sea, space, cy-
berspace) of warfare, as well as in the synchro-
nization of non-military activities with civilian
actors, gender perspective has a natural place
in multi-domain operations and their develop-
ment and implementation in the Alliance.

While NATO's commitment to the WPS
agenda and gender perspective has been forti-
fied during the past years, the translation of pol-
icy into practice must be strengthened further.
We can see progress in several areas, but these
efforts are still often met with resistance. There
can be reluctance to acquire knowledge on the
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subject, as it appears to challenge traditional
masculine culture, bias and privileges, com-
bined with insufficient leadership on the topic.'
As leaders and commanders are the main driv-
ers for the implementation, leadership commit-
ment is vital in successfully institutionalizing
gender perspectives within an organization.

So what does this demand of the leader-
ship? Apart from the obvious, such as a plan
and resources, leaders need to take a organiza-
tional change approach in order to harness the
transformative potential of the WPS agenda.

Leadership needs a cultural map of the orga-
nization — in order to stake out the direction
in which they want to go, they need to know
where they are. Additionally, there is a need
to create psychological safety for change, with
safe places to learn and train. It is important
to include the learners in the process, and to
have a network of change agents and good
role models. There is a need for expertise and
changes to structure and functions to support
the change. Furthermore, a reward and disci-
pline system is needed. And as always, there
will be a need to carry out proper evaluations
and redirect efforts where necessary.'®
Mainstreaming a gender perspective
across doctrine, policy and procedure is also
imperative for its institutionalization in the
organization and throughout the planning,
execution and evaluation phases of NATO op-
erations, missions and activities. More speciﬁ-
cally, gender perspective must be implemented
in doctrine, procedures and manuals to sup-
port its influence on decision-making and the
actual mission. This also creates an imperative
for integrating gender perspective in military
education, training and exercises, to ensure
that we train as we fight and fight as we train.
Collective training and exercises are
essential to developing the skill sets of mili-
tary personnel to prepare them for the tasks
and challenges they may face. Training for
the gendered aspects of conflict is no differ-
ent. The Nordic Centre for Gender in Military
Operations considers the Joint Warfare Centre
(JWC) a valuable partner in ensuring that the
WPS agenda and gender perspective are part

At the 2024 Washington Summit, NATO endorsed an updated Women, Peace and Se-
curity (WPS) Policy, which will enhance the integration of gender perspectives across all of
NATO's activities and structures, and advance gender equality within the Alliance, enabling
NATO to respond better to broader security challenges.

The new policy outlines four strategic objectives: to strengthen gender-respon-
sive leadership and accountability; to increase women's participation at all levels, including
decision-making and leadership; to prevent threats that have a disproportionate impact on
women and girls; and to protect women and girls against gender-based violence. It recog-

nizes the close linkages between NATO's WPS and Human Security agendas, notably in the
area of conflict-related sexual violence, as highlighted during the ongoing war in Ukraine.

For the first time, the policy references new and emerging challenges such as gen-
dered disinformation, technology-facilitated gender-based violence, and the gender dimen-
sions of climate change and artificial intelligence.
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The Nordic Centre for Gender in Military Operations

(NCGM) is an international military organization with
more than a decade of experience in implement-
ing the women, peace and security (WPS) agenda

In Brief

and gender perspective in operations, missions and
activities. As an expert centre, NATO Department
Head for the Gender in Military Operations discipline,
and NATO-accredited education and training facility,
NCGM provides education and training, concept de-
velopment and subject matter expertise on WPS and
gender perspective in military operations, enabling
NATO and other military actors to increase opera-
tional effectiveness and implement the WPS agenda.

NCGM was founded in 2012 by the Nordic De-
fence Cooperation countries Denmark, Finland, Ice-
land, Norway and Sweden. Since then, the Nether-
lands, Canada and Australia have joined the Centre.

of the planning and execution of exercises, just
as it would be in real operations. The partner-
ship with the JWC has demonstrated how im-
portant it is to integrate gender perspective in
the early phases of planning, to ensure it is not
overlooked or a mere afterthought in execution.

The proper implementation of gender
perspective allows for the exercise to play out
different real-life scenarios, making it possible
to progress gender-responsive leadership, de-
velop accurate gender analysis, prevent and
mitigate conflict-related sexual violence and
sexual exploitation and abuse (SEA), mitigate
negative gendered impact of crises, conflicts
and war and to promote equality, peace and
security — on an individual, organizational,
societal and geopolitical level.

With the Alliance's increased focus on
deterrence and defence, how gender perspec-
tives play out in crises and conflicts in the Eu-
ro-Atlantic area must form a part of education,
training, exercises as well as lessons learned, so
that we can learn from the mistakes of the past.

To create that robustness and generate
real change, NATO recommends the pres-
ence of a full-time gender advisor (GENAD)
in command groups, supported by a network
of gender focal points (GFP) in dual roles in
the rest of the organization.”” In this regard,
NCGM plays a crucial role in providing educa-
tion and training. NCGM delivers NATO-ap-
proved three-week GENAD courses and four-
day GFP courses. To support the training of
national and NATO staff, personnel may also
attend the NATO-approved two-week Gen-

der Train the Trainer course. Furthermore,
NCGM supports leadership in honouring the
commitment of NATO and its member states
through a transformational change approach,
by offering annual commanding officers semi-
nars at the OF-5 level and key leader seminars
at the OF-6 to OF-9 levels on gender and WPS.

Professor Hudson et al. have clearly
demonstrated that gender perspective is a
fundamental tool in ensuring geopolitical, na-
tional and individual security, and NATO has
instructed the organization to act on this in-
sight. While some may still harbour reluctance
or doubts as to the need for gender perspec-
tives in the military, research proves that this
perspective is a necessity to reach the desired
end state of peace, security and stability within
NATO and worldwide. As this end state ap-
pears in such peril due to current geopolitical
developments, it has never been more vital for
organizations, leaders and individuals to dedi-
cate themselves to this change. +

Lieutenant Colonel Lena P. Kvarving, PhD, is
currently Officer in Command of the Education and
Training Department at the Nordic Centre for Gender
in Military Operations. She has extensive international
experience in the field of WPS and gender in military
operations and organizations.

Julia Dalman is an international lawyer specialized
in international human rights law and international
humanitarian law with two master's degrees in law
from Lund University. She currently serves as the
Legal Analyst at the Nordic Centre for Gender in
Military Operations.
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ESPITE THEIR differences,
the nuclear deterrence doc-
trines of the United Kingdom
and France have at least one
point in common: due to the
limited number of nuclear war-
heads in the countries' arsenals,
it is difficult to speak of "tactical” nuclear weap-
ons or their "tactical” use. While some means
of delivery will have a "tactical range," nuclear
weapons are a strategic pillar of security for
both countries. However, the British approach
more closely resembles that of the U.S. and its
concept of "non-strategic" or "sub-strategic" use
of nuclear weapons, not necessarily in response
to a nuclear attack or the imminent threat of

such an attack, although the UK is showing
signs of slowly departing from the doctrine.
More details on this follow below, in the section
on British nuclear doctrine.

France's Nuclear Doctrine

France pursues a policy of "strict sufficiency,"
according to which France keeps its nuclear
arsenal at the lowest possible level in relation
to the strategic context. In his 2020 defence
and deterrence speech,' President Emmanuel
Macron stressed France's commitment to disar-
mament as conducive to global stability and se-
curity, and cited the country's unique track re-
cord of irreversibly abandoning the land-based

>> >



nuclear component and reducing the nuclear
arsenal to below 300 warheads. France's posi-
tion is to reject any form of nuclear arms race
and keep its nuclear deterrence at the level of
"strict sufficiency."

The aim of French nuclear doctrine is
to limit the role of deterrence to extreme cir-
cumstances of self-defence, although France
reserves the right to use nuclear weapons first
in a conflict. In particular, Macron stated in his
2020 speech that France is prepared to carry
out a "unique and one-time-only" limited
nuclear strike, in order to demonstrate to the
aggressor that "the nature of the conflict has
changed" and to restore the effectiveness of
nuclear deterrence, i.e. to make potential ad-
versaries aware that France is ready to use the
nuclear weapons argument.

France's concept of the "final warning"
is to threaten an adversary who may have
underestimated the country's determination
to defend its vital interests, or misjudged the
limits of those interests, with one limited strike
on military targets. Formed in the 1970s, the
concept of the final warning is a compromise
between the need to avoid the all-or-nothing
dilemma and the rejection of the concept of
flexible response — neither option was consid-
ered reliable enough.

A final warning cannot be repeated, so
if the opponent were to persist, there would be
a massive blow. The "final warning" concept is
still considered relevant in the new strategic
context, given that a potential adversary (es-
pecially a regional one) may be more likely to
misjudge France's determination to protect
its vital interests than the Soviet Union would
have been during the Cold War. It is charac-
teristic for France to consider every nuclear
weapons asset "strategic.” The point is that any
use of nuclear weapons would constitute a seis-
mic shift in a conflict and would therefore have
strategic implications.

A similar logic increasingly seems to be
used in NATO circles, and the UK no longer
uses the term "sub-strategic" to refer to nuclear
weapons. As stated in the 2022 NATO Stra-
tegic Concept, "the circumstances in which
NATO may be forced to use nuclear weap-
ons are extremely distant. Any use of nuclear
weapons against NATO would fundamentally
change the nature of the conflict."

Unlike the U.S. and the UK, France de-
clares a nuclear response not so much to specif-

ic types of threats, but to any aggression against
its vital interests, regardless of the means em-
ployed. This reflects a different concept of de-
terrence, and in particular the balance between
certainty and uncertainty: Washington and
London are precise about the circumstances
that would cross a vital threshold (namely the
use of weapons of mass destruction), but they
do not specify the response to this threshold
being crossed. Paris does not specify the exact
threshold ("vital interests"), but clearly defines
the response (the use of nuclear weapons).

The United Kingdom's
Nuclear Doctrine

Compared to the other countries in NATO's
"nuclear trinity," the UK's nuclear weapons ca-
pabilities are by far the most modest, not only
in the number of nuclear charges possessed,
but also in the potential means of their delivery.

Since 1969, the United Kingdom has
delivered its nuclear deterrence through nu-
clear-powered submarines (SSBN), and four
Vanguard-class vessels are currently in service,

Each UK Vanguard Class submarine is
armed with Trident Il D5 missiles.

NUCLEAR DETERRENCE ‘

of which at least one is on patrol at any given
time as part of the Continuous at Sea Deterrent
(CASD) programme. The UK maintains the
minimum nuclear cargo necessary to ensure a
credible and effective deterrence against nucle-
ar-weapon states, but since 1994 it has not kept
any specific facility or state on the list of targets
for a potential nuclear strike. Hence, it is as-
sumed that the "notice to fire" time (i.e. from the
order to use nuclear weapons to the launch of
missiles) for British Vanguard-class submarines
is currently the two to three days necessary to
program targets, but if the level of readiness is
raised, this time can be reduced to minutes.

Nuclear deterrence remains an impor-
tant part of defence cooperation between the
UK and the U.S. and includes a policy of deter-
rence, warhead safety, security and advanced
manufacturing technologies (UK submarines
have U.S. Trident missiles on board). This co-
operation helps to reduce the cost of develop-
ing and maintaining the countries’ indepen-
dent nuclear arsenals.

The UK also cooperates with France on
nuclear issues, within the framework of the
2010 Teutates Treaty,’ under which the two
countries share research facilities and cooper-
ate on technology.

The UK's nuclear weapons are opera-
tionally independent and only the Prime Min-
ister can authorize their use. This ensures that
political control is maintained at all times.
The use of nuclear weapons by the UK is only
considered in extreme circumstances of self-
defence, including in defence of NATO Allies.
Although the UK underlines its determination
to use nuclear weapons, it deliberately leaves
some indeterminacy as to when, how and to
what extent nuclear weapons will be used, and
the policy of this ambiguity is permanent.

The UK does not publicize information
on operational stocks or dislocation of war-
heads and missiles. This ambiguity is intended
to complicate the calculations of potential ag-
gressors, reducing the risk of any deliberate use
of nuclear weapons by an adversary seeking to
gain the advantage of a first nuclear strike. But
this ambiguity may also result from the fact
that the UK does not de facto possess "tacti-
cal" (non-strategic) nuclear weapons and in
this respect would have to rely on the weapons
provided by the U.S.; there is no official data on
the number of U.S. nuclear weapons stored on
British territory.
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Above
ASMP-A missile on a Dassault Rafale fighter aircraft.
©SIRPAAIr

The UK does not intend to use, nor does
it threaten to use, nuclear weapons against any
non-nuclear-weapon state that is a party to the
Non-Proliferation Treaty (NPT) and that ful-
fils its obligations under that treaty. However,
the UK reserves the right to review this posi-
tion if a future threat from weapons of mass
destruction (chemical/biological) or from new
destructive (disruptive) technologies with sim-
ilar effects necessitates this. This is a difference
between the UK and the U.S. position (specify-
ing the scope of threats and not specifying the
type of response) and France's approach (leav-
ing undefined the type of threat and specifying
the scope of response).

However, here too we will find a certain
inaccuracy in the UK doctrine, because "France
and Great Britain, the only European nuclear

powers, have stated that they cannot imagine

circumstances in which the threat to the vital
interests of one would not endanger the vital in-
terests of the other." Thus, we can see the slow
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evolution of the UK doctrine of nuclear deter-
rence, manifested by a departure from the con-
cept of "sub-strategic" use of nuclear weapons
and referring to "vital interests” in a way that is
compatible with French nuclear doctrine.

Russia's Nuclear Doctrine

Russia differs from the Allied countries in both
its transparency and its "appetite" for the use of
tactical nuclear weapons, and in this case, we
can actually speak of tactical nuclear weapons
and tactical use, for several reasons.

Firstly, the number of tactical nuclear
warheads and their means of delivery, includ-
ing the infamous 9M729, may prompt Russian
commanders to use them as simply one of the
available options to paralyse the target. Second-
ly, the disproportion in the arsenals of tactical
nuclear weapons between Russia and the U.S.
may lead Russian commanders to conclude
that they have an advantage for which the U.S.
cannot compensate without nuclear escalation

"A final warning
cannot be repeated,
so If the opponent were
{0 persist,
there would be a

massive blow:

to the level of use of strategic nuclear weapons.
Thirdly, innovative means of carrying non-stra-
tegic nuclear charges, such as hypersonic mis-
siles or supercavitation® torpedoes, may create
an impression within Russia that its opponents
would be unable to prevent or defend against a
nuclear strike Russia carries out by such means,
causing Russian commanders to speculate on a
"first-strike advantage."

The same impression of a significant first-
strike advantage could arise within Russia sim-
ply due to the U.S. withdrawing non-strategic
nuclear charges from its arsenals (landmines,
artillery shells, anti-aircraft/anti-ballistic mis-
siles with nuclear warheads, nuclear depth
charges, torpedoes with nuclear warheads).

It should be mentioned that already in
1993, Russia became the first country to depart
from the Soviet-era obligation not to use nu-
clear weapons, although at that time Russia's
new stance was still intended as a deterrent
rather than intending to introduce the threat
of a nuclear surprise or pre-emptive strike.
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The Russian national security concept is-
sued in 1997 allowed the use of nuclear weapons
in case of a threat to the existence of the Russian
Federation as an independent sovereign state.
Russia's military doctrine published in 2000 ex-
tended the circumstances in which the country
may use nuclear weapons, including in response
to attacks with weapons of mass destruction
against Russia or its allies, as well as in response
to "large-scale aggression using conventional
weapons in situations critical to the national se-
curity of the Russian Federation."

At the same time, the doctrine stated that
Russia would not use nuclear weapons against
parties to the NPT that do not possess nuclear
weapons, except in case of an invasion or other
attack on the Russian Federation, its territory,
its armed forces or other troops, its allies or a
state to which it has security obligations. Thus,
a conventional invasion of Russia or its allies
could be met with a nuclear response.

Below
NATO's assessment of nuclear threat.
Source: https://www.gov.uk/government/publications/uk-nuclear-deterrence-factsheet

In 2020, Russian president Vladimir
Putin issued an executive order entitled "Basic
Principles of State Policy of the Russian Fed-
eration on Nuclear Deterrence.” It states, among
other things, that Russia's policy on nuclear de-
terrence is defensive, aimed at maintaining the
potential of nuclear forces at a level sufficient for
nuclear deterrence. The order further states that
Russian nuclear deterrence policy guarantees
the protection of the national sovereignty and
territorial integrity of the state and deterrence of
a potential opponent against aggression against
Russia or its allies. In the event of an armed con-
flict, Russia would seek to prevent the escalation
of hostilities and to terminate them under con-
ditions acceptable to Russia or its allies.

According to this executive order, Rus-
sia treats nuclear weapons only as a means of
deterrence, and their use as a last resort and
coercive measure. However, some analysts as-
sess that this means that Russia may threaten

NUCLEAR DETERRENCE ‘

to escalate to the use of nuclear weapons as a
way to stop a conflict threatening the existence
of the state.” The Russian doctrine specifies
the following as threats that Russia intends to
counter with nuclear deterrence:

1. the establishment by a potential adversary
of groupings of general-purpose forces with
nuclear weapons in the territories of states
neighbouring the Russian Federation and its
allies and in adjacent waters;

2. the deployment by states that consider the
Russian Federation to be a potential adver-
sary, of missile defence systems and means,
medium- and short-range cruise and ballis-
tic missiles, non-nuclear precision and hy-
personic weapons, unmanned aerial strike
aircraft and energy weapons;

3. the development and deployment of missile
defence and strike systems in space;

4. the possession by states of nuclear weapons
and/or other weapons of mass destruction
which may be used against the Russian Fed-
eration and/or its allies, as well as the means
of delivery of such weapons;

5. uncontrolled proliferation of nuclear weap-
ons, their means of delivery, technology and
equipment for their manufacture;

6. the deployment of nuclear weapons and
their means of delivery in the territories of
non-nuclear-weapon states.

In the context of the latter, Poland's conclu-
sion of the Nuclear Sharing Agreement with
the U.S. would automatically include facilities
used to store nuclear ammunition in the list of
targets for a potential Russian nuclear strike.

The Russian Federation lists the follow-
ing conditions for determining its possible use
of nuclear weapons:

1. the arrival of reliable data on the launch of
ballistic missiles attacking the territory of
the Russian Federation and/or its allies;

2. the use of nuclear weapons or other weapons
of mass destruction by an adversary against
the Russian Federation and/or its allies;

3. an attack by the enemy on critical govern-
mental or military facilities of the Russian
Federation, the disruption of which would
weaken the capabilities of nuclear forces;

4. aggression against the Russian Federation
with conventional weapons when the very
existence of the state is threatened.
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‘ NUCLEAR DETERRENCE

Russia thus reserves the right to use nuclear
weapons in response to the use of nuclear
weapons and other weapons of mass destruc-
tion against itself or its allies, as well as in the
event of aggression against Russia with con-
ventional weapons, when the existence of the
state as such is threatened (similar wording
was used in the 1996 Advisory Opinion of the
International Court of Justice on the legality of
the threat of the use or use of nuclear weap-
ons).® The decision to use nuclear weapons is
made only by the President of the Russian Fed-
eration, but the implementation of such a deci-
sion was entrusted to the General Staff.

The Russian Ministry of National De-
fence does not disclose to what level the Presi-
dent's decision can be used to delegate the pow-
er to use nuclear weapons. It is presumed that in
the field of tactical nuclear weapons, such pow-
ers may be delegated to the division level, which
would actually make tactical nuclear weapons
tactical sensu stricto and allow their tactical use.
Such a presumption coincides with the assess-
ments of some analysts that low-power nuclear
charges can actually be recognized in the Rus-
sian doctrine as an alternative to conventional
means of destruction of so-called high-payoft
targets, to achieve a significant tactical/opera-
tional advantage or to prevent penetration of
the territory of the Russian Federation.

Which, in turn, brings us to the main
question about Russian doctrine: does Russia
have a strategy of "de-escalation?

At first glance, the answer is yes, since
the overriding goal of nuclear deterrence is of-
ficially to "prevent the escalation of the conflict
and end it on terms acceptable to Russia and/
or its allies." That is, if Russia suffers a serious
defeat, it will use nuclear weapons to ensure
that the attacker ends the aggression and re-
turns to the status quo ante or perhaps even
a slightly more favourable situation for Russia
(taking into account possible compensation
for aggression).

However, the situation is not so simple.
The president's executive order emphasizes
deterrence, not de-escalation. The calculation
seems to be as follows: if Russia's opponent
knows in advance that their advantage in the
area of conventional capabilities, instead of
guaranteeing victory, will trigger a nuclear re-
sponse and thus undermine the legitimacy of
the attack, then the opponent will refrain from
using force at all. In other words, de-escalation
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(to the extent that the term applies) is not a war
strategy, but rather a deterrence tool. It is not
a tool for waging war, it is supposed to prevent
war. But is it possible to make such an assump-
tion uncritically?

The U.S. Nuclear Posture Review (NPR)
of 2018 took the view that Russia had adopted
an "escalation to de-escalate” strategy and con-
cluded that Russia was wrong to believe that the
threat of nuclear escalation, or the actual first use
of nuclear weapons, would serve to "de-escalate”
the conflict on terms favourable to Russia. This
view underscores the NPR's recommendations
to the United States to develop a new low-power
non-strategic weapon that would provide the
U.S. with a credible response capability, thereby
ensuring that the Russian leadership makes no
mistake about the consequences of a limited
first use of nuclear weapons.

If we were to take at face value (which I
am far from doing) the content of the Russian
policy of nuclear deterrence, the probability of
using tactical nuclear weapons against Ukraine
in the current war is small. Whether this is tru-
ly the case is probably known to the "sole ruler"
of Russia, who is also the only one to decide on
the use of nuclear weapons.

In turn, the restrictions allegedly im-
posed by the U.S. on the Ukrainian authorities
on the use of US. weapon systems to attack
targets located deep in Russian territory may
have their basis in the U.S. interpretation of the
Russian nuclear doctrine ("escalation for de-
escalation"). Perhaps the U.S. is concerned that
such a strike by Ukraine, especially on "critical
government or military facilities, the disrup-
tion of which would weaken the capabilities of
nuclear forces" could result in the use of tac-
tical nuclear weapons, not necessarily against
Ukraine itself, but against a U.S. military in-
stallation, this being the state that enabled
Ukraine to carry out such an attack by provid-
ing it with the necessary weapon systems.

Paradoxically, however, Russia's aggres-
sion against Ukraine has, in my opinion, re-
moved the risk of Russia using tactical nuclear
weapons against NATO or one of the member
states. The Russian doctrine of "escalation for
the purpose of de-escalation" would have a
chance of success only if, by means of a tacti-
cal nuclear strike or actions preceding such an
attack, Russia were to weaken or even break
the unity of the Alliance. Then such a strike
could have a shock-and-awe effect, encouraging

member states to try to de-escalate in order to
prevent nuclear strikes on further targets, thus
making it difficult or even impossible to achieve
unanimity in the North Atlantic Council.
However, Russia's aggression has had
the opposite effect, probably surprising Pu-
tin and the Russian authorities: consolidation,
strengthening solidarity within the Alliance
and hardening its unity and indivisibility. In the
current circumstances, Russia must reckon with
the fact that "escalation for the purpose of de-
escalation” will not work, and an act of aggres-
sion against any of the Allies will provoke an
adequate response under Article 5 of the Wash-
ington Treaty. Therefore, while Putin may have
a greater tolerance of risk ("risk appetite") in re-
lation to a potential escalation against Ukraine,
it is unlikely he would be willing to accept a
similar risk in his actions against NATO. +

Author's update, November 2024:

On November 19, 2024, President Putin ap-
proved an update to the Russian nuclear deter-
rence doctrine. It now states that Russia may
also consider the use of non-strategic nuclear
weapons in response to "armed aggression
against the Russian Federation by any non-nu-
clear state with the participation or support of
a nuclear state." However, at the time of press,
the official text of the presidential decree has
yet to be published by Russian authorities.

Endnotes

1 https://www.elysee.fr/en/emmanuel-ma-
cron/2020/02/07/speech-of-the-president-of-the-
republic-on-the-defense-and-deterrence-strategy

2 https://www.nato.int/nato_static_fl2014/assets/
pdf/2022/6/pdf/290622-strategic-concept.pdf,

3 https://assets.publishing.service.gov.uk/govern-
ment/uploads/system/uploads/attachment_data/
file/228571/7975.pdf

4 Global Britain in a Competitive Age:

The Integrated Review of Security, Defence,
Development and Foreign Policy, p. 77

5 A submerged, i.e. underwater, torpedo experiences
skin friction drag that reduces the speed at which it
travels. By lowering the water pressure behind the
torpedo, a bubble of vapour is formed around the
torpedo that reduces drag and lets the projectile
travel at higher speed.

6  https://www.nti.org/analysis/articles/russias-
2000-military-doctrine/

7  https://vcdnp.org/russia-clarifies-its-nuclear-deter-
rence-policy/
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SPOTLIGHT

Allied Command Transformation's
Professional Doctorate Programme
harnesses NATQ's cognitive power by
enabling staff members to expand their
expertise through doctoral research that

addresses a knowledge gap of significant

relevance to the Alliance's mission.

The topics shape new ideas and
explore pathways to achieve

the objectives of the NATO
Warfighting Capstone Concept
and its implementation via the
Warfare Development Agenda
and Warfare Development
Imperatives.

These doctorates build
NATO's capacity to
inform and influence
future capability
development and
experimentation, with
great potential to initiate
and lead long-term
change.

Warfare is evolving at an
unprecedented pace. But NATO
is not only keeping up with this

pace — we are setting it, by
investing in the development
of our individual and collective
cognitive superiority.

DOCTORAL RESEARCH

N A BUSY AND VERSATILE training
organization such as the Joint Warfare
Centre (JWC), it's perhaps not surprising
that the staff members are very much ac-
customed to multitasking. In addition to

fulfilling various roles in the course of daily
business, many pursue further education that
contributes to the organization's growth and
innovation through specialized knowledge and
research skills.

This collection of brief interviews intro-
duces the eight' JWC staff members who are
presently enrolled in Allied Command Trans-
formation's (ACT) online professional doctoral
programme, administered by Cardiff Metropoli-
tan University in the United Kingdom.

The programme, which spans three to
five years, affords NATO ACT military and
civilian staff an opportunity for professional
educational development focusing on a variety
of warfighting themes and operational art. Fol-
lowing the selection process led by the Supreme
Allied Commander Transformation, candidates
become doctoral researchers in parallel to per-
forming their duties within their organizations.

Learning individuals are key in transform-
ing an organization into a learning organization,
as their efforts and mindsets foster an environ-
ment conducive to growth and innovation. The
JWC doctoral researchers, with diverse expertise
such as special operations, media simulation and
quality assurance, are doing their part to ensure
that not only the JWC, but all of NATO, is a
learning organization. +

A Place to Learn,

Inspire, and Grow

' The programme may involve more staff members at the time of publication.
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Robert Scheider
NATO International Civilian

Training Event Development Analyst
NATO Joint Warfare Centre

"My research project is entitled Tmprovement of Joint Command Post Exercises
for NATO Headquarters through Development, Resourcing, and Assessment of
SMART' Training Objectives.' I am collecting data through literature reviews,
surveys, interviews, focus groups, and observations on how NATO staffs cur-
rently define, implement, and assess the achievement of training objectives and
how these processes can be improved. I will collaborate with other practitioners
to develop goals for 'ideal' processes and develop action plans to improve train-
ing objective development, resourcing, and assessment and reporting processes
and bring them closer to the 'ideal' state. My research complements other initia-
tives within NATO designed to increase the quality and value of exercises and
ultimately make NATO staffs and headquarters better through exercises."

' Specific, Measurable, Achievable, Realistic, and Time-related
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Lieutenant Colonel Jeroen H.J. van Mill
Royal Netherlands Army

Capability Integration Staff Officer
NATO Joint Warfare Gentre

"My research topic is NATO operational-level resilience training provision im-
provement (RTPI). Former NATO Secretary General Jens Stoltenberg empha-
sized the importance of Alliance resilience at the GLOBSEC Forum 2020: 'In
fact, resilience is in NATO's DNA. Article Three of the Washington Treaty places
a duty on Allies to become more resilient (...) That is why boosting resilience is
a key task for the future.' The development of the Layered Resilience Concept
(LRC) and the reinforcement of resilience training in exercises are focus areas of
the Layered Resilience Warfare Development Imperative of HQ SACT's Warfare
Development Agenda, in line with the NATO Warfighting Capstone Concept
agreed by the NATO chiefs of defence. This research seeks to understand how
the delivery of resilience training in operational-level NATO exercises can be
improved to support the implementation of the LRC and create a more resil-
ient military instrument of power. I aim to achieve this by explaining resilience
concept development and comparing to other transformational frameworks for
resilience integration and implementation, and further by exploring operational-
ization to improve RTPI from a practitioner-level perspective and exploring the
use of wargaming to improve the training and exercise construct. The JWC's Re-
silience Training in Operational-Level Exercises Working Group acts as a sound-
ing board for the integration of transformational activities."
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Peter M. Hutson

NATO International Givilian

Gapability Integration and Experimentation Analyst
NATO Joint Warfare Gentre

"My research is on challenges of cyber risk management in
Alliance operations and missions ('cyber risk-to-mission’).
Central to the rationale of studying cyber risk in NATO is the
need to continue to explore and understand the inextricable
linkages and phenomena between cyberspace and Alliance
security that now permeate its three core tasks of deterrence
and defence, crisis prevention and management, and coop-
erative security. While the cyberspace domain is a relatively
new battleground for the Alliance, NATO's security strategies,
operational plans, and decision-making processes are increas-
ingly informed and influenced by the calculus of cyber threats
and risks associated with the domain. Emphasizing the cyber
practitioner role in assessing and managing cyber risk to bet-
ter support Alliance operations, the research objectives are to:
(1) explore the militarization of cyberspace and its impact on
NATO; (2) investigate the adaptation of cyber risk manage-
ment practices (including from industry) to support mission
requirements in NATO operations; (3) develop a cyber risk-
to-mission framework suitable for multinational operations.
This research aims to contribute both to domain knowledge
and best practice in this constantly evolving field."
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Andrew Eden

NATO International Civilian
Lessons Learned Analyst
NATO Joint Warfare Centre

"My research seeks to enhance the way we can exploit lessons and other sources
of narrative data by using emerging technology to enhance our knowledge man-
agement and organizational learning. The JWC, and indeed all headquarters and
agencies within the NATO enterprise, produce and consume large amounts of
narrative, text-based data, such as first impression reports, meeting minutes, les-
sons identified and scenario material. Accessing and managing this data, and
gaining timely and accurate outputs, which subscribe to the principles of infor-
mation and knowledge management, can be enhanced to accelerate exploitation,
to reduce the requirement for data adaptation through staff work, and to in-
crease traceability. From a lessons learned process perspective, some of the main
challenges for organizational change include the paucity of analytical and staft
resources, the volume of available data, the velocity of its production, and its
usability. The 'speed of relevance' has increased significantly, and our supporting
tools need to be super-charged to meet it and sustain it for the foreseeable future."
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Lieutenant Colonel Phillip Madsen
United States Army

Advisor on Special Operations,
NATO Joint Warfare Centre

"My research topic is decision-making and commitment with imperfect infor-
mation under political and time pressure in a multinational military environ-
ment. My research is inspired by former Lead Senior Mentor General Karl-Heinz
Lather's question that he asked in Issue 31 of The Three Swords (2017): 'What
about training the commanders as well, not only staff?' My experience as an advi-
sor/trainer on the JWC's Advisory Team has thoroughly informed my research.
As a Special Forces field-grade officer and doctoral candidate, I find both the
philosophical approach to learning in the context of operational-level leader-

DECISION-MAKING

ship and the concept of 'leaders-as-learners' fascinating. The question of how
to accomplish General Lather's vision of training leaders has the potential to
inform many of the 21 NATO 2030 transformation initiatives that are on the
JWC's agenda. Surveying learning models from academia, military, business,

and sports, informed by NATO's current practitioners, has the potential to be

very beneficial to the JWC's ongoing transformation initiatives."

Jonathan Kerr

NATO International Civilian
Technical Manager

NATO Joint Warfare Gentre

"My research project is 'Organizational Culture and Change Management in
NATO: A Comprehensive Analysis and Strategic Framework' to enable the JWC to
deliver strategic- and operational-level exercises in 2030. The NATO 2030 agenda
aims to prepare the Alliance for success in an increasingly complex, contested and
connected battlespace across all levels of operation. The JWC will be a key enabler
to delivering 'multi-domain-trained' headquarters in this environment. To achieve
this transformational step change, the JWC must be prepared and trained to em-
brace the paradigm shift associated with delivering its current programme in tan-
dem with developing its people, integrating its data, and redesigning its processes,
products and services. All to deliver unprecedented exercise realism across the
full spectrum of strategic- and operational-level warfare. This research will shape
the JWC's 2030 transformation strategy. It will investigate the current state of the
JWC's organizational culture and explore the factors influencing innovation and
change management. It will propose a strategic framework to guide the change
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to a more agile approach to exercise delivery. In order to achieve this, we must
educate our personnel and shift our mindset, integrating innovation into all that
we do. This work is intrinsically linked to the Exercise, Training and Innovation
Directorate's transformation workstream and its Project-Linked NATO Inter-

national Civilian staff, combining academic rigour with practical application."
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Lieutenant Colonel Bjorn-Erik Solli
Norwegian Special Operations Command
Advisor on Special Operations

NATO Joint Warfare Centre

"One of the things everyone in NATO has in common, regardless of their func-
tional area and hierarchical placement, is the need to understand, assess and com-
municate risk. My research project examines risk management in NATO's mili-
tary operations through the lens of contemporary risk science. I hope to identify
areas of best practice and areas of potential improvement in how we collectively
deal with risk in military operations. The research investigates areas of alignment
and divergence between NATO doctrine and risk science, how risk management
activities are included in NATO's operational planning process and mid-term
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decision-making cycle, and how risk is understood, assessed, communicated, and
acted upon within NATO headquarters. This research contributes to the JWC's
vision as a transformational hub for training and warfare development. Based on
the preliminary research, I have supported headquarters in getting more 'so what'
out of their risk analysis during our exercises, I have contributed to the writing of a

NATO centre of excellence publication and lectured on risk and risk management
for leaders of planning groups. Ultimately, I hope to provide a constructive and
thoroughly developed foundation for improving our ability to rationally take risk
on behalf of the citizens of the Alliance countries."

Laura DuBois

NATO International Givilian

Exercise Information Environment Manager
NATO Joint Warfare Centre

"My research examines modern Russian information threats and their impact on
NATO and its member states. It emphasizes Russia's systematic exploitation of
the information environment to achieve strategic objectives, including garnering
domestic and international support, disrupting its adversaries' decision-making,
and manipulating global narratives. This analysis provides actionable insights
to enhance the JWC's capacity to replicate complex and dynamic information
environments in its training exercises. The Media Simulation team at the JWC
is responsible for designing and implementing the media and information com-
ponents of NATO exercises, including the simulation of adversarial informa-
tion campaigns. By integrating a nuanced understanding of Russian informa-
tion tactics informed by research — particularly Russia's adaptation following
its full-scale invasion of Ukraine — our simulations will present NATO forces
with more highly realistic and adaptive information environments. These efforts
aim to prepare Alliance personnel to recognize, counter, and adapt to sophisti-
cated information threats. This research aligns with NATO's strategic emphasis
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on cognitive resilience as a critical component of modern warfare. By improving
the accuracy and relevance of simulated adversarial information environments,
this work supports NATO's overarching objectives to strengthen decision-mak-
ing processes, enhance Alliance cohesion, and ensure readiness in the face of

increasingly contested information landscapes."
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NATO COMMUNICATIONS AND INFORMATION AGENCY

-OUTSOURCIN
PER

by Manisha Parmar

Head of Capability Development
NATO Communications and
Information Agency

T THE JUNE 2021 NATO
Summit in Brussels, Belgium,
the Allies agreed the NATO
2030 agenda,’ which set a
higher level of ambition to
ensure the Alliance remains

strong and on the forefront
in an age of increased global competition.

The NATO 2030 agenda includes nine
proposals ranging from deeper political co-
ordination, improved resilience and the pres-
ervation of our technological edge, to contin-
ued strategy growth and NATO investments.
Given the integral role of cyber security across
technical, procedural and people aspects, and
cyberspace's establishment as a distinct opera-
tional domain in 2016,> cyber security, with
its cross-cutting nature, is highly likely to be
included in every proposal within the agenda.

The NATO Communications and In-
formation Agency (NCIA), as NATO's cyber
and information technology (IT) provider, is
a key enabler in delivering the ambitions of
the NATO 2030 agenda. The Agency has been
closely tracking the 2030 initiatives and ex-
pects a high volume of activity to realize mem-
ber states' ambitions.

The Agency's NATO Cyber Security
Centre (NCSC) is NATO's provider for cyber
security services. The NCSC, which monitors
and defends NATO networks and supports
NATO cyberspace operations, predicts a nota-
ble uptick in the demand for services given the
integral part cyberspace plays within multi-
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domain operations (MDO). MDO refers to the
"push for NATO to orchestrate military activi-
ties across all operating domains and environ-
ments. These actions are synchronized with
non-military activities and enable the Alliance
to create desired outcomes at the right time
and place." Cyber security and cyberspace are
enablers to all of NATO's kinetic domains, in-
cluding air, land, sea and space, which, in com-
bination, enable MDO.

Given the anticipated growth in demand
and the need to build on current capacity, the
NCIA has expanded its outsourcing strategy
in order to support NATO's ambitions and
deliver the most effective and efficient solu-
tions against the NATO 2030 priorities. Subse-
quently, the NCSC considers outsourcing a key
enabler to ensure both the successful delivery
of services and support to project design and
implementation activities.

While outsourcing cyber security ser-
vices is nothing new for the NCSC, where the
delivery of services was at one point shared with
industry,* the outsourcing partnership model
needs to be reconsidered to weigh the relevant
advantages and disadvantages, including ef-
fectiveness, cost and risk. These benefits and
limitations depend on the nature of the service,
and the NCSC recognizes there is no one-size-
fits-all solution for the delivery of NATO cyber
security services.

THERE ARE THREE COMMON models for
leveraging outsourcing and various fund-

TIVE

ing vehicles for procuring industry support.
The three outsourcing models are: 1) NATO-
owned, contractor-operated (NOCO); 2) con-
tractor-owned, contractor-operated (COCO);
and 3) contractor-owned and NATO-operat-
ed (CONO). The last possible permutation,
"NATO-owned, NATO-operated" (NONO),

refers to a completely insourced approach.

NOCO MODELS RELY ON industry to provide
a level of effort for operations and maintenance
(O&M) support, whereby NATO has opted to
own the resources associated with the service.
These resources can include hardware and/or
software (licenses). Given the explicit desire for
NATO to retain ownership, it is highly likely
that the service operates (partially or fully)
within a classified domain to ensure the positive
control of any equipment processing classified
data and to allow NATO to perform destruction
of this equipment autonomously, without the
need to return artefacts to the industry partner.
Industry partners that work alongside NATO
subject matter experts (SMEs) would need to be
security-cleared personnel. Whether these part-
ners work on-site with NATO would depend on
the service delivery model and the classification
of the material being handled.

In contrast, COCO MODELS also rely on
a level-of-effort support to O&M, but allow the
third-party ownership of resources providing
NATO services. This means that equipment can
be on or off premises, depending on the clas-
sification of data. This model offsets the risk of
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equipment ownership (e.g. equipment failure)
to the contractor rather than having the risk ly-
ing with NATO. In the COCO model, NATO
personnel may not be involved at all, as the ser-
vice may be fully outsourced (e.g. reverse mal-
ware engineering). NATO staff may still be in-
volved if the service is only partially outsourced
(e.g. incident handling and management).

Lastly, the CONO MODEL is the least
likely to be leveraged, as there are limited
reasons why NATO would need to explicitly
operate a service, but would need third-party
ownership of the supporting resources. One
example could be the delivery of a service that
cannot easily be transcribed into a service level
agreement (SLA) due to the unpredictable na-
ture of the service consumption. This could
apply to support to Allied operations and mis-
sions in which a command cannot foresee po-
tential surges in service delivery due to chang-
ing operational tempos in theatre.

AS AN ORGANIZATION funded by 32 states,
the NATO acquisition and procurement pro-
cess is tightly regulated to ensure a fair and
non-biased competition across incumbents
from NATO Allies. While the process is in
place to ensure transparency and cost effec-
tiveness, it can, however, cause long lead times
until industry award and/or overly descrip-
tive requirements. These may lead to reduced
flexibility once a contract is awarded, and thus
change management and request processes can
become expensive.

To ensure the tenets of transparency and
fairness are always upheld, while aiming to

streamline the process to retain a competitive

NCIA's Enterprise S erations C
(ESOC) in Mons, Belgium, monito, SpO|
to, and reports any service d tiol

outages of NATO's networks. The ES
NATO connected. Photo by NCIA

edge, NCIA developed the Cyber Security Ser-
vices Framework (CSSF), established in 2023.>

The CSSF includes categories aligned
to the NOCO, COCO or CONO models and
while it currently only has two industry par-
ticipants (one from Croatia and another from
Belgium), the NCSC is looking to grow partici-
pation in the CSSF to re-compete the frame-
work in 2025.

Given the diverse landscape of cyber
security and the cyberspace domain, and the
growing ambition introduced by Allied states
via the NATO 2030 agenda and other initia-
tives, the NCSC will, now more than ever, need
to access industry expertise and state-of-the-
art technologies through faster and more agile
methods. A call for participation will be issued
in 2025 when the CSSF is reviewed.

In addition to these industry partner-
ships, the NCSC relies heavily on a footprint
of interim workforce to work alongside NCSC
SMEs and deliver both services and service up-
lifts (via projects) to NCIA. This interim work-
force talent is garnered through the Advisory
and Assistance Services (AAS) Framework,®
which was signed with various companies
to provide NCIA with top talent and experts
for interim opportunities and short-term ac-
tivities. The AAS Framework augments capac-
ity also in line with the NOCO, COCO and
CONO models, and stipulates lean turnaround
time from issue of a statement of work (SOW)
to industry response, which promotes and am-
plifies the pool of skilled and cleared personnel
available to NCIA.

Lastly, the NATO Industry Cyber Part-
nership (NICP),” which celebrates its 10-year

CYBER SECURITY

anniversary in 2024, aims to accelerate cyber
information sharing amongst the NCSC and
the NATO Allies, to identify threats faster and,
most importantly, mitigate these threats in a
timely and coordinated fashion. The NICP
has participation from a range of industry
providers and is a community of professionals
exchanging information in a dynamic format.
While it is not a classic model of outsourcing
(and does not align with the NOCO, COCO
and CONO models), it is an example of a col-
laborative environment between NCIA and
NATO states' industry to promote the shar-
ing of knowledge and strengthen ties between
NATO and industry.

BY LEVERAGING EXISTING vehicles and,
increasingly, new mechanisms and opportu-
nities resulting from NCIA engagement with
industry, the NCSC will expand its access to
industry cyber experts and noticeably increase
the outsourcing of its service delivery and up-
lifts in coming years. By doing so, the NCSC
is optimally positioned to deliver on national
expectations, achieving NATO's ambitions
while diversifying the workforce and allowing
NATO funding to flow back into the Alliance
states to ensure industry benefit. +
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‘ JWC STAFF RIDE

A FIELD STUDY ON

OPERATION FRESHMAN

N JUNE 13, Joint Warfare Cen-

tre (JWC) leadership and 90 staff

members conducted a field study in

the area of Helleland in Eigersund

Municipality in the south-western
Norwegian county of Rogaland, where the
JWC is located. The event was supported by
the Norwegian Naval Basic Training Centre
Harald Haarfagre, which is based at Madla,
Stavanger, near the JWC.

The field study focused on the British-
led Operation Freshman, the first Allied glid-
er-borne raid of the Second World War. The
campaign, which took place from late 1942 to
mid-1944, was part of the heavy water cam-
paign in Norway, aimed at preventing Third
Reich from obtaining sufficient quantities of
heavy water for their likely programme to de-
velop atomic weapons.

While the campaign was ultimately
successful, Operation Freshman ended in ca-
lamity on October 19, 1942: due to adverse
weather conditions and technical issues, the
two gliders and one of the towing bomber air-
craft, which had set out from Scotland to bring
British commandos to the Vemork hydroelec-
tric power plant in Telemark, crashed in the
Norwegian county of Rogaland, resulting in
the loss of 41 lives.

Colonel Nicolas Tachon, the JWC's Head
of Transformation Delivery Division and the
lead planner of the event, said that the study
of events from military history helps develop a
better understanding of the operational art of
war. The insights gained from such efforts may
support the JWC to develop training for future
NATO operations.

This field study also allowed staft to re-
flect on the sacrifices both the United Kingdom
and Norway made during the campaign. The
study of Operation Freshman was actively sup-
ported by Scottish-born guest lecturer Dr Bruce
Tocher, who is currently writing a book about it.

The two-hour excursion on two crash
sites concluded with a remembrance ceremo-
ny at Slettebo, a site in Rogaland where Third
Reich troops executed the few survivors of the
glider, which had crashed on Bjenkafjellet. Lars
Aarseth, the Chaplain of the Norwegian Home

Colbnel Tachon (middle) and
JWCstaff at Bjenkafijellet
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Guard, opened the ceremony with a prayer. This
was followed by a wreath-laying ceremony pre-
sided over by Major General Piotr Malinowski,
the then Commander JWC, and Iselin Grosfjeld
Skogen, Chair of the Committee for Health,
Culture and Child Care Services at Eigersund
Municipality. Leif Broch, Eigersund liaison for
public relations and veterans' affairs, delivered
an address on behalf of the municipality.

During the remembrance ceremony,
Major General Malinowski said, "Not all sol-
diers come home to their loved ones. But
they pay this price so that their compatriots
may live. For this we not only owe them our
gratitude and respect; we also owe it to them
to learn from the past and strive for improve-
ment, always. To avoid war where possible and
be ready to fight when we must."

Major General Malinowski stressed
that he was both proud and humbled to serve
as part of the NATO Alliance, which resulted
from countries having witnessed the destruc-
tion of the Second World War. "I can think of
no better way to honour these men than to en-
sure that the JWC carries forward every piece
of knowledge we can glean from their heroic
effort, utilizing the insights in exercises. The
wreath we lay down symbolizes our eternal re-
spect for the fallen heroes," he added. +

- Staff members
= returning from *
the excursion

> > >



JWC STAFF RIDE

CHRONOLOGY

Events of the heavy water campaign
in Norway, 1942—-1944

JULY 1942

The British War Cabinet decides to destroy
the heavy water production facilities at the
Norsk Hydro plant at Vemork, Norway.

18 OCTOBER 1942

Operation Grouse: five Norwegian special
operations executive agents parachute
near Vemork.

.| b

ams ofthe field study led by Colon

19 NOVEMBER 1942 = 9 " i ghally
3 - < e EL. e

Operation Freshman: 41 men

from the Commonwealth are killed both

in the crashes of their aircraft in Rogaland

and in subsequent executions.

27-28 FEBRUARY 1943

Operation Gunnerside: successful
destruction of heavy water production
facility at Vemork by nine Norwegian
special operations executive agents.

20 FEBRUARY 1944

The Norwegian resistance sinks the
ferry Hydro on the lake Tinnsje near
Rudsgrend, destroying the remaining
heavy water stocks, which had been
bound for Germany.
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A Feast for the Eyes and Ears:
The 3rd Guard Company
at the JWC

His Majesty the King's 3rd Guard Company per-
formed a spectacular 15-minute demonstration
at the JWC on May 29. The 3rd Guard Company
consists of nearly 100 Norwegian conscripts.
They represent both the Norwegian Armed
Forces and Norway, and serve as ambassadors
of His Majesty the King's Guard. The world-re-
nowned 3rd Guard Company has performed in
Norway and abroad for more than 60 years, and
participated in international military tattoos. The
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drill was performed before a large audience of
civilian and military personnel at the JWC. Fol-
lowing the visit to the JWC, the 3rd Guard Com-
pany performed in the new NATO Allied nations
of Finland and Sweden to celebrate the coopera-
tion between the Nordic countries.

Lt Col Daniel A. Hayes, U.S. Air Force 426th
Air Base Squadron incoming Commander,
right, accepts command from Col Valarie A.
Long, 423d Air Base Group Commander,
during the change of command ceremony at
the Jatta Military Compound, June 17, 2024.

Photo by Senior Airman Jason W. Cochran,
U.S. Air Force




From left: Dr Kruke, Dr Morsut, Professor Jore
and Lt Col van Mill. Photo by JWC PAO

TO

NEED JWC Collaborates with University of

WWW.JWC.NATO.INT

#WEARENATO

KNOW Stavanger to Explore Resilience

ON AUGUST 30, 2024, the Joint Warfare
Centre's (JWC) Transformation Delivery Divi-
sion (TDD) held a deep dive event with Uni-
versity of Stavanger (UiS) faculty members
specialized in risk management and public
security to increase awareness on resilience
and strategic thinking. The event was the cul-
mination of a week-long internal training for
the TDD staff, but it was also open to all other
JWC personnel.

Today national and collective resilience is
among the most critical enablers in NATO's
collective defence. Discussions during the
event underscored that partnerships between
the military, government organizations, inter-
national organizations, industry, and academia
are crucial for advancing civil preparedness
and response in peace, crisis and conflict.

NATO defines resilience as "the individual
and collective capacity to prepare for, resist,
respond to and quickly recover from shocks
and disruptions, and to ensure the continuity
of the Alliance’s activities."

At the operational and strategic levels, the
JWC primarily focuses on the Layered Resil-
ience Concept, which considers military and
civil resilience as two layers necessary to sup-
port the military instrument of power.

The deep dive included lectures by the UiS
faculty members, who are renowned experts

in the field of public security, as well as a pres-
entation on the Layered Resilience Concept by
Lieutenant Colonel Jeroen van Mill.

The event concluded with facilitated dis-
cussions covering topics such as crisis pre-
vention and management, cooperative securi-
ty, and the key role of civil-military cooperation
in addressing contemporary security chal-
lenges. "The movement toward resiliency is a
process and will not be done overnight," van
Mill said, adding: "Building a resilient organi-
zation is a complex, cross-functional, 'one
team' endeavour, which needs the cross-dis-
ciplinary efforts of people inside and outside
our organization."

Van Mill underlined that the collaborative
effort between the JWC and UiS was a step
forward in establishing a network of resilience-
focused experts, researchers and practitioners
in Norway.

"This has been a great and highly engag-
ing learning experience. We learned from the
faculty, but we also helped them to get a bet-
ter understanding of NATO's military resilience
concept, how the JWC supports it, and its
strategic relevance to our collective security.
Resilience requires a whole-of-government
approach, but it also helps increase our inter-
operability since it strengthens the partnership
between our nations," he added.

Among the UiS representatives in attend-
ance were Associate Professor Dr Claudia
Morsut, who gave a lecture on resilience in
complex multinational organizations such as
the UN and EU; and professor and former
Norwegian Armed Forces officer Dr Bjern Ivar
Kruke, who gave a lecture on emergency pre-
paredness. Additionally, Professor Sissel H.
Jore delivered presentations during the event
and participated in the discussions. At the
conclusion of the deep dive, Dr Kruke said:
"The Joint Warfare Centre has a huge body
of competence for operationalizing the difficult
resilience concept into an applicable frame-
work for NATO."

> > >
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Located in Stavanger, Norway, the Joint Warfare Centre (JWC) is a community of around 1,100 people,
counting both staff and their families. The JWC serves as both a warfare centre and as the premier
collective training establishment of the NATO Alliance at the operational and strategic levels. The
JWC welcomed 40 new staff and their families to the organization on August 22, 2024,

BASED ON THE NATO 2030 ambition, which fo-
cuses on making NATO even stronger, the Joint
Warfare Centre (JWC) has embarked upon its
own transformation journey, led by the JWC Pro-
gramme Office. The effort to implement numerous
change initiatives within the organization, bundled
under the name JWC 2030 Transformation Pro-
gramme, receives fresh momentum through the
arrival of Brigadier General Raymond L. Adams,
the JWC's new Deputy Commander and Chief of
Staff. During an all-hands call on October 2, 2024,
Brigadier General Adams highlighted change initia-
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tives and culture. The Transformation Programme
seeks to ensure that the JWC remains fit for the
future and continues to serve NATO as the trans-
formational hub between Allied Command Opera-
tions (ACO) and Allied Command Transformation
(ACT) — a dual mission that enables converting
new concepts into outputs that enhance NATO’s
readiness and maintain its warfare advantage.
"The JWC is invested and committed to
NATO 2030. The vehicle for this is the JWC 2030
Transformation Programme," Brigadier General
Adams said. "It will identify, define, and implement

Photo by JWC PAO

change initiatives, which enable us to fully support
ACT's Warfare Development Agenda and ACO's
operational readiness and deterrence posture.”

Brigadier General Adams then highlighted cul-
ture as a vital element of the JWC 2030 Transfor-
mation Programme. He explained that the JWC'’s
new initiative, Organizational Values Assessment
(OVA), focuses on both culture and people, sup-
porting the JWC’s continuous improvement as
part of the overarching 2030 Transformation Pro-
gramme. "This programme element will help us
better understand our internal values, behaviours
and perceptions, all of which are critical to our
success," Brigadier General Adams said.

He underlined that OVA would set the right
foundation for JWC's short-, medium- and long-
term transformation, and help ensure a team-
oriented mission success. "Why are we doing all
this? Because we need to ensure that the JWC
remains resilient, forward-thinking and ready for
the future. We are at a critical moment in the his-
tory of NATO and this is our collective effort to
make the JWC an even better place to work, to
grow, and to excel."
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DON'T MISS OUT!

The Three Swords Preview

Issue 41 of The Three Swords will be out in the au-
tumn of 2025, with a special feature about the his-
tory of the Joint Warfare Centre's hometown, Sta-
vanger — one of Norway's oldest cities. Stavanger
was a growing urban centre at the start of the 12th
century, shortly after the end of the Viking Age. Its
official founding year is counted as 1125, when the
Stavanger Cathedral was completed. This means
that Stavanger will celebrate its 900-year anniver-
sary in 2025!

From top: Ina Meer Sommer; Fabian Junge;
saiko3p, Shutterstock

The NATO Budget Committee visits the JWGC

THE NATO BUDGET Committee visited the
Joint Warfare Centre (JWC) on May 7 and 8,
2024, to learn more about the JWC's mission
and discuss the Centre's impact on NATO
common funding and future capability devel-
opment. Ms Helena Potter, the JWC's Financial
Controller and Head of Budget and Finance
Office, said: "Through innovative training meth-
odologies and cutting-edge simulation tech-
nologies, we are dedicated to enhancing the
readiness and interoperability of NATO forces,
working hand in hand with Allied Command
Operations and Allied Command Transforma-
tion. We prepare the next generation of NATO
forces through realistic and challenging exer-
cises; we instil in them the mindset and skills
necessary to respond swiftly and decisively to
emerging threats and for the 'fight tonight.""

"Your support in approving our budgets
enables us to conduct these exercises with the
highest standards of excellence and effective-
ness," Ms Potter added.

Following the mission brief and introduction
to the JWC's budget and contracting process-
es, the Budget Committee paid a visit to the re-
cently modernized In-Rock Facility.

Here, Colonel Kevin Rafferty, the JWC's
Deputy Chief of Staff (DCOS) Exercises, Train-
ing and Innovation (ET&l), together with his
staff, provided the committee representatives
updated information on a wide array of top-
ics, including the JWC's new exercise series,
STEADFAST  DETERRENCE, STEADFAST
DUEL and STEADFAST DAGGER; recent ad-
vances in modelling and simulation capabilities,
NATO's new force model, and the new organi-

NATO Budget Committee'representatives observing
a wargame demonstration. Phofo by JWCPAO

zational change programme. Colonel Rafferty
explained: "There has been a paradigm shift to
the new STEADFAST series of exercises. Over
the previous 18 months, the exercises have
been redesigned to meet the requirements of
the Supreme Alied Commander Europe for
increased realism. They are larger in scale and
are firmly nested between the operational and
strategic levels; providing the opportunity to the
NATO Command and NATO Force Structures
to refine their plans and directives, and increase
their readiness."

During their visit, NATO's top budget of-
ficials from 18 NATO member countries were
also updated on the real-life support to exer-
cises, workforce, and ongoing and future in-
frastructure improvement projects as well as
the JWC's efforts in advancing warfare devel-
opment. The latter included a presentation on
wargaming by the JWC’s Wargaming Branch.

At the conclusion of the visit, Mr Torgrim
Alterskjeer, Section Chief Budget and Disburs-
ing, said: "This was a tremendous opportunity
to meet and interact with the Budget Commit-
tee representatives. This visit could not have
been accomplished without the joint efforts of
the JWC staff."

Alterskjeer added: "We covered so many
topics that are vital to the success of our
mission and future capabilities. The visit also
contributed to the Budget Committee’s under-
standing of the breadth of our mission and main
activities. Some people may think of Stavanger
as expensive, but the JWC is indeed the best
training location, from a cost perspective, for
operational-level command post exercises."

Mr Torgrim Alterskjeer. Photo by JWC PAO
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A Ski Marathon in

LONGYEARBYEN

Below
The Svalbard Skimaraton track
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VERY YEAR, MILLIONS of tour-

ists from all over the globe flock to

Norway to see its stunning land-

scapes. I myself have been lucky

in that my work has taken me to

Norway nine times so far, includ-
ing for a tour of duty at the Joint Warfare
Centre (JWC) and for arctic warfare training.
But like so many of Norway's tourist visitors,
I had never made it all the way to the fabled
archipelago of Svalbard. To remedy that, I
signed up for the Svalbard Skimarathon in
November 2022, a 42.2-kilometre classic-
style cross-country ski race.

Svalbard

With a name derived from the Old Norse "sval"
("cold") and "bard" ("ridge"), Svalbard is an ar-
chipelago in the Arctic Ocean between the 74th
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by Martin Chohan
Exercise Production Division
NATO Joint Warfare Centre

and 81st parallel north. It boasts an interesting
history: the North Pole is only 1,000 kilometres
away, and the 1920 Svalbard Treaty allows any-
one to live and work there regardless of citizen-
ship. According to the Treaty, Svalbard may not
be used for "warlike purposes.”

From Stavanger, where the JWC is lo-
cated, it takes approximately a full day to reach
the capital of Svalbard, Longyearbyen. The
Coal Miners' Cabins in Nybyen, a 25-minute
walk south from the town centre, offer a great
compromise between cost and comfort, and
have a decent bar and restaurant. The money
I saved by lodging there, I invested in the ad-
ventures below.

Training
I had never classic-raced more than 20 kilome-
tres, so I took advantage of discounted lessons

> > >



at the JWC's annual week-long winter leave
event. Before and after this trip, I spent nearly
every weekend from January to April in Sirdal,
a skiing destination about a 100 kilometres
from the city of Stavanger. I would leave for
Sirdal at 05:30 on Saturday and Sunday morn-
ings, to be first in the tracks before the crowds
arrived. I endured various conditions ranging
from extreme wind and cold to sun, rain, ice
and slush. Whilst it was very challenging at
times, I had to prepare for whatever Svalbard
would throw at me. After each session, I visited
Kvaven Kafé, where Rune, who served behind
the counter until last year, would serve me a
well-earned waffle and coffee. Experimenting
with kit and waxes, I racked up 300 kilometres
on skis and 24 hours in gyms prior to race day.

The Race
The day before the race, athletes gathered in
a gym, where ski waxing experts from Swix,
a Norwegian manufacturer of winter sports
equipment, advised on wax selection and ap-
plication. Getting this wrong can lead to in-
creased fatigue and longer race times, so time
spent getting it right is well worth it.

On the race day, in brilliant sunshine
and negative two degrees Celsius, around 300
apprehensive racers assembled. In the minutes
before the start, shivering hands made final ad-
justments to skis, pole straps and rucksacks.'
Everyone was friendly, but focused — we were
all keen to begin. Meanwhile, in the blue sky
above, Svalbard's governor was conducting re-
con from a helicopter, satisfying himself that
no polar bears would reduce the field of com-
petitors. At 09:00, the starting official fired his
pistol — we were oft!

Like human trains, we pulled out of the
16 start lanes, which soon narrowed to two
— it was a scene of organized chaos! As we
established our rhythms under the watchful
eyes of rifle-toting marshals on bear watch,?
it was hard not to be distracted by the scenic
route, which combs Adventfjord's north and
east shores. I discovered downhills were my
strength; I could overtake many people at a
time (due to a strong Telemark ski background,
I am not easily unsettled or thrown off balance
by high speeds). I did all right on uphill slopes
too, but on the flats, I was very average.

At 26 kilometres, I had to dig deep to
find more mental resolve. At 38 kilometres,
the cramps in my quadriceps and triceps were

unbearable, but relieved with isotonic gels,

stretching, and positive thoughts about Scot-
tish single malt (from my hipflask) at the finish.

The final two kilometres, now into an
icy headwind, went quickly. Crossing the fin-
ish line felt sensational — I definitely felt I'd
earned my medal! As the only competitor from
the JWC, and one of only two male British ski-
ers, I posted a time of 3 hours and 30 minutes
(add 15 minutes for wax/drink station stops). I
was pretty pleased, shaving 25 minutes off the
predicted time for my age group (I'm in my
early 50s), though some very fit, proficient and
mainly Scandinavian skiers in their 50s and
60s achieved times under three hours.

That evening after prize-giving, every-
one enjoyed a banquet of soup, reindeer stew
and chocolate cake, all washed down with Dan-
ish beer. The times of the fastest male and fe-
male racers (both Norwegian) were 1 hour and
59 minutes, and 2 hours and 8 minutes, respec-
tively; the slowest racer to finish took 5 hours
and 58 minutes. Of 371 racers, 256 finished.

Activity Recommendations

My spouse accompanied me to Svalbard. We
booked a day's dogsledding. Guides assign
you six dogs (chosen from 112), and you have
to find them, lead them from their kennel to
the sled, and then harness, mush and feed
them (after receiving instructions, of course).
Included was a visit to 1,000-year-old under-
ground ice caves in which we were given hot
turmat (Norwegian MREs for hikers) and sol-
beersaft (blackcurrant squash) by the light of
our head lamps. The guides regaled us with
tales of polar bear attacks (would one be wait-
ing at the cave entrance on our exit?) and Arc-

From left
Driving huskies; the author, near the
finish line. Photos provided by the author

www.svalbardskimaraton.no

https://www.visitsvalbard.com/

tic living. In contrast to snowmobiling, there is
something special about viewing this incred-
ible scenery and wildlife accompanied only by
the sounds of paws and rails on snow.

A snowmobile safari sees you driving
through incredibly flat and wide valleys, Ad-
ventdalen and Sassendalen, bordered by char-
acteristic flat-topped mountains, black rock
and coal contrasting vividly with the snow.
Our safari ended at Tempelfjorden, 50 kilo-
metres away. Frequent stops allow photo op-
portunities: seals, walrus, birds and Svalbard
reindeer, a species unique to the islands.

If you prefer a more relaxed way of view-
ing, book a boat trip through pack ice to Bille-
fjord (we saw a polar bear there). Longyear-
byen has much to offer: visitors can explore
museums, sample locally brewed beers at the
"northernmost pub in the world," shop for the
ultimate in cold weather clothing, or just relax
in restaurants and cafés.

Conclusion

Svalbard is a worthy destination, but pick your
season carefully. The sun doesn't set from 20
April to 22 August, but conservation rules mean
hiking over sensitive tundra is forbidden. Due
to its location and ruggedness, many activities
on Svalbard have minimum age requirements,
usually starting at 10-14 years. Check out www.
visitsvalbard.com for more information. +

Endnotes

1 It is mandatory to carry safety equipment and spare
clothing at the Svalbard Skimaraton.

2 Anywhere outside of "town" is polar bear territory, so
all trips require armed guides.
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Introducing our new Portfolio Section, where we highlight the diverse talents

of our staff, from photography to coaching and more.

“I'M NOT A PROFESSIONAL
PHOTOGRAPHER; I'M A
PROFESSIONAL BEGINNER.”

JOSE NEVES is the Joint Warfare Centre (JWC)
Communication and Information Systems Ser-
vices Team Leader. Outside of work, he pursues
an inspiring passion in the diverse landscapes
in Norway, especially, surrounding the JWC in
southwestern Norway: José captures birds.
Well, not with nets and cages, but with his
camera. We sat down with him to find out more
about this pastime and what it has taught him
about the natural beauty of our planet.

José, tell us something about how
you became interested in birds.

I grew up in a mountainous landscape similar to
that of Norway. As a child, I developed a fasci-
nation with the environment around me. Each
discovery of a new species created in me a sense
of belonging, but also of admiration and respect.
Over the years, I gained knowledge about birds:
their names, sounds, flight patterns, behaviours,
favourite foods, preferred locations to perch
and nest, how to distinguish male and female,
and so on. Coming to Norway gave me the op-
portunity to fulfill an old dream: documenting
biodiversity, especially birds, with which we
have the privilege of sharing this planet. Having
joined international and local groups, such as
Bird Life Norge, dedicated to protecting the en-
vironment and biodiversity, I now feel a strong
sense of responsibility to do my part to help pre-
serve the species that still exist.
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José Neves. Photo by JWC PAO

What motivates you to

pursue photography?

I'm not a professional photographer; I'm a
"professional beginner" who entered this fan-
tastic world of photography about three years
ago. I had no prior knowledge of photography
whatsoever. My goal is to share the beauty and
wonder of the natural world with others, to
inspire a deeper appreciation for the environ-
ment, and to foster a sense of stewardship for
the planet and all its inhabitants.

What inspired you to shoot
landscapes and wildlife,
especially birds?

Since my teenage years, I have avidly watched
all these amazing documentaries on TV about
the natural world. Often, these are about re-
mote places and exotic species. I have always
dreamed of doing something similar, but
documenting the wildlife and natural world
that surrounds me where I live. As for wildlife
photography, birds hold a special fascination
for me. They embody freedom, grace and re-
silience. Whether it is the vibrant plumage, the
majestic flight of an eagle, or the delicate bal-
ance of a bird hovering in mid-air, each bird is
a masterpiece of evolution.

My passion for shooting landscapes and
wildlife, particularly birds, came from a deep
appreciation for the beauty and diversity of
the natural world. Nature has always been a
constant source of inspiration for me, with its
breathtaking scenery and fascinating creatures.
And Norway offers all that. We are surrounded
by beautiful species of birds, mammals, insects,
plants... We just need to go out and enjoy.

How do you prepare for a wildlife
photo shoot?

Photographing birds presents unique challeng-
es and rewards. It requires patience, observa-
tion, and an understanding of their behaviour
and habitats. But when you manage to capture
that perfect moment — the glint in their eye,
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Norwegian white-tailed eagle
© José Neves

the spread of their wings, or the subtle move-
ment of their feathers — it's incredibly reward-
ing. Here's how I typically prepare:

Research: I start by researching the
location and the species of wildlife I hope to
photograph. Understanding the subject helps
me anticipate their movements and capture
more compelling shots.

Scouting: If possible, I visit the location
beforehand to scout potential shooting spots,
identify good vantage points, and familiarize
myself with the terrain. Wildlife photography
can be unpredictable, so whenever possible, I
have backup plans in place in case my original
location or subject doesn't pan out.

Gear check: I carefully inspect and pre-
pare all my camera gear, ensuring everything is
clean, fully charged, and in working order.

Pack essentials: In addition to cam-
era gear, I always pack essential items such as
water, coffee, snacks, appropriate clothing for
the weather and terrain, insect repellent, and a
first-aid kit.

Timing and weather: Early mornings
and late afternoons often provide the best

#

lighting conditions, while overcast days can
offer softer, more diffuse light that is ideal for
certain subjects.

Respect wildlife: Behave ethically out
there. Prioritize the welfare of wildlife and re-
spect their natural behaviour. Maintain a safe
distance to avoid disturbing or stressing the
animals. Patience is key.

Tell us about your
best experiences.
Overall, the best experiences as a photogra-
pher are those that allow me to connect with
the world on a deeper level, to share my pas-
sion with others, and to make a positive impact,
however small, through my photos. Photogra-
phy has taken me to some incredible places
I might never have discovered otherwise.
Whether it's hiking through rugged mountains,
trekking through dense forests, or sailing to an
island, each adventure has been an opportunity
to immerse myself in the beauty of nature and
capture its essence through my lens.

Nature has the power to heal you in ways
you can't imagine. There are occasions where,
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while waiting for some action, I peacefully fall
into a deep sleep. Nothing compares to captur-
ing a once-in-a-lifetime moment — the perfect
sunrise over a misty lake, the elusive wildlife.
These moments are ephemeral and precious,
and being able to freeze them in time is incred-
ibly rewarding.

In your view, what makes a
"winning"” image? Is there any
stand-out shoot for you?

I remember, a long time ago during a World
IT Conference, someone on stage shared her
achievements in teaching a computer how to
"read" photos. The one she used as an example
was a family photo in which a young boy was
receiving a present from his mother. The com-
puter was able to describe it as such.

What the computer was not able to
"read" was the emotion on people's faces and
the story the picture told. The mother gave the
present to the boy to celebrate his recovery
from cancer after along battle. The joy on their
faces also spoke of the tears they had cried.

Photography, at its core, is about sto-
rytelling. Quite often that story occurs when
a photographer "makes a photo," rather than
taking a photo. A "winning" image, in my view,
is one that effectively communicates a compel-
ling story, evokes an emotional response, and
demonstrates technical excellence. There's no
single definition of a winning image. +

European shag, photographed in Norway
© José Neves
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READINESS AND WARFIGHTING

NATO's largest computer-assisted command post exercise of the year,
STEADFAST DUEL 2024, focused on the Article 5 defence of NATO
territory and the delivery of multi-domain operations at the strategic,
operational, and higher tactical levels. (pp. 64-67)

Norwegian soldier standing guard at the Joint Warfare Centre
aduring STEADFAST DUEL 2024. Photo by Tore Ellingsen

Scan the QR code with your mobile device

) to visit www.jwc.nato.int and learn more.

#WEARENATO

The Joint Warfare Centre is NATO's
training focal point for full-spectrum joint
operational- and strategic-level warfare.



